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[bookmark: _Toc236657076]Introduction
This assessment explores the fundamental principles of cybersecurity and the importance of protecting information assets in current digital environment. It examines how organisations can identify security risks, implement appropriate protection measures, and develop secure systems that support business objectives. The report also discusses the role of security architecture, continuous monitoring, and incident response in maintaining the confidentiality, integrity, and availability of information. By applying these concepts, this assessment demonstrates how effective cybersecurity practices help organisations defend against modern cyber threats and strengthen their overall security posture.
[bookmark: _Toc236657077]Task 1- Research in Data Security and Compliance – Securing the Hybrid Workforce

[bookmark: _Toc236657078]Introduction
The traditional way of securing a company network does not work anymore. In the past, all employees worked inside an office building, and a standard firewall protected the perimeter. Now, companies use a hybrid workforce. Employees work from home, hotels, or coffee shops, and they access data using cloud applications and personal devices. This means company data is moving everywhere outside the old physical perimeter [1]. This new way of working brings major security risks. Traditional tools like Virtual Private Networks (VPNs) are no longer safe enough. If a hacker steals a user's VPN credentials, they can access the entire internal network and steal sensitive data [2]. To fix this problem, modern organizations need to change their security strategy. They must build a system that can anticipate threats, protect data outside the office, detect suspicious actions, and respond automatically to attacks. This section of the report research how companies can achieve this by using three key technologies: Zero Trust Network Access (ZTNA), Secure Access Service Edge (SASE), and Data Loss Prevention (DLP).







[bookmark: _Toc236657079]
The Technical Foundations of Hybrid Security 
To secure data beyond the corporate perimeter, organizations must implement modern cloud-native architectures. This section explains the three core technologies that replace old hardware-based security systems. 
[bookmark: _Toc236657080]Zero Trust Network Access (ZTNA) 
The core rule of Zero Trust is simple: "Never trust, always verify"[3]. In a traditional corporate network, verification only happens once when the user logs in. After that, the network trusts the user completely. ZTNA changes this mindset. It assumes that threats always exist inside the network. Therefore, no user or device receives automatic trust, no matter their physical location.
ZTNA replaces traditional VPNs by providing secure remote access to specific applications instead of the whole network. When a remote worker wants to use a company tool, ZTNA checks several things before granting access:
1. User Identity: The system verifies the user with strong Multi-Factor Authentication (MFA). 
2. Device Health: The system checks if the laptop or phone is safe. It verifies if the operating system is updated and if an antivirus or Endpoint Detection and Response (EDR) tool is running. 
3. Context: It reviews the location, time of day, and the type of data requested. 
A major advantage of ZTNA is the principle of Least Privilege [4]. This means employees only get access to the exact applications they need to do their jobs, and nothing more. For example, an HR worker can access the employee database but cannot see the finance system. Furthermore, ZTNA uses "application cloaking." This technique hides company tools from the public internet. If a hacker scans the web for vulnerable servers, they see nothing because the ZTNA gateway makes the systems invisible. This reduces the attack surface and stops hackers from moving sideways through company systems if they manage to steal an account [5]. 
[bookmark: _Toc236657081]Secure Access Service Edge (SASE) 
While ZTNA controls access to specific applications, companies still need a way to secure all network traffic and internet browsing for remote workers. This is where SASE comes in. SASE is a cloud architecture model that combines network functions and security functions into a single cloud service [6]. 
In the past, companies bought different boxes for different security jobs one box for a firewall, one box for web filtering, and another box for cloud security. SASE combines all these tools into the cloud: 
· SD-WAN (Software-Defined Wide Area Network): This manages the network traffic and makes sure connections are fast and reliable. 
· Secure Web Gateway (SWG): This filters internet traffic to stop employees from visiting dangerous websites or downloading malware. 
· Cloud Access Security Broker (CASB): This acts as a security guard between corporate users and cloud apps like Microsoft 365 or Google Workspace. It ensures data moving to the cloud stays secure. 
· Firewall-as-a-Service (FWaaS): A powerful firewall that lives completely in the cloud, protecting users wherever they connect. 
By putting all these tools into a single cloud service, SASE removes the need to send all internet traffic back to the physical office building. This makes the internet connection much faster for hybrid workers while keeping the exact same security policies everywhere in the world. 

[bookmark: _Toc236657082]Data Loss Prevention (DLP) 
Even with strong access controls like ZTNA and SASE, data can still be leaked by mistake or stolen by malicious insiders. Data Loss Prevention (DLP) is a set of tools and rules used to make sure sensitive data is not lost, misused, or accessed by unauthorized users [7].
DLP tools track and protect data in three different states: 
1. Data in Motion: Data that is traveling over the network, like an email or a file upload. 
2. Data at Rest: Data stored on hard drives, cloud storage, or databases. 
3. Data in Use: Data that an employee is actively reading, printing, or copying. [7]
DLP works by using special rules to identify sensitive information, such as credit card numbers, social security numbers, or secret design documents. For example, if a remote employee tries to upload a customer list to a personal cloud storage account or copy it to a USB drive, the DLP system automatically blocks the action and alerts the security team. This keeps data safe even when employees work outside the office.








[bookmark: _Toc236657083]Critical Evaluation: Anticipating, Protecting, Detecting, and Responding 
To build a strong cybersecurity environment, an organization cannot just wait for attacks to happen. It must use ZTNA, SASE, and DLP to create an active environment that covers four main security actions: anticipation, protection, detection, and automatic response.
	Security Action 
	How Technology Achieves it
	Business Benefit

	Anticipation 
	Continuous device posture scanning and threat intelligence integration.
	Finds vulnerabilities before hackers can exploit them.

	Protection
	Encryption, Multi-Factor Authentication (MFA), and least privilege access.
	Keeps data safe and stops unauthorized access.

	Detection
	Real-time monitoring of user behaviour and data movement.
	Flags suspicious actions Immediately.

	Response
	Automatic account blocking, access revocation, and data isolation.
	Stops and active attack instantly without waiting for a human.




[bookmark: _Toc236657084]Anticipation 
Anticipation means finding risks before an attacker can use them. In a hybrid work model, companies anticipate threats by checking the safety of devices before they connect. 
ZTNA systems continuously check the state of every laptop. If an employee forgets to install a critical security update, the system anticipates that this device is vulnerable. It will refuse connection to corporate networks until the employee updates the computer. This stops hackers from using known vulnerabilities on personal or remote machines to enter the company network. 
[bookmark: _Toc236657085]Protection 
Protection is about creating strong barriers around data. SASE and ZTNA protect data by using strong encryption and strict access rules. All data traveling between the remote worker and the cloud is encrypted, so hackers cannot read it on public Wi-Fi networks. Additionally, DLP protects data by enforcing strict classifications. It marks files as "Public," "Internal," or "Confidential." The system blocks any action that violates these labels, protecting company data from human mistakes or bad intentions.
[bookmark: _Toc236657086]Detection 
Detection means finding suspicious behaviour in real-time. SASE and DLP collect information from every user connection and file movement. Advanced systems look for unusual patterns using Security Information and Event Management (SIEM) systems. For example, if an employee usually downloads five files a day, but suddenly tries to download 5,000 files in the middle of the night, the DLP and SASE systems detect this strange behaviour immediately. It does not look like normal work, so the system flags it as a potential data theft attempt. 
[bookmark: _Toc236657087]Automatic Response 
In a hybrid workforce environment, waiting for a human security analyst to see an alert and fix it takes too much time. Attackers work fast. Therefore, systems must respond automatically. This is done by connecting security tools to a Security Orchestration, Automation, and Response (SOAR) platform [8]. 
If the ZTNA system detects an "impossible travel" event for example, a user logging in from Paris and then trying to log in from New York ten minutes later the system does not just send an alert. It automatically blocks the account, revokes all active cloud sessions, and demands a new MFA verification. This automatic reaction happens in seconds, stopping the attack before the hacker can steal any data.
[bookmark: _Toc236657088]Implementation Challenges and Limitations 
While ZTNA, SASE, and DLP provide excellent security, moving to this modern model is not easy. Organizations face several practical challenges during implementation. 
[bookmark: _Toc236657089]Complexity of Existing Systems 
Many established companies have old computer networks and applications inside physical data centres. These old applications were not designed for the cloud or ZTNA. Forcing old software to work with modern Zero Trust tools can be very difficult, expensive, and time-consuming. Companies often must run both old and new security tools at the same time, which creates confusion for the IT team. 
[bookmark: _Toc236657090]Impact on Employee Experience 
If security rules are too strict, they can make everyday work frustrating for employees. For example, if a ZTNA system asks an employee to complete an MFA prompt every time they open a different application, it creates "MFA fatigue" [9]. Employees might become annoyed and look for ways to bypass the security tools to do their jobs faster, which accidentally creates new security risks. Security teams must find a good balance between strong protection and user convenience. 
[bookmark: _Toc236657091]Reliance on Cloud Providers 
By moving network and security functions to a SASE cloud platform, companies become highly dependent on their security vendors (like Zscaler, Palo Alto Networks, or Cloudflare). If the cloud provider suffers a major outage, the company's remote workers might lose access to all corporate tools and the internet [10]. This centralizes risk and means companies must choose highly reliable vendors with strong service level agreements. 


[bookmark: _Toc236657092]Administrative Maintenance of DLP 
DLP systems require constant updates and maintenance. If the rules are too sensitive, the system creates many "false positives" meaning it blocks legitimate emails or documents by mistake. This stops normal business operations and overwhelms the security team with useless alerts. If the rules are too loose, sensitive data will slip through. Fine-tuning these rules requires continuous effort from security administrators.
[bookmark: _Toc236657093]Governance, Ethics, and Compliance Risks 
Managing a hybrid workforce is not just a technical challenge it also involves legal and ethical questions regarding data privacy and corporate governance. 
[bookmark: _Toc236657094]Employee Privacy vs. Corporate Monitoring 
To protect data using SASE and DLP, companies must monitor what employees do on their computers. These tools inspect internet traffic, read emails, and track file movements. However, when employees work from home, the line between work life and personal life becomes thin. 
If an employee uses a corporate laptop to check personal banking or healthcare websites during lunch, the security system might log this private data. Organizations must follow privacy laws like the General Data Protection Regulation (GDPR) [11]. They need clear corporate policies that explain exactly what data the company collects, ensuring they protect corporate assets without violating employee privacy rights. 
[bookmark: _Toc236657095]Shadow IT Management Shadow 
IT happens when employees use software, apps, or cloud services without the approval of the company's IT department. In a hybrid setup, it is very easy for a worker to use unauthorized tools like personal Dropbox accounts, WhatsApp, or free AI tools to share and edit company files. 
This creates a massive compliance risk because the company cannot protect data it does not know about. SASE platforms must use Cloud Access Security Brokers (CASB) to automatically detect unauthorized cloud applications, block dangerous tools, and guide employees toward official, secure corporate alternatives. 
[bookmark: _Toc236657096]Regulatory Compliance 
Different industries and regions have strict laws about data protection. For example, financial entities must follow the Digital Operational Resilience Act (DORA), and critical infrastructure operators must comply with the NIS2 directive [12]. These regulations demand that companies maintain full control over their data and show proof of continuous monitoring.
Implementing a unified SASE and ZTNA platform helps organizations meet these compliance goals by providing clear, centralized audit logs that prove only authorized users on safe devices can access sensitive data. 
[bookmark: _Toc236657097]Conclusion 
Securing a hybrid workforce requires a complete shift in security thinking. The old method of trusting users just because they are inside an office building is dead. As data moves to the cloud and employees work from anywhere, companies must adopt a Zero Trust approach. 
By combining Zero Trust Network Access, Secure Access Service Edge, and Data Loss Prevention, organizations create a modern, resilient environment. ZTNA ensures that identity and device health are verified continuously before granting access to applications. SASE moves network security to the cloud, protecting internet traffic without slowing down connections. DLP monitors data closely to stop accidental leaks or intentional theft. 
Together, these technologies allow companies to anticipate risks through device checks, protect information using encryption and least privilege, detect anomalous activities through behavioral analysis, and respond automatically to attacks to minimize damage. Although implementation faces challenges like system complexity and privacy concerns, this model is essential for any modern business that wants to remain secure and compliant in a digital world.

[bookmark: _Toc236657098]Task 2 – Case Scenario

[bookmark: _Toc236657099]Introduction
The 2017 Equifax data breach remains one of the most critical cybersecurity failures in history. Attackers exploited a known vulnerability in the Apache Struts web framework that had not been patched. Once inside, the attackers maintained unauthorized access for over two months, extracting highly sensitive personal data of approximately 147 million individuals.
This incident was not only a technical glitch, but it also represented a fundamental breakdown in governance, risk oversight, operational accountability, and patch management. This section designs a structured, forward-looking cybersecurity programme built on modern frameworks to address the root organizational and technical failures exposed by Equifax.



[bookmark: _Toc236657100]Organisational Structure and Accountability

[bookmark: _Toc236657101]Analysis of Equifax Governance Failures
Cybersecurity governance suffered from fragmented reporting lines, a lack of technical expertise at the executive level, and poor communication between the security team and IT operations. The Chief Information Security Officer (CISO) reported to the Chief Legal Officer rather than the Chief Executive Officer (CEO) or the Board of Directors. This structural flaw meant that security risks were treated as legal liabilities rather than critical operational risks. Furthermore, the IT operational team responsible for patching systems operated independently from the security team responsible for identifying vulnerabilities, leading to a massive communication disconnect regarding the Apache Struts patch [13].
[bookmark: _Toc236657102]Proposed Governance and Reporting Structure
[image: ]To ensure clear accountability, executive leadership, and board visibility, the organization must implement a centralized, transparent cybersecurity reporting structure.


[bookmark: _Toc236657103]Defined Operational Roles and Allocation Justification
To ensure operational efficiency and eliminate gaps in responsibility, roles must be strictly allocated across executive and technical tiers:
	Role
	Core Responsibilities 
	Justification for Reporting Line

	Chief Information Security Officer (CISO)
	Overall cybersecurity strategy, enterprise risk management, regulatory compliance, incident response leadership.
	Reports directly to the CEO and presents quarterly to the Board. This ensures security risks receive executive priority and independent budget authorization.

	Security Architecture Lead
	Designs resilient network architectures, implements Zero Trust (ZTNA), controls application cloaking, and approves cloud security integration.
	Reports to the CISO. Separates technical security design from general IT operations, preventing conflict of interest between speed of deployment and security standards.

	Secure Software Development Lead (DevSecOps)
	Oversees the Secure Software Development Lifecycle, conducts code audits, manages software bill of materials, and enforces secure coding standards.
	Reports to the CISO with embedded dotted-line authority over developer teams. Ensures security controls are integrated into application code before deployment.

	Vulnerability and Patch Management Lead
	Operates continuous vulnerability scanning tools, prioritizes patch deployments based on threat intelligence, and verifies remediation.
	Reports directly to the CISO while maintaining a mandatory Service Level Agreement (SLA) with IT Operations. This guarantees that unpatched gaps are escalated immediately.

	IT Operations Lead
	Manages server infrastructure, executes system updates, maintains uptime, and implements software patches provided by the vulnerability team.
	Reports to the CIO. IT operations execute patches, but the CISO team audits and validates whether the patches were successfully applied.


 
By separating the audit function (CISO) from the execution function (CIO), the organization creates a system of checks and balances. The CISO identifies the vulnerabilities, while the CIO team applies the fixes. If IT Operations fails to patch a critical vulnerability within the designated SLA, the CISO has direct authority to escalate the issue to the CEO and Board [14]. 

[bookmark: _Toc236657104]
Policies and Procedures
To avoid another catastrophe like Equifax, an organization must replace informal, verbal agreements with formal, measurable, and auditable cybersecurity policies. These policies ensure that security controls are mandatory, aligned with enterprise risk, and continuously monitored. 
[bookmark: _Toc236657105]Vulnerability and Patch Management Policy 
The primary cause of the Equifax breach was a failure to apply a known patch for the Apache Struts vulnerability [15]. To mitigate this risk, the organization establishes a strict Vulnerability and Patch Management Policy based on risk prioritization.
1. Continuous Scanning: Automated vulnerability scanners must run weekly on all internal networks and daily on all internet-facing assets.
2. Risk-Based SLAs for Patching: Once a vulnerability is identified, patches must be applied according to its Common Vulnerability Scoring System (CVSS) score [16]:
• Critical Risk (CVSS 9.0–10.0): Patch must be deployed within 72 hours of release.
• High Risk (CVSS 7.0–8.9): Patch must be deployed within 14 days.
• Medium/Low Risk (CVSS < 7.0): Patch must be deployed within 30 to 60 days.
3. Emergency Out-of-Band Patching: If an exploited zero-day vulnerability affects internet-facing web servers, an emergency patching protocol is triggered, requiring deployment within 24 hours. 
[bookmark: _Toc236657106]Secure Software Development Lifecycle (SSDLC) Policy
Equifax failed to identify vulnerable open-source components inside its custom applications. The organization must adopt a DevSecOps framework that integrates security into every stage of application development.
· Software Bill of Materials (SBOM): Developers must maintain an automated inventory of all open-source libraries, frameworks, and third-party code used in enterprise software [17].
· Static and Dynamic Testing: Automated Static Application Security Testing (SAST) and Software Composition Analysis (SCA) tools must run automatically inside the Continuous Integration/Continuous Deployment (CI/CD) pipeline.
· Security Gateways: Code containing known unpatched critical vulnerabilities is automatically blocked from being deployed to production servers.





[bookmark: _Toc236657107]Asset Visibility and Management Policy
Equifax suffered from incomplete asset visibility, security teams did not even know all the servers running Apache Struts.
· Mandatory Asset Tracking: No device or server may connect to the corporate network without being registered in a centralized Configuration Management Database (CMDB) [18].
· Automated Asset Discovery: Network discovery tools must run continuously to detect "rogue" or unmanaged servers. Any unauthorized server detected on the network is isolated immediately.
[bookmark: _Toc236657108]Auditability and Policy Enforcement
To ensure compliance, all policies must be measurable and auditable. The CISO team conducts monthly automated compliance audits to verify that 100% of critical patches are applied within the SLA window. Failure to meet patching SLAs requires a formal risk acceptance sign-off from the CISO and CEO, ensuring executive oversight and clear legal accountability. 

[bookmark: _Toc236657109]Governance and Strategic Alignment
Cybersecurity cannot exist as an isolated technical function, it must align directly with broader strategic objectives, business continuity, and brand trust. To achieve long-term resilience, the organization adopts the National Institute of Standards and Technology Cybersecurity Framework (NIST CSF) 2.0.
NIST CSF 2.0 expands upon traditional frameworks by adding an explicit GOVERN function, making governance the central driver for all cybersecurity operations [19].
[image: ]
[bookmark: _Toc236657110]Alignment with NIST CSF 2.0 Core Functions
The enterprise aligns its operational controls against the six functions of NIST CSF 2.0 to ensure complete protection across the attack lifecycle:
1. GOVERN (GV): Establish organizational context, cybersecurity policies, risk management strategies, and executive oversight. Cybersecurity risk is integrated directly into enterprise risk management (ERM), ensuring that the Board reviews risk tolerance levels quarterly.
2. IDENTIFY (ID): Gain full visibility into enterprise systems. Automated tools map all hardware assets, cloud instances, open-source software libraries (SBOM), and sensitive data stores to eliminate security blind spots.
3. PROTECT (PR): Deploy safeguards to prevent unauthorized access. Controls include Zero Trust Network Access (ZTNA), Multi-Factor Authentication (MFA), strict data encryption (at rest and in transit), and automated patch management SLAs.
4. DETECT (DE): Implement continuous real-time monitoring. Endpoint Detection and Response (EDR) sensors and cloud Security Information and Event Management (SIEM) systems continuously analyse network traffic to uncover anomalous behaviours.
5. RESPOND (RS): Execute automated and coordinated containment procedures. When a security incident occurs, automated Security Orchestration, Automation, and Response (SOAR) workflows isolate compromised servers, revoke compromised credentials, and trigger breach response teams.
6. RECOVER (RC): Restore operational capability and business functions efficiently. Disaster Recovery Plans (DRP) and Business Continuity Plans (BCP) ensure that compromised databases can be restored quickly from immutable, offsite backups. 

[bookmark: _Toc236657111]Strategic Linkage: Business Continuity, Trust, and Resilience
Equifax lost over $1.4 billion in breach-related costs, alongside severe reputational damage and regulatory fines [20]. Adopting NIST CSF 2.0 connects security measures directly to business value:
· Customer Trust: Protecting consumer credit and personal data preserves company reputation and maintains stakeholder confidence.
· Operational Resilience: Fast detection and recovery capabilities ensure that critical business operations continue even during an active cyber-attack.
· Regulatory Compliance: Aligning with a recognized framework like NIST CSF 2.0 provides clear documentation during regulatory audits under GDPR or financial industry standards.

[bookmark: _Toc236657112]Risk Management and Assessment
A fundamental failure in the Equifax incident was the inability to prioritize patch deployment based on threat level and risk exposure. To prevent similar failures, the organization implements a structured risk assessment methodology aligned with ISO 27001 and NIST SP 800-30 standards [21].

[bookmark: _Toc236657113]High-Level Risk Identification and Analysis
The risk assessment evaluates key vulnerabilities across four critical operational areas exposed during the 2017 breach:
1. Internet-Facing Public Assets: Web applications directly exposed to the internet (such as customer dispute portals running Apache Struts) represent the primary attack surface. Unpatched vulnerabilities in public-facing software allow unauthenticated remote code execution.
2. Patch Gaps and Vulnerability Lifecycle: Delayed patching processes leave critical vulnerabilities open for months. Without automated vulnerability management, security teams lose track of existing system flaws.
3. Supply Chain and Open-Source Exposure: Organizations rely heavily on third-party libraries and frameworks. Failing to audit software components introduces hidden supply chain risks.
4. Network Segmentation Weaknesses: Flat network architectures allow attackers to move laterally across internal databases once an initial entry point is compromised.












[bookmark: _Toc236657114]Enterprise Cybersecurity Risk Matrix
To determine mitigation priorities, risks are evaluated based on Likelihood (1 to 5) and Impact (1 to 5), resulting in an overall Risk Score (Likelihood × Impact).
	Risk ID
	Risk Scenario / Vulnerability
	Initial Likelihood (1-5)
	Initial Impact (1-5)
	Risk Level (L x I)
	Mitigation Rationale & Controls
	Residual Risk Level

	R-01
	Unpatched Internet-Facing Web Applications: Exploitation of known framework vulnerabilities leading to Remote Code Execution.
	5
	5
	CRITICAL (25)
	Enforce 72-hour patching SLA for critical CVSS vulnerabilities. Deploy Web Application Firewalls and automated daily scanners.
	LOW (5)

	R-02
	Flat Network Architecture: Lack of internal micro-segmentation allowing lateral movement from web servers to sensitive databases.
	4
	5
	HIGH (20)
	Implement Zero Trust Network Access (ZTNA) and database micro-segmentation. Isolate web tiers from internal storage.
	LOW (4)

	R-03
	Incomplete Software Bill of Materials: Using unmonitored third-party open-source libraries with embedded security vulnerabilities.
	4
	4
	HIGH (16)
	Integrate automated Software Composition Analysis tools into DevSecOps CI/CD pipelines. Maintain real-time SBOM inventories.
	LOW (4)

	R-04
	Expired Security Certificates & Inspection Blind Spots: Inability to inspect encrypted network traffic due to expired SSL/TLS monitoring certificates.
	3
	5
	HIGH (15)
	Deploy automated certificate lifecycle management tools to ensure 100% inspection of outbound traffic.
	LOW (3)



[bookmark: _Toc236657115]Prioritization and Mitigation Rationale
Risk mitigation resources must be allocated based on the severity of threat exposure.
· Immediate Priority (R-01 & R-02): Internet-facing assets (R-01) represent the highest risk score (25) because they are directly accessible to external threat actors. Combining automated patching SLAs with strict network segmentation (R-02) ensures that even if an entry point is compromised, attackers cannot breach core data repositories containing sensitive consumer records.
· Secondary Priority (R-03 & R-04): Managing open-source components (R-03) and SSL certificate monitoring (R-04) addresses internal operational blind spots. Equifax failed to detect data exfiltration for 76 days because an internal traffic inspection tool was offline due to an expired certificate. Enforcing automated certificate management eliminates inspection blind spots and drastically reduces attacker dwell time [22].








[bookmark: _Toc236657116]Compliance, Incident Response, and Protection Controls
To permanently address the operational flaws seen in the Equifax breach, the organization must implement technical safeguards, automated incident response protocols, and strict regulatory alignment.
[bookmark: _Toc236657117]Regulatory Alignment and Breach Notification Protocols
Under modern regulatory frameworks such as the European Union’s General Data Protection Regulation (GDPR), the Digital Operational Resilience Act (DORA), and the NIS2 Directive, organizations face severe financial penalties for delayed notification during a data breach.
First, the organization mandates a strict 72-hour notification protocol. In the event of a confirmed personal data breach, the CISO must formally notify supervisory authorities within 72 hours of becoming aware of the incident. Second, to satisfy regulatory compliance audits, all user access logs, administrative actions, and data transfers are automatically stored in write-once-read-many (WORM) cloud repositories. This ensures that system logs cannot be altered or deleted by an attacker attempting to cover their tracks.
[bookmark: _Toc236657118]Incident Response (IR) and Disaster Recovery (DR) Planning
Equifax allowed attackers to remain undetected inside its network for 76 days. To eliminate this delay, the organization establishes a structured 6-phase Incident Response Lifecycle based on the NIST SP 800-61[23].

The lifecycle moves sequentially through six written stages:
1. Preparation: Establishing security policies, communication channels, and response tools before an incident occurs.
2. Detection and Analysis: Continuously monitoring system alerts to identify and validate real security breaches.
3. Containment: Immediately isolating compromised web servers and revoking breached credentials to stop the attack from spreading across the network.
4. Eradication: Removing malware, backdoor accounts, and threat actor tools from all affected systems.
5. Recovery: Restoring clean databases and applications from immutable, air-gapped backups to resume normal operations.
6. Lessons Learned: Conducting post-incident audits to document operational failures and update security policies.

[bookmark: _Toc236657119]Technical Safeguards and Reduction of Dwell Time
The organization deploys a multi-layered defence architecture designed to limit organizational impact and drastically reduce attacker dwell time:
· Endpoint Detection and Response (EDR): EDR agents run continuously on all servers and workstations, analysing process behaviour in real time to detect unauthorized code execution attempts.
· Automated Vulnerability Scanning: Daily automated scans identify unpatched software components before external attackers can find and exploit them.
· Encryption and Multi-Factor Authentication (MFA): All sensitive data stored in databases is encrypted using AES-256 at rest and TLS 1.3 in transit. Even if an attacker manages to download a database file, the contents remain unreadable without the cryptographic keys.
· Control Measure Justification: Combining continuous EDR behavioural monitoring with automated patching SLAs directly reduces attacker dwell time from months to minutes, preventing large-scale data exfiltration [24].

[bookmark: _Toc236657120]Conclusion 
This assessment has provided a comprehensive blueprint for defending organizational data assets in a complex, modern threat environment.
In Task 1, the research demonstrated that traditional network perimeters are no longer sufficient to protect a hybrid workforce. By converging Zero Trust Network Access (ZTNA), Secure Access Service Edge (SASE), and Data Loss Prevention (DLP), organizations create a flexible security architecture capable of anticipating vulnerabilities, protecting remote data, detecting anomalies, and responding automatically to cyber threats.
In Task 2, the analysis of the 2017 Equifax data breach highlighted that technical vulnerabilities are almost always driven by governance and accountability failures. By establishing direct CISO-to-Board reporting lines, enforcing risk-based patching SLAs, aligning strategy with the NIST Cybersecurity Framework 2.0, and deploying automated incident response controls, organizations can achieve operational resilience and maintain stakeholder trust in an increasingly challenging digital landscape
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