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The above network has been documented. Details of connections and IP addressing is found in 1810610-Documentation.xlxs
While documenting the network the below issues were found.

Using telnet rather than SSH. Passwords are being sent in plaintext. No domain name or crypto key created for SSH.
All routers are in OSPF area 0. Could break down the areas to create smaller domains potentially.
No DHCP ?
VLAN 1 at Branch 2 and HQ is used as the native vlan. Best practise advises to use a number other than 1. 
Routers use a VTY password. Would be better with username and password, or better again a AAA service, TACACs, RADIUS etc.
Almost zero security on any device. 
No Con 0 password
No Banners
No Login block to prevent brute force password attacks
Hub router is single point of failure for all sites. Suggest configuring a second device and dual home all other routers. Only single links to each site. No redundancy. 
PC5 is in the same subnet/vlan as the DNS server. Potentially a risk, need to keep PCs segmented from Server subnet.
Could create stricter ACL rules to limit traffic types. Example ACL to only allow IT management devices to access routers. ACL to only allow HTTP/HTTPS traffic out onto internet.
Trunk ports between HQ switches allow all, need to limit by configure switchport trunk allowed vlan 1, 5, 10.
IP lookup is enabled on all devices. Would be better is ip domain-lookup was disabled.
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