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Abstract- The aim of this assignment is to both better understand the everchanging software used in the computer forensics industry as well as better understanding the methodology used when conducting a computer forensics investigation and how it can vary.
When it comes to the topic of computer forensic, while many things remain unchanged by time, the tools used are constantly changed and updated. It is for this reason there is such a plethora of data forensic tools used by professionals, for example, not only are there those with a difference in features, there are differences in prices, platform (open-source vs proprietary), operating system, target device (PC vs mobile), tasks (Disk Capture, File Viewer, etc.), and this list can go on and on. The method on the other hand, while there is an agreed upon rough method, said method varies greatly from examiner to examiner, each having their own way of doing things while sharing key points.

III. [bookmark: _Toc509997307]Case Study- Tool Comparison

For the purpose of comparison, this writer has categorised each comparison by a certain characteristic of each software/package, therefore each comparison opponents will share a characteristic or are competing products on the market.
The first comparison will be of EMX by Paraben vs Mailxaminer, both of which are widely recognised as good email-related forensic software. While there are other email-related forensic software, these are the two main specialised software, as in they focus on email related tasks, unlike Encase for example, which whilst it can do email tasks, it can also do a whole lot more. Beginning this comparison; price, arguably one of the largest factors in software comparison. Mailxaminer, according to the product website is $1600 for a single user license, with no mention of support or such. E3-EMX on the other hand is sold from third parties for $400, which while much lower, it is so low in comparison that it brings the quality of the product into question, just by being compared to a more expensive product, but the comparison has barely started yet.
Moving to the feature side of things; starting with the supported formats, Mailxaminer is the clear winner. While EMX does support PST, OST, EMX, MSG, Outlook, AOL, Thunderbird, EML, and a number of other less notable formats[1], Mailxaminer supports the following formats; EML, PST, OST, EDB, IMM, NSF, OLM, IMM, ZDB and MSG. As well as the following web-based email systems; Gmail, Hotmail, iCloud, Imap, Office 365, Yahoo, and a select few more that are not so well-known.[2] Well both carry the ability to search, analyse, repair and export all sorts of emails, these will have to be omitted, as well there are quite a number of reviews for both, neither seems to have any numerical benchmarks, or any benchmarks at all, meaning it could be possible to compare them, only it would be of low quality and rather omitted. Well there are no benchmarks there still is information on the searches themselves, EMX seems to support keyword searches, the use of Boolean expressions, Unicode and searching within attachments.[3] Mailxaminer supports Unicode, attachment searches, general/keyword searching and proximity searches, proximity searches being a keyword search with two or more words, with N words between them allowed, N being the input by the user. In this case, this writer would give the advantage to Mailxaminer simply because the proximity searching features seems more useful/advantageous in general computer forensic use rather than the use of Boolean expressions, although it is only a slight advantage. In terms of each of access/use both seems to have, relative to the industry, easy to use and understand UI, with Mailxaminer offering training courses as well as certification associated with the software, a very useful addition for training staff to get the full use out of the project.
In conclusion, barring the price point, as one is a high-end product, the other being low end, the better product is Mailxaminer, a result of which doesn’t surprise this writer, for a number of reasons. The main reason being their client list on their website, of which include a few small companies such as; Amazon, IBM, HP and Columbia University, all of which are well known prestigious companies in their own right, never mind together. The second and main point being Mailxaminer’s much larger functionality and compatibility, even when discounting the non-email related tasks, it still outnumbers EMX’s functionality significantly. In the end, Mailxaminer would see use more by full-time professionals in the industry, whereas EMX would see use in either lower-end computer forensics or for personal users.

The second comparison will be of Encase V8 vs AccessData Forensic ToolKit (FTK). Due to the fact both are competing products, this two software are often compared on computer forensic forums and such. Starting off, the first comparison will be on the price of the software for one year. Encase has a price tag of ~$3500 for one year, meanwhile FTK has the lower price tag of ~$2200, giving FTK the distinct advantage at first glance.
Moving onto the more feature-side of things, starting with the UI, both encase and FTK are recognised for their relatively user-friendly UI, likely part of why both software’s are widely used by professionals in the field. That being said, Encase has the advantage in terms of, at least that is the consensus online, under other circumstances this writer would give his opinion on the two but believes as due to lack of experience with said software, he cannot adequately evaluate them.
The second feature comparison will be supported file formats. Encase, when storing various types of evidence file will use its own Encase image file format (E01), FTK on the other hand supports even more types image file formats, as well as the E01 format. Then there come the file system formats, while FTK can support quite a number at ~17, Encase on the other hand seems to support more, but this writer is unable to find a definite number, only that >FTK. So, all in all, the winner here would be Encase; although it only supports the E01 format for evidence files, said format is widely adopted by law enforcement agencies as the standard, meaning it is unlikely to have to use the others that give FTK the slight advantage, not to mention the fact that encase supports for file system formats than FTK. 
The last feature comparison will be looking into search function, scripting and hashing. The search function, is a very useful function of forensic software but varies from software to software, for example; while both encase and FTK support live and indexed search, Encase uses its own search engine, whereas FTK uses a common search engine. The main difference is search speed, of which Encase is the clear winner, as shown in figures 1 and 2, whereas FTK may be faster on hashing, it is significantly slower when it comes to a search, a trend that is consistent across multiple machines/testbeds. While on the topic of hashing, both Encase and FTK support the MD5 and SHA-1 formats. Moving onto the scripting aspect of both software, Encase is the clear winner. Encase uses its own Enscript scripting[4], while FTK does not support scripting, giving us the obvious winner of the two in that aspect.
All in all, comparing the two software packages, this writer would have to give the advantage to Encase, while both packages are close to each other is many aspects, the biggest downfall of FTK would be it’s speed, not only for the searching but the same trend follows suit throughout multiple benchmarks[5]

IV. [bookmark: _Toc509997308]Case Study- Methodology

Other forensic processes or methods John could employ once he has access to the suspect’s PC is
· Document identifying details such as make, model number and serial number of device, and it’s status
· Implementation of a write-blocker onto the suspect PC, as to not tamper with the evidence. Document software used, time installed and any other details
· As the write blocker is installed, and the computer is on standby means that the windows temp files wouldn’t have been deleted and the RAM wouldn’t have been cleared.
· Use a RAM utility software installed on a USB with storage capabilities larger than the target PC’s RAM. For example, Dumpit can be installed onto a USB, run on a target PC, and it copies a memory image onto the USB. Under normal circumstances a program would leave files on the PC, but as write blocker has been installed, this should not be a problem. The write blocker used could be either of the software or hardware persuasion.
· Use appropriate forensic software to make copy of suspect drive onto separate drive. Make sure to mark the new hard drive with marker writing case number and any other information that is needed. Again, document time copying started, duration, software used and so on.
· Now John has a near complete image of the suspect PC. Reinstall hard drive into suspect PC, as to return evidence back to state received in.
· May even put laptop into Electrostatic Discharge bag before locking aware for extra protection.

When it comes to the retrieving of certain files, most computer forensic software packages come with a search function that allows for extension searching. For example, in Encase there is a logical search, which will read everything on the document including its metadata, not caring how the file was stored on the hard drive, whereas a logical search will not search the metadata, and searches cluster by cluster.[6] In either case, searching by file extension is certainly possible, with some more popular software allowing to search by file signature rather than extension. The difference there is that is someone really wants to hide a file they may change the file extension to something innocuous or something completely different to what it was originally. Although a file signature can be edited as well, it is something very unlikely for the clear majority of criminal/defendants to do. So when looking for “Any MS Word, Excel, PDF, Images files (jpeg, gif, bmp, tiff), video files (avi, mpeg, dat, mov) and audio files (mp3, wav and rm)”, it is up to the user on what software to use, but none the less ends with the, hopefully, same result; searching via file signature for the appropriate files. Whether they are relevant to the investigation on the other hand is up the individual investigator.
When it comes to emails, messenger chat history, contacts and such, it is not so easy as searching by extension, instead the investigator must locate the email file location, most applications have a default address for locally stored emails. While this location can be changed, some applications do not ‘like’ being moved off the C:/ drive and therefore don’t allow the destination to be moved, but then again there is nothing stopping the owner moving the email files, but then again that is a quite unlikely scenario. While the term “E-mail” is used, when saved locally they may be saved as multiple different formats based on the email system used, for example Apple uses .emlx and Outlook uses .eml, and .ost is also used, therefore an investigator may need to use multiple different software to get a full picture of emails on the suspect’s PC. To gain access to some emails, need to contact ISP may be warranted, although it must be noted that such a task would very likely require permission by the case investigator, as it is “chasing a lead” and goes beyond the original task’s scope.[7] Moving onto internet temporary files and cache files; both of these can be found by anyone navigating to the proper directory for the different internet browsers, but it would be best to use a forensic software just in case there are hidden files. As the name suggests most of these files are only temporary and are lost every time windows goes through the shutdown process, same as other temporary files. Luckily the suspects PC was recovered in standby, aka not shut down, that being said, even if it was forcibly shut down due to damage or user interference the temporary files would remain because the shutdown process never took place. That being said, while some files are stored as such, some internet browsers such as Firefox have a cache viewer that allows for a more user-friendly access to these files, but on the other hand if you want to analyse them, the physical location is a better bet.
When it comes to the documentation created in the analysis and recording of videos and other documents as part of a digital forensics investigation, it should be done in such a way as to as painstakingly as possible. This is for multiple reasons, the main reason being that all evidence a digital investigator finds and/or records is discoverable. “To be discoverable means that opposing counsel has the right to examine and analyse data collected during the process. If an investigator takes written notes or uses a digital voice recorder to make verbal observations, copies of the notes and audio files must be made available to the opposition if requested.”[8] In other words it is because every report, piece of evidence or insight you make will be subject to high levels of scrutiny by lawyers, a job profession known for their ability to scrutinise everything. That being said, a forensic analysist must remain rather as a neutral third party, in the sense that you mustn’t show bias, the job of a computer forensics analysist is to recover and present all evidence, the decision that is drawn from said evidence is out of your hands. Back to the question at hand, while a brief description of documents/evidence found is a good idea, additional documentation may be useful such as hashing the video file as a way of identification. While you cannot realistically hash a video file due to it being both audio and hundreds of images, you can hash the metadata for the video as a middle ground of identification of a digital signature. Anyway, the brief overview on each of the videos is definitely warranted as an analysist cannot simply show the court every video that warrants presentation, instead the brief overview of the main sections of the video cuts down on time wasted, and doesn’t lose the interest of the party being presented to, as well as the fact that it is much easier to look back at in retrospect for all parties involved.[9]
To successfully retrieve a contact list from MS Outlook there is first of all the simple way; exporting the contact list from Outlook into a .csv file, in which case it can then be opened in excel in a simple and easy to read format. The other way involves computer forensic software, for example a simple google search brings up Nirsoft’s OutlookAddressBookView, a small utility that recovers a all recipients in an address book on Outlook, and their connected information in said address book, such as full name, address, time created and so on, with some features only being accessible with address books of an exchange server. The previously mentioned Mailxaminer had also in 2016 received support for MS Outlook and other email service contacts, extracting information “stored within the data repository of different email services”. So, while there are options of the big software packages such as Mailxaminer and Encase, for small specific jobs such a recovering a contact list a small utility software will be adequate, although if working as part of a professional service in a court/legal environment, it would be best to use a reliable and trusted software rather than one you found on GitHub.
[6]–[13]
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Figure 1- Encase Search Benchmarks[5]
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Figure 2- Search Benchmarks FTK[5]
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