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In this report I explore the concept of Operating systems, specifically I will look at different types of operating systems, their uses, and looking deeper within operating systems to examine command line interfaces such as Microsoft PowerShell and Linux (via Ubuntu and Alpine) and explore batch and bash scripting.
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[bookmark: _Toc158559986][bookmark: _Toc163141160][bookmark: _Toc164163652]Figure 1 - Task Manager (Windows 11)
The key functions of an operating system includes memory and process management, file management, device management, network management and system security. Memory and process management allows a computer system to run more efficiently but using a range of techniques a popular one being snoozing tabs while opening multiple tabs, memory management on an operating system also has an application that allows the user to see the exact processes happening in real time and can stop processes manually.  [1]

[image: ]
[bookmark: _Toc163141161][bookmark: _Toc164163653]Figure 2 - Performance Monitor (Windows 10)
In figure 2 we can see some of what the performance monitor can do, the performance monitor is able to show real time measurements of the computer’s resources (Memory, storage, Transmission speeds of the current network etc.) in very fine detail even including idle times, faults pers second etc. the problem with this version of performance monitor is that it only measures data in Megabits and/or bytes.
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[bookmark: _Toc158559987][bookmark: _Toc163141162][bookmark: _Toc164163654]Figure 3 - File Explorer (Windows 11)
File management allows the computer and the user to monitor and edit the contents of their hard drive which can involve writing into the hard drive or deleting files on there, Figure 3 showcases file explorer which is the main file management application on the Windows OS. 
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[bookmark: _Toc158559988][bookmark: _Toc163141163][bookmark: _Toc164163655]Figure 4 - Device Manager (Windows 11)
Device management allows a computer to connect to peripherals (mouses, keyboards etc) and wireless devices via Bluetooth, device management can also modify certain features of peripherals. Device management can also refer to the hardware within a computer and when examining applications such as Device Manager it represents to components of a computer systems with drivers which can be installed, deleted or disabled depending on the component. 
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[bookmark: _Toc158559989][bookmark: _Toc163141164][bookmark: _Toc164163656]Figure 5 - List of available networks in settings menu and network details.
Network management allows the computer system to detect nearby networks and allows the user to choose which network they want to connect, Network management on an OS may also allow the user to view the details of their network connection and modify their connection by changing their IP configuration, altering their MAC address’ etc. 

[image: A screenshot of a computer

Description automatically generated][image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc164163657]Figure 6 - Windows Defender and Device Encryption
System security on an operating system offers many features that prevent viruses from inflicting a system or to prevent unauthorised access, the most well known feature being the option to protect a system with a password, another example is in windows OS where an antivirus software called Microsoft Defender is built into the operating system, more features include encryption of files and ‘find my device’ which is a feature that allows a user to locate a lost device from another device. System security on an OS also enables a user to control permissions for the majority of applications on their system.
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[bookmark: _Toc164163658]Figure 7 - 'Find my Device' feature.
A common feature across multiple operating systems, ‘find my device’ allows a user to locate a lost device through a website provided by device manufacturer.
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[bookmark: _Toc164163659]Figure 8 - Permissions in settings menu.
[bookmark: _Toc163141054]Permissions are another aspect of system security, in figure 8 we see a list of app permissions which determines what applications have access to certain data or hardware on the device, for example, figure 8 shows some applications that have and don’t have access to my location data.
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[bookmark: _Toc163141170][bookmark: _Toc164163660]Figure 9 - 'tasklist' command in Command Prompt (Windows 11)
The ‘tasklist’ command which presents the user with all the processes running on the computer at that moment in time in a table format with multiple columns, the PID (aka Process Identifier) is a unique number that is given to a process, having a PID for specific tasks is helpful when running a debugging tool on a system. [2] The previously mentioned Taks Manager application is an interactive version of this command with the addition of memory and CPU usage. 
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[bookmark: _Toc163141171][bookmark: _Toc164163661]Figure 10 - 'start' command in Command Prompt (Windows 10)
In figure 12 the ‘start’ command has been used to load office 365, the ‘start’ command allows the users to load a website without the clicking on google or Microsoft edge and then typing in the name of the website, it is also very simple to use as all I needed to type was ‘start url’   [2]
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[bookmark: _Toc163141172][bookmark: _Toc164163662]Figure 11 - 'dir' command (Windows 10).
In figure 13 showcases the ‘dir’ command, dir is short for directory and the command prints out the names of all folders on the system as well as the date created and the number of files within them, the ‘dir’ command also tells how much storage the user has available in bytes   [2]
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[bookmark: _Toc163141173][bookmark: _Toc164163663]Figure 12 - 'mkdir' command (Windows 10).
The ‘mkdir’ command allows the user to make a new folder (aka directory) straight from the cli by typing ‘mkdir filename’, in figure 13 you can see that there isn’t a file called ‘newfolder’, however after typing ‘mkdir newfolder’ it created a folder named ‘newfolder’ and when I reused the ‘dir’ command the new folder appeared as a part of the directory.   [2]
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[bookmark: _Toc163141174][bookmark: _Toc164163664]Figure 13 - 'title' command (Windows 10).
Figure 15 shows the ‘title’ command which allows you to change the name of the command prompt application, if you look at the top of figure 13 and 14 you will see that by default the command prompt is spelt with capitalized letters but in figure 15 I removed them  [2] 
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[bookmark: _Toc163141175][bookmark: _Toc164163665]Figure 14 - 'wmic product get name' command (Windows 11)
The ‘wmic product get name’ is a simple command that will present the user with a list consisting of all the installed applications on the computer   [2]
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[bookmark: _Toc163141176][bookmark: _Toc164163666]Figure 15 - 'powercfg/energy' command (Windows 10).
The ‘powercfg/energy’ command produces a html file which consists of a report of the computer’s battery health. [2] By default the command collects 60 seconds worth of data, However, other options include modifying the time that tracing is enabled for by typing ‘/duration number’, this allows the user to collect more data than what the defaults offer.  [2]
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[bookmark: _Toc163141177][bookmark: _Toc164163667]Figure 16 - 'sfc /scannow' command (Windows 10).
The ‘sfc /scannow’ command makes the system scan itself for corrupted files or viruses and fixes corrupted files automatically. [2] More options include, for example, ‘/verifyonly’ scans for corrupted files but won’t repair them but will take less time, ‘/scanfile=filename’ scans and repairs a specific file which consumes a lot less time since it doesn’t scan an entire directory.  [2]
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[bookmark: _Toc163141178][bookmark: _Toc164163668]Figure 17 - 'doskey /history' command and F7 key (Windows 10).
The ‘doskey /history’ command simply presents a list of previously used commands in chronological order, in addition, using the f7 key allows the user to reuse previously used commands, in the second picture of figure 19 I reused the ‘netstat’ command   [2]
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[bookmark: _Toc163141179][bookmark: _Toc164163669]Figure 18 - 'tree' command (Windows 10).
The ‘tree’ command and be described as an upgraded version of the ‘dir’ command, while the ‘dir’ command can show you all the folders in a computer’s directory the ‘tree’ command can do the same and include subfolders    [2]
[bookmark: _Toc163141055]
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[bookmark: _Toc163141180][bookmark: _Toc164163670]Figure 19 - 'hostname' and 'whoami' command.
Figure showcases two simple commands, The ‘hostname’ command simply states that name of the host and the ‘whoami’ states the name of the user. Usually, the host’s name will be the name of the device while the user’s name is the name of the account. [3]  
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[bookmark: _Toc163141181][bookmark: _Toc164163671]Figure 20 - 'ls' command.
In this instance ‘ls’ roughly stands for list and this command in Linux lists all files in the PWD (Print Working Directory), PWD refers to the current location the CLI is in within a file system.  [3]  [4]
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[bookmark: _Toc163141182][bookmark: _Toc164163672]Figure 21 - 'head' command.
The ‘head’ command in the Linux CLI displays the first ten lines of a chosen file. In figure 23 I used the ‘head’ command to partially read a file called ‘readme.txt’, there is a direct opposite command called ‘tail’ which displays the last ten lines of a file.   [3]
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[bookmark: _Toc163141183][bookmark: _Toc164163673]Figure 22 - 'top' command.
The ‘top’ command is similar to the ‘tasklist’ command in the Windows CLI, however, ‘top’ provides CPU and Memory usage info which updates every 3 seconds while the ‘tasklist’ command doesn’t update at all. there is another version of this command called ‘htop’ which is more interactive and allows the user to manage processes from the terminal.  [3]
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[bookmark: _Toc163141184][bookmark: _Toc164163674]Figure 23 - 'cal' command.
The ‘cal’ command displays a calendar for the user and highlights today’s date. [3] The ‘cal’ command has options, for example, typing ‘cal -y’ will print the calendar for the current year, ‘cal MM YYYY’ or ‘cal YYYY’ to displays the calendar for a specific year (past or present) or for a specific month of a specific year.  [3]  [5]
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[bookmark: _Toc163141185][bookmark: _Toc164163675]Figure 24 - 'uname' command.
The ‘uname’ command displays the name of the kernel and/or operating system being used. However, there are more options to it, for example, in figure 26 the ‘uname -v’ command displays the current version of the kernel being using.  [3]   [6]
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[bookmark: _Toc163141186][bookmark: _Toc164163676]Figure 25 - 'clear' command.
The ‘clear’ command is a simple command which clears the CLI display of all the contents and essentially restarts the CLI, in figure 27 we can see the CLI before and after using the ‘clear’ command.  [7]
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[bookmark: _Toc163141187][bookmark: _Toc164163677]Figure 26 - 'sort' and ‘cat’ command.
The ‘sort’ command the contents of a file into alphabetical order, figure 28 shows the ‘readme.txt’ file before and after the use of the ‘sort’ command, Although the command can’t detect lines that start with special characters. The command has options, for example, ‘sort -n’ sorts numerically (assuming the file has numbers) or ‘sort -r’ which reverses the order, figure 28 also shows the ‘cat’ command which roughly means concatenate displays the contents of a file, it can also combine and write to files.   [3]
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[bookmark: _Toc163141188][bookmark: _Toc164163678]Figure 27 - 'shred' command.
The ‘shred’ command is a very useful command which renders files unreadable and irrecoverable. You should refer to figure 28 to see the real contents of ‘readme.txt’. In addition, you can use ‘shred -u’ to delete the file after overwriting it.  [8]
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[bookmark: _Toc163141189][bookmark: _Toc164163679]Figure 28 - 'wc' command.
In this case ‘wc’ stands for word count, the ‘wc' command displays statistics regarding the size of a file and its contents, The command displays (in order from left to right) the number of lines, word count, file size (in bytes) and the filename. Alternatively, you can write ‘wc -w’ to display only the word count of a file  [8]


[bookmark: _Toc163141056][bookmark: _Toc164163635]Use of Windows OS Scripting Language (PowerShell)
Windows scripting language (aka PowerShell) is a command line interface that helps with the automation of administrative tasks relating to a computer system which is useful for system or network administrators, the scripting language also allows you to run multiple commands at the same time and save the script as an executable file, PowerShell also supports many basic features that other programming languages offer such as functions, variables etc. Figures 29-33 showcase the use of PowerShell with Visual Studio Code.    [9] [10]
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[bookmark: _Toc163141190][bookmark: _Toc164163680]Figure 29 - Script to show files in Directory.
Figure 31 shows a simple batch script which displays all files in a user specified directory. Another feature of PowerShell is that it is compatible with batch commands and can be use in the command prompt and can execute batch scripts  [11]
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[bookmark: _Toc163141191][bookmark: _Toc164163681]Figure 30 - Welcome script.
Figure 32 showcases a lot of things that a user can do in PowerShell, in this case I wrote a function that consists of a user input, a variable and the ‘date’ command which as previously mentioned before shows today’s date.   [12]
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[bookmark: _Toc163141192][bookmark: _Toc164163682]Figure 31 - System check script.
Figure 33 consists of another script I created which offers some options in terms of system diagnostics, this highlights a key feature of PowerShell that I have mentioned before which is being able to automate tasks on a system.  This script may also represent some of the procedures a system administrator would do when examining a computer. [12]


[bookmark: _Toc163141057][bookmark: _Toc164163636]Use of Linux OS Scripting Language
Similar to PowerShell, Bash scripting allows the automation of administration tasks for systems that run Linux or MacOS. Bash is also popular in system and network management. It is also even popular for data engineering as bash can be used as an alternative to python when manipulating data, Figures 32 and 33 demonstrates some of the features of bash scripting. [13]  [10]  [14]  [15]
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[bookmark: _Toc163141193][bookmark: _Toc164163683]Figure 32 - Improved welcome script via Linux.
The Linux cli seems to have additional features when compared to the windows scripting language, for example in figure 34 I made an improved version of the ‘welcome’ script that I wrote in PowerShell previously, this time with the option to view a calendar using the ‘cal’ command that was also mentioned previously in this report.   [16]
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[bookmark: _Toc163141194][bookmark: _Toc164163684]Figure 33 - Data filtering script using 'awk' command.
In figure 35, I made a script that uses a text file with some data that was taken from a csv file, the script does simple data filtering via the ‘awk’ command which offers multiple options such as displaying specific columns or in this instance pattern searching.  [17]  [18]


[bookmark: _Toc164163637]Conclusion
In conclusion, I find that the Linux CLI offers a little more features than the Windows CLI, for example, when it comes to deleting data Windows simply offers the ‘rmdir’ or ‘remove-item’ command to delete a file or directory while Linux offers the ‘shred’ command which I mentioned in figure 29 and allows a specified file to be overwritten in addition to the ‘rm filename’ command. 
Another example of Linux having a little advantage over windows is when looking at processes running on a computer, in figure 11 which examines the ‘tasklist’ command for windows the command prompt only gives a snapshot of the processes running on the computer at a specific point in time, however, in figure 24 the ‘top’ or ‘htop’ commands update in real-time. But the task manager application in figure 1 is seen as the ‘htop’ equivalent to the Windows OS which is more beginner friendly as it has a simple UI than the Linux command prompt.
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