Securing an Enterprise Network – Technical Report
This report documents the design, implementation, security controls, and troubleshooting performed during the deployment of a secure enterprise network using Check Point technologies. The work demonstrates layered security, centralized management, and industry best practices.
1. Network Design and Architecture
The enterprise network was designed using multi-zone architecture to separate user, server, management, and external networks. All inter-LAN and outbound traffic were routed through a Check Point Security Gateway (A-GW) to enforce centralized inspection, logging, and threat prevention.

2. Appliance Deployment
The Check Point Security Gateway and Security Management Server (A-SMS) were deployed using the Gaia operating system. Initial setup was completed using the First-Time Wizard, where networking, administrative access, and Secure Internal Communication (SIC) were configured.
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3. Policy Configuration
Access Control and NAT policies were created in SmartConsole. Rules were structured from specific to general and included cleanup rules. Hide NAT was implemented to allow internal systems to access external networks securely.
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4. Advanced Security Features
Advanced blades including Identity Awareness, Application Control & URL Filtering, IPS, HTTPS Inspection, Data Loss Prevention (DLP), and Quality of Service (QoS) were enabled to enhance visibility, control, and threat mitigation.
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5. Monitoring
SmartEvent was configured to provide centralized logging, event correlation, and monitoring across all enabled security blades, supporting incident response and policy evaluation.
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6. Troubleshooting and Resolution
Several issues were identified including DNS resolution failures, DHCP configuration errors, time synchronization issues, and Check Point update connectivity problems. Each issue was systematically diagnosed using logs, command-line tools, and policy review before being resolved.
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7. Check Point Update Issues
Two update-related issues were identified. The first was caused by lack of internet access on A-GW due to missing routing configuration. The second involved outbound traffic being dropped by access control rules. Both were resolved through routing corrections, FQDN-based rules, and policy updates.
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8. Conclusion
This project successfully demonstrates the deployment of a secure enterprise network using Check Point technologies. Centralized management, layered security controls, and structured troubleshooting were applied to achieve a resilient and secure network environment.
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Users\Administrator> ping 18.1.1.1

pinging 18.1.1.1 with 32 bytes of dajp:
Reply from 18.1.1.1: bytes=32 time=ims TTL=64
Reply from 18.1.1.1: bytes=32 timecims TTL=64

1
Reply from 16.1.1.1: bytes-32 timecims TTL-64
‘Ruply from 18.1.1.1

bytes-32 time<ims TTL-64

ping statistics for 10.1.1.1:
Packets: Sent - 4, Received = 4, Lost = @ (6% loss),
lApproximate round trip times in milli-seconds:
Mininum = oms, Maximum - ims, Average - Oms
PS C:\Users\Administrator> ping 10.1.1.281

Pinging 10.1.1.261 with 32 bytes of data:
Reply from 192.168.1.1: Destination host unreachable
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 18.1.1.261
Packets: Sent = 4, Received = 1, Lost = 3 (7
:\Users\Administrator> ping 10.1.1.161

Pinging 10.1.1.161 with 32 bytes of data
Request timed out.
Request timed out.
Request timed out.
Request timed out.

ping statistics for 18.1.1.181
Packets: Sent = 4, Received = @, Lost = 4 (188% loss),
ps C:\Users\Administrator> route print | findstr 18.1.1.
18.1.1.8 255.255.255.8 on-1ink 192.168.1.1
10.1.1.255 255.255.255.255 on-1ink 192.168.1.1
10.1.1.8  255.255.255.@ 192.168.1.1 1
s C:\Users\Administrators> o
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C:\Users\Administrator>ping 192.168.1.254

pinging 192.168.1.254 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

tistics for 192.168
s: Sent - 4, Rec

.254:
d - 9,

- 4 (100% loss

stratorsping 192.168.1.254

Pinging 102.168.1.254 with 32 bytes of data:
Request timed out

Reply from 192.168.1.254: bytes=32 time<ims TTL=64
Reply from 192.168.1.254: bytes=32 time<ims TTL=64
Reply from 192.168.1.254: bytes=32 time<ims TTL=64

ping statistics for 192.168.1.253:

Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
lipproximate round trip times in milii-seconds:
imum = Bms, Maximum - Bns, Average - Gms
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C:\Users\Administrator>ipconfig /all

Windows IP Configuration

Host Name . . -+« « « « - . : Clients1
Primary Dns Suffix . . . . . . . : swansea.acca
Node Type . . - - - - - . . : Hybrid

IP Routing Enabled. « = 2 =« = =« = t NO

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : swansea.acca

Ethernet adapter IntSwa:

Connection-specific DNS Suffix .

Description . . « + +« =« + +« « « : Intel(R) PRO/108@ MT Desktop Adapter #2
Physical Addr'ess. « = + + + +« - . @ O8-808-27-4A-FA-2B
DHCP Enabled. . . . . . . . . . . : Yes
Autoconfiguration Enabled . . . . : Yes
Link-local IPv6 Address . . . . . : feB0::81fc:2cc9:8903:al156X13(Preferred)
IPv4 Address. . . . . . . . . . . : 192.168.1.58(Preferred)
Subnet Mask . . . . . . . . . . . @ 255.255.255.0
Lease Obtained. . . . . . . . . . : 11 January 2026 16:59:00
Lease Expires . . . . . . . . . . : 19 January 2026 16:59:80
Default Gateway . . . . . . . . . 1
DHCP Server . . . . . . . . . . . : 192.168.1.1
DHCPv6 IAID . . . . . . . . . . . : 382514215
DHCPvS Client DUID. . . . . . . . : 99-01-60-01-30-7A-99-89-88-00-27-B9-6F-C1
DNS Servers . . . . « = = = « « » i 102.168.1.1
8.8.8.8
NetBIOS over Tcpip. - - - . - . . : Enabled

C:\Users\Administrator>,
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PS C:\Users\Administrator> Get-TimeZone

1d Pacific Standard Time

i splayhame : (UTC-08:00) Pacific Time (US & Canada)
standardiane Pacific Standard Time

Daylighthase : Pacific Daylight Time

BaseUtcOffset o GHC

IsupportsDaylightSavingTime : True

trator> set-TimeZone ‘GMT standard T
Ps C:\users\Administrator> w3ztm /query /status

Leap Indicator: @(no warning)

stratum: 1 (primary reference - syncd by radio clack)
Precision: -23 (119.209ns per tick)

Root Delay: ©.0000000s

[Roct Dispersicn: 10.0800000s

Referenceld: @x4CAF434C (source name: "LOCL")

Last Successful Sync Time: 10/01/2026 80:35:12
Source: Local CMOS Clock

Poll Interval: & (64s)

ps C:\Users\Adainistrators w32tm /query /source
Local cMOS Clock

Ps C:\users\adainistrator> netdom query fsmo
Schema master S-DC.suansea.acca
bomain naming master 5-DC.suansea.acca
poc 5-DC.suansea.acca
RID pool manager 5-DC.suansea.acca
Infrastructure master 5-DC.swansea.acca
The command completed successfully.

Ps C:\Users\Administrator> w32tm /conflg /syncfromflags:dohmier /update
Unknown parameter for syncfromflags: dohmier’.

PS C:\Users\Administrator> w32tm /config /syncfromflags:domhier /update
The command completed successfully

Ps C:\Users\Administrators w32tm /resync /force

sending resync command to lacal computer

The computer did not resync because no time data was available.

PS C:\Users\administrator> o
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Link-local IPvé Address 58 cc0: 890313156513
IPva Address. . . . . 2 .58

Subnet Mask . . . . . . 5

Default Gateway . . . 192.168.1.254

fc: \users\adainistrator>ipconfig /all

Name . .. .. ...
ry Dns Suffix . . . .

Type A . L. % Hybrid
IP Routing Enabled. . . . . . . . : No
WINS Proxy Ensbled. . . . .. .. : No
DNS Suffix Search List. . . . . . : swansea.acca

Ethernet adapter IntSwa

Connection-specific DNS Suffix . : swansea.acca
Description . . . . . . ... .. : Intel(R) PRD/180@ MT Desktop Adapter %2
Physical Address. . . . . . . . . : BB-88-27-4A-FA-28

DHCP Enabled. . . . . . . .. .. :Yes

s ...t Yes
.. . . : fese::s1f
e e e e e e .. .. i 192.168.1.58(Pr
W e e e+ ... . : 255.255.355.8
L .. i 11 January 2026 17:1

autoconfiguration E
Link-local IPve Addr
TPv4 Addre
Subnet M
L ob

€9:8903:a156%13 (Preferred)
ed)

Far

7

Lease Expires . . . . . . . . 19 January 2026 17:19:87
Default Gatewsy . . . . . .. .. : 192.168.1.254
DHCP Server . . . . . . . ....: 192.168.1.1
DHCPYE TAID . . . . . . . ....: 302514215
DHCPv8 Client DUID. 5 2 80-01-80-81-30-74-99-89-08-88-27-B9-8F-C1
DNS Servers . . . . . .. .. 192.168.1.1
5.8.8.8
NetBIOS over Tepip. . . . . . . . : Enabled

fc:\users\administratorsuzatm fresync
Sending resync command to local computer
The command completed successfully.

jc: \sers\Adainistratorow3ztm /query /source
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8.8.8.8: icmp_sey 5.
8.8.8.8: fcmp_seq=13 tt1=255 tine
8.8.8.8: cmp_seq=14 £t1=255 tine=
8.8.8.8: cmp_seq=15 tt1=255 tine

64 bytes fron 8.8.8.8: icmp_seq=16 ttl=255 tine=.

64 bytes fron 8.8.8.8: icmp_seq=17 tt1=255 tine
8.8.8.8: femp_seq=18 tt1=255 tine=S.
8.8.8.8: icmp_seq=19 t1=255 tine=6.64 ms
8.8.8.8: fomp_seq=2@ tt1=255 tine=6.85 ms
8.8.8.8: icmp_seq=21 tt1=255 tine=5.52 ms

--- 8.8.8.8 ping statistics ---
21 packets transnitted, 21 received, 8% packet loss, tine 28155ns
rtt ninjavg/nax/ndev = 5.78 7.295/0.448 ms

-GH> curl -v https://updates. checkpoint. con

CLINFR2329 Invalid comnand:'curl -v https://updates.checkpoint.con’
1-Gi> telnet updates. checkpoint.com 443

CLINFR2329 Invalid comnand:'telnet updates.checkpoint.com 443,
A-6h> nc -2v updates. checkpoint. com 443

ICLINFR@329 Invalid command:'nc -zv updates.checkpoint,com 443'.
A-Gi> fw amw fetch update

Fetching Threat Prevention Security Palicy From: update

Couldn't get update’s object from database, creating dumy object
couldn't get IP address for update

8a

Fetching Threat Prevention policy failed

-G o
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