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This report is a brief overview of ransomware and its effects on business. The report outlines the differences between the terms, malware, trojans, viruses and ransomware before providing a detailed explanation of ransomware and in particular CryptoWall. The report then proceeds to highlight the particular threat of CryptoWall to businesses and lists recommendations for preventing infection along with recommendations for the business to prevent future infections from occurring. 
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1. [bookmark: _Toc64150870]Introduction:

This report is intended to be used as a starting point for the company’s response and management of cyber threats. Specifically, this report addresses the recent concerns raised around ransomware. Due to the scale of the issue of cybersecurity this report is not an exhaustive document and will require broadening and updating in the future. It is however hoped that this document will present enough information on the specific threat of ransomware to illustrate what ransomware is, how it targets systems, what this means to businesses and what can be done both to prevent and to recover from it. 
2. [bookmark: _Toc64150871]Overview: A description of common terms.

2.1. [bookmark: _Toc64150872]Malware

Malware is a portmanteau of malicious software. It is an umbrella term that includes many different types of cyber security threat including but not limited to: viruses, trojans and worms [1]. 
2.2. [bookmark: _Toc64150873]Virus

A virus is a particular kind of malware that utilises another computer programme to propagate, replicating itself within a host machine. A virus requires human activation and this is where it differs from a worm which can spread without such interaction [2].
2.3. [bookmark: _Toc64150874]Trojan

A Trojan or Trojan Horse, is aptly named, as it a program that looks like a legitimate application, but instead provides illegitimate users access to infected machines. This can then lead to personal information being stolen [2]. Trojans are a common vector by which ransomware may infect a user’s computer [3].
2.4. [bookmark: _Toc64150875]Worm

Worms are considered a sub-species of virus in that they use other programs to replicate [2]. Unlike a Virus however, it is capable of accessing information within a user’s computer in order to travel to other users without the original host knowing [2]. 
2.5. [bookmark: _Toc64150876]Ransomware

Ransomware combines the words, software and ransom, which provides readers with a clue as to how it operates. Essentially, ransomware is a type of malware that holds the user’s machine or information for ransom, generating messages demanding payment in exchange for the recovery of the system or files [4]. Ransomware therefore is a type of malware, but is not a virus or worm, as it does not attack the user in the same way. Ransomware can be just as devastating however and is estimated to be causing £346 million to UK companies per year [5].
Now that some of terms commonly used to name different threats in cyber security have been outlined and defined this report will continue to examine the specific case of ransomware and offer an even more in-depth look at one such piece of ransomware, CryptoWall. Ransomware is highlighted as a particular threat and warrants particular discussion as the number of attacks using ransomware increased by 20% globally in 2020, even when malware attacks overall were falling [6]. 
3. [bookmark: _Toc64150877]Ransomware

3.1. [bookmark: _Toc64150878]History and types:

Ransomware is not a new phenomenon and early ransomware existed in computing as early as the late 1980s [4]. However, it was not until the 2000s that broader, more pervasive ransomwares appeared [4]. Ransomware can broadly be classified into three different types based on the severity of the attack to the user. 
[bookmark: _Toc64150879]3.1.1 ScareWare:
Scareware relies on scaring users by generating a number of pop-ups informing them that their machine has become infected and instructing them to purchase fake anti-malware software [7]. Users then not only give out credit or debit card details in order to make the purchase, but then in fact download malware onto the already infected computer [7]. 
[bookmark: _Toc64150880]3.1.2 Screen Lockers: 
The second type of ransomware are screen lockers, whilst not encrypting files or folders, screen lockers effectively freeze a user out of their computer so that they cannot access basic system functions – such as running windows desktop [8] [4]. Similar to scareware there is a certain psychological component to the attack. Infected computers will often display messages on their screens saying that illegal activities have been traced to the device and unless a fine is paid to an official law enforcement body, such as the FBI or the US Department of Justice, the computer will remain locked [4].
[bookmark: _Toc64150881]3.1.3 Encrypting ransomware:
The third type of ransomware is particularly harmful to networks and individuals [4]. The software performs “cryptoviral extortion”, whereby the ransomware seeks out sensitive files and folders within the computer and encrypts them [9]. The user then receives a message requesting payment, commonly now in Bitcoin, for the return of their files [3] [10]. In recent years the messages requesting payment have become more threatening and again there is a psychological element to the attack on the user [10].
3.2. [bookmark: _Toc64150882]Transmission: How do users become infected?

[bookmark: _Toc64150883]3.2.1 Phishing Emails:
Phishing emails, or malspam (malicious spam) are similar phenomena and both are common ways that computer users are vulnerable to ransomware attacks [4] [3]. In both cases users receive emails containing the ransomware disguised as another type of file, such a pdf or zip [3]. Perhaps most perniciously the supposed pdf or zip files are often labelled as invoices, purchase orders or bills and the emails themselves can look like real business communications [3] [4]. During coronavirus the use of words relating to the pandemic has increased, showing the adaptability of criminals to exploit the news media [6] [8]. 
[bookmark: _Toc64150884]3.2.2 Exploit Kits:
These work by utilising known weaknesses within existing software. The malware is deployed as part of existing software and infects the hosts computer [10]. Unfortunately, this ransomware can be hidden in operating systems, applications and even websites [10]. 
[bookmark: _Toc64150885]3.2.3 Malvertising:
Malvertising (malicious advertising) is another common method for ransomware to infect a computer [4]. The malvertising is within a particular webpage visited by the user, the user may click on a banner or an advertisement, or it might come straight from a particular landing page [4]. The user’s computer then downloads the malware without the user’s knowledge [10] [4]. 
In order to better understand the dangers of ransomware and how to combat it this report shall proceed to look at the example of one particular family of ransomware known as CryptoWall, which is one of the most successful ransomwares [11].
4. [bookmark: _Toc64150886]CryptoWall

4.1. [bookmark: _Toc64150887]Description

CryptoWall emerged around 2014 and has the capability of locking users files with an RSA encryption, this is an incredibly high level of encryption and currently there is not a reliable method for breaking the encryption key [3]. CryptoWall incurred an estimated US 325 million dollars of damages in 2015 [11]. The usual vectors of ransomware have been utilised by CryptoWall, but it has been particularly prevalent as part of email phishing with 67.3% of all attacks originating from this source [11]. Following that trend emails have tended to look like business correspondence and attachments have utilised keywords such as invoice or bill [11] [3]. The rest of the attacks have tended to come from exploit kits within other pieces of software [11]. 
Focusing on the email phishing attacks, once a user has accessed the infected attachment the CryptoWall infects their computer embedding itself in their %AppData% or %Temp% folders [3]. Once there unless it is completely removed it can still access files, it cannot be bypassed by a simple restart [10]. Following its embedding it will try to make contact with a “Command and Control Server” [10], which will provide it with an encryption key. It will then search all drives mapped as letters, including Dropbox mapping [3]. Once CryptoWall detects a file or folder it detects as ‘sensitive’ it will encrypt it and to make matters worse once it completes the scan and encryptions it will delete all of the shadow volume copies of those files and folders in the computer [3]. This is particularly pernicious as the shadow volume copies can sometimes be used to recover the infected files [3]. The types of files that the programme targets are very broad, from powerpoint presentations .ppt to music files .mp3 [10]. 
Once CryptoWall has finished searching encrypting files the user will receive a notification of the attack and a request for payment commonly in the form of Bitcoin. The details of the payment vary from user to user but are often around $1000 USD [10]. According to Jeff Petters even after payment files were only returning in 19% of cases and payment is now not recommended at all [10] [4].
CryptoWall is only one such ransomware program, thankfully it is fairly typical of ransomware more generally and therefore methods taken to prevent CryptoWall can help protect against ransomware overall. 
4.2. [bookmark: _Toc64150888]How to protect against CryptoWall

The steps outlined here are specifically in reference to CryptoWall and as such there may be some variation between the best practice for staving off CrytoWall and other ransomware. Nevertheless, there are enough commonalities between CryptoWall and other ransomware programs that these steps maybe utilised as a guide for defending against ransomware more generally. 
Authors appear agreed that prevention is better than cure [3] [4] [10] and as such measures to prevent CryptoWall start with good computer practice overall, some of which are down to the user and some of which are broader. The following types of good practice will start with ways in which a business can be made more secure, before moving on to the role of individual employees. 
[bookmark: _Toc64150889]4.2.1 Least Privilege Model:
Across a network it may be necessary to adopt a least privilege model [10]. CryptoWall infects an individual’s computer and as such if an individual does not have access to certain files, folders or even drives, then this will limit the extent to which the ransomware penetrate the business’ system overall [10]. Furthermore, if only a single user is compromised it saves time on being able to recover lost files [10]. 
[bookmark: _Toc64150890]4.2.2 Regular System Backups:
The entirety of the businesses’ files should be backed-up on a regular basis and preferably in different locations including USB hard-drives and or a local Storage Area Network [10]. By ensuring that files are backed-up and in different locations, should files fall victim to CryptoWall then the company can refer to an earlier version of the file to ensure business continuity. The more frequent the back-ups the less data lost in the event of a successful attack.
[bookmark: _Toc64150891]4.2.3 Firewall Software:
As CryptoWall relies on a connection to a command and control server in order to be able to receive its encryption key and lock users files, if this can be prevented it effectively nullifies the attack. Local firewalls have some success in being able to do this [10]. 
[bookmark: _Toc64150892]4.2.4 Regular System and Software Updates:
Although, CryptoWall relied mainly on phishing attacks there is still a significant threat from the exploit kits that make use of weaknesses in existing software in order to target users [11]. It is therefore recommended that software and systems within the business are regularly updated, as known issues within software are often resolved by the manufacturers in later versions [4]. 
[bookmark: _Toc64150893]4.2.5 Personal responsibilities, safe browsing and not clicking links:
There is also an element of personal responsibility on employees for keeping the system safe. Therefore, it is also necessary that staff should practice safe browsing, not click on links within suspicious emails [10] and make sure any personal devices connected to business computers are suitably defended against CryptoWall.   
It should be stressed that there can be methods of recovering data, but that these are difficult, costly and time consuming one UK based cyber security company estimates that around 30% of businesses go 5 days or longer without their files once they have been infected [5]. Therefore, in agreement with other authors [3] [4] [10] this report recommends steps for prevention as opposed to cures for recovery.

5. [bookmark: _Toc64150894]Business recommendations

In the previous section 4.2., a list of recommendations were given for how to avoid future attacks by CryptoWall and by extension other ransomware programs. However, at this point it is not clear from what standpoint the business is operating. Thus, this section will outline some specific business recommendations that will encompass the steps outlined in 4.2.1 – 4.2.5.
1. Baseline: An assessment of the current state of the business computing system needs to be undertaken with appropriate antivirus software. The software must be researched, sourced and procured, before being run on the company system. A number of the references used to compile this report link to software companies that provide antivirus or antimalware and scanning programs, it is suggested that these may form the basis of further research. Once completed a firewall should also be setup in line with 4.2.3 and systems should be checked for their update requirements as per 4.2.4.
2. Storage options: Various storage options need to be researched and aligned with the company needs. These options need to take into account the recommendations suggested in 4.2.2. However, the migration of business files onto specific storage options should only occur after the system has been had any existing threats uncovered and removed. 
3. Restrictions: As files and folders are moved across to storage solutions, their access should be restricted. This is in line with 4.2.1.
4. Training: Current staff should be made to attend a training session on safe computing habits. The training should be created by someone familiar with the IT requirements of the company, with input from staff with experience in running educational sessions. Documentation pertaining to this training should be made available to all following its completion and it might also be beneficial to have users sign an agreement on safe computer usage underscoring their responsibilities as well as the company’s. This is in line with 4.2.5.
5. Training: New staff should also be made to attend training sessions on safe computing habits as soon as possible and potentially as part of their induction to the company. They would also be expected to sign any agreements about safe browsing habits and computer usage while in the employ of the company. 
By completing the above actions it is believed that the company will be in the best possible position to fend off ransomware attacks and to limit the damage of data loss should a breach occur. 
6. [bookmark: _Toc64150895]Conclusion

In conclusion this report has detailed several different threats that exist in the Cyber ecosystem. Furthermore, the report has outlined one of the most common types of malware that of ransomware. To provide more specific information the report has discussion the CrytoWall example, using it to outline the losses incurred by business due to ransomware. The report has also tried to show that although variations exist within ransomware, CryptoWall can be considered typical and therefore by outlining the possible ways of responding to CryptoWall a list of recommendations has been given. 
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