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This report will give a brief overview of the various web services that provide communications between networks. It will look at 3 types specifically, those being SOAP, REST and GraphQL, and compare the advantages and disadvantages of each. A conclusion will then be given based on the results of the research, along with a reference list. The references used will be from recent years, in order to avoid any outdated information.
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This report will be laid out in 6 chapters. Chapter 1 will contain an introduction to the report, including an abstract and the general structure that the report will follow. Chapter 2 will provide a brief overview of the SOAP messaging protocol and the advantages and disadvantages of utilising it. Chapter 3 will do the same for REST web services, and chapter 4 will also be doing the same for GraphQL. Chapter 5 will be the conclusion section, where a brief summary of the research findings will be provided. Chapter 6 will contain the references that were used in the research process.  
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The Simple Object Access Protocol (SOAP) is an XML-based protocol designed for accessing web services over HTTP. It can also be used across all applications. In today’s world, there are lots of applications that are built on a number of different programming languages, whether they be PHP, Java, .Net etc. Data exchange between these applications is vital, but also complex. A method used to battle this complexity is XML as an intermediary language, as every language can understand the XML markup language. There are no standard specifications on use of XML across all programming languages for data exchange. SOAP software combats this, by providing a specification that can be used across all applications. [1]
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One advantage of SOAP is that its standard HTTP protocol makes it easier for it to operate across firewalls and proxies, without needing to modify the SOAP protocol itself. Another advantage SOAP has is greater transactional reliability that what can be achieved with standard HTTP. As well as that, designing SOAP services can be less complex compared to REST. As far as web services that support complex operations go, SOAP services tend to require less coding in the application layer for security, transactions, trust, and various other elements. Finally, SOAP is highly extensible through other technologies and protocols, such as WS-Security, WS-Coordination, WS-Addressing etc. [2] 
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There are also many disadvantages to SOAP web services. One disadvantage is that SOAP only used XML. This means that other formats, like JSON, don’t get taken into consideration, and lead to a lack of usability with them. Another disadvantage to SOAP is that there is a high possibility of coupling between the client and the server. This is because SOAP is based on contract. As well as that, because SOAP uses XML format, it is considered to be a slow platform, as the payload is very large for a simple string message. Finally, SOAP clients are not able to hold any stateful references to remote objects. [3]
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Representational State Transfer (REST) is a set of architectural constraints that API developers can implement in a variety of ways. REST APIs are application programming interfaces that conform to the constraints of REST architectural style and allow for interaction with “RESTful” web services. Whenever a client request is made through a RESTful API, a representation of the state of the resource is transferred to the requester, or a certain endpoint. This information is delivered in one of several formats via HTTP: JSON, HTML, Python, XLT, PHP or just plain text. Out of these, JSON is the more widely used format, as it’s readable by both machines and humans. REST APIs, while they have to conform to a criterion, are still seen as easier to use that SOAP protocols, as they are just a set of guidelines that can be implemented as necessary, whilst SOAP has specific requirements, making it more limited. [4]
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There are many reasons why users tend to prefer REST over SOAP. One advantage of using REST is that it allows a greater variety of data formats, such as JSON, HTML, XLT, Python or PHP, while SOAP only allows XML. Another advantage to using REST is that, when couple with JSON, it is generally considered easier to work with as compared to SOAP. Also thank to JSON, REST offers better support for browser clients. As well as those, another advantage, to REST is that it provides superior performance, through caching for information that isn’t altered and isn’t dynamic. Finally, REST is the most widely used protocol, so it’s often used for major services like Google, Amazon, and eBay. [5]
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There are also many reasons to use SOAP over REST too. One disadvantage of REST is that SOAP’s standard HTTP makes it easier to operate across firewalls and proxies without modification. Another disadvantage to using REST is that it has very limited transactional reliability, as some cases may require greater transactional reliability than what can be achieved with HTTP. For greater transactions, it is often better to utilise SOAP. As well as that, there are some cases where designing SOAP services can be less complex compared to REST. Finally, SOAP is highly extensible through other protocols such as WS-Security, WS-Coordination, WS-Addressing etc, which REST lacks. [6]   
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GraphQL is a query language that describes how a client should request information through an API. It is more commonly described as a syntax for developers to request specific data from, and then return that data from multiple sources. As soon as the client defines the structure of the data needed, the exact same structure of data is returned from the server. Real-time updates can be made through the use of GraphQL’s open-source capabilities. GraphQL servers have been made for use with various popular programming languages such as Python, JavaScript, PHP, Ruby etc. [7]
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One advantage to using GraphQL is that it is considered a lot faster than other communication APIs, as it facilitates the user to cut down their request by choosing only the specific fields that they want to query. Another advantage to GraphQL is that it works best for complex systems and microservices, due to its ability to have multiple systems integrated into its API. This unifies them and hides their complexity. The server is also used to fetch data from the existing systems and package it up in a response format. This is very beneficial for legacy infrastructures or third-party APIs. Another benefit that GraphQL has is that there are no under-fetching or over-fetching problems, in contrast to REST, where responses can sometimes have too much or too little data. Finally, GraphQL follows a hierarchical structure where the relationships between objects are defined in a graphical structure. [8]    
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As well as the benefits, there are also a few drawbacks to using GraphQL. One notable disadvantage is that queries will always return a HTTP status code of ‘200’, even if the query was not successful. This will lead to a higher difficulty when it comes to error handling. Another disadvantage GraphQL has is its lack of built-in caching support, meaning the developer will have to rely on another library, or set up a globally unique ID for the backend. Finally, GraphQL struggles when it comes to more complex data. REST APIs are equipped to deal with data that is consistent over time, and thus that is why they are so commonly used. [9] 
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[bookmark: _Toc89405836]5.1 – Summary of the Findings
In summary, while all of these web services have their advantages and disadvantages, a lot of the drawback don’t come form limitation, but rather preference. For larger scales webpages, developers may want to use SOAP for its transactional reliability, or they may prefer to use REST or GraphQL as they are more commonly utilised. There is not really a clear answer to which one is better, however it seems that REST is the most utilised, so it should probably be considered heavily.
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