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[bookmark: _Toc235466517]Part B: 
[bookmark: _Toc235189555][bookmark: _Toc235466518]1. Introduction
World Travel Explorer is a PHP and MySQL database-driven web application that supports destination browsing, bookings, feedback management, CRUD operations, and administrator functions. This report evaluates SQL Injection risks, implemented security measures, and recommendations for improving application security.
[bookmark: _Toc235189557][bookmark: _Toc235466519]2. Website Overview and Project Summary
World Travel Explorer is a PHP and MySQL website that allows users to browse destinations, search locations, submit bookings, and provide feedback. Administrators manage records using CRUD operations, while PHP PDO prepared statements ensure secure database access. 
[image: ]

Figure 1: World Travel Explorer Homepage Interface
[bookmark: _Toc235189559][bookmark: _Toc235466520]4. SQL Injection
[bookmark: _Toc235189560]SQL Injection is a common attack that manipulates SQL queries through user input. In this project, PHP PDO prepared statements, parameterised queries, and server-side validation reduce this risk by treating user input as data rather than executable SQL [1].
[bookmark: _Toc235466521]4.1 What is SQL Injection?
[bookmark: _Toc235189561]SQL Injection is a web application attack that occurs when malicious SQL code is submitted through input fields to manipulate database queries. Without proper validation, attackers may access, modify, or delete sensitive information. This vulnerability can be effectively prevented by using prepared statements, parameterised queries, and secure input validation [2].
[bookmark: _Toc235466522]4.2 Why SQL Injection is a Problem
[bookmark: _Toc235189562]SQL Injection threatens the confidentiality, integrity, and availability of database systems by allowing attackers to bypass authentication, access sensitive information, and modify or delete records. Such attacks may result in financial loss, service disruption, and reputational damage. Implementing secure coding practices is therefore essential to protect database-driven web applications from SQL Injection attacks [3].
[bookmark: _Toc235466523]4.3 SQL Injection Risk Analysis in World Travel Explorer
[bookmark: _Toc235189563]The World Travel Explorer website was assessed for potential SQL Injection vulnerabilities. Database operations use PHP PDO prepared statements with parameterised queries instead of directly inserting user input into SQL statements. Testing confirmed that user input was handled as data rather than executable SQL, significantly reducing the risk of SQL Injection attacks [4].
[bookmark: _Toc235466524]4.4  Vulnerable Areas
[bookmark: _Toc235189564]Most database operations in the World Travel Explorer website use PHP PDO prepared statements, providing effective protection against SQL Injection. However, the administrator login currently relies on hardcoded credentials rather than database authentication. Although this does not create an SQL Injection vulnerability, implementing database authentication with password_hash() and password_verify() would significantly improve overall security [5]. 
[bookmark: _Toc235466525]4.5 Anti-SQL Injection Measures Implemented
[bookmark: _Toc235189565]The website uses PHP PDO prepared statements and parameterised queries to prevent SQL Injection by treating user input as data rather than executable SQL. Basic server-side validation further reduces the risk of invalid or malicious input, improving the application's overall security and reliability [6].
[bookmark: _Toc235466526]4.6 Evidence
[bookmark: _Toc235189566]The implemented security measures were verified by testing the application with the SQL Injection payload ' OR '1'='1. The input was treated as normal text rather than executable SQL, preventing unauthorised access and confirming the effectiveness of the implemented PDO prepared statements.
[bookmark: _Toc235466527]4.7 Recommendations and Remaining Weaknesses
[bookmark: _Toc235189567]Although the website provides effective protection against SQL Injection, its security could be further improved by storing administrator passwords using password_hash() and verifying them with password_verify(). Implementing CSRF protection, stronger server-side validation, and output escaping would further reduce security risks. Regular security testing and code reviews are also recommended to maintain a secure web application [7].
[bookmark: _Toc235466528]5. Conclusion
The World Travel Explorer project successfully demonstrates a database-driven website developed using PHP and MySQL, incorporating CRUD operations, search functionality, and administrator access. The implementation of PHP PDO prepared statements and parameterised queries effectively reduces the risk of SQL Injection attacks. While the current security measures provide strong protection, additional improvements such as password hashing, CSRF protection, and enhanced input validation would further strengthen the application's overall security.
[bookmark: _Toc235189568]
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Username: admin
Password: admin123
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[image: ]Figure 2: World Travel Explorer Database ERD
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Figure 3: Countries Table Creation (DDL)
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Figure 4: Countries Table Structure in phpMyAdmin
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Figure 5: Destinations Table Creation with Foreign Key (DDL)
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Figure 6: Destinations Table Structure in phpMyAdmin
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Figure 7: Attractions Table Creation with Foreign Key (DDL)
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Figure 8: Destinations Table Structure in phpMyAdmin
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Figure 9: Bookings Table Creation with Foreign Key (DDL)
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Figure 10: Bookings Table Structure in phpMyAdmin
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Figure 11: Tour Guides Table Creation with Foreign Key (DDL)
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Figure 12: Tour Guides Table Structure in phpMyAdmin
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Figure 13: Feedback Table Creation with Foreign Key (DDL)
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Figure 14: Feedback Table Structure in phpMyAdmin
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Figure 15: Countries Table Data in phpMyAdmin
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Figure 16: Destinations Table Data in phpMyAdmin
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Figure 17: Attractions Table Data in phpMyAdmin
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Figure 18: Bookings Table Data in phpMyAdmin
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Figure 19: Tour Guides Table Data in phpMyAdmin
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Figure 20: Feedback Table Data in phpMyAdmin
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Figure 21: World Travel Explorer Homepage
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Figure 22: Travel Destinations Page
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Figure 23: Admin Bookings Management Page
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Figure 24: Update Booking Form
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Figure 25: Booking Deletion Confirmation Dialogue
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Figure 26: Admin Destinations Management Page
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Figure 27: Add New Destination Form
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[image: ]
Figure 28: Destination Search Functionality
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Figure 29: Search Results for London Destinations
[bookmark: _Toc235189595][bookmark: _Toc235466552]3.4 User Authentication 
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Figure 30: Admin Login Form
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Figure 31: Username and password
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CREATE TABLE countries (

)

country_id INT AUTO_INCREMENT PRIMARY KEY,
country_name VARCHAR(10@) NOT NULL,
continent VARCHAR(1€@) NOT NULL,
description TEXT




image6.png
] Browse 4 Structure [ SQL 4 Search ¥¢ Insert =} Export [« Import = Privileges ” Operations 2 Triggers

W Table structure 8 Relation view

# Name Type Collation Attributes Null Default Comments Extra Action
J 1 country_id ’ int(11) No None AUTO_INCREMENT o7 Change @ Drop More
(J 2 country_name > varchar(100) utf8mb4_general_ci No None & Change @ Drop More
(J 3 continent varchar(100) utf8mb4_general_ci No None &’ Change @ Drop More
(J 4 description text utf8mb4_general_ci Yes NULL & Change @ Drop More

O Checkall With selected: | -] Browse & Change @ Drop £ Primary |4l Unique 4] Index [ Spatial |7 Fulltext

(&) Print Propose table structure @  [b Move columns 4 Normalize

Fe Add ‘1 column(s) | after description v a )

«{ Indexes © ‘

Action Keyname Type Unique Packed Column Cardinality Collation Null Comment
&~ Edit B Rename @ Drop PRIMARY BTREE Yes No country_id 10 A No

o Edit B Rename () Drop idx_country_name BTREE No No country_name 10 A No

Create an index on ‘1 ‘ columns Go |




image7.png
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33

CREATE TABLE destinations (

)

destination_id INT AUTO_INCREMENT PRIMARY KEY,
country_id INT NOT NULL,

destination_name VARCHAR(150) NOT NULL,

city VARCHAR(108) NOT NULL,

description TEXT,

image VARCHAR(255),

CONSTRAINT fk_country

FOREIGN KEY (country_id)
REFERENCES countries(country_id)
ON DELETE CASCADE

ON UPDATE CASCADE
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CREATE TABLE attractions (

)

attraction_id INT AUTO_INCREMENT PRIMARY KEY,
destination_id INT NOT NULL,

attraction_name VARCHAR(150) NOT NULL,
description TEXT,

CONSTRAINT fk_destination

FOREIGN KEY (destination_id)
REFERENCES destinations(destination_id)
ON DELETE CASCADE

ON UPDATE CASCADE
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CREATE TABLE bookings (
booking_id INT AUTO_INCREMENT PRIMARY KEY,
destination_id INT NOT NULL,
customer_name VARCHAR(150) NOT NULL,
customer_age INT NOT NULL,
email VARCHAR(158) NOT NULL,
travel_date DATE NOT NULL,
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,

CONSTRAINT fk_booking_destination
FOREIGN KEY (destination_id)
REFERENCES destinations(destination_id)
ON DELETE CASCADE

ON UPDATE CASCADE,

CONSTRAINT unique_booking UNIQUE (email, destination_id,

travel_date)
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CREATE TABLE tour_guides (

)

guide_id INT AUTO_INCREMENT PRIMARY KEY,
destination_id INT NOT NULL,

guide_name VARCHAR(150) NOT NULL,
experience_years INT DEFAULT o,
contact_email VARCHAR(150),

CONSTRAINT fk_guide_destination
FOREIGN KEY (destination_id)
REFERENCES destinations(destination_id)
ON DELETE CASCADE

ON UPDATE CASCADE
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CREATE TABLE feedbacks (

)

feedback_id INT AUTO_INCREMENT PRIMARY KEY,
booking_id INT NOT NULL,

rating INT CHECK (rating >= 1 AND rating <= 5),
comments TEXT,

created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,

CONSTRAINT fk_feedback_booking
FOREIGN KEY (booking_id)
REFERENCES bookings(booking_id)
ON DELETE CASCADE

ON UPDATE CASCADE
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