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My name is Lorraine Kazondovi. I am a first-year computing student at the University of Wales Trinity Saint David. I will cover essential academic and employment skills in Cyber Security. I will explore the topic further with an Academic Poster. I will also discuss virtual collaboration and use RefWorks, which is an automatic referencing management tool. Finally, I will create an e-portfolio using wix.com and include an illustrative review with citations. 
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[bookmark: _Toc235723004]Task 1 (a): Report on Essential Academic and Employment Skills

Soft skills, hard skills and professional certifications are some of the skills necessary for cyber security professionals. The most sought-after soft skills are communication skills and project management skills. The hard skills that are in high demand include information security, information technology and security clearance. CISSP and CISM are among the highly recommended certifications required for cyber security professionals [1]. 

CISSP stands for Certified Information Systems Security Professional. It covers security and risk management, asset security, security architecture and engineering, communication and network security, identity access management and security operations just to name a few [2]. Furthermore, CISM is an acronym for Certified Information Security Manager. This certification provides foundational knowledge needed for efficient cyber security professionals. “It is oriented toward information risk management and addresses management, design and technical security issues at a conceptual level” [2]. 

Cybersecurity is essentially the same as information security. It involves protecting information and electronic systems from unauthorized access and attacks. Various important industries such as hospitals, banks or transportation companies rely on their business systems always working smoothly. Well trained cybersecurity professionals help prevent electronic attacks to maintain the stability and accessibility of these systems and services [3]. 

The following practical skills are necessary for a cyber security professional to perform: Setting up configured firewalls; Storing or transferring personal data; Detecting and removing malware; Penetration testing; Forensic analysis and security architecture; Incident response; Threat assessment or information risk management; Assurance, audits, compliance or testing; Cyber security research; Implementing secure systems; Governance; Leadership and management skills [4].

[image: ]
Figure 1: Mapping Positions and Roles to Knowledge Areas [2]
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The similarity report shows 76% on the work I have submitted for task 1a. This is due to the document being a guideline template which all the students at the university have used. Furthermore, I believe cybersecurity is a niche technical career and most of the information available online would be like what students from other universities have submitted. This is a good sign, because it indicates that I have used appropriate sources. 

Based on the provided marking criteria, I deserve a score of 70 out of 100 for the work I have submitted because I used various relevant, credible and reliable sources from authors who are well versed in the industry. Also, I have answered all four tasks following the expected guidelines and criteria. I can still improve my score by summarizing the text in my own words and paraphrasing. 
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Mind Map Link: https://mm.tt/map/4030976560?t=Fd2VwYcZ3q
Mind map Image: 

[image: ]
[image: ]
NB: The team members who collaborated on this mind map are me, Farhana Akhtar, Hina Abubaker Babader and Ramouy Litchmore. We used Mind Meister to collaborate and create the map.
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Poster Link: https://canva.link/mb5uzqo5jnc4t5y 
Poster image:
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The foundational factor of an effective virtual team is trust. Such teams deliver goals and objectives, proactively engage with each other, provide constructive criticism and have a general positive outlook [1]. Forming a virtual team initially involves challenges such as distrust, lack of motivation as well as communication that lacks depth. Strong team leaders stimulate action towards goals “and the self-efficacy needed to persist on challenging tasks” [1]. Trust also enables team members to speedily find solutions to obstacles and ultimately increases productivity. 

Absence of trust is the foundation of the 5 dysfunctions of a team. Trust essentially involves being open and vulnerable with your teammates and being honest about your shortcomings. This is called psychological safety and is the basis of vulnerability-based trust (VBT). Lack of trust breeds the fear of conflict. Healthy, honest conflict is an important element of trust because without it the members lack commitment to decisions. 

Without commitment the team members will not hold each other accountable. This leads to non-focus on the collective outcomes or results of the team. VBT is established when team members feel comfortable enough to admit when they are wrong, apologize and ask for help. It also involves being a good listener, being respectful and avoiding making assumptions about people and their values. The top 3 strategies that assist with trust building in a virtual environment are “sharing of personal interest and information, ice-breaker exercises, and face to face meetings” [2]. 

Various scholarly studies also indicate that large virtual teams with over 100 members were reluctant to participate. They advise designing smaller virtual teams to encourage meaningful engagement [3]. Being an authentic, transparent version of yourself fosters trust. Authenticity indicates which roles best suit individual team members. This means projects are completed promptly. 

FAST objectives are essential in the forming stage of a virtual team, namely: Frequently discussed (ongoing discussions to review progress); Ambitious (difficult objectives which are not impossible to achieve); Specific (concrete milestones to measure progress); Transparent (current performance to be available to all team members).  FAST goals encourage clear focus and direction and helps the team stay on track. 
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I used the Home tab, clicked Add ins and entered RefWorks in the search bar
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I added RefWorks Citations Manager and logged into my RefWorks account
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I clicked My Folder and selected LDE Assignment 1
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I opened Google Scholar, clicked “cite on the article I read and clicked RefWorks
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I clicked Import References and I clicked import into LDE Assignment 1
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References are successfully imported
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I clicked Create Bibliography and it is done automatically. I copy to clipboard and paste it on LDE Assignment 1 under references.
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I select Insert Citation into the body of the assignment
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I entered wix.com on the Google search bar and created a free account
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I clicked create a new site
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I skipped chat
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I selected portfolio and clicked continue
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I call my site Learning in the Digital Era
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I go skip, go to dashboard and click design website
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I skip using AI and pick a portfolio template
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I select a portfolio template and click edit
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I select manage menu and create home page and task pages
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I start editing the pages and create the home page
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Task 1 added to the e-portfolio
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Task 2 added to the e-portfolio
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Task 3 added to the e-portfolio
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Task 4 added to the e-portfolio
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I used wix.com to build my e-portfolio because I found it manageable to navigate. The interface was user friendly in my experience. However, I still need to practice on the platform to become more familiar with it. 

Wix.com has various layout options and gives the user creative liberty to build a project to their liking. Over 220 million websites and have been built using Wix. It was the top-ranked website builder according to WebsiteBuilderExpert in 2022. Wix.com has the option of a manual editor or an AI-powered version to build a website [4]. 

Wix is a platform for beginners due to its ease of use. Other platforms such as WordPress are complex for beginners, however a good choice for larger projects that need more advanced features and modifications [5] . This could be viewed as a disadvantage for Wix, but I do not see it that way. 
[bookmark: _Toc235723015]
Conclusion
 
This assignment was insightful and informative. The four tasks taught me how to create an e-portfolio from scratch with different components. In addition, I learned about the different components of effective teamwork in cyber security as well as tackling emotional intelligence in a team setting.  I believe this is essential foundational knowledge for a first-year computing student. Although challenging, I enjoyed completing this assignment. 
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