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The Cisco Networking Academy DevNet Associate module provides a comprehensive yet introductory view into many vital areas of knowledge for any aspiring network engineer. In this essay, we will cover the importance of online developer environments, software development strategies and data formats & API’s and their relevance in the world of network engineering.
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Chapter 2 introduces us to the ‘Devnet Developer environment’, a developer program and selection of tools and resources which provide a wide array of ways to learn and enhance your understanding of network engineering, coding and using Cisco's proprietary APIs.

One of the most immediately useful tool are Cisco’s “learning labs” which provide access to step-by-step tutorials and a console to test commands or code on without needing to configure anything. These allow you to learn at your own pace and solidify your understanding with interactive examples- they are especially useful for a beginner who is learning from the basics.
Sandboxes are quite similar to the learning labs; though, rather than providing step-by-step tutorials, they provide a preconfigured setup that provides you with an environment to experiment in as you choose. These come in two varieties:- Always On and Reservation, with Always On sandboxes being usable at any time as long as the maximum number of instances hasn’t been reached. Sandbox environments can be useful for testing code or APIs. 
Another useful resource is Cisco’s ‘Code Exchange’ platform. This is a repository where one can upload sections of code or view and run code which other people have uploaded; it is potentially helpful if you are trying to program an application or a method and want an example to reference if there is an issue or if you don’t know how to complete it.
For more interactive support, one can also post issues on forums to interact with other users. When it comes to more direct support from professionals, there is also Cisco’s DevNet Developer Support, where you can log ticketed issues and receive support within a working day[1].



Chapter 3 provides a comprehensive exploration of the strategies and the well-established design principles that underpin effective software development. Thinking about how work is performed is a key step towards increasing the efficiency and quality of work.

The key concept behind everything is the Software Development Life Cycle (SDLC), which typically consists of 6 phases: Requirements & Analysis, Design, Implementation, Testing, Deployment and Maintenance.
	The oldest development methodology, now known as the ‘Waterfall’ is to simply follow the aforementioned stages of the SDLC sequentially; This means when one phase is done, it won’t be revisited until the next cycle. 

Code review is essential to make sure the output of the SDLC is adequate for the client’s needs.
	Unit testing is the act of running tests on only specific sections of a program to see how they perform in isolation. This can be useful for identifying the source of a problem when it’s origin is unclear, and for making sure mistakes aren’t being made throughout the programming process. It is especially easy to implement if proper functions and methods have been utilised.
	Once development has progressed significantly, integration testing can occur. This is testing to see if all the individual parts work together as they should to create a functional program[1].

Throughout the management of a project, the use of a version control system is essential in order to keep development organised and conducive to collaboration. Version control programs such as GitHub make it easy for different members of a team to work on different parts of a program and later assemble their work together without devastating conflicts. They also provide accountability by keeping track of who did what and when.

Another important matter covered in Chapter 3 is the use of data formats. Data formats are the standards by which programs store, transfer and read data. Due to their readability, formats like XML, JSON and YAML are often used.  Devised in 1996, XML was one of the original markup languages[15]. 


In chapter 4, we learn that APIs (Application Programming Interfaces) have become a vital part of modern software development; they are mediators that enable different applications to communicate and share data seamlessly. The application sends a request to an API server, and the server returns an action. The types of requests can be summarised using CRUD- Create, Read, Update and Delete[16]. Via APIs, information can be requested from a far-off server without ever needing to know the background processes behind it, e.g. fetching location data from GPS, embedding a YouTube video on a webpage.

APIs can be divided into two types: synchronous and asynchronous. Synchronous APIs require the client to wait for a response before anything can proceed, meaning each request is potentially a bottleneck for busy APIs. In contrast, asynchronous APIs let the client make a request and continue working, resulting in better multitasking and scalability for longer-running operations- they are often used in cases where a request may not be instantaneously solved.​
	APIs can be further subdivided based on their architecture styles, that is- the format that requests are sent in (protocol). E.g. RPC (Remote Procedure Call) APIs let clients execute procedures as if they were local functions on the device by focusing on simplicity and speed[1]. SOAP(Simple Object Access Protocol) APIs use XML protocols to deliver structured requests with error handling and security.

Another type of API worth considering are REST(Representational State Transfer Application Programming Interface) APIs, the most common HTTPS-based web service APIs. REST APIs use standard HTTP methods and exchange data in lightweight formats like JSON, making them simpler and much more scalable for web applications.
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The best conclusion to take from the DevNet course is that a structured and integrated approach utilising the many conveniences and best practices that exist today, such as Developer programs, APIs, established workflows and standardised data formats, we work much more efficiently and achieve better results. 
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In the current day and age, much of people’s productivity happens on a device. As organisations become increasingly dependent on interconnected systems, the demand for smarter, more responsive network infrastructure has ballooned more and more. In order to achieve an efficient day-to-day workflow, a baseline understanding of networks is needed. In order to maximise efficiency and maintain seamless digital operations, networks must not only be reliable but also adaptable and automated - This can be done via the implementation of DevOps. This essay will consider the implementation of DevOps and network programmability automation in the context of a hypothetical up-and-coming eCommerce business, with inspiration from real companies in the industry (such as Amazon) many of whom apply DevOps principles to great benefit.

Network Programmability is the use of software, APIs (Application Programming Interfaces), scripting and other available means to configure the network to suit the requirements. It enables automation, flexibility, and dynamic control of network resources without needing to type out commands by hand on traditional command-line interfaces (CLIs) every time something needs to occur.

DevOps is the collaboration of various areas and teams such as software development, IT operations, network engineering, scripting and IT operations into a unified workflow[11]. The ultimate goal of DevOps is to shorten development cycles in a way that is more conducive to good business. By promoting collaboration between development and operations teams, DevOps aims to break down the bottlenecks that often slow down software delivery by enhancing automation, continuous integration[4] and continuous delivery (CI/CD), monitoring and feedback.

The hypothetical organisation that will be the focus of this case study is GemSent Co.  GemSent is a medium-sized, Cardiff-based company that provides custom-made jewellery to clients all throughout the UK and has yet to expand to international shipping. The majority of it’s orders are made via an online retail platform that lets customers order jewellery based on preset jewellery templates and customise them to their needs. GemSent has around 150 employees and relies heavily on its outdated website and cloud-based systems to manage customer orders, payments, and logistics. 
Currently GemSent’s infrastructure experiences a lot of difficulty with slow network provisioning around the holiday seasons when business is at its peak, causing slowdowns and errors with purchases. 
GemSent also frequently has sales and promotional events; however, because each deployment requires manual coordination between development and IT teams to modify network configurations and test connectivity, the website is often slow to reflect these. over its years of operation and the slow release of updates and new features has left its operations and website outdated compared to its competitors. 
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Before we can begin implementing changes, we must first consider how these potential future changes are developed. Software development strategies play a large role in the efficiency and quality of work produced by a company. In the world of software development, there are many strategies, such as agile, waterfall and lean that are suited for different scenarios.
For an e-commerce company like GemSet, Agile style development is well worth considering. Agile and DevOps when combined, allow for a business that works efficiently and considers the user’s end goals. Agile methodologies enable companies to respond quickly to customers’ demands by allowing teams to break work into short, manageable cycles based on continuous feedback and continuous improvement[6]. One example of a successful e-Commerce business that has made use of this combination is Amazon[7] which has developed a nimble “Two-Pizza” team structure (many small teams) managed by Single-Threaded Owners in charge of a few teams. Individual teams create goals to drive the overall initiative, projected by weekly, monthly and annual meetings forward and Hackathons are used to spur on creative development. Another key feature is that they create customer-oriented goals and work backwards based on the desired outcome. Though Amazon is a much larger company than GemSent, many of these ideas may still translate well for a developing business.

Continuous Integration/Continuous Deployment is a fundamental DevOps practice and an essential feature among the most successful businesses, such as Netflix, Amazon and IBM[2]. This is the practice of frequently automating code changes to the program whilst ensuring no issues arise, typically using programs such as Git and automation to reduce errors associated with manual implementation. One worker may be working on one function of the code whilst another works on a different one, and a version control program will handle the seamless integration of the two.
	Additionally, by utilising version control programs, updates to the site can easily be reverted once specific sales or events are over, allowing for smoother transitions.

GemSent’s current monolithic architecture may be a large part in what’s hindering its ability to deliver timely updates and keep up with the times; monolithic architecture makes adopting new technologies more difficult and increases maintenance/debugging time on coding[10]. 
CI/CD can be further streamlined by splitting the deliverable parts of the program into smaller, independent chunks that can be maintained and updated without affecting one another. This style of CI/CD is known as microservices architecture and is employed by successful businesses such as IBM and Amazon[2]. The modular nature of microservices would align well with an agile development philosophy, as work on these individual parts could potentially be completed in sprints. It would also leave the code more scalable for future expansion, as new parts can be added without risk of disrupting already existing features catastrophically[9].

Enhancing automation could be a key way to solve GemSent’s issues with slow network provisioning and equip its website to better handle peak traffic times. This can be achieved by the creation of basic scripts (e.g. using python) that interact with the company’s networks via and firewalls via APIs such as NETCONF, simplifying day-to-day network administration. YANG models (Yet Another Next Generation) can be used to define presets for network configurations during specific scenarios e.g. during peak times such as Christmas, Valentine's Day or during GemSent’s sales, allowing for more flexibility. 
	Tools like Ansible may be suitable; they can be integrated into GemSent’s CI/CD pipeline to automate deployment. Ansible playbooks can apply configuration updates across all network devices simultaneously, ensuring consistency and speed and allowing automation with simple human-readable YAML..
The adoption of techniques like SDN (Software Defined Networking) can also help handle spikes.SDN separates the control plane from the data plane, allowing you to alter the network architecture using a program with an easy-to-understand UI rather than manually configuring everything through command-line interfaces every time the network needs to be altered[12]. As a result, SDN can dynamically distribute network traffic across available servers, reducing the likelihood of overload and saving a lot of time in reconfiguring the networks. This not only enhances site availability but also ensures consistently high performance for customers, even during promotional events or seasonal sales spikes while maintaining a high QoS(Quality of Service).

In the current day, AI-based methods such as AI-based Network Function Virtualisation Orchestration[12] are emerging as a new way to automate network administration. These utilise machine learning to understand dynamic changes in a network and adjust accordingly, and can even automate their own training. A zero-touch system, however, may be excessively reliant on automation and may allow for critical vulnerabilities to go unnoticed. If GemSent does adopt AI-based tools, they should not be used without human oversight[14].

Expanding beyond the UK would require an even more significant overhaul of GemSent’s architecture and procedures, with the need for multi-region hosting and a potential review of it’s data compliance policies. By developing its own APIs, GemSent’s servers in different regions can query the main server to carry out operations seamlessly.
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conclusion

To conclude, GemSent as a business has a lot of potential for growth but must first overcome its stagnant practices. Adopting a more modern design philosophy, such as agile style development, would be in the interest of the company in order to produce more user-needs-oriented code quickly and efficiently. Furthermore, integrating DevOps principles and tools, including CI/CD pipelines, would streamline deployments, reduce errors, and allow GemSent to meet its business goals with greater efficiency.
	Redesigning GemSent’s network architecture to be more centred around automation tools and scripts rather than relying on manual configuration will vastly improve its scalability, allowing for more future growth and will increase its ability to maintain good QoS during peak times. Adoption of AI-based network administration tools may also be something worth considering in the future as the industry continues to develop them. 
	Looking ahead, GemSent is a company with a lot of potential to grow in its own e-commerce niche if it puts in the effort to overhaul its development methodology and IT operations.
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