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[bookmark: _Toc224478950]Task 1.
[bookmark: _Toc224478951]Introduction
Modern enterprise networks rely on a range of network operating systems and services to provide reliable communication, secure access to resources and centralized management of users and devices. These technologies form the foundation of modern network environments and enable efficient administration and secure communication between distributed systems [1].
Network operating systems such as Microsoft Windows Server provide essential services including Active Directory Domain Services (AD DS), Domain Name System (DNS), Dynamic Host Configuration Protocol (DHCP) and Routing and Remote Access Services (RRAS). These services allow administrators to centrally manage authentication, automate IP address allocation and control traffic between different network segments. Proper configuration of these services ensures network stability, improves scalability and enhances security within enterprise environments [2].
Virtualisation technologies are widely used to design and test enterprise network infrastructures in controlled environments. By using virtual machines, administrators can simulate complex networks containing multiple servers, clients and routing devices without the need for dedicated physical hardware. This approach allows organisations and students to safely experiment with network configurations, routing policies and security mechanisms while maintaining a realistic enterprise network architecture [3].
The aim of this coursework is to configure and manage a virtualised enterprise network infrastructure using Windows Server and Debian-based systems. The project includes the deployment of critical network services such as routing, domain services, DNS, DHCP and secure communication between two separate networks. In addition, services such as shared storage, web hosting and remote desktop access are implemented to demonstrate the integration of common enterprise network services.
A secure site-to-site VPN  connection is also established between the Birmingham and London networks to protect communication between the two environments. VPN technologies are commonly used in enterprise networks to securely connect remote offices and distributed infrastructure across public or private networks [4].
Overall, the project demonstrates the configuration, deployment and management of essential network services within a virtualised environment. The implementation highlights how routing, authentication, address management and secure connectivity work together to create a functional and secure enterprise network infrastructure.


1. [bookmark: _Toc224478952]Routing
Routing is a fundamental function in computer networks that enables communication between different network segments. In enterprise environments, routers or routing services are used to forward packets between subnets and ensure that devices located in separate networks can communicate effectively. Proper routing configuration is essential for maintaining connectivity between distributed network infrastructures and ensuring efficient traffic management [1].
In this project, routing was configured between two separate network environments representing the Birmingham and London networks. The Birmingham network uses a Windows Server system configured with Routing and Remote Access Service (RRAS) while London network uses a Debian-based server configured with persistent IP forwarding to perform routing functions.

[bookmark: _Toc224478953]1.1 Routing in the Birmingham network (RRAS)
In the Birmingham network, routing functionality was implemented using Routing and Remote Access Service (RRAS) on Windows Server. RRAS allows a server to operate as a router, forwarding packets between network interfaces and enabling communication between different subnets within the enterprise network [5].
The RRAS role was installed using the Add Roles and Features Wizard in Windows Server. After installation the Routing and Remote Access management console was used to enable routing services on the server. This configuration allows the server to process and forward network packets between connected networks.
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Firewall Configuration for ICMP Traffic
Firewall rules were modified to allow ICMP (Internet Control Message Protocol) traffic which is required for network diagnostic tools such as ping. ICMP messages are used to verify connectivity between network devices and are commonly used during network troubleshooting and testing [1].
Using the Windows Defender Firewall with Advanced Security console, inbound rules were enabled to allow ICMP echo requests. This configuration allows devices within the network to respond to ping requests, helping administrators verify that routing between the Birmingham and London networks is functioning correctly.
[image: ]

[bookmark: _Toc224478954]1.2 Routing in the London network (Persistent IP Forwarding)
In the London network routing was implemented using a Debian Linux server. Linux systems can act as routers by enabling IP forwarding, which allows the operating system to forward packets between multiple network interfaces.
Persistent IP forwarding was enabled by editing the configuration file: /etc/sysctl.conf
The following parameter was enabled: net.ipv4.ip_forward = 1
Once this configuration was applied the Debian server was able to forward packets between network interfaces and operate as a router within the network infrastructure.
Persistent IP forwarding ensures that routing remains enabled after system reboot which is essential for maintaining consistent network connectivity [6].[image: ]
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2. [bookmark: _Toc224478955]Domain Server Configuration
In enterprise network environments, directory services play a critical role in managing users, devices and network resources. Active Directory Domain Services (AD DS) provides a centralized authentication and management system that allows administrators to control access to network resources across the organization. By using a domain-based infrastructure, administrators can apply policies, manage user accounts and control security settings from a single management platform [2].
In this project Birmingham server was configured as the Domain Controller for the network environment. During the installation process, a new forest was created using the domain name: patryk.acca
Creating a forest establishes the root structure of the Active Directory environment and allows all domain resources to be organized and managed within a hierarchical structure. The domain controller also provides authentication services that allow users and computers to securely log into the network and access shared resources [7].
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[bookmark: _Toc224478956]2.1DNS Configuration
The Domain Name System (DNS) service was installed alongside Active Directory during the domain controller setup.
[image: ] DNS is responsible for translating human-readable domain names into IP addresses, allowing devices within the network to locate servers and services efficiently.
Within the DNS manager console, a forward lookup zone was automatically created for the domain patryk.acca. This zone stores A records, which map hostnames to their corresponding IP addresses. Appropriate A record were created for servers located in both the Birmingham and London networks to allow devices to resolve each other’s hostnames.
[image: ]
DNS plays a critical role in Active Directory environments because many services depend on accurate name resolution. Without properly configured DNS records, domain services and authentication mechanisms may fail to function correctly [8].
[bookmark: _Toc224478957]2.2 Reverse lookup zone
In addition to forward lookup zones, a reverse lookup zone was created to support IP address to hostname resolution. Reverse lookup zone uses PTR records to map IP addresses back to hostnames, which is useful for network diagnostics, logging and troubleshooting.
The reverse lookup zone was configured for the network subnet used within the enterprise infrastructure. After creating the zone, PTR records were generated for the relevant servers to ensure that reverse DNS queries could be resolved correctly.
[image: ]
Implementing both forward and reverse DNS zones improves network reliability and simplifies troubleshooting by allowing administrators to verify hostname and IP address mapping within the infrastructure.
[bookmark: _Toc224478958]3.Encrypted connection between Birmingham and London
In enterprise environments, organizations often operate multiple network locations that need to communicate securely. One common solution is the implementation of a site-to-site Virtual Private Network (VPN), which creates an encrypted communication tunnel between two networks. This allows systems in separate locations to communicate securely as if they were part of the same internal network [9].
In this project, a site-to-site VPN connection was configured between the Birmingham network and the London network. The VPN tunnel allows devices located in both networks to exchange traffic securely and enables access to services hosted in each environment.
During the configuration process, the VPN connection parameters were defined using StrongSwan, an open-source IPSec implementation commonly used to establish secure tunnels between networks. The configuration file defined the encryption method, authentication method, and the local and remote subnets that should communicate through the VPN tunnel.
[image: ]
To authenticate the connection between the two VPN gateways, a pre-shared key (PSK) was configured. This key ensures that both systems can verify each other before establishing the encrypted tunnel.
[image: ]
After completing the configuration, the StrongSwan service was started to activate the VPN tunnel. The status of the service was verified to ensure that the IPSec daemon was running correctly and that the VPN configuration was successfully loaded by the system.
[image: ]
After the VPN service was started, connectivity tests were performed to verify that communication between the Birmingham and London networks was functioning correctly. The ping command was used to test network connectivity between the two subnets.
Successful replies confirmed that the VPN tunnel was operating correctly and that secure communication between both networks had been established.
[image: ]

[bookmark: _Toc224478959]4.User Account Creation
User account management is an important task in enterprise network environments, as it allows administrators to control access to network resources and services. In Windows Server environments, user accounts are typically managed using Active Directory, which provides centralized authentication and authorization for users within domain [10].
In this project, multiple user accounts were created for the Birmingham network. To improve efficiency and reduce manual configuration, the users were generated using a bulk creation process. A list of users was first prepared in a spreadsheet file, which contained the required information such as first name, surname and username.
The usernames were created following a naming convention, where the first letter of the user’s first name was combined with their surname. For example, a user named Raj Jayakumar would be assigned the username r.jayakumar. Using a consistent naming structure helps administrators manage accounts more easily and maintain organized user directories.
After preparing the user list, a PowerShell script was used to automatically create the accounts in Active Directory. PowerShell allows administrators to automate administrative tasks and significantly reduces the time required to create large numbers of user accounts [11].
[image: ]
The script imported the user data from the file and created each account in the domain with the appropriate attributes such as username and password.
[image: ]
After executing the script, the newly created user accounts were verified in Active Directory Users and Computers, confirming that the bulk account creation process was successful.
[image: ]
[bookmark: _Toc224478960]5. Domain Membership
In a Windows Server environment, computers can be joined to a domain to allow centralized authentication and management through Active Directory. Domain membership enables administrators to manage users, security policies and resources across the network from a single domain controller [12].
In this project, the client system was configured to join the patryk.acca domain hosted on the Birmingham domain controller. Before joining the domain, the client machine was configured to use the domain controller as its primary DNS server, as Active Directory relies heavily on DNS services for locating domain resources.
After configuring the network settings, the client machine was successfully joined to the domain environment. Joining the domain allows users created in Active Directory to authenticate and access network resources using their domain credentials.
Once the system was connected to the domain, domain user accounts could be used to log in to the client machine and access services hosted within the network. This confirmed that the domain infrastructure was operating correctly and that authentication services provided by Active Directory were functioning as expected.

[bookmark: _Toc224478961]6.DHCP Configuration
Dynamic Host Configuration Protocol (DHCP) is used in enterprise networks to automatically assign IP addresses and other network configuration parameters to client devices. This simplifies network management by eliminating the need to manually configure network settings  across the environment [13].
In this project, the DHCP role was installed and configured on the Windows Server operating as the Birmingham server. The DHCP service was responsible for dynamically assigning IP addresses to client machines connected to the network.
After installing the DHCP role, a DHCP scope was created to define the range of IP addresses that could be distributed to client devices. The scope configuration includes the network range, subnet mask and default gateway required for proper network communication.
[image: ]
Once the DHCP scope was activated, client devices connected to the network were able to automatically obtain their IP configuration from the DHCP server. This process allows systems to join the network quickly without requiring manual configuration.
To verify that the DHCP service was functioning correctly, the client machine was configured to obtain an IP address automatically. The assigned network configuration was then verified using the ipconfig command.
[image: ]

[bookmark: _Toc224478962]7. Network Testing and Troubleshooting
After configuring the main network services including routing, domain services, VPN connectivity and DHCP, connectivity tests were performed to verify that the network infrastructure was functioning correctly.
Network connectivity between the Birmingham and London networks was tested using standard diagnostic tools such as the ping command. These tests were used to confirm that systems located in different subnets were able to communicate successfully.
In addition to connectivity testing, network configuration settings were verified using the ipconfig command on client machines. This allowed verification that the correct IP address, subnet mask, default gateway and DNS server were assigned by the DHCP server.
Successful responses from the ping command and correct IP configuration on client devices confirmed that the routing, DHCP and VPN configurations were functioning as expected. These tests demonstrated that both networks were connected and able to communicate with each other across the configured infrastructures [1].
If connectivity issues had occurred during testing, troubleshooting steps would typically include verifying routing tables, checking firewall rules and confirm that network services such as DNS and DHCP were operating correctly.

[bookmark: _Toc224478963]8. Disk Drive Configuration
In enterprise network environments, file sharing services are commonly used to allow users to store, access and exchange files through a centralized storage location. Centralized file storage simplifies data management and improves accessibility for users within the network. Windows Server provides built-in tools that allow administrators to configure additional storage volumes and share folders with controlled access permissions [14].
In this project, an additional disk drive was configured on the Birmingham server to provide shared storage for users within the domain. The disk was first initialized using the Windows Disk Management utility and configured using the GUID Partition Table (GPT) partition style.
[image: ]  
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After initializing the disk, a new volume was created using the New Simple Volume Wizard. The volume was assigned the drive letter E: and configured with the directory path: E:\BirminghamFiles
This location was designed as the shared storage folder for the Birmingham network.
[image: ]
Once the volume was created, the folder BirminghamFiles was shared across the network. Appropriate access permissions were configured to control how users interact with the shared resource.
According to the assignment requirements, Domain Users were granted full control permissions, while other network users were restricted to read-only access. Implementing proper permission management helps maintain data security and ensures that only authorized users can modify shared files.
[image: ]
The successful configuration of the shared storage confirmed that users connected to the domain could access the shared drive across the network. This setup provides a centralized location for storing files and supports collaboration between users within the enterprise environment.

[bookmark: _Toc224478964]9. IIS Web Server
Web servers are commonly used in enterprise environments to host internal or external websites that provide access to information and services. In Windows Server environments, web hosting can be configured using Internet Information Services (IIS), which is a flexible and secure web server platform developed by Microsoft [15].
In this project, IIS was installed and configured on the Birmingham server to host an internal website for the domain environment. A new website was created using IIS Manager and the site was configured with the hostname: webs.patryk.acca
[image: ]
The website content was created using a simple HTML page that displays a welcome message for users accessing the site. This page was stored in the web server directory and served as the default page for this website.
[image: ]
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To improve security, the website was configured to use HTTPS instead of standard HTTP. This was achieved by creating a secure binding in IIS and assigning an SSL certificate to the website. Using HTTPS ensures that communication between the user and the web server is encrypted and protected from unauthorized access.
[image: ]
After completing configuration, the IIS web server was successfully configured to host the internal website for the domain environment. The site was configured with HTTPS to ensure secure communication and provide authenticated access for users within the network.

[bookmark: _Toc224478965]10. Remote Desktop Service
Remote Desktop Services (RDS) is a Windows Server technology that allows users and administrators to access servers and desktop environments remotely through a network connection. This service is commonly used in enterprise environments to enable remote system administration and allow users to access applications and resources hosted on centralized servers [16].
In this project, Remote Desktop Services were configured on the Birmingham server to allow remote access from other machines within the network. The Remote Desktop Web Access role service was installed using the Windows Server Add Roles and Features Wizard. This service provides a web-based interface that allows users to connect to remote desktop sessions using a web browser.
[image: ]
After the installation was completed, the Remote Desktop Web Access portal became available within the network environment. Users were able to access the remote desktop service through a web browser and authenticate using their domain credentials.
[image: ]
The implementation of Remote Desktop Services allows administrators to manage the server remotely and enables users within the domain to securely access network resources. This configuration improves accessibility and supports centralized administration within the enterprise network infrastructure.

[bookmark: _Toc224478966]Conclusion
This project demonstrated the configuration and management of a virtualised enterprise network environment using Windows Server and Linux-based systems. Several core network services were successfully deployed, including routing, Active Directory Domain Services, DNS, DHCP and secure communication between two separate networks.
The Birmingham server was configured as the domain controller, providing centralized authentication and directory services for the network. Additional services such as DHCP, shared storage, IIS web hosting and Remote Desktop Services were also implemented to support typical enterprise network functionality.
A secure site-to-site VPN connection was established between the Birmingham and London networks, allowing encrypted communication between both locations. Network testing confirmed that devices across different subnets were able to communicate successfully.
Overall, the project demonstrates how multiple network services can be integrated to create a functional and secure enterprise network infrastructure.
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