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[bookmark: _Toc216844465]1. Introduction
Starting this assignment, I was nervous, to be fair. Setting up an entire enterprise network security system isn't something I'd done before, and I kept thinking about what could go wrong. But as I worked through it, I realized this is exactly the kind of work that actually matters – securing networks protects real people and organizations from getting hacked.
This project involved building a complete security solution for an enterprise network using Check Point Gaia appliances. I had to install three main systems: the Security Management Server (A-SMS) which acts like the control center, the Security Gateway (A-GW) which actually blocks and allows traffic, and the GUI machine (A-GUI) for managing everything. After getting those installed, I created firewall rules and added extra security layers like intrusion prevention and anti-malware.
What surprised me was how much thought goes into security decisions. It's not just about blocking everything – that would stop work getting done. You have to think about what traffic the company actually needs, what attacks are realistic, and how to catch problems when they happen. This report explains how I set everything up, the rules I created, and why each choice made sense .

[bookmark: _Toc216844466]2. Question 1: Installing and Configuring the Security Systems
[bookmark: _Toc216844467]2.1 How the Security Architecture Works
The first thing I learned was that managing security with one central server is way better than having individual firewalls scattered around . When everything is centralized, policies are consistent, and you can see what's happening across the entire network from one place. That's what Check Point's unified management model does.
The system has three parts working together:
· A-SMS (10.1.1.101): The Security Management Server. This is where all the security decisions happen. You define rules here, and they get pushed out to the gateways.
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· A-GW (10.1.1.1): The Security Gateway. This is the actual firewall doing the work – checking packets, blocking threats, allowing legitimate traffic.
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· A-GUI (10.1.1.201): The management console. This is where administrators log in to see what's happening and make changes .
Research shows that centralized security management reduces incidents by about 40% compared to scattered systems . That makes sense – if you manage things from one place, you're less likely to miss something or have inconsistent policies. 
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[bookmark: _Toc216844468]2.2 Getting Everything Installed
Installing the Security Management Server (A‑SMS)
Installing Gaia OS on the Security Management Server (A‑SMS) turned out to be much less painful than expected. The installer behaves like a friendly network wizard: it asks you a series of questions about IP addresses, gateways and services, and then quietly builds the system in the background. Instead of typing long command strings, most of the job is simply choosing sensible values so the server fits cleanly into the network design.
For the A‑SMS, the first step was giving it a stable place on the management network. A fixed IP address means other devices always know where to find the brain of the firewall system, and good IP planning now saves a lot of confusion later.
A‑SMS initial configuration
	Setting
	Value
	Why It Matters

	IP Address
	10.1.1.101
	Fixed address so other systems can reliably reach the manager.

	Netmask
	255.255.255.0
	Defines which devices are on the same local subnet.

	Default GW
	10.1.1.1
	Route for any traffic going outside the local network.

	Hostname
	A‑SMS
	Human‑friendly name used in tools and logs.

	Primary DNS
	192.168.1.1
	Resolves hostnames to IPs for updates and integrations.

	NTP Server
	time1.google.com
	Keeps clocks in sync so logs from different devices line up.

	Time Zone
	London / GMT
	Ensures timestamps match local time for audits and incidents.


The IP address 10.1.1.101 with a /24 netmask places the A‑SMS neatly inside the management LAN, while 10.1.1.1 as the default gateway tells it where to send any packet that is not local. Giving the box the hostname “A‑SMS” sounds simple, but it makes life easier when you are staring at dashboards and logs at 2 a.m. and need to know which device is which.
DNS and time settings are the quiet heroes here. Without DNS, the SMS has to work with raw IPs everywhere and cannot easily reach update servers or resolve hostnames. Without NTP and the correct time zone, logs from different systems drift apart, which turns every incident investigation into a time‑travel puzzle. By pointing NTP at time1.google.com and setting the time zone to London/GMT, the management server stays in sync with the rest of the environment and any future audit trail actually makes sense.
After the OS install finished, the rest of the setup happened through a web browser on the GUI machine. A configuration wizard guided the final steps and, most importantly, asked for an admin account. This is where the cpadmin user was created, with a strong password and proper notes about where the credentials are stored. That single account controls every security policy and object, so getting it right from the start is critical; a weak cpadmin is basically an open invitation to anyone who can guess or steal the password.

Installing the Security Gateway (A‑GW)
The Security Gateway (A‑GW) installation felt familiar because it uses the same Gaia style, but this box lives a much busier life than the SMS. While the A‑SMS sits calmly on one management network, the gateway stands in the middle of several networks at once and has to keep them all under control. That means more network interfaces and a bit more thinking about how traffic should flow.
A‑GW interfaces and roles
	Interface
	IP / Mask
	Network Role

	eth0
	10.1.1.1 / 255.255.255.0
	Management link to A‑SMS and admin network.

	eth1
	192.168.1.254 / 255.255.255.0
	Gateway protecting the Swansea internal LAN.

	eth2
	20.0.0.1 / 255.255.255.252
	Point‑to‑point link towards the London network.

	eth3
	DHCP (ISP‑assigned)
	External internet‑facing uplink.


Interface eth0 uses 10.1.1.1/24 so the A‑GW can talk directly to the A‑SMS and receive policies, send logs and be managed remotely. It also acts as the default gateway for devices on that management subnet. Eth1 (192.168.1.254/24) faces the Swansea internal network; all internal user and server traffic has to pass through this door before reaching anything external, which is where the firewall rules do their magic.
Eth2 is a small /30 link (20.0.0.1/30) that connects to the London external network. Using such a tight subnet is efficient and clearly marks this as a point‑to‑point connection instead of a big shared LAN. Finally, eth3 is set to DHCP so it can grab whatever address the ISP hands out and act as the true internet edge.
By giving the gateway four separate interfaces, the design keeps each network segment neatly isolated: management, internal Swansea, London link and the wider internet all have their own “door”. The firewall rules then decide exactly who is allowed to move between those doors and under what conditions. This segmentation is what stops an attacker who compromises one area from easily wandering sideways through the rest of the environment. In building terms, it is like having separate locked doors for the lobby, the server room and the roof terrace, instead of one big door that opens everything at once.
Getting SmartConsole Running
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SmartConsole is the GUI tool for managing everything. I installed it on the GUI machine by running the installer, accepting the license agreement, and going through the setup. Once installed, it showed up on the desktop ready to use . The nice thing about having a GUI is that you don't have to type command-line commands for everything – you can see what's happening visually.
[bookmark: _Toc216844469]2.3 Setting Up Secure Communication Between Systems
One thing that took me a while to understand was why we need something called "Secure Internal Communication" (SIC). Basically, if the gateway and management server just talked without encryption, someone on the network could intercept and modify security policies – that would be a disaster .[image: A screenshot of a computer
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To set up SIC, I:
1. Opened SmartConsole and logged in with the cpadmin account I created
2. Used a wizard to add the gateway as a new object
3. Entered a one-time password to establish the encrypted connection
4. Checked that the status showed "Communicating" to confirm it worked
Once SIC is established, policy changes automatically encrypt when traveling from the management server to the gateway . If this didn't work, the gateway would be stuck with old policies and new security threats could get through.
2.4 Adding Licenses
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This was something I initially didn't think was important – but licenses actually control what security features you can use. Without the right license, features like intrusion prevention and anti-malware just won't work .
I used SmartUpdate to add licenses. I:
Found the license files (A-SMS.lic and A-GW.lic) that I'd downloaded
Added them to SmartUpdate
Attached them to the appropriate systems
Updated the service contracts with a ServiceContract.xml file
After this, a license report showed that all the security features were available and active . Without this step, half my security features wouldn't actually do anything.
[bookmark: _Toc216844470]2.5 Testing Everything Works
Before moving on, I had to verify all the components could actually communicate:
1. I confirmed the A-SMS was reachable through the web browser
2. I checked that the gateway had established secure communication
3. I tested that SmartConsole could retrieve information from the systems
All three tests passed, which was a relief because it meant I had a working foundation to build on .

[bookmark: _Toc216844471]3. Question 2: Creating Firewall Rules
This firewall was built with a very simple idea in mind: if traffic does not have a clear, sensible business reason to exist, it does not get through. The network is not a democracy; packets do not get a vote. They are either on the list, or they are dropped at the door.
Firewalls often fail when people start from the wrong direction: they allow almost everything, then try to plug gaps as new attacks and incidents appear. That is the “whack‑a‑mole” approach and it never ends well, because there is always one more protocol, one more port or one more clever trick that nobody thought about. Instead, this design starts from the opposite side: everything is denied unless there is a strong reason to allow it, and that reason must be tied to the way the business actually works.

[bookmark: _Toc216844472]3.1 The Basic Principle
The core principle is “deny by default, allow by exception”. In practice, this means that when new systems or services are proposed, they do not automatically get internet access just because someone says “I need it”. Each request is checked against business needs, risk level and compliance rules. If it passes that test, only the minimum required ports and directions are opened. Anything extra stays closed, no matter how much the packets complain.
When creating rules, there were four main questions:
· What does the business need?
Servers must host websites, staff must send and receive email, and people sometimes need to move files around. If a rule does not support a real business process, it is a good candidate for the bin.
· What is risky here?
Some protocols are naturally more dangerous than others. Unusual ports, strange legacy services and anything that sends passwords in clear text go straight onto the “suspicious” list. Those services do not get through the firewall unless there is a truly impressive reason.
· What do laws and standards say?
Depending on the industry, there may be regulations that require encryption, logging or access control for some kinds of data. The firewall rules help prove that the organisation is doing its homework instead of just trusting good luck.
· What will users actually do?
Users are creative. If a security rule makes their job impossible, they will find side paths: shadow IT, cloud file‑sharing, or that “temporary” open port that nobody closes again. So the firewall must be tight, but still practical, so people can work without feeling they need to “outsmart” it.
This balance stops the firewall from turning into either a wide‑open gate or an iron wall that blocks the company from working. Instead, it becomes something like a strict but fair bouncer: if your name is on the list, you go in; if not, you can stay outside and think about your life choices.

[bookmark: _Toc216844473]3.2 Rules for Different Protocols
This section applies the main principle to some common protocols, but keeps each explanation short so the reader does not fall asleep on the keyboard.
ICMP Traffic
ICMP is useful for tools like ping and traceroute, and admins love it for quick checks, but attackers also use it to map networks and perform redirect tricks. To keep the good parts and drop the bad, ICMP is allowed only between internal networks for diagnostics and monitoring. From external networks it is blocked by default, unless there is a specific, documented need. ICMP redirect messages are blocked completely, because they can be abused to quietly change routing paths and send traffic through an attacker’s system.
FTP Traffic
FTP is the classic “bad example” in security training, because it sends usernames and passwords without encryption. Anyone on the same network segment with a packet sniffer can steal credentials and files, often without leaving any obvious trace. Because of that, all external FTP is blocked. For rare internal use, FTP is allowed only to approved file servers during business hours, and all transfers are logged. Even then, users are pushed toward SFTP or other secure methods so that clear‑text logins slowly disappear from the environment.
Web Traffic (HTTP/HTTPS)
Web traffic keeps the business alive, but it must be shaped carefully. Plain HTTP on port 80 is allowed only to specific web servers that actually host content, such as the company’s public site. Normal clients are not allowed to surf the wider internet over HTTP, which nudges them toward HTTPS by design. HTTPS on port 443, which provides encryption, is allowed wherever the business needs it: cloud services, partner portals, online tools and so on. This mix lets the company keep its public services running while quietly training users to prefer encrypted connections.
SSH Traffic
SSH is the secure remote‑administration tool of choice, but if left open to everywhere it becomes an attractive target for brute‑force attacks and abuse from compromised machines. To avoid that, SSH access is allowed only from a defined admin network toward specific servers and devices. Regular workstations cannot initiate SSH sessions to servers, so if one of them is infected with malware, the attacker cannot easily start hopping around via SSH. Every attempt—successful or not—is logged, giving the security team an audit trail of who tried to connect where and when.
Telnet Traffic
Telnet is the stubborn grandparent of remote‑access protocols: it refuses to encrypt, and it shouts passwords across the network in clear text. In a modern environment, that is simply not acceptable. Since SSH can do the same job with proper encryption and authentication, Telnet receives no mercy. It is blocked everywhere with no exceptions, and any device that still insists on Telnet gets placed on the “upgrade this soon or retire it” list.

[bookmark: _Toc216844474]3.3 How Rules Actually Get Implemented
Designing rules on paper is one thing; making a real firewall obey them is another. In SmartConsole, the process starts with describing the world in a way the firewall understands. First, network objects are created: groups of IP addresses or ranges that represent things like “internal LAN”, “DMZ servers”, “remote office” or “the scary internet”. This step is like giving the firewall a map with friendly areas and dangerous areas clearly labelled.
Next, service objects are defined. These are the protocols and ports that the firewall needs to recognise: HTTP on port 80, HTTPS on 443, SSH on 22, DNS on 53, and so on. Grouping them into named services keeps the rulebase readable; “allow HTTPS from internal LAN to internet” is far easier to understand than “allow TCP 443 from 10.0.0.0/8 to any”. Clear names also help future admins, who may inherit this firewall in three years and silently curse or thank whoever built it.
Once the building blocks are ready, the actual rules are created using a simple pattern:
If traffic comes FROM this source network, TO that destination, using THIS service, then ALLOW or BLOCK it.
Each rule represents a specific, justified exception to the default deny policy. For example:
· Allow HTTPS from internal users to the internet.
· Allow HTTP and HTTPS from the internet to the public web servers in the DMZ.
· Allow SSH from the admin network to management interfaces of servers and switches.
· Block all other traffic that has not already been allowed.
One of the most important and least glamorous parts is rule ordering. The firewall reads rules from top to bottom and stops at the first match, a bit like a very literal person following a checklist. If a general “deny all” rule is placed too high, it will catch traffic that was supposed to be allowed by more specific rules below it. To avoid that, the rulebase is structured from most specific to most general: fine‑tuned “allow” and “block” entries at the top, broad clean‑up rules at the bottom.
For example, there might be a rule that says “allow HTTPS from internal LAN to internet for this list of business services”, followed by a rule that says “block HTTPS from internal LAN to internet for everything else”. Finally, a catch‑all rule at the bottom denies any traffic that has not matched anything above. This layered structure keeps the firewall honest and predictable: there is no mystery about why a packet was allowed or dropped, because its path through the rulebase is clear.
Logging is another key part of implementation. Important rules, especially security‑sensitive ones like SSH access or unusual outbound traffic, are configured to log both allowed and denied attempts. That way, if something strange happens—like a workstation suddenly trying to SSH into a database server at midnight—the security team has evidence to investigate. Logs turn the firewall from a simple bouncer into a helpful witness that remembers who tried to get in, even when they were turned away.
Finally, the rules do not stay frozen forever. As systems are added, removed or changed, the rulebase is reviewed and cleaned up. Old exceptions that nobody needs anymore are removed, temporary testing rules are taken out, and descriptions are updated. A tidy, well‑documented rulebase is easier to manage, safer to extend and much kinder to the next poor network engineer who has to work on it at 2 a.m. during an outage.
In short, these firewall rules create a network that is locked down by default but still usable in practice. Business‑critical services get exactly the access they need, dangerous protocols are either controlled or eliminated, and every decision is written down in a way that a tired engineer—and maybe even an auditor—can understand without needing extra coffee.


[bookmark: _Toc216844475]4. Question 3: Adding Extra Security Features
A firewall is a good start, but on its own it is a bit like a locked front door on a house with open windows. It controls who walks through the obvious entrance, but modern attackers are very good at climbing in through side routes or hiding inside traffic that looks normal on the surface. To deal with this, the network needs extra security features that look deeper, understand more context and keep watching even after traffic has been allowed.
Security professionals often call this idea “defence in depth”. Instead of trusting one device to magically stop every attack, multiple layers are placed in front of the valuable systems. Each layer focuses on a different problem: some watch for strange patterns in the traffic, some scan files for malware, some check who the user really is and others protect the web applications themselves. When these layers are combined properly, an attacker has to get past several different defences, which is much harder than slipping past a single firewall rule.

[bookmark: _Toc216844476]4.1 Why Just a Firewall Isn't Enough
Traditional firewalls are very good at looking at ports, protocols and IP addresses. They can decide, for example, that “HTTP on port 80 from the internet to the web server is allowed, but SSH from the internet is blocked”. The problem is that many modern attacks do not break the rules at this basic level. They use allowed ports, such as HTTPS, and hide malicious commands inside normal‑looking requests.
For example, imagine an attacker sending a SQL injection through a web form. To the firewall, this just looks like regular HTTPS traffic, because it cannot see or understand the web application logic; its job is only to allow or block based on network‑level information. The same problem appears with malware inside email attachments or downloaded files. The firewall usually sees “user downloads file over HTTPS” and happily allows it, even if that file is actually ransomware.
Because of these limitations, relying only on a firewall is risky. It is still an important first line of defence, but it must be supported by tools that can look deeper into the traffic and understand what is really going on. That is where IPS, anti‑malware, identity‑aware rules, a web application firewall and proper logging come in.

[bookmark: _Toc216844477]4.2 The Extra Features I Added
Intrusion Prevention System (IPS)
The IPS acts like a very suspicious security guard standing behind the firewall, carefully checking the contents of packets instead of just their addresses. While the firewall might say, “This is HTTP on port 80, that is allowed,” the IPS asks, “Yes, but what exactly is inside this HTTP request?” It compares the traffic to a large library of attack signatures and behaviour patterns.
This allows the IPS to spot things like SQL injection strings, exploit payloads and known attack tools, even when they are wrapped in traffic that looks legitimate at first glance. After enabling IPS on the gateway, specific protection profiles were created for different types of systems, such as web servers or internal applications. The IPS was then configured to automatically block any traffic that matched its attack signatures and to log every event for later analysis. In many studies and real‑world deployments, IPS has been shown to catch a large number of attacks that basic firewall rules would miss, especially those targeting web applications and servers.
Anti‑Malware
Anti‑malware is the part of the system that treats every file as a potential troublemaker until it proves otherwise. It scans emails, downloads and web content for signatures of viruses, trojans, ransomware and other malicious software. Because new malware appears all the time, automatic daily signature updates were enabled so the system stays current without needing manual intervention.
The anti‑malware service checks files as they move through the gateway or onto internal systems. If a file matches a known malicious signature, or behaves in a suspicious way according to heuristic rules, it is blocked or quarantined. This is especially valuable against ransomware, where a single infected attachment can encrypt shared drives, servers and backups if it reaches an unprotected machine. Stopping that file at the edge of the network is much easier than trying to recover after the damage is done.
User Authentication (Identity Awareness)
Purely IP‑based firewall rules work fine until something simple goes wrong, like a stolen laptop or a shared password. If the firewall only knows “this IP address is allowed to access the database”, then anyone using that device automatically inherits the same level of trust, including thieves and attackers.
To fix this, the firewall was integrated with Active Directory so it can map IP addresses to actual user identities. Instead of just saying “10.0.1.25 can reach the finance server”, the rules can say “members of the Finance group can reach the finance server during office hours”. This identity awareness allows much more precise policies that follow the user rather than just the device. Even if a laptop leaves the building, the attacker still needs valid user credentials and will only get access to the resources allowed for that account.
Web Application Firewall (WAF)
The Web Application Firewall is the specialist bodyguard for web applications. It understands how HTTP requests and responses should look, and it knows the common tricks attackers use, such as SQL injection, cross‑site scripting and request smuggling. Where a normal firewall just sees “web traffic”, the WAF sees “someone is trying to put a SQL command into this login field” and can block it.
The WAF sits in front of web servers and inspects incoming requests before they reach the application. If it detects patterns that match known attacks, or behaviour that clearly does not belong to a normal user, it can block or challenge the request. This adds a strong extra layer around public‑facing web services, which are often a favourite target for attackers looking for customer data or internal access.
Logging and Monitoring
All of these features—firewall, IPS, anti‑malware, WAF and identity‑aware rules—produce valuable logs. However, those logs only become useful when someone actually looks at them. A big lesson from real incidents is that organisations often had the evidence in their logs days or weeks before they noticed a breach, but nobody was watching.
To avoid that problem, logging was centralised so all events are sent to one place instead of being scattered across different devices. Alerts were created for serious issues, such as repeated login failures, detected attacks or blocked malware. Daily or weekly reports show trends: which systems are being targeted, which attacks are most common and whether there are new patterns that need attention. Active monitoring like this helps detect problems much earlier, reducing the time attackers have inside the network if they do manage to slip past the outer defences.

[bookmark: _Toc216844478]4.3 Why These Features Work Together
Each of these tools covers a different part of the attack surface, and their real strength comes from how they overlap. If the firewall cannot see an application‑level attack hidden inside HTTPS, the IPS and WAF can; if a malicious file gets delivered, anti‑malware has a chance to catch it before users open it. Even if a user account is compromised, identity‑aware rules limit what that account can reach, and logging plus monitoring can raise an alert when behaviour looks suspicious.
This layered design means an attacker cannot rely on a single mistake or misconfiguration. They have to beat several independent controls in a row: the firewall, the IPS, the WAF, the anti‑malware system and the identity‑based rules, all while hoping that nobody notices unusual activity in the logs. For most real‑world attackers, that combination is enough to make them look for an easier target somewhere else.

[bookmark: _Toc216844479]5. Testing and Lessons Learned

[bookmark: _Toc216844480]5.1 How I Tested Everything
After building the shiny new security setup, it needed a proper shake‑down to prove it actually worked. No one wants to discover a broken rule in the middle of an attack, so testing was done step by step.
First came simple connectivity tests to check that the gateway could talk to the management server. If those two are not on speaking terms, nothing else really matters. Once that basic link was stable, license tests confirmed that all the security features—IPS, anti‑malware, identity awareness and so on—were correctly activated and not just sitting there in “trial expired” mode.
Next were rule tests. For each firewall rule, traffic matching that rule was generated and sent through the system to see whether it was allowed or blocked as expected. This helped catch mistakes such as wrong network objects or rules in the wrong order. After that, IPS tests were run using traffic that contained known attack patterns. The goal here was to prove that the IPS not only recognised the attacks but also blocked them and logged the event. Finally, logging tests confirmed that every important event—allowed traffic, blocked traffic, IPS alerts and authentication events—was being recorded in the central logging system. When all of these tests passed, there was reasonable confidence that the system was ready for real users instead of just lab traffic.

[bookmark: _Toc216844481]5.2 What I Learned
Working through this project felt a bit like juggling chainsaws: educational, slightly scary and very easy to get wrong if you stop paying attention. One of the biggest lessons was that security is complicated. You cannot make a single decision, flip one switch and walk away. Every change affects usability, performance and risk at the same time, so there are always trade‑offs. Lock things down too hard and people cannot do their jobs; leave them too open and you become an easy target.
Another key lesson was that documentation matters more than most people think. While building the rules and features, reasons for each decision were written down: why a port was open, why a protocol was blocked, and what a particular exception was for. Without that record, someone a year later might “clean up” a rule they do not understand and accidentally break a critical service or reopen a security hole.
The project also showed that people matter just as much as technology. If policies are designed with no regard for how users actually work, they will find creative ways around them—shadow IT, personal cloud storage, or risky shortcuts. Good security tries to guide behaviour, not fight it.
Finally, two ongoing themes stood out: monitoring is essential and threats change. Security tools are not “install and forget”; they only protect the organisation if someone is watching the alerts and reviewing the logs. At the same time, attackers keep inventing new techniques, so the system must be updated, tuned and re‑evaluated regularly. In other words, security is not a project with an end date; it is a long‑term habit.

[bookmark: _Toc216844482]6. Conclusion
This project showed me what a real enterprise security implementation looks like. It's not just installing software – it's thinking through threats, making conscious decisions about what to allow and block, adding multiple protection layers, and actually watching what's happening .
The system I built protects the network through centralized management, clear firewall rules that balance security with business needs, and additional features that catch attacks firewalls can't see . Most importantly, it demonstrates that security isn't about saying "no" to everything – it's about making intelligent decisions that keep the organization safe while letting it operate .
This hands-on work has given me practical skills that actually matter in real cybersecurity jobs. Organizations need people who understand both the technical details and the business context, and this project taught me both .
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