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Introduction
Cryptography is the practice of encrypting information that is being stored or transmitted via any means to hide its contents/meaning from those whom it is not intended for. It is one of the foundations of modern digital security, alongside other factors such as physical and network security. [1]
Cryptanalysis is the practice of defeating cryptography and finding ways to decipher encrypted information. Not only is this useful in deciphering encrypted communications, but finding weaknesses in existing cryptographic algorithms assists in ultimately strengthening them by addressing those shortcomings discovered.
The terms cryptography and cryptanalysis come together to form the topic of Cryptology.
In today’s modern world, cryptology is used for “information security in computer systems and networks to protect sensitive and commercial information… when it is at rest or in transit… in ways that prevent unauthorized access or interference.” [6]
There are many reasons why individuals and organisations need to protect & safeguard data and applications within their IT systems:


Legislation – The EU General Data Protection Regulation (GDPR)
Outlines guidelines for data processors and controllers including organizational and technical measures to safeguard data.
Emphasises the need for consent from whom data is held (data subject). It also gives rights to the data subject to view, edit or delete their data when requested.
Non-compliance can incur financial and reputational penalties for an organization.
Prevention of data breaches, fraud and cybercrime
Implementing up-to-date, strong security measures that protect data and systems reduces the risk of unauthorised access and potential data breaches, which in turn could incur financial and reputational penalties. 
Organisations have a moral obligation to keep data subjects’ data safe.
Cost savings
Designing dataflows, workstreams, applications and infrastructure to incorporate satisfactory security during their inception saves money as making changes to existing infrastructure and procedures can be expensive. 
Data security enhances data availability which mitigates costs associated with unavailable data (customers unable to use systems etc.)

Trust & reputation
Ensuring protection standards throughout an organization ensures stakeholders and customers can be confident in the organisation’s ability to protect data & reduce down-time & availability.
For these reasons it is important for organisations to:
· Take time exploring data protection principles.
· Incorporating effective data management practices (access controls etc.)
· Cultivate a culture of digital security awareness.
· Put in place measures to protect against unforeseen circumstances such as natural disasters.
Cryptology is one facet within an organisation’s overall security strategy, useful to fulfil the need to protect data & information at rest and during transit.

History & evolution of cryptographic algorithms
Cryptography in different forms has been used for as long as humans have needed to conceal information from others. The earliest example we have is from 1900 BC in the hieroglyphs from the Old Kingdom of Egypt. There are many ancient examples that have been uncovered that prove cryptography has been used by many civilisations that existed. Over time the cryptographic methods used have been developed into the complex algorithms we see today. 
While foundations for modern cryptography were laid in the first millennium AD, the outbreak of World War I saw an explosion in the development of cryptographic techniques so countries could send private messages over long distances using wireless communication. 
World War II proved how important cryptography and cryptanalysis is when Alan Turing and his team of Polish codebreakers & British mathematicians cracked the German Enigma cryptosystem, allowing for critical breakthroughs by Allied Forces and ultimately an end to war. The work carried out by Turing and his team established much of the foundational theory for algorithmic computations, hence why he is often referred to as the “father of modern computing”.[1]
As computing became more and more entrenched and its benefits of use more overt, there was a need to develop further techniques for achieving secrecy over digital communication and storage. In the 1970s came the first digital computer cryptosystems that were used to encrypt information over computer networks:
· 1975 – IBM develops the Data Encryption Standard (DES) which was the first cryptosystem approved by the National Institute for Standards and Technology for use by the US government. An important and highly influential breakthrough, but insecure when compared to today’s standards.
· 1976 – Whitfield Hellman and Martin Diffie develop the Diffie-Hellman key exchange which is a method for securely sharing cryptographic keys, enabling the use of asymmetric key algorithms.
· 1977 – Leonard Adleman, Adi Shamir & Ron Rivest introduce the RSA public key cryptosystem which uses prime numbers in the creation of public keys which computers have a hard time factoring without prior knowledge of the key used. This encryption technique is still in use today.
· 2001 – As computers became more powerful, the DES was replaced with AES (Advanced Encryption Standard) which uses much longer encryption.

Cryptographic techniques
Secrecy is a function used by which an eavesdropper is restricted from understanding a communication or piece of information. [3]
Authentication is a function for use by the intended recipient which allows access to, and understanding of, that communication/information. [3]
A Cipher is the disguised way of writing. The rules by which data is encrypted is the cipher. 
Ciphertext is the output after the cipher has been applied to the original message/information.
Number theory is the theory relating to numbers and the rules that govern them. It is heavily involved within modern cryptography; representing symbols (or blocks of symbols) within a message and performing arithmetic operations on them has become the most effective method of encryption as it allows for computers to perform complex algorithms on them. [4]
There are three umbrella terms that can describe cryptographic techniques:

1. Symmetric Key Cryptography
A method where the sender and receiver of a message use common keys for both encryption and decryption. This is called a secret or private key. This is the fastest method of cryptography but requires the sharing of the common key. This must be done securely, and so this method is only as strong as the method chosen for communicating the common key. The most popular cryptographic system that employs symmetric keys is the Data Encryption Standard (DES). [5]
Simpler symmetric key ciphers have been documented throughout history, as they laid the foundations of more advanced cryptography. Examples include:
· Simple substitution: substitute each plaintext character with a ciphertext character.
· Caesar Cipher: Swapping a plaintext character with another from the alphabet.
· Vigenère Cipher: Each letter of plaintext is encrypted using a different Caesar cipher.
· And so on…
Common uses for symmetric key encryption include:
· Encrypting vast amounts of stored data at rest.
· Encrypting Personal Identifiable Information (PII).
· Securing payment applications. [13][14]
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Two ways of encrypting data exist within symmetric encryption:

1.1. Block Ciphers
Data is stored as bits within digital storage media. A block cipher takes fixed-size blocks of bits (often 128 - 256 bits but could be more or less) and processes each block as one single unit. For each fixed-size block of bits, the cipher that is used to encrypt will produce a fix-length output. [15]
DES and AES both use block ciphers.

1.2. Stream Ciphers
A stream cipher processes each byte (or sometimes smaller) of data individually, producing ciphertext for each individual byte/bit. 
The most used stream cipher is the Rivest Cipher 4 (RC4) which encrypts data one byte at a time, though at the time of writing updated versions have been released to address vulnerabilities within it. [15]

1.3. Advantages of symmetric encryption [16]
Secure: Without knowing the key used to encrypt data, symmetric key encryption provides extremely secure solutions. Using AES with a 256-bit key length would take far greater than 1 million years to brute force using the world’s current fastest supercomputer.
Speed: As opposed to asymmetric encryption that requires intensive mathematical computations, symmetric encryption mitigates that need and therefore provides good read/write performance. 
Adaptability: Symmetric key ciphers can be easily adapted to build mechanisms that assist with security such as hash functions and electronic signatures.
Compilation of ciphers: The ciphertext of symmetric keys can be fed through further ciphers, allowing for another level of encryption and even greater security.

1.4. Disadvantages of symmetric encryption [16]
Sharing of key: Before communication using symmetric encryption can take place, both parties need to have a copy of the key used for encryption so that the information can be decrypted. To do this both must find a way to share the key securely. Asymmetric encryption can be used for this endeavour. Also, for this reason, symmetric encryption is particularly useful when encrypting one’s own information (i.e. a hard drive) as opposed to when sharing information. 
Greater chance of key breach: As both parties must keep the key private (instead of only the one for asymmetric encryption) there is a greater chance it can be found by intruders. 
Greater breach of privacy if compromised: If a key is breached, then messages that are both received and sent can be read. As opposed to asymmetric encryption whereby if a private key is breached then only the received messages can be read.
Key management: Within networks many keys are present therefore must be managed effectively.

1.5. Comparison of symmetric encryption algorithms
Below is a comparative list of symmetric encryption algorithms. Note this is note an exhaustive list.
	Algorithm (year created)
	Speed
	Block Size (bits)
	Vulnerable to [type of attack]

	AES (2001)
	Fast
	128/192/256
	Side channel

	DES (1977)
	Slow
	64 
	Brute force

	3DES (1998)
	Very slow
	64
	Brute force

	Blowfish (1993)
	Very fast
	64
	Dictionary

	RC4 (1987)
	Fast
	2064
	-

	RC6 (1998)
	Fast
	128
	Brute Force


[22]




2. Asymmetric Key (Public Key) Cryptography
The Rivest, Shamir, Adleman (RSA) cryptosystem was the first to introduce asymmetric encryption. This method uses two mathematically coupled keys; one is the public and one is private. The message is encrypted by the sender using the public key of the receiver, which is publicly available. The encrypted message cannot be decrypted using this same key. The receiver will then receive the message and use their private key to decrypt it. This method keeps access restricted to that of the sender and intended receiver. [5]
The RSA algorithm is secure because it is time consuming and power-intensive to factorise very large integers. The public key is comprised of two numbers, one of which is determined by multiplying two large prime numbers. The same is true of the private key. For this reason, if a hacker knew the prime numbers used to create the keys, then it is possible to decrypt the encrypted information. The RSA’s strength comes from the fact that numbers created by multiplying prime numbers cannot be factorised easily, especially if those prime numbers used are large. A typical RSA key is 1024 or 2048 bits long, and it is estimated to take several millennia to brute force through one (with current technology). [5]
RSA keys are used primarily for data encryption over the internet. Examples include:
· Authenticating & exchanging symmetric keys.
· Public Key Infrastructure (PKI) (the government of encryption keys via digital certificates).
· Used within VPNs.
· Securing connections between remote computers.
· Establishing SSL/TLS Connections.
[8][9][10][11]

[image: A diagram of a computer security system

Description automatically generated]

2.1 Advantages of asymmetric cryptography [19][20]
No sharing of private keys: As it is impossible to decrypt ciphertext that has been encrypted using a public key, this key can be made available to whomever wishes to communicate. The recipient can keep their own private key safe. For this reason, with asymmetric encryption, computers can establish secure channels over a non-secure medium (i.e. the internet).
Scalable in large networks: Key management is easier as public keys do not need to be kept private.
Enhanced security: While symmetric encryption is secure, as there is no sharing of keys, asymmetric encryption provides even greater security.
Ease of use for communication over networks: Due to the lack of a need to share private keys, this method is often the preferred choice for communication over the internet.
Authentication: Asymmetric encryption allows for authentication of the sender; the sender can encrypt a message with their private key. The receiver can then use the senders public key to decrypt the message that has been sent. This will provide confidence that the sender is the owner of the public key that they are claiming to use.
Non-repudiation: The sender of a message cannot deny shaving sent or tampered with a message, due to the fact authentication has taken place.
Versatile: Can be used for wide-ranging uses and applications such as online banking, e-commerce and SSL/TLS communication.

2.2 Disadvantages of asymmetric cryptography
Speed: Due to the need for mathematical computations to create keys and perform encryption/decryption, asymmetric encryption is more computationally and power intensive, and ultimately slower.
More complex: The process is more complicated and more resource-intensive than symmetric encryption, so using it to encrypt large amounts of data at rest is uncommon.
Potentially vulnerable to man-in-the-middle attacks: During authentication of sender and receiver there is a potential of interception and spoofing for a hacker listening in.

2.3 Comparison of asymmetric encryption algorithms
	Algorithm (year created)
	Speed
	Block Size (bits)
	Vulnerable to [type of attack]

	RSA (1977)
	Very slow
	Variable
	Cycle attack

	Diffie-Hellman (2002)
	Medium
	Variable
	Man in the middle

	Elliptical Curve Cryptography (ECC) (1985)
	Fast
	Variable
	Side channel


[22]

3. Hash Functions
Hashing is different from encryption. A hash function takes an input of arbitrary length and performs operations on it to produce a fixed-length output, containing only authorised characters. There is never a need to reverse this process, as the intention is to create a string that represents the input but can never be reversed to reproduce that input. Attempting to decrypt the fixed-length output using the same hashing function, but backwards, will not produce the original string entered. The output is referred to as a “digest” or “hash value” [5]
This is used primarily for two purposes:
To determine whether unauthorized changes have been made to a piece of information/data; if the hash is different than originally calculated, the information has been tampered with.
Store passwords for comparison during logon processes; storing plaintext passwords is insecure, therefore storing the digest (that cannot be reverse engineered to produce the original password) and then comparing it with the output of the hash function when a password is entered into it is a secure way of ensuring the password is correct.   [5]

The future of cryptology
Processing powers of computers has grown exponentially over the previous 100 years. Moore’s law dictates that unless techniques different to conventional transistors within CPUs are discovered, that this trend will slow. 
Quantum computing is still in its infancy, but is proving a viable alternative to conventional, transistor-based computing. The speeds and sheer volume of computations afforded by quantum computing is thought to be heralding in a new revolution in cryptography, known as quantum cryptography.
One application quantum cryptography is predicted to provide is Quantum Key Distribution (QKD) in which quantum entangled photons on differing machines can distribute encryption keys securely. Due to the laws of physics whereby measuring the state of a particle influences its quantum state, if an eavesdropper were to attempt to read a key, it would change the value of it, meaning in theory the key is impervious to being breached. [21]
Quantum computing is to provide theoretically unbreakable cryptography that are not based on proven/unproven mathematical algorithms, but of the physical laws of the universe instead. 

Conclusion
Data security has become an important part of the modern technological era as it holds information about people, organisations and infrastructure that, if used to their advantage, a third party can utilise to the detriment of the data controller.
Cryptographic methods that help to secure data were a necessary evolution as communication and technology evolved. During the early 20th century at the time of global war different methods were employed to transmit important information throughout the world and encrypting & decrypting this information ultimately laid the foundations for computing as it exists today.
In the modern world, where technology is part of every-day life, individual and organisational data exists within the web of networks that bind society, which brings with it inherent vulnerability. For this reason, technology and cryptology are inexplicably intertwined, and as technology is developed further, so must cryptology. 
The development of the some of the first - and still some of the most widely-used - cryptographic techniques such as RSA/Diffie-Hellman and AES, allowed for the evolution of technology to integrate fully with global population. 
Technology is on the verge of a new revolution – quantum computing. The extreme processing capabilities that are to come with it will render many current cryptographic techniques irrelevant. New techniques and algorithms will need to be discovered and created to deal with an ever-changing technological climate.
A review of how cryptographic techniques change every several years in the following decades of this writing will provide a useful insight into the speed of the rapid change of technology and society.
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Introduction
This report entails an outline for the necessary facets that will be required to set up a functional and effective security unit within the organisation.
The company is an IT consultancy company; therefore, most assets are digital, with all physical assets being servers or computers. The focus is on digital, physical and personnel security.
The report sets out the structure of the information security unit, what types of policies, procedures, guidelines, standards and baselines are needed and where guidance for them can be found.
It also outlines the necessity of effective security & contingency planning and provides justification for the methods chosen, along with the benefits of effective risk management and strategic planning.



















Organisation structure
A centralised model of information security is a solution whereby security concerns are proactively dealt with via one department (cyber security department) that oversees security for the entire organisation. A centralised implementation would be the most beneficial solution, as it will allow for consistent management over security standards and strategy relating to the business objectives defined.
The benefits of a centralised solution are as follows:
· Simplified supervision and coordination of security related necessities (auditing, policy, procedures, training, allocating resources etc.)
· Consistent policy & auditing
· Less resource – limits budget
· No undermining between different departmental security teams
· No duplication of ideas 
· Less communication necessary between different security teams (less confusion)
There are, however, some disadvantages to implementing a centralised solution:
· No specialisation within different business units (BU). This will require communication with users in each business unit to fully ascertain business requirements.
· Initial process of defining business requirements will be slower as different BUs have different security concerns and requirements. Again, communicating with users within each BU will be necessary. [1]
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Figure 1.0

Above is an example of how the organisation would look, with the Information Security Unit sitting between management and the departments.
The advantages of a centralised solution outweigh the disadvantages as it will ultimately take less time to set up due to less need for meetings and communication between different BUs which will keep costs to a minimum. In the long term it will be cheaper and less fragmented to have a security solution in place that can be supervised from one point and any information that needs to be communicated out can be done so from one place. It also allows for further evolution that can be rolled out company-wide, instead of needing each BU to do so individually, which would create the potential of disparities between security within each BU. [1]







Policies and Procedures

Policy: Mandatory meeting of requirements of security program, system controls and user behaviour.
A security policy guides the expectations for overall security programs, system controls and user behaviour. [1]
Security policies can be split into different levels:
· Organisational level
· High level information surrounding overall information security program, outlining data and systems sensitivity and classification. (i.e. data and system classification)
· Security program level
· Senior management dictate required information of the overall security program, assigns roles and responsibilities, establishes auditing and oversight controls. (i.e. incident response policy)
· User level
· Defines what users can do, along with acceptable ways of working (i.e. acceptable use policies) and develops security awareness
· System & control level
· Levels of classification are defined based on sensitivity of data and how critical a system is deemed to be. (i.e. Access control policy)
ISO27001 is a documentation standard for information security management systems. It defines everything that an ISMS should meet to fully protect an organisation.
Below are policies set out in ISO27001 that will allow for effective functioning of an ISMS. 

	Policy
	Description

	Organisational level policies

	ISMS
	“Set of policies, procedures & controls to protect an organisation’s information assets” [3]

	Internal Audit Plan
	“A comprehensive plan that outlines an organisation’s audit objectives, scope and methods”. (ISO2700:2002) [4]

	Security Program level policies

	Information Security Roles & Responsibilities
	Information security roles and responsibilities should be defined and allocated according to organisational needs, so there is a formal, approved structure to implement the ISMS. (ISO27001 clause 5.2) [5]

	Information Security Communication Plan
	For consistent and effective communication throughout an organisation. (ISO27001 Clause 7.4) [6]

	Information Security Program Monitoring
	Develop, implement and maintain a monitoring and measurement plan that assesses asset (physical and digital) security. (ISO27001 Clause 9.1) [9]

	User level policies

	Acceptable Use 
	Defines what users can and cannot do with IT resources. (ISO27001 clause 5.10) [7]

	Mobile Device Security
	Adopting safety measures when introducing mobile devices (laptops/mobile phones). (ISO 27001 Annex A.6.2) [8]

	Document Control
	Document versions kept concise and clear, reviewed, approved, stored and shared appropriately. (ISO27001 Clause 7.5.3) [12]

	Security Responsibility Agreement
	Outlines terms and conditions of use of access to different parts of business (like databases)

	System and Control level policies

	Access Control
	Specifies logical and physical access controls (ISO27001 Annex A.9.1) [10]

	Backup 
	Guidelines for control processes of backup and recovery (ISO27001) [11]

	User Registration
	Specifies the protocols, pre-requisites and access rights for new users (ISO27001 Annex A.9.1) [10]

	Cryptographic Controls
	Principles, guidelines and rules for proper usage and implementation of cryptographic controls [13]

	Physical Security
	Outlines physical security measures to protect against unauthorised access (ISO2700:2002 Control 7.4) [14]


Figure 2.0 – Example policy requirements










Data Protection Compliance

The organisation must abide by the General Data Protection Regulation (GDPR) (2018) for several reasons:
· Non-compliance can incur financial and reputational penalties
· Prevent data breaches, fraud and cybercrime
· Ensures data is always available which will minimise any financial/reputational incursions that can arise from down-time (such as unable to carry out business functions). Also, incorporating effective security measures that uphold GDPR during inception will prevent changes at a later date, which would ultimately be costly.
· Ensuring protection standards are upheld gives confidence to stakeholders and customers in the organisations ability to protect data & reduce down-time. [15]
Following guidance set out in figure 2 above, ISO27001 sets out guidance regarding physical security, cryptographic controls, backup, acceptable use policies and access control. All of which will ensure that GDPR legislation is followed and maintained.



















Security standards

Standard: Refinement of detail within mandatory policy requirements including methods, techniques and devices. Must be issued and approved by competent personnel (senior management/information security officer/information security manager). They provide more granular detail/specificity of security policy level statements.
UK government cyber and physical security standards can be found on the government website. They require organisations to:
· “comply with applicable cross-government policy”
·  “meet or exceed the security outcomes specified in the Cyber Assessment Framework (CAF)”
· “Assure critical systems using the GovAssure cyber assurance process”
[18]
Further detail can be found on The Cyber Security Standard - UK Government Security. 

Guideline: Refinement of detail of policy requirements. Same as standards, but not mandatory.
Baseline: Mandatory minimum controls for BU security policy or application. Used where settings for security control can be used. I.e. when deploying a browser, what configurations to use to best support organisation’s security objectives. Usually based on known vulnerabilities within the application/system.
Procedures: Step-by-step instructions/process of implementation of controls that are outlined in high-level detail in overall security policy, standards, guidelines and baselines. In the form of operating instructions of methods to carry out generic tasks that fall within the limits of the overarching security policy.
Documenting procedures allows for consistency in understanding throughout all job roles and places strict controls on how security-related operations are carried out to organisational requirements. [1]








Contingencies Planning

As an organisation, there must be protocols put in place to account for any unforeseen circumstances that can lead to a lack of availability/downtime. 
Within it should exist the following elements:
· Contingency plan
· Should contain all elements of the actual contingency plan, such as the assets that will need recovering, the objectives of the plan, contact information for those responsible)
· Training
· Should outline the training required for different departments, important contacts, roles, topics and type/frequency of training.
· Testing
· Should define the testing to be carried out and how frequently, to accurately appraise how effective its capabilities are. Should outline the different testing types necessary.
· Backup
· The plan should include details on what to backup over time in the case of disaster.
· Recovery/reconstitution
· In the event of a disaster, there will need to be processes put in place that would allow for the reinstatement of organisational services. Background company processes such as backup, telecommunication and networking will need to be reinstated. The contingency plan should specify how these will be powered on.
· The planning for reinstatement of services should fully adhere to all security policies.
· Alternatives after disaster
· Coupled with reconstitution objectives and requirements, after a disaster has occurred there needs to be alternative infrastructure in place to recover to.
ISO27001 sets out a business continuity plan that sets out a framework to ensure the continuity of critical business processes during a time of disaster or disruptive events. [17] 







Governance and Strategic Planning for Security
Strategic Planning
A top-down approach to implementing a security strategy (whereby policy is set at the top of the hierarchy and filtered down to the rest of the company) brings the most benefits to an organisation as senior management, who fully understand the needs and objectives of the business, can clearly define the business requirements that would need to be fulfilled by an information security program.
A bottom-up approach is an alternative. While expertise regarding the BU in question will lie in said BU, it creates a disconnect between the different departments as different business streams will encounter different issues and will usually create security policy that deals with those individual issues as they arise. It can lead to a “patch and move on” mentality whereby issues aren’t documented or communicated out effectively, often leading to disparities in knowledge between different BUs and a lack of official, standardised strategy/policy.
A benefit of having a top-down approach to strategy coupled with a centralised security unit would mitigate any fragmentation issues.
Management will need to fully understand the sensitive data & assets that are required to fulfil the business objectives, and any potential vulnerabilities within the organisations systems. They can then document them in a clear and concise manner that can be utilised as a checklist that can be used to ensure the information security program that utilises resources effectively to manage and protect those objectives.
The staff are the ones who use the system the most, so they will often discover security issues. For this reason, there should be procedure developed to allow issues to be fed back to the security team which can be investigated and dealt with as necessary.

Governance
Assigning roles and responsibilities to appropriate and competent staff members should be done depending on their credentials. Due to the importance of information security, there must be procedures put in place to effectively audit and hold these staff accountable, so that it can be ensured to the highest degree that they are carrying out their roles properly and effectively.
Without effective governance and oversight, the implementation of the information security plan can be disjointed and ineffective. The ease of which a top-down approach to strategy makes governance is also a benefit of the strategy.






Risk Management
The organisation is to abide by ISO27001; “a globally recognised standard for information security management systems (ISMS)” [2]
This ISO standard mandates the organisation puts in place protocols and procedures to examine information security risks and to formulate, implement and maintain security measures to mitigate those risks, to provide a safe and secure digital environment for customers and the organisation.
The risk management process is made up of several steps:
Preparation
Preparation is necessary to determine the context of the process, so it can provide the greatest benefit possible.
Preparation involves the following:
· Identifying purpose
· The overarching purpose is to provide information regarding the risks posed to critical systems and the data they hold, so that appropriate decisions can be made to mitigate or minimise those risks.
· No matter how secure systems are, the nature of technology proves there are always unseen vulnerabilities. Therefore, periodic risk assessments, based on regulations (ISO27001 and GDPR), are a necessity and mitigating steps put in place to address any issues.
· Risk assessments often arise from security incidents such as unauthorised data/system breaches/tampering.
· They can also arise from audits that show vulnerabilities in systems and/or procedure/policy.
· Defining boundaries
· To keep the risk assessment specific, boundaries need to be defined. These could be physical boundaries (such as a room, a server or a piece of hardware such as an Intrusion Detection System (IDS)), or logical boundaries (such as a service or application).
· Specify Scope
· When determining risks there often needs to be constraints placed upon the depth of detail the risk assessment must go. This is to ensure not only that costs are within reason, but to not limit the system in preference for excessive security to the detriment of the effective running of the system.
· Identify risk elements:
· Determine what type of risks are to be considered when appraising system elements: 
· Threats
· Assets
· Vulnerabilities
· Likelihood
· Impact
· Determine how to calculate risk:
· This needs to be consistent among all risk assessments so that risk can be clearly understood.

Performance
To ensure risk assessments perform well and are fit for purpose, there are several steps that can be followed to achieve this:
· Objectivity
· Risk assessments carried out by impartial assessors who have no conflict of interest will not have bias towards any outcome.
· Appropriate approach to data gathering
· Measures that provide comprehensive enough detail will need to be used, such as observation, interviewing, physical inspections, testing controls
· Evidence & documentation
· All issues found need to be defendable when scrutinised.
Documentation
All risk assessments should provide a clear report of risks or gaps in control, along with recommendations that can be taken to address them.
Documenting the outcomes, measures to implement and outcomes are essential to risk assessments being useful to the organisation.
All findings, outcomes and recommendations need to be communicated out to all stakeholders involved, and to all those who can have an impact or make use of them.
ISO 9001 sets out a risk register that encompasses risks pertaining to everything within an organisations Quality Management System (QMS). [16]











Conclusion
The benefits of an effective ISMS are clear; to stay within the confines of law and ethics it is not just a recommendation but a necessity. 
Recommendations are as follows:
· Management to communicate with BUs to fully set our clear & concise business objectives.
· Use ISO27001 documentation templates to build organisational level policies that fulfil those business objectives.
· Continue breaking those organisation-wide policies down into security program level, user level and system & control level, using ISO27001 documentation templates, so that all operations within the organisation have set policies, procedures, standards, guidelines and baselines.
· Assign roles to competent individuals within the organisation that will fulfil the needs of the policy set out.
· Set up controls to audit policies & those in positions of responsibility.
· Set up a backup & recovery plan using ISO27001 documentation templates so that in the case of disaster the downtime is limited. 
This will require initial investment and will take resources. However, it is a necessity as without proper security the business will not be able to compete in a competitive industry, as those with up-to-date, effective security will surely garner greater reputation and ultimately business.

Once the above recommendations have been met, a full audit and review should take place regularly to ensure that the ISMS is as effective and up to date as possible.
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