Advanced Cyber Security 

1. What is the outcome of the above two ping commands? What is the reason for the two outcomes?
Received 4 packets in the first ping and lost 4, 100%, in the second ping. I have these outcomes because one ping may have led to a fault link or destination, while the other was successful.
2. By issuing the -i command, you are setting the TTL to a certain value to check the time span of the packet. By setting the TTL to 1, 2, 4, 5, 9 etc what piece of information did you gather?
Setting TTL to 1, 2, 4 etc allows different times before packets are discarded. Each number received different IP addresses.
3. Do research in the internet and find out what are the options, you can use with ping command and what are their functionalities with suitable example?
These are a few -
-t	Using this option will ping the target until you force it to stop by using Ctrl+C.
-a	This ping command option will resolve, if possible, the hostname of an IP address target.
-i TTL	This option sets the Time to Live (TTL) value, the maximum of which is 255.
-R	This option tells the ping command to trace the round trip path.
-S srcaddr	Use this option to specify the source address.
-p	Use this switch to ping a Hyper-V Network Virtualization provider address.
And much more.

4. By issuing the above steps, you may get the records of domain from an authoritative server. What is so important in getting the information like this?
The important part of the record is that it displays the IP address with the timing it takes to travel from there.
5. How can we prevent our Infrastructure from these kinds of attack? Could you reflect your reviews in a short description with appropriate citations? Why do we get an output like this?
We can prevent attacks by doing vulnerability assessments for the network. The user may integrate networks in order for them to know how they can tackle their target when fortifying the network.
6. Do research on the internet and find out similar tools used?
There are a variety of tools similar to sublister. They are Dnscan, Anubis Subdomain enumeration, open source Linux and much more.
7. What information did you gather? Did you get the below result? If so, why? If not, what would be the reason for an outcome like the below one?
I managed to gather multiple URLs from the web alongside with different emails and phone numbers.
8. Do research on the internet and find out similar tools used? Document them with their operations, functions, and screenshots.
	· Parsehub
	· Scrapy

	· OctoParse
	· Scraper API



9. What information did you gather?
	· Company history
	· Online webages

	· Social profiles
	



10. Do research on the internet and find out similar tools used? 
	· Boomerang
	· bananatag

	
	




