


 
Adding Domain Controller Services to S-DC[image: ]
[image: ]
Here in the 2 above screenshots show my administration to make my Windows Server a Domain Controller. This will allow for Active Directory to be used at a later stage for users, Groups, OU’s, Devices, etc at a later stage
[image: ]
Windows 11 IP address which due to VM failure, was changed to Windows 10 later in the assignment. All configurations remained the same.
[image: ]
The windows 11 machine then joined the Josh.acca domain as seen above.
[image: ]
[image: ][image: ][image: ][image: ][image: ][image: ][image: ]
The above screenshots outline the Firewall changes made to the server to allow ping requests.[image: ][image: ]
Routing and Remote access services were then implemented to allow for a VPN to be implemented. However later in stages of implementing the VPN, Debian had a continuous fail on Wireguard configurations. After 4 weeks of working aiming to implement the VPN, I decided to move to implementing a static route.[image: ]
Installing wireguard on Debian CLI and retrieving Private and public key
[image: A screen shot of a computer

Description automatically generated]
Debian Private and public Key for wireguard.
[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
Firewall Rule configured via powershell command to allow wiregaurd access.
[image: A screenshot of a computer

Description automatically generated]
Network Adapters configured for S-DC.[image: ]
[image: ]
The firewall configured earlier in the screenshots had issues allowing ICMP Packets. So I decided to implement the firewall again, choosing to use powershell for this.
[image: ]
DHCP installation on S-DC via powershell scripting[image: ]
IIS Server Installation on S-DC[image: ]
Ping from Debian CLI to the Windows Server via its domain name[image: ][image: ]
Forward lookup zones set on S-DC in DNS 
[image: ]
Reverse lookup zones set on S-DC in DNS
[image: ]
Reverse lookup zones set on S-DC in DNS under .2 network
[image: ]
Reverse lookup zones set on S-DC in DNS on the .1 network
[image: ]
Ping test to the webs.josh.acca [image: ]
Installation of Certificates to allow RD access to S-DC[image: ][image: ]
[image: ][image: ][image: ]
The 2 screenshots above show Administration of the Site bindings in IIS to manage traffic and route it correctly when connecting to the Remote Desktop Services[image: ]
The 2 screenshots above show Administration of the Site bindings in IIS to manage traffic and route it correctly when connecting to the Remote Desktop Services [image: ]
Configuration of the RD site bindings[image: ]
Devices in Active Directory[image: ]
I added users to active directory via powershell script and configured it to ensure all users are stored in a group called Active Users.[image: ][image: ][image: ]
The 3 screenshots above show the sharing and configuration of a disk drive called Swansea Files[image: ]
Powershell scripts used.[image: ]
Rmeote desktop access from my Windows 10 Virtual Machine.[image: ]
Ping test from Windows 10 to S-DC using the RD domain name.[image: ]
Remote desktop access via IP.
[image: ]
Overall Server configuration and Server manager display.[image: ]
Local server properties and configuration.
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