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Part 1
Task 2 – Analysis of a cyberattack
Who were the victims of the attacks?
The attack targeted Equifax, the largest credit ratings company in the USA.

What technologies and tools were used in the attack?
CVE-2017-5638 was the vulnerability exploited, it's a flaw in Apache Struts, an open source development framework for creating enterprise Java applications where malicious code can be inserted into a content-type header and executed in struts.
 
When did the attack happen within the network?
10/03/2017 - The web portal was first breached via the Struts vulnerability. 
13/05/2017 - Attackers began pivoting from the compromised server into other parts of the network and exfiltrating data in earnest. This continued into July 2017
 
What systems were targeted?
A consumer complaint web portal built using Apache Struts was initially targeted, this compromised system was then used to access other servers on the network. The hackers then found usernames and passwords stored in plain text which allowed them to access more systems.
 
What was the motivation of the attackers in this case? What did they hope to achieve? 
The attackers were able to exfiltrate significant amounts of Personally Identifiable Information (PII). This information was then sold to other criminals who were able to use it for various purposes such as identity theft, extorsion, and fraud.
 
What was the outcome of the attack? (stolen data, ransom, system damage, etc.)
143 million U.S. consumers, whose names, addresses, dates of birth, Social Security numbers, and drivers' licenses numbers were exposed. A subset of these users (roughly 200,000 users) also had credit card numbers leaked. 

What is the vulnerability and who might exploit it? Explain.
The vulnerability was a flaw in Apache Struts, an open source development framework for creating enterprise Java applications where malicious code can be inserted into a content-type header and executed in struts. This vulnerability was very easily exploited as there was a readily available hacking kit that had been updated to take advantage of the Struts vulnerability. The unpatched Equifax server could have been found easily using a scanning tool such as shodan.io.
 
Why does the vulnerability exist?
The vulnerability exists because systems like apache struts are being constantly developed with new features, vulnerability patches, and bug fixes, all of which can inadvertently introduce new vulnerabilities.
 
What could be done to limit the vulnerability?
The patch that remediated the vulnerability was available for over two months before it was exploited in this attack. The entire attack could have been prevented had Equifax had a robust patching policy in place. According to FireEye, two thirds of vulnerabilities (non zero-days) are exploited within a month of the patch being released.
Part 2
Conduct search of Certifications
1.Use your favourite search engine to conduct a search for the most popular cybersecurity-related certifications. List them below with the organization that provides the certification
· Security+ (CompTIA)
· Network+ (CompTIA)
· Certified Ethical Hacker (CompTIA)
· Certified Hacker Forensics Investigator (CompTIA)
· Certified Information Systems Security Professional (ISC^2)

2.Pick three certifications from the list above and provide more detail about the certification requirements and knowledge gained i.e.: vendor specific or neutral, number of exams to gain certification, exam requirements, topics covered etc. 
Security+ (CompTIA)
Security+ covers the core knowledge required of any cybersecurity role and provides a springboard to intermediate-level cybersecurity jobs. It is not vendor specific and there is one 90-minute exam.

Network+ (CompTIA)
Network+ covers the basics of networking, including:
· Designing and implementing networks
· Understanding wired and wireless network technologies and topologies
· Implementing network security standards, configurations and protocols
· Configuring, maintaining and managing network devices such as firewalls, routers and switches
· Troubleshooting network configurations and other issues
· Understanding and implementing best practices for network operations, including disaster recovery and business continuity
It is not vendor specific and there is one 90-minute exam.
Certified Information Systems Security Professional (ISC^2)
CISSP is one of the most sought-after and elite certifications in the information security industry. It is an advanced certification that requires at least five years of full-time work experience in at least 2 of its 8 domains and agreeing to a code of ethics to even sit the exam. The certification covers 8 domains in the ISC^2 Common Body of Knowledge:
1. Security and Risk Management
2. Asset Security
3. Security Engineering
4. Communications and Network Security
5. Identity and Access Management
6. Security and Assessment Testing
7. Security Operations
8. Software Development Security
There is one 6-hour, 250-question exam, with a minimum passing score of 70%.
Investigate positions available within cybersecurity. 
3.How many new job listings were posted within the last two weeks?
10 – though there were more that were non-security roles that required security experience.

4.What is the salary range for the top 10 listings?
From £25,000 for entry level SOC analysts to £65,000 for experienced Cyber Security Manager roles.

5.What are the most common qualifications required by employers?
An HND/Degree in a relevant subject (science/computing/engineering) with cybersecurity being preferred.

6.What industry certifications are required by these employers?
· Practitioner level within the CESG Certified Professional scheme (CCP)
· Certified Ethical Hacker
· ISO 27001 Security Auditor
· CISSP

7.Investigate online resources that allow you to legally test your hacking skills. These tools allow a novice with limited cyber security experience to sharpen their penetration testing skills. One such site is Google Gruyere (Web Application Exploits and Defenses). What kinds of challenges can you find?
Hack the box 
Hack the box is a web-based series of challenges that are of varying levels of difficulty

Over the Wire
The war games on over the wire are linux boxes that you must connect via SSH and complete the challenges to find the password to the next “level”

VulnHub
VulnHub is a repository of vulnerable VM’s that can be downloaded and run locally to test your hacking skills. They are all user generated so they are of varying difficulty.
