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[bookmark: _Toc1597460045][bookmark: _Toc229571255]1. Introduction
Operating systems are a core part of modern computing, acting as the layer that allows hardware, applications, and users to work together. They manage system resources, coordinate processes, maintain security, and provide the interfaces that make devices usable. This report outlines the key functions of general‑purpose operating systems, including process and memory management, file and device handling, networking, and system security. It also demonstrates practical use of Windows and Linux command‑line tools, along with scripting examples, to show how these features operate in real environments and support reliable system performance.

[bookmark: _Toc679549574][bookmark: _Toc229571256]2. Key Functions of General Operating Systems
Operating systems provide the essential foundation that allows computer hardware and software to work together. Although Windows, macOS and Linux differ in design, they all perform a similar set of core functions that ensure programs run smoothly, resources are managed efficiently, and users can interact with the system safely.
[bookmark: _Toc179402159][bookmark: _Toc229571257]2.1 Process Management
One of the most important responsibilities of an OS is managing processes — the running instances of programs stored in memory. The OS creates, schedules and terminates processes, ensuring each one receives CPU time when needed. Windows uses a process scheduler to switch rapidly between tasks, giving the appearance of multitasking even on a single CPU core. This prevents conflicts, reduces the risk of deadlocks, and ensures the system remains responsive. [1]
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[bookmark: _Toc1723039030][bookmark: _Toc229571258]2.2 Memory Management
Memory management controls how RAM is allocated to processes. When an application is opened, the OS loads it from storage into RAM and tracks how much memory it uses. If RAM becomes full, Windows uses virtual memory by moving inactive data to the page file on the disk. This prevents crashes and allows more programs to run simultaneously. [image: ]



[bookmark: _Toc1916565684][bookmark: _Toc229571259]2.3 File & Directory Management
Operating systems provide a structured way to store, organise and retrieve files. Windows uses the NTFS file system, which supports permissions, metadata, encryption and file indexing. The OS handles file creation, deletion, naming, and access control, ensuring that programs and users can work with files safely and efficiently. [2][image: ]












[bookmark: _Toc98166463][bookmark: _Toc229571260]2.4 Device Management (I/O)
Modern computers rely on many input/output devices such as keyboards, mice, printers, displays and storage drives. The OS communicates with these devices through drivers, which act as translators between hardware and software. Windows manages device allocation, handles interrupts, and ensures each device is used safely and efficiently[image: ]














[bookmark: _Toc1850481981][bookmark: _Toc229571261]2.5 Networking Functions
Operating systems include built‑in networking capabilities that allow devices to connect, communicate and share resources. Windows manages IP addressing, network adapters, Wi‑Fi connections, Bluetooth, and protocols such as TCP/IP. It also provides tools for diagnosing and monitoring network activity. [image: ]












[bookmark: _Toc916490288][bookmark: _Toc229571262]2.6 System Security
Security is a core OS function. Windows 11 includes authentication (passwords, PIN, biometrics), built‑in antivirus protection, a firewall, encryption tools such as BitLocker, and protection rings that separate user processes from kernel‑level operations. These features help prevent malware, unauthorised access and system tampering. [3] [image: ]













[bookmark: _Toc1343748035][bookmark: _Toc229571263]2.7 System Performance Monitoring
Operating systems provide tools to monitor CPU usage, memory consumption, disk activity and network performance. Windows includes Task Manager and Resource Monitor, which allow users to identify performance issues, track running processes and analyse system behaviour in real time. [4][image: ]

[bookmark: _Toc1905469389][bookmark: _Toc229571264]3. Use of Windows OS CLI Commands
Windows provides a wide range of command‑line tools that allow users to manage files, monitor processes, test networks, and administer the system without relying on graphical menus. For this task, a selection of Batch commands were used to demonstrate key areas of system management, each supported with screenshots and short explanations. [5]
[bookmark: _Toc257712858][bookmark: _Toc229571265]3.1 File & Directory Management
Basic directory commands allow users to navigate and organise the file system. The dir command lists the contents of the current folder, while dir | more displays the output one page at a time. mkdir testdir creates a new folder, and cd testdir moves into it. A simple text file can be created using echo "Hello World" > newfile.txt, and its contents viewed with type newfile.txt. Files and folders can be removed using del newfile.txt and rmdir testdir. These commands demonstrate how the OS manages files at a low level. When attempting to remove the folder from inside it, the command produced an error. After navigating up one directory using cd .., the rmdir command worked correctly. This demonstrates how Windows resolves paths and why directory context matters.
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[bookmark: _Toc1843502625][bookmark: _Toc229571266]3.2 Process & System Monitoring
The tasklist command displays all running processes, including their memory usage and process IDs. Using tasklist /v provides a more detailed view with additional information such as user accounts and CPU time. Processes can be terminated using taskkill /pid <ID> /f, which forces the selected process to close immediately. To gather broader system information, the systeminfo command was also used. This outputs OS version, hardware details, installed updates, and system configuration, making it useful for diagnostics. [6][image: ]
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[bookmark: _Toc1271398589][bookmark: _Toc229571267]3.3 Network Testing & Monitoring
Networking commands are useful for diagnosing connectivity issues and understanding how a system communicates on a network. The ipconfig /all command displays full network configuration details such as IPv4 address, DNS servers, MAC address, and DHCP information. A filtered version, ipconfig /all | findstr IPv4, can be used when only the IPv4 address is needed.
To test external connectivity, I used ping google.com. Although the requests timed out due to the VM’s restrictions, the command still demonstrated how Windows sends ICMP packets to check if a host is reachable. The netstat -o command was used to list active network connections along with the process IDs responsible for them, which helps identify which applications are communicating on the network.
I also used getmac /v to display MAC addresses and adapter details. Finally, netsh wlan show wlanreport generated a detailed HTML Wi‑Fi report containing connection history, signal quality, and diagnostic information, which is useful for analysing wireless performance.[7]
[image: ]
[bookmark: _Toc229571268]3.4 User Management
User management commands allow administrators to create and control local accounts. The net user command was used to list existing users, and a new account was created with net user testuser password /add. The account was then added to the Administrators group using net localgroup administrators testuser /add. Additional commands were used to show deeper administration: net user testuser displayed detailed account information, net user testuser /active:no disabled the account, and net localgroup listed all local groups. These commands demonstrate how Windows manages user accounts, permissions, and security. [image: ]
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[bookmark: _Toc229571269]3.5 Task Scheduling  
Task scheduling allows Windows to run programs automatically at specific times. The schtasks /query command was used to list existing scheduled tasks. A new task was then created using schtasks /create /tn TestTask /tr notepad.exe /sc once /st 12:00, which schedules Notepad to run once at the specified time. Finally, schtasks /query | findstr TestTask was used to confirm that the task was successfully created. [image: ]
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[bookmark: _Toc1929909779][bookmark: _Toc229571270]4. Use of Linux OS CLI Commands
[bookmark: _Toc229571271]4.1 Process Management
Linux provides several commands for monitoring and controlling running processes. The ps aux command lists all active processes, including their CPU and memory usage. For real‑time monitoring, the top command displays an updating view of system activity, allowing processes to be sorted by CPU or memory consumption. Individual processes can be terminated using kill -9 <PID>, which sends a force‑terminate signal. The htop tool (installed via sudo apt install htop) offers an interactive interface for managing processes more efficiently. These commands are essential for diagnosing performance issues and managing system resources. [8]
[image: ]. [image: ]
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[bookmark: _Toc229571272]4.2 File & Directory Management
The Linux CLI allows users to manage files and directories efficiently. The pwd command was used to display the current working directory, confirming the user’s location in /home/l4soac. The mkdir testdir command created a new directory, and cd testdir navigated into it. Files were created using touch file1.txt and edited with nano file2.txt. Text was added using echo "Hello World" > file1.txt, and verified with cat file1.txt. The ls -l command listed files with their permissions, while chmod u+x file1.txt and chmod 755 file2.txt modified access rights. Finally, rm file1.txt and rm -r testdir removed files and directories, demonstrating full control of the file system. The clear command was used to tidy the terminal between steps for clarity. [9]
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[bookmark: _Toc229571273]4.3 Network Testing & Monitoring
Several Bash commands were used to analyse network connectivity and inspect active network activity. The ip -4 addr command displayed the system’s IPv4 address and interface configuration. Connectivity was tested using ping www.google.com, which attempted to send ICMP packets; however, the WSL environment returned 100% packet loss, which is expected behaviour in virtualised cloud environments. Active network connections were viewed using netstat -tunap, showing open TCP/UDP ports, listening services, and associated process IDs. The arp -a command listed local ARP table entries, identifying nearby devices on the network. The traceroute command was also attempted, but it failed to run due to WSL network restrictions that block UDP/ICMP probing. This still demonstrates awareness of the tool and its purpose in mapping packet routes across a network. Together, these commands provide a clear overview of system connectivity and network diagnostics. [image: ]
[bookmark: _Toc229571274]4.4 User Management 
User and group administration was demonstrated using several Bash commands. A new user account was created with sudo adduser testuser, which set up the user’s home directory and prompted for a password. The list of system users was viewed using cat /etc/passwd, showing both system accounts and the newly created user. Group membership was modified using sudo usermod -aG sudo testuser, adding the user to the sudo group. The groups testuser command confirmed the user’s group assignments. The su - testuser command was used to switch into the new account, demonstrating how to log in as another user, and exit returned to the main account. The user was then removed from the sudo group using sudo gpasswd -d testuser sudo, and the account was deleted with sudo userdel testuser. These commands collectively demonstrate essential Linux user‑management tasks, including account creation, privilege assignment, verification, switching users, and account removal. [10]
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[bookmark: _Toc229571275]4.5 Task Scheduling 
Linux uses the cron service to automate tasks at scheduled intervals. The crontab -l command was first used to check for existing jobs, confirming none were present. A new cron job was then created using crontab -e, which opened the user’s cron table in the nano editor. During editing, the system initially reported a “bad hour” error due to incorrect formatting, demonstrating cron’s strict syntax validation. After correcting the entry, the job was successfully installed. The line * * * * * echo "Cron test successful" >> /home/l4soac/cronlog.txt was added to run every minute and append a message to a log file. The crontab -l command verified the job’s presence, and cat ~/cronlog.txt confirmed successful execution by displaying the message “Cron test successful.” This process illustrates how cron validates syntax, schedules tasks, and automates routine operations such as logging and backups.
[image: ]
[bookmark: _Toc1444862194][bookmark: _Toc229571276]5. Windows OS Scripting
This task demonstrates key features of a Windows scripting language using a single PowerShell script that showcases variables, user input, conditional logic, arrays, loops, functions, and parsing command output. PowerShell was chosen because it is the modern Windows automation language and provides clearer syntax and more powerful features than traditional Batch scripting. [11]
The script begins by declaring two variables, $name and $age, and printing their values using Write-Host. This demonstrates how PowerShell stores and outputs data. User input is handled using Read-Host, which pauses execution and waits for the user to enter a value. This input is then evaluated using an if/else structure. If the user enters “1” or “2”, the script prints a corresponding message; otherwise, it outputs “Invalid choice”. This shows how PowerShell performs decision‑making based on user‑provided data.
An array is created using the @() syntax, containing three names. The script outputs a specific element using $names[1], demonstrating indexed access. A foreach loop is then used to iterate through the array and print each value. This illustrates how PowerShell handles collections and repetition.
A function named Say-Hello is defined using the function keyword and a param block. When called with Say-Hello -person "Curtis", it prints a personalised greeting. This demonstrates modular code design and reusability, which are essential scripting concepts.
Finally, the script performs command output parsing by retrieving the first five running processes using Get-Process | Select-Object -First 5. A pipeline passes each process object into ForEach-Object, where the script prints the process name and ID. This shows how PowerShell works with objects rather than plain text, making it suitable for system administration tasks. [12]
The screenshot provided shows the script file on the desktop, the code open in Notepad, and the script running successfully in PowerShell. This confirms correct execution and demonstrates all required features of the assignment in a single, well‑structured script. [13]
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[bookmark: _Toc174694502][bookmark: _Toc229571277]6. Linux OS Scripting
This task required me to create a Bash script that demonstrates key shell‑scripting concepts, including variables, user input, conditional logic, arrays, loops, case statements, functions, and parsing command output. The script runs interactively and responds to user choices, showing how Bash can automate tasks and make decisions based on input. [14]
The script begins by defining two variables, name and age, and printing them to the terminal. This demonstrates how Bash stores and reuses data. It then collects user input using read -p, asking the user to enter either 1 or 2. An if/elif/else statement processes this input and prints a different message depending on the value, showing how conditional branching works in Bash.
Next, I created an array containing three fruits. The script prints the second item and then uses a for loop to iterate through all elements. This demonstrates how Bash handles lists of data and performs repeated actions without duplicating code. Loops are essential for automation tasks that involve processing multiple items.
The case statement section asks the user whether they like Linux and responds differently depending on the input. Case statements are cleaner than long chains of if statements and are useful when handling multiple possible responses. This part of the script shows how Bash can manage structured decision‑making.
I also included a function called greet, which prints a message using an argument. Functions help organise code and make it reusable, which becomes important in larger scripts. Finally, the script uses a pipeline (ps -e | head -5) to display the first five running processes, demonstrating how Bash can combine commands and filter output. [15]
During development, I encountered several syntax errors caused by small typos in the script, particularly around quotation marks, parentheses, and the case statement formatting. These mistakes caused Bash to interpret lines incorrectly and report unexpected‑token errors. I resolved the issues by reviewing each section carefully, retyping the affected lines, and testing the script repeatedly until it executed cleanly. This troubleshooting process strengthened my understanding of how Bash parses commands and how precise syntax needs to be when writing shell scripts. [16]
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[bookmark: _Toc1291896373][bookmark: _Toc229571278]7. Conclusion
This module has strengthened my understanding of how operating systems work, both conceptually and in practice. The lectures and tutorials helped me build a clearer picture of how processes, memory, file systems, and user interaction fit together to form a functioning OS. The practical scripting tasks supported this by giving me hands‑on experience with the command line and showing how the OS responds to commands, manages input, and handles processes.
Working through the Bash scripting task also improved my troubleshooting skills. Several small syntax mistakes caused unexpected behaviour, and resolving them required careful checking, retyping lines, and testing the script repeatedly. This process helped reinforce how precise OS‑level scripting needs to be and gave me more confidence when working in a shell environment.
As part of my independent learning, I started the Cisco Networking Academy: Operating Systems Basics course. Although I have not yet completed it, the early sections have already supported my understanding of OS architecture and command‑line fundamentals. I plan to finish the course as part of my ongoing development, as it aligns well with the skills required for this module.
Overall, the combination of taught content, practical scripting, and independent study has given me a solid foundation in operating systems. I now have a clearer understanding of how they function internally and how to interact with them effectively using the command line, which will be valuable in future modules and technical roles.
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Image PO HardFaults/sec  Commit KE) Working Set (<8)  Shareable (KB) Prvate (KB)
msedge.exe s 0 062 [ 72 e |
steamwebhelper.exe 10836 o a1z028 1552 61,376 386,175
msedge.exe 13620 o 330756 364756 75612 309144
msedge.exe 1292 o 984 36520 %038 27455
WINWORD.EXE 20152 o 338,568 465772 262,660 23092
explorer.exe 15432 o 296,760 413808 216380 197,425
MshpEng.exe 634 o 330956 283,19 92,39 190804
Microsoft AAD BrokerPlugin.exe 9545 o 251,78 263268 106,056 157212
NVDisplay Container.exe 11630 o 147,020 752 35,09 134656
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Users\soac-azure> dir

Directory: C:\Users\soac-azure

LastiriteTime Length Name

1/26/2624 3D Objects

- 00 an
d-r- 1/26/2624 11:08 AN Contacts
d-r- 2/16/2626  2:53 Ph Desktop.
d-r- 1/26/2624 11:68 AN Documents
d-r- 2/16/2626 3 PH Downloads
d-r- 1/26/2624 11:68 AN Favorites
d-r- 1/26/2624 11:68 AM Links
d-r- 1/26/2624 11:08 AN Husic
d-r- 1/26/2624 2 A Onebrive
d-r- 1/26/2624 11:62 AN Pictures
d-r- 1/26/2624 11:68 AN Saved Games
d-r- 1/26/2624 1 A Searches
d-r- 1/26/2624 11:68 AN Videos
PS C:\Users\soac-azure> mkdir testdir
Directory: C:\Users\soac-azure
LastiriteTime Length Name
5/16/2626 testair

Users\soac-azure> cd testdir
Users\soac-azure\testdir> echo “=115 o 10" > newfile.txt
Users\soac-azure\testdir> type newfile.txt

Hello World

PS C:\Users\soac-azure\testdir> del newfile.txt

PS C:\Users\soac-azure\testdir> rmdir testdir

:\Users\soac-azure\testdir> cd
Users\soac-azure> rmdir testdir
Users\soac-azure>
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PS C:\Users\soac-azure> tasklist

Inage Name

systen Idle Process
system
secure System
Registry
wininit.exe
winlogon. exe
Lsalso.exe
1sass.exe
suchost.exe
fontdruhost.exe
fontdruhost . exe
suchost.exe
svchost .exe
LogonUT.exe
suchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost .exe

PID

1092
1100
1232
1248
1260
1284
1372
1388
1516
1552
159
1608
1640
1716
1730
1784
1864
1876
1088

Session Name

Services
Services
Services
Services
Services
Services
Console

Console

Services
Services
Services
Services
Console

Services
Services
Services
Console

Console

Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services
Services

Session#

5000000000000 000RRO0ORO00ORRO000000

33,852
111,132
3,328
3,924
3,288

9,504
21,048
12,832
10,344

7,632
6,220
5,188
7,780

5,424
3,736
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Users\soac-azure> tasklist /v
Inage Name PID Session Name Session#  Mem Usage Status User Name ime Window Title
systen Idle Process © Services ° 8 K Unknown NT AUTHORITY\SYSTEM wa
system 4 Services 0 164 K Unknown na nA
secure System 56 Services © 38,124 K Unknown NT AUTHORITY\SYSTEM nA
Registry 164 Services © 20,904 K Unknown NT AUTHORITY\SYSTEM wA
smss.exe 484 Services 0 1,124 K Unknown NT AUTHORITY\SYSTEM wA
csrss.exe 604 Services 0 3,468 K Unknown NT AUTHORITY\SYSTEM nA
wininit.exe 680 Services 0 3,888 K Unknown NT AUTHORITY\SYSTEM wA
csrss.exe 688 Console 1 2,688 K Unknown NT AUTHORITY\SYSTEM wA
winlogon.exe 752 Console 1 5,468 K Unknown NT AUTHORITY\SYSTEM nA
services.exe 824 Services © 10,756 K Unknown NT AUTHORITY\SYSTEM wA
Lsalso.exe 832 Services 0 1,984 K Unknown NT AUTHORITY\SYSTEM nA
1sass.exe 852 Services © 14,788 K Unknown NT AUTHORITY\SYSTEM nA
suchost.exe 984 Services © 22,884 K Unknown NT AUTHORITY\SYSTEM nA
fontdruhost.exe 1008 Console 1 2,196 K Unknown Font Driver HoSt\UMFD-1 wA
fontdruhost . exe 1016 Services 0 2,292 K Unknown Font Driver HoSt\UMFD-6 wA
suchost.exe 608 Services © 12,648 K Unknown NT AUTHORITY\NETWORK SERVICE wA
svchost .exe 1004 Services 0 7,716 K Unknown NT AUTHORITY\SYSTEM wA
LogonUT.exe 1692 Console. 1 36,38 K Unknown NT AUTHORITY\SYSTEM wA
dum. exe. 1100 Console 1 33,852 K Unknown Window Manager\DiH-1 wA
suchost.exe 1232 Services © 111,824 K Unknown NT AUTHORITY\NETWORK SERVICE wA
svchost.exe 1248 Services 0 3,328 K Unknown NT AUTHORITY\SYSTEM wA
svchost.exe 1260 Services 0 3,924 K Unknown NT AUTHORITY\LOCAL SERVICE wA
svchost.exe 1284 Services 0 3,280 K Unknown NT AUTHORITY\LOCAL SERVICE wA
svchost.exe 1372 Services 0 7,064 K Unknown NT AUTHORITY\SYSTEM wA
svchost.exe 1388 Services 0 9,544 K Unknown NT AUTHORITY\LOCAL SERVICE wA
svchost.exe 1516 Services © 21,080 K Unknown NT AUTHORITY\LOCAL SERVICE wA
svchost.exe 1552 Services © 12,860 K Unknown NT AUTHORITY\SYSTEM wA
svchost.exe 1596 Services © 10,344 K Unknown NT AUTHORITY\SYSTEM wA
svchost.exe 1608 Services 0 4,688 K Unknown NT AUTHORITY\LOCAL SERVICE wA
svchost.exe 1640 Services ° 7,632 K Unknown NT AUTHORITY\LOCAL SERVICE wA
svchost.exe 1716 Services 0 6,220 K Unknown NT AUTHORITY\SYSTEM wA
svchost.exe 1740 Services 0 5,186 K Unknown NT AUTHORITY\LOCAL SERVICE nA
svchost.exe 1784 Services 0 7,780 K Unknown NT AUTHORITY\SYSTEM nA
svchost.exe 1864 Services 0 3,948 K Unknown NT AUTHORITY\SYSTEM wA
svchost.exe 1876 Services 0 5,416 K Unknown NT AUTHORITY\SYSTEM wA
svchost.exe 1988 Services 0 3,736 K Unknown NT AUTHORITY\SYSTEM wA
svchost.exe 2044 Services 0 3,826 K Unknown NT AUTHORITY\LOCAL SERVICE wA
svchost.exe 2056 Services 0 8,736 K Unknown NT AUTHORITY\NETWORK SERVICE wA
svchost.exe 2116 Services ° 4,780 K Unknown NT AUTHORITY\SYSTEM wA
svchost.exe 2260 Services 0 5,768 K Unknown NT AUTHORITY\LOCAL SERVICE wA
svchost.exe 2268 Services 0 7,748 K Unknown NT AUTHORITY\LOCAL SERVICE nA
svchost.exe 2284 Services © 93,172 K Unknown NT AUTHORITY\SYSTEM nA
svchost.exe 2296 Services 0 3,812 K Unknown NT AUTHORITY\SYSTEM wA
svchost.exe 2340 Services 0 5,466 K Unknown NT AUTHORITY\NETWORK SERVICE wA
Memory Compression 2448 Services 0 /A Unknown NT AUTHORITY\SYSTEM wA
suchost.exe 2500 Services 0 5,928 K Unknown NT AUTHORITY\SYSTEM wA
svchost.exe 2528 Services 0 5,824 K Unknown NT AUTHORITY\SYSTEM wA
svchost.exe 2584 Services ° 5,668 K Unknown NT AUTHORITY\SYSTEM wA
svchost.exe 2592 Services 0 6,308 K Unknown NT AUTHORITY\LOCAL SERVICE wA
svchost.exe 2700 Services © 10,652 K Unknown NT AUTHORITY\LOCAL SERVICE nA
svchost.exe 2720 Services ° 5,664 K Unknown NT AUTHORITY\LOCAL SERVICE nA
svchost .exe 2764 Services ° 6.632 K Unknown NT AUTHORITY\SYSTEM N/A
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ShellExperienceHost.exe 3428 ROP-Tcp#2 2 53,048 K
RuntimeBroker. exe 5812 ROP-Tcp#2 2 21,884 K
MpDefenderCoreService.exe 2108 Services o 15472k
HsMpEng . exe 8736 Services o 332,304 K
NisSrv.exe 8852 Services o 10,288 Kk
UserOOBEBroker. exe 9632 ROP-Tcp#2 2 8,468 K
svchost.exe 7124 Services 0 7,884 K
svchost . exe 6608 Services o 10,028 K
svchost. exe 3208 Services 0 6,576 K
smartscreen. exe 8666 ROP-Tcp#2 2 24112k
FileCoAuth. exe 8688 ROP-Tcp#2 2 26,808 K
powershell.exe 7996 ROP-Tcp#2 2 88,952 K
conhost.exe 7472 ROP-Tcp#2 2 22,452 K
WniPrUSE. exe 4244 Services o 10,218 Kk
Taskngr.exe 9366 ROP-Tcp#2 2 34,868 K
tasklist.exe 6516 ROP-Tcp#2 2 9,328 K

PS C:\Users\soac-azure> tasklist/pid 9360 /¢

PS C:\Users\soac-azure>
PS C:\Users\soac-azure> taskkill /pid 9360 /¢

SUCCESS: The process with PID 9360 has been terminated
PS C:\Users\soac-azure> o
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0S Build Type:
Registered Ouner:
Registered Organization:
Product I

Original Install Date:
System Boot Time:
System Manufacturer:
System Hodel:

R e
Processor(s) :

BI0S Version:
Windows Directory:
System Directory
Boot Device:
System Locale:
Input_Locale

Time Zone
Total Physical Memory:
Available Physical Memory:
Virtual Memory: Max Siz:
Virtual Memory: Available
Virtual Memory: In Use
Page File Location(s):
Domain

Logon Server:

Hot£ix(s) :

Network Card(s):

Hyper-V Requirements:
Users\soac-azure> o

PS C:\Users\soac-azure> systeminfo

IMGuLaAzure
Microsoft Windows 10 Pro
16.6.19645 N/A Build 19645
Microsoft Corporation
Standalone Workstation
Hultiprocessor Free
wA
na
00331-10000-00001-AA727
1/26/2624, 16:59:44 AM
5/16/2626, 2:38:29 PM
Microsoft Corporation
Virtual Machine
x64-based PC
1 Processor(s) Installed.
[01]: Inteles Family 6 Model 79 Stepping 1 GenuineIntel ~2295 Mhz
American Megatrends Inc. 090008 , 2/27/2023
C:\Windows
C:\Windows\systen32
\Device\HarddiskVoLunel
en-us;English (United States)
en-us;English (United States)
(UTC)  Coordinated Universal Time
16,384 1B
13,339 1B
19,328 1B
16,288 1B
3,640 1B
Di\pagefile.sys
WORKGROUP
\\JMGuL4Azure
7 Hotfix(s) Installed.
[01]: KB5033909
[02]: KBS011048
KBS@15684
KBS@34122
KBS@14032
KBs@32907
KB5034441
1 NIC(s) Installed.
[01]: Microsoft Hyper-V Network Adapter
Connection Name: Ethernet 4
DHCP Enabled:  Yes
DHCP Server: 168.63.129.16
TP address(es)
192.165.100.124.
:9b9: 086 cc64
A hypervisor has been detected. Features required for Hyper-V will not be displayed.
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PS C:\Users\soac-azure> ipconfig /all

Windows TP Configuration

Host Name . . . . ... .....: JWGAL4Azure
Primary Dns Suffix . . . . . . . ¢
Node Type . . . . ... .....:Hybrid

1P Routing Enabled. . . . . . . .
WINS Proxy Enabled
DS Suffix Search List. . . . . .

No
No
Xzpuulbagolunpnrn2s33kugsd. 2x.

nternal.cloudapp.net
Ethernet adapter Ethernet 4:

Connection-specific DNS Suffix . : xzpuulbdgolunpnrn2s33kugsd.zx. internal.cloudapp.net
Description . . . . .. .....:Microsoft Hyper-V Network Adapter #3

Physical Address. . . . . . . . . : 68-6D-3A-D5-DA-77

DHCP Enabled. . . . . . . ....:Yes

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . . . . . : feB@::acds:9b9:ce66:ccoaxs(Preferred)

Ipva Address. . . . . . . . ... : 192.165.100.124(Preferred)

Subnet Mask . . . . . ... ...:255.255.254.0

Lease Obtained. . . . . .. ... : Sunday, May 10, 2026 2:30:52 PH

Lease Expires . . . . . .. ... : Wednesday, June 16, 2162 9:53:47 PH
Default Gateway . . . . . . . . . : 192.168.100.1
DHCP Server . . . . . .. ....:168.63.129.16
DHCPVG TAID . . . . . . .. ...: 150998330
DHCPVG Client DUID. . . . . . . . : 00-01-00-01-2D-44-D3-51-00-22-45-C5-31-03
DNS Servers . . . . ... ....:168.63.129.16
NetBIOS over Tcpip. . . . . . . . : Enabled
PS C:\Users\soac-azure> ipconfig /all | Findstr IPva
IPva Address. . . . . . .. ...: 192.165.100.124(Preferred)

PS C:\Users\soac-azure> ping google.com

Pinging google.com [142.250.117.101] with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 142.250.117.10:
Packets: Sent = 4, Received - 0, Lost = 4 (100% loss),
PS C:\Users\soac-azure> netstat -

Active Connections

Proto Local Address Foreign Address state PID
TP 192.168.100.124:3389  host81-155-192-42:52485 ESTABLISHED 1232
TP 192.165.100.124:49744 ESTABLISHED 3676
TP 192.165.100.124:43520 ESTABLISHED 3676
TP 192.165.100.124:49841 ESTABLISHED 4885
TP 192.168.100.124:43851 165.63.129.16:32526  ESTABLISHED 5456
TP 192.165.100.124:49854 168.63.129.16:http  ESTABLISHED 4888

PS C:\Users\soac-azure> getmac /v

Connection Name Network Adapter Physical Address  Transport Name

Ethernet 4 Microsoft Hyper 00-0D-3A-DS-DA-77
PS C:\Users\soac-azure> netsh wlan show wlanreport
Generating report

Querying WLAN Events
Running ipconfig -
Running netsh wlan show all
Querying Wireless Profiles .
The Wireless AutoConfig Service (wlansvc) is not running.Querying System and User Certificates
Querying User Info ...

Querying Network Devices

\Device\Tcpip_{45869032-EBFD-4762-89D7-6AD2C36CBCEE}

Report written to: C:\ProgramData\Microsoft\Windows\WlanReport\wlan-report-latest.html
done.

PS C:\Users\soac-azure> .
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Ps.

Users\soac-azure> net user
jser accounts for \\JMGHL4Azure

aultAccount Guest. soac-azure
i1ityaccount

The command completed successfully.

PS C:\Users\soac-azure> net user testuser /add
The command completed successfully.

PS C:\Users\soac-azure> net localgroup administrators /add
The group already exists.

More help is available by typing NET HELPMSG 2223.

PS C:\Users\soac-azure> net user testuser
jser name. testuser
FULl Name
Comment

jser’s comment

untry/region code 000 (system Default)
Account active Yes
Account expires Never
Password last set 5/13/2626
Password expires 6/24/2026
Password changeable 5/13/2626
Password required Yes

jser may change password  Yes
Workstations allowed its
Logon script

ser profile
Home directory
Last logon Never
Logon hours allowed its
Local Group Memberships *Users
lobal Group memberships  *None

The command completed successfully.

PS C:\Users\soac-azure> net localgroup administrators /add
The group already exists.

More help is available by typing NET HELPMSG 2223.

PS C:\Users\soac-azure> net localgroup administrators testuser /add
The command completed successfully.

PS C:\Users\soac-azure> net user testuser
jser name. testuser
FULl Name
Comment
jser’s comment
untry/region code 000 (System Default)
Account active Yes
Account expires Never
Password last set 5/13/2026
Password expires 6/24/2026
Password changeable 5/13/2626
Password required Yes
jser may change password  Yes
Workstations allowed its
Logon script
ser profile
Home directory
Last logon Never
Logon hours allowed its
Local Group Memberships *Administrators *Users
lobal Group memberships  *None

The command completed successfully.

PS C:\Users\soac-azure> net user testuser /active:no
The command completed successfully.
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PS C:\Users\soac-azure> net localgroup

Aliases for \\JMGHL4Azure

“Access Control Assistance Operators
“Administrators

“Backup Operators

“Cryptographic Operators

“Device Ouners

“Distributea CON Users

“Event Log Readers

“Guests

*Hyper-V Administrators

+115_TusRs.

“Network Configuration Operators

“performance Log Users

“performance Honitor Users

“Pouer Users 1
“Remote Desktop Users

“Renote Hanagenent Users

“Replicator

Systen Managed Accounts Group

“Users

The comnand conpleted successfully.

PS C:\Users\soac-azure> net user testuser
jser name. testuser
FULl Name
Comment
jser’s comment
untry/region code 000 (System Default)
Account active No
Account expires Never
Password last set 5/13/2626
Password expires 6/24/2026
Password changeable 5/13/2626
Password required Yes
jser may change password  Yes
Workstations allowed its
Logon script
ser profile
Home directory
Last logon Never
Logon hours allowed its
Local Group Memberships *Administrators *Users
lobal Group memberships  *None

The command completed successfully.

PS C:\Users\soac-azure> net localgroup administrators testuser /delete
The command completed successfully.

Ps.

Users\soac-azure> net user

jser accounts for \\JMGHL4Azure

DefaultAccount Guest soac-azure
testuser WDAGUEi LityAccount:
The command completed successfully.

Ps.

“\Users\soac-azure> .
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Users\soac-azure> schtasks /query

Folder: \
TaskName Next Run Time Status
LalestartupTask na Ready

MicrozoftEdgeUpdateTaskrachineCore(DREED 5/13/2026 3:08:30 P Running
ticrosoftEdgeUpdateTaskiachineUA(EAZA2C2 5/13/2626 8:38:38 AM  Ready
neDrive Reporting Task-S-1-5-21-2128813 5/13/2626 3:35:23 PM  Ready
nedrive Standalone Update Task-S-1-5-21 5/13/2626 4:38:31 PM  Ready
nedrive Startup Task-S-1-5-21-21288137- N/A Ready.
Folder: \Microsoft

TaskName Next Run Time Status

INFO: There are no scheduled tasks presently available at your access level.

Folder: \Microsoft\OneCore
TaskName Next Run Time Status

INFO: There are no scheduled tasks presently available at your access level.

Folder: \Microsoft\Windows
TaskName Next Run Time Status

INFO: There are no scheduled tasks presently available at your access level.

Folder: \Microsoft\Hindows\.NET Framework

TaskName Next Run Time Status
-NET Framework NGEN v4.6.36319 wa Ready.
-NET Framework NGEN v4.6.36319 64 nA Ready.
-NET Framework NGEN v4.6.36319 64 Critic N/A Disabled
-NET Framework NGEN v4.6.36319 Critical N/A Disabled

Folder: \Microsoft\Windows\Active Directory Rights Management Services Client

TaskName Next Run Time Status
AD RMS Rights Policy Template Management N/A Disabled
AD RMS Rights Policy Template Management N/A Ready.
Folder: \Microsoft\indows\AppID

TaskName Next Run Time Status
EDP Policy Manager wa Ready.
PolicyConverter nA Disabled

JerifiedPublisherCertStoreCheck N/A Disabled
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Administr

:\Users\soac-azure> schtasks /create /tn Testlask /tr notepad.exe /sc once /st 12:00
CESS: The scheduled task "TestTask” has successfully been created.
Users\soac-azure> schtasks /query | Findstr TestTask
estTask 5/13/2026 12:00:00 PH Ready
PS C:\Users\soac-azure> o
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sdffdsfsdfsdfsdffsdghjytujtyg32aufuesfastsdielcome to Ubuntu 22.64.3 LTS (GNU/Linux 6.6.114.1-microsoft-standard-WSL2 x86_64)

* Documentation: https://help.ubuntu.com
* Management : https://landscape. canonical . com
* Support: https://ubuntu. con/advantage

his message is shown once a day. To disable it please create the
/home/14s0ac/ .hushlogin file.
1450ac@INGHLAAZUre S pS aux

ISER PID %CPU WMEM  VSZ  RSS TTY STAT START  TIME COMMAND
root 1 1.6 6.1 165844 11444 2 Ss  ©8:48 @:01 /sbin/init

root 2 6.6 6.0 3172 2264 hvce  Sl+ €8:48

root 7 6.6 0.0 3172 2048 hvce  Sl+ ©8:48 0:00 pland --control-socket 7 --log-level 4 --server-fd 8

root 46 6.3 ©.1 30472 15256 ? S<s 8:48  0:00 /lib/systemd/systend-journald

root 73 0.3 6.6 23092 6228 ? Ss  ©8:48 0:00 /1ib/systemd/systend-udevd

root 9 6.0 0.6 449 1376 2 Ss  ©8:48 0:00 snapfuse /var/lib/snapd/snaps/bare_5.snap /snap/bare/root 91 6.6 0.6 4720 1676 ?
ar/1ib/snapd/snaps/gtk-common-themes_1535. root 93 2.2 0.6 4760 1748 ? Ss  ©8:48 ©:02 snapfuse /var/lib/snapd/snaps/core22_864.snap /snap/croot
13476 2 Ss  68:48  0:00 /lib/systemd/systend-resolved

root 141 6.0 0.6 4304 2796 ? Ss  08:48 ©:00 /usr/sbin/cron -f -P

essage+ 143 0.1 0.0 8620 4784 ? Ss  08:48 ©:00 @dbus-daemon --system --address=systemd: --nofork --nroot 147 0.3 0.2 30160 19308 ?
rsyslogd -n -iNONE

root 151 1.8 0.3 1393096 32160 2 Ss1 @8:48  @:01 /usr/lib/snapd/snapd

root 157 6.2 0.6 15320 7726 ? Ss  @8:48 0:00 /1ib/systend/systend-logind

root 217 6.5 0.6 4776 3504 2 Ss  ©8:48 ©:00 /bin/bash /snap/ubuntu-desktop-installer/1276/bin/subroot 219 6.2 0.2 167220 21566 ?
y -0 -p -~ \u --noclear ttyl linux

root 421 6.6 6.0 3180 1168 ? S5 @8:48 0:00 /init

root 422 0.6 6.0 3196 1248 2 R 08:48 ©:00 /init

1asoac 427 6.1 6.0 6684 5148 pts/@  Ss €8:48 6:00 -bash

root 428 0.6 0.0 7532 5052 pts/1 S5  ©8:48 0:00 /bin/login -

1asoac 461 .3 6.1 17664 9572 2 Ss  ©8:48 0:00 /lib/systemd/systend --user

1asoac 462 0.6 6.0 103356 5196 ? S e8:48 0:00 (sd-pam)

1as0ac 485 0.6 0.0 6120 5120 pts/1 S+ ©8:48 6:00 -bash

root 493 8.3 6.8 154468 69460 2 Sl e8:48 ©:67 /snap/ubuntu-desktop-installer/1276/usr/bin/python3.1root 544 4.1 0.4 42104 36566 2

1250ac@INGHLAAZUre :~$ top

op - €8:50:20 up 2 min, 1 user, load average: .20, .18, .68

30 total, 1 running, 29 sleeping, © stopped, © zombie

@.1us, ©.1sy, 0.6ni, 99.6 id, 6.2 wa, 0.6 hi, 0.6 si, 0.6 st
7941.1 total, 7113.8 free,  377.3 used,  456.8 buff/cache
2048.0 total, 2048.0 free, 0.0 used.  7414.4 avail Mem

python3
1 root 20 © 165844 11444 8412 .66 systemd
2 root 20 e 3172 224 2072 .84 init-systend(Ub
7 root 20 e 3172 2048 1940 06 init
46 root 19 -1 30472 15256 14360 .32 systemd-journal
73 root 20 @ 23092 6228 4696 .35 systemd-udevd
96 root 20 @ 4496 1376 1176 .06 snapfuse
91 root 20 e 4720 1676 1180 .22 snapfuse
92 root 20 o 4628 948 744 .06 snapfuse
93 root 20 e 4760 1748 1216 .16 snapfuse
94 root 20 @ 4960 1768 1216 .27 snapfuse
123 systemd+ 20 @ 25532 13476 9224 .36 systemd-resolve
141 root 20 @ 4384 2796 2536 06 cron
143 message+ 20 @ 8620 4784 4116 11 dbus-daemon
°

,mmmmwmmmmwmmmmmwmmmmmwmmmmmwm
SO0V VOOOOOOOOOOOOIOOSPOOOO S
R R RR R RR R
SO0 0ITOOOOOOOOOOOOOOOOSPOOOOS
2ezrnasensaarnoysensaEeeny
ocssseessassesaasessaasessans
33388838388 383880 888885388E
2

147 root 2 30160 19308 10512 .28 networkd-dispat
156 syslog 26 @ 222400 5868 4536 rsyslogd

151 root 20 01393096 32160 19624 .76 snapd

157 root 20 @ 15320 7720 6752 .21 systemd-logind
217 root 20 e 4776 3564 3224 .48 subiquity-serve
219 root 20 © 167220 21560 13328 .26 unattended-upgr
223 root 20 e 3192 2216 2676 00 agetty

421 root 20 o 3180 1168 980 06 SessionLeader
422 root 20 6 3196 1248 1168 05 Relay(427)

427 lasoac 20 © 6684 5148 3424 16 bash

428 root 20 @ 7532 ses2 4124 03 login

461 lasoac 20 © 17064 9572 7964 31 systend

462 lasoac 20 © 103356 5196 1692 06 (sd-pam)

485 lasoac 20 © 6126 5120 3432 08 bash

493 root 20 © 154468 69460 17932 09 python3.1e

551 lasoac 26 @ 7952 3872 3136 84 top
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1250acRINGHLAAZUrE ~$ pS aux

ISER

14s0ac
14soac

1450acRINGHLAAZURe 1~
1450acINGHLAAZUre 1S

ISER

14s0ac
14soac

1450acRINGHLAAZURe

PID %CPU WMEM  VSZ  RSS TTY

1 1.6 6.1 167616 12720 ?

2 6.6 0.0 3172 2204 hvce
7 0.6 6.6 3172 2048 hvce
46 6.0 ©.1 47668 15288 ?

73 6.1 0.6 23092 6228 2
9 6.0 0.6 449 1376 2

o1 1.7 e.6 4728 1676 ?
92 6.6 0.6 4628 948 2
93 6.5 0.6 4848 1836 2
94 0.8 0.6 4960 1708 2
123 6.0 0.1 25532 13476 ?
141 6.0 0.6 4304 279 ?
143 6.0 0.6 8620 479 ?
147 6.0 0.2 30160 19308 2
156 6.0 ©.6 222460 5868 2
151 1.7 0.4 1549560 33092 2
157 6.6 0.6 15320 7728 ?
219 6.0 0.2 167220 21566 2
223 6.0 0.6 3192 2216 ttyl
428 6.6 0.0 7532 5052 pts/1
461 0.6 0.1 17664 9572 2
462 0.6 0.0 103356 5196 2
485 6.6 0.0 6120 5120 pts/1
645 4.0 0.6 4848 1848 2
722 6.2 6.0 4776 3520 2
747 9.6 0.8 154116 69372 ?
751 5.2 6.4 43168 37676 2
917 .6 6.0 3172 1112 ?
919 6.6 6.0 3188 1252 2
921 6.6 6.0 6684 5176 pts/e
1009 6.6 0.6 7489 3248 pts/6

kill -9 485
ps aux

PID %CPU WMEM  VSZ  RSS TTY

1 1.1 6.1 167616 12724 2

2 6.6 0.0 3172 2264 hvce
7 0.6 6.6 3172 2048 hvce
46 6.0 ©.1 47668 15292 ?

73 6.0 0.6 23092 6228 2
9 6.0 0.6 449 1376 2

91 1.4 e.6 4728 1676 ?
92 6.0 0.6 4628 948 2
93 6.4 0.6 4848 1836 ?
94 0.6 0.6 4960 1708 2
123 6.0 0.1 25532 13476 ?
141 6.0 0.6 4304 279 ?
143 6.0 0.6 8620 479 ?
147 6.0 0.2 30160 19308 2
156 6.0 ©.6 222460 5868 2
151 1.4 0.4 1549560 33092 2
157 6.6 0.6 15320 7736 ?
219 6.0 0.2 167220 21566 2
223 6.0 0.6 3192 2216 ttyl
461 0.6 0.1 17664 9572 ?
462 0.6 0.0 103356 5196 2
645 1.9 0.6 4848 1848 2
722 6.1 6.0 4776 3520 2
747 4.4 0.8 154116 69372 ?
751 2.8 @.4 43168 37728 ?
917 6.6 6.0 3172 1112 ?
919 6.6 6.0 3188 1252 2
921 6.1 6.0 6684 5176 pts/e
1317 6.6 0.6 7489 3244 pts/6

$ -

STAT
ss
S+
s+
S¢s
ss
ss
ss
ss
ss
ss
ss
ss
ss
ss
ss1
ss1
ss
ss1
Ss+

BERE222333333333333333333333888%

START

EERER22R3333333333333333338%8

0000000000000 00000POOO0D D

PP P00 0000000000000 D o

883385823838333383333838838888%A

2%

83332333338 33383833838888888

comHAND
/sbin/init

Jinit

plang --control-socket 7 --log-level 4 --server-fd 8 --pipe-fd 16 --log-truncate
/1ib/systemd/systend-journald

/1ib/systend/systend-udevd

snapfuse /var/1ib/snapd/snaps/bare_5.snap /snap/bare/s -o ro,nodev,allo_other,suid

snapfuse /var/1ib/snapd/snaps/snapd_2029@.snap /snap/snapd/26296 -o ro,nodev,allow_other,suid

snapfuse /var/1ib/snapd/snaps/gtk-common-themes_1535.snap /snap/gtk-common-themes/1535 -0 ro,nodev,allow_
snapfuse /var/1ib/snapd/snaps/core22_864.snap /snap/core22/864 -0 ro,nodev,allow_other,suid

snapfuse /var/1ib/snapd/snaps/ubuntu-desktop-installer_1276.snap /snap/ubuntu-desktop-installer/1276 -0 r
/1ib/systemd/systend-resolved

Jusr/sbin/cron ~f -P

@dbus-daemon --system --address=systemd: --nofork --nopidfile --systemd-activation --syslog-only
Jusr/bin/python3 /usr/bin/netuorkd-dispatcher --run-startup-triggers

Jusr/sbin/rsyslogd -n -iNONE

/usr/1ib/snapd/snapd

/1ib/systend/systend-logind

/usr/bin/python3 /usr/share/unattended-upgrades/unattended-upgrade-shutdown --wait-for-signal
/sbin/agetty -0 -p -- \u --noclear ttyl linux

/bin/login -

/1ib/systemd/systend --user

(sd-pam)

-bash

snapfuse /var/1ib/snapd/snaps/ubuntu-desktop-installer_1286.snap /snap/ubuntu-desktop-installer/1286 -0 r
/bin/bash /snap/ubuntu-desktop-installer/1286/bin/subiguity-server
/snap/ubuntu-desktop-installer/1286/usr/bin/python3.16 -m subiquity.cmd.server --use-os-prober --storage
python3 /snap/ubuntu-desktop-installer/1286/usr/bin/cloud-init status --wait

Jinit

/init

-bash

ps aux

comHAND
/sbin/init

Jinit

plang --control-socket 7 --log-level 4 --server-fd 8 --pipe-fd 16 --log-truncate
/1ib/systemd/systend-journald

/1ib/systend/systend-udevd

snapfuse /var/1ib/snapd/snaps/bare_5.snap /snap/bare/s -o ro,nodev,allo_other,suid

snapfuse /var/1ib/snapd/snaps/snapd_2029@.snap /snap/snapd/26296 -o ro,nodev,allow_other,suid

snapfuse /var/1ib/snapd/snaps/gtk-common-themes_1535.snap /snap/gtk-common-themes/1535 -0 ro,nodev,allow_
snapfuse /var/1ib/snapd/snaps/core22_864.snap /snap/core22/864 -0 ro,nodev,allow_other,suid

snapfuse /var/1ib/snapd/snaps/ubuntu-desktop-installer_1276.snap /snap/ubuntu-desktop-installer/1276 -0 r
/1ib/systemd/systend-resolved

Jusr/sbin/cron ~f -P

@dbus-daemon --system --address=systemd: --nofork --nopidfile --systemd-activation --syslog-only
Jusr/bin/python3 /usr/bin/netuorkd-dispatcher --run-startup-triggers

Jusr/sbin/rsyslogd -n -iNONE

/usr/1ib/snapd/snapd

/1ib/systend/systend-logind

/usr/bin/python3 /usr/share/unattended-upgrades/unattended-upgrade-shutdown --wait-for-signal
/sbin/agetty -0 -p -- \u --noclear ttyl linux

/1ib/systend/systend --user

(sd-pam)

snapfuse /var/1ib/snapd/snaps/ubuntu-desktop-installer_1286.snap /snap/ubuntu-desktop-installer/1286 -0 r
/bin/bash /snap/ubuntu-desktop-installer/1286/bin/subiguity-server
/snap/ubuntu-desktop-installer/1286/usr/bin/python3.16 -m subiquity.cmd.server --use-os-prober --storage-
python3 /snap/ubuntu-desktop-installer/1286/usr/bin/cloud-init status --wait

Jinit

/init

-bash

ps aux
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3.3%] Tasks: 27, 18

0.7%]  Load average:

2.6%] Uptime: 60:11
2.7%]
3861/7.766]
K/2.66G]

/init
plan --control-socket 7 --log-level 4 --server-fd 8 --pipe-fd 16 --log-truncate

plans --control-socket 7 --log-level 4 --server-fd 8 --pipe-fd 16 --log-truncate

Zinit

/1ib/systemd/systend-journald

/1ib/systend/systend-udevd

snapfuse /var/1ib/snapd/snaps/bare_5.snap /snap/bare/5 -o ro,nodev,allow_other,suid

snapfuse /var/1ib/snapd/snaps/snapd_2029@.snap /snap/snapd/26296 -o ro,nodev,allow_other,suid

snapfuse /var/1ib/snapd/snaps/gtk-common-themes_1535.snap /snap/gtk-common-themes/1535 -0 ro,nodev,allow_c
snapfuse /var/1ib/snapd/snaps/core22_864.snap /snap/core22/864 -0 ro,nodev,allow_other,suid

snapfuse /var/1ib/snapd/snaps/ubuntu-desktop-installer_1276.snap /snap/ubuntu-desktop-installer/1276 -o rc
/1ib/systemd/systend-resolved

Jusr/sbin/cron ~f -P

@dbus-daemon --system --address=systemd: --nofork --nopidfile --systemd-activation --syslog-only
Jusr/bin/python3 /usr/bin/netuorkd-dispatcher --run-startup-triggers

Jusr/sbin/rsyslogd -n -iNONE

/usr/1ib/snapd/snapd

/1ib/systend/systend-logind

Jusr/sbin/rsyslogd -n -iNONE

Jusr/sbin/rsyslogd -n -iNONE

Jusr/sbin/rsyslogd -n -iNONE

/usr/bin/python3 /usr/share/unattended-upgrades/unattended-upgrade-shutdown --wait-for-signal
/sbin/agetty -0 -p -- \u --noclear ttyl linux

Jusr/bin/python3 /usr/share/unattended-upgrades/unattended-upgrade-shutdown --wait-for-signal
/usr/1ib/snapd/snapd

/usr/1ib/snapd/snapd

/usr/1ib/snapd/snapd

/usr/1ib/snapd/snapd

/usr/1ib/snapd/snapd

/usr/1ib/snapd/snapd

/usr/1ib/snapd/snapd

/usr/1ib/snapd/snapd

/usr/1ib/snapd/snapd

/usr/1ib/snapd/snapd

/usr/1ib/snapd/snapd

snapfuse /var/1ib/snapd/snaps/ubuntu-desktop-installer_1286.snap /snap/ubuntu-desktop-installer/1286 -0 rc
/bin/bash /snap/ubuntu-desktop-installer/1286/bin/subiguity-server
/snap/ubuntu-desktop-installer/1286/usr/bin/python3.16 -m subiquity.cmd.server --use-os-prober --storage-u
python3 /snap/ubuntu-desktop-installer/1286/usr/bin/cloud-init status --wait
/snap/ubuntu-desktop-installer/1286/usr/bin/python3.10 -m subiquity.cmd.server --use-os-prober --storage-u
/init

/init

-bash

htop
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1250ac@INGHLAAZUre S pud
/home/14s0ac

1450ac@INGHLAAZUre S 15 -1

total @

-ru-r--r-- 1 14soac 14soac @ May 13 89:01 filename
1450ac@IMGHLAAZUre :~$ mkdir testdir
1450ac@INGHLAAZUre:~$ Cdtestdin

cdtestdir: command not found

1250ac@INGHLAAZUre:~$ cd testdir

1450ac@INGHLAAZUre ~/ testdirs touch Filel.txt
1450ac@INGHL4AZUre ~/ testdirs echo "Hello World™ > filel.txt
1450acRINGHLAAZUre ~/testdirs cat File.txt

cat: file.txt: No such file or directory
1450ac@INGHLAAZUre ~/testdirg cat Filel.txt

Hello World

1250ac@INGHLAAZUre ~/testdirg nano File2.txt
1450ac@INGHLAAZUre v/ testdirs 1s -1

total 8

-ru-r--r-- 1 lasoac 14soac 12 May 13 09:04 filel.txt
-ru-r--r-- 1 14soac 14soac 15 May 13 89:06 file2.txt
1450ac@INGHLAAZUre ~/testdirs chmod utx Filel.txt
1450ac@IGHLAAZUre :~/testdirs chmod 755 Filed.txt
1250ac@INGHLAAZUre ~/testdirs rm Filel.txt
1450ac@INGHLAAZUre :~/testdirS 1s -1

total 4

-ruxr-xr-x 1 14soac 14soac 15 May 13 89:06 file2.txt
1450ac@IMGHLAAZUre  ~/ testdirs cd..

cd..: command not found
1450ac@INGHLAAZUr e~/ testdirs cd ..
1250ac@INGHLAAZUre:~$ rm - testdir
1450ac@INGHLAAZUre:~$ cd testdir

-bash: cd: testdir: No such file or directory
1450ac@INGHLAAZUrE G o





image22.png
1250ac@INGHLAAZUre:~$ ip -4 addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1060

inet 127.6.6.1/8 scope host lo

valid_1ft forever preferred Lft forever

2: eth: <BROADCAST,MULTICAST,UP,LOKER_UP> mtu 1506 qdisc mq state UP group default qlen 1006
inet 172.19.132.154/26 brd 172.19.143.255 scope global ethe

valid_Ift forever preferred_lft forever
1450ac@INGHLAAZUre:~$ ping ~C 4 wwii.google.com
PING www.google.com (142.251.156.119) 56(84) bytes of data.

-~ www.google.com ping statistics ---
4 packets transmitted, 0 received, 100% packet loss, time 3676ms

1450ac@INGHLAAZUre ~$ netstat -tunap
Command ‘netstat’ not found, but can be installed with:
sudo apt install net-tools
1450ac@IMGHL4AZUre :~$ sudo apt install net-tools
[sudo] password for 14soac:
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following NEW packages will be installed:
net-tools
© upgraded, 1 neuly installed, 6 to remove and @ not upgraded.
Need to get 204 kB of archives.
After this operation, 819 kB of additional disk space will be used.
Get:1 http://archive.ubuntu.com/ubuntu jammy/main amds4 net-tools amdsd 1.66+git20181163.6eebece-1ubuntus [264 kB]
Fetched 204 k8 in 6s (1426 kB/s)
Selecting previously unselected package net-tools.
(Reading database ... 24268 files and directories currently installed.)
Preparing to unpack .../net-tools_1.66+git26181163.6eebece-1ubuntus_andea.deb ...
npacking net-tools (1.66+git20181163.0eebece-1ubuntus) ..
Setting up net-tools (1.66+git26181103.8eebece-1ubuntus) .
Processing triggers for man-db (2.16.2-1) ...
1450ac@INGHL4AZUre ~$ netstat -tunap
(No info could be read for "-p”: geteuid()-1600 but you should be root.)
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address state PID/Program name
tcp ° © 127.0.6.53:53 0.0.0.0:* LISTEN -
tcp ° ©172.19.132.154:43744  164.20.28.246:80 TIME_WAIT -
udp ° © 127.0.6.53:53 0.0.6.0:* -
udp ° © 127.0.0.1:323 .0.0.0:% -
udps ° 0 ::1:323 EeED -

1450ac@INGHL4AZUre:~$ sudo apt install traceroute

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

Package traceroute is not available, but is referred to by another package.
This may mean that the package is missing, has been obsoleted, or

is only available from another source

£: Package "traceroute’ has no installation candidate
1450ac@IIIGHL4AZUre:~$ traceroute www.google. com

Command "traceroute’ not found, but can be installed with:

sudo apt install inetutils-traceroute # version 2:2.2-2ubuntue.1, or
sudo apt install traceroute # version 1:2.1.0-2
1450ac@INGHL4AZUre:~$ Sudo apt install inetutils-traceroute

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

E: Unable to locate package inetutils-traceroute

1450ac@INGHL4AZUre:~$ traceroute www.google. com

Command "traceroute’ not found, but can be installed with:

sudo apt install inetutils-traceroute # version 2:2.2-2ubuntue.1, or
sudo apt install traceroute # version 1:2.1.0-2
1250acRINGHLAAZUre S arp -a

JMGHLAAzZUre .mshome . net (172.19.128.1) at 9:15:5d:¢0:56:c5 [ether] on ethe
1450ac@INGHLAAZUre IS o
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1250ac@IGHL4AZUre:~$ sudo adduser testuser
[sudo] password for 14soac:
dding user "testuser’
dding new group “testuser’ (1661) ...
dding new user “testuser’ (1001) with group "testuser’
reating home directory °/home/testuser’
opying files from °/etc/skel®
ew password:
Retype new password:
passud: password updated successfully
hanging the user information for testuser
Enter the new value, or press ENTER for the default
Full Neme []: Test
Room Number []: 1
vork Phone []: 1
Home Phone []: 1
Other []: 1
Is the information correct? [Y/n] Y
1250ac@INGHLAAZUre S Cat /etc/passud
root:x:0:0:root:/root: /bin/bash
daemon:x:1:1:daemon: /usr/sbin: /usr/sbin/nologin
i bin: /usr/sbin/nologin
sys sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync: /bin:/bin/sync
60:games: /usr/games : /usr/sbin/nologin
/var/cache/man: /usr/sbin/nologin
1p:x:7:7:1p:/var/spool/lpd: /usr/sbin/nologin
2i1:/var/mail: /usr/sbin/nologin
9:news: /var/spool /news : /usr/sbin/nologin
uuCp:x:16:16:uucp: /var/spool /uucp: /usr/sbin/nologin
proxy:x:13:13:proxy: /bin:/usr/sbin/nologin
usr/sbin/nologin
backup:x:34:34:backup: /var/backups: /usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/run/ircd: /usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody :x:65534: 65534 nobody : /nonexistent : /usr/sbin/nologin
systemd-network:x:100:102:systend Network Management,, ,:/run/systend:/usr/sbin/nologin
systemd-resolve:x:161:103:systend Resolver, ,,:/run/systend: /usr/sbin/nologin
essagebus:x:102:105: : /nonexistent: /usr/sbin/nologin
systemd-timesync:x:103:166:systemd Time Synchronization,,,:/run/systend:/usr/sbin/nologin
syslog:x:164:111: : /home/syslog: /usr/sbin/nologin

run/uuidd: /usr/sbin/nologin
cpdump:x:167:113: : /nonexistent: /usr/sbin/nologin

1450ac:x:1000:1600: , , , : /home/14s0ac: /bin/bash

estuser:x:1001:1001:Test,1,1,1,1: /home/testuser: /bin/bash

1450ac@INGHL4AZUre:~$ sudo addgroup staffgroup

dding group "staffgroup’ (GID 1002) ...

one..

1450ac@INGHL4AZUre:~$ sudo usermod -aG staffgroup testuser

1450ac@INGHL4AZUre I ~$ groups testuser

estuser : testuser staffgroup

1250ac@INGHL4AZUre:~$ SU - testuser

Password:

elcome to Ubuntu 22.84.3 LTS (GNU/Linux 6.6.114.1-microsoft-standard-WSL2 x86_64)

* Documentation: https://help.ubuntu.com
* Management : https://landscape. canonical . com
* Support: https://ubuntu.con/advantage

This message is shown once a day. To disable it please create the
/home/testuser/ .hushlogin file.

estuser@INGHLAAZUre :~$ exit

logout

1450ac@INGHL4AZUre:~$ sudo gpassud -d testuser staffgroup
Removing user testuser from group staffgroup
1450ac@IMGHL4AZUre:~$ sudo userdel testuser
1450ac@INGHL4AZUre:~$ sudo groupdel staffgroup
1450ac@INGHLAAZUre IS
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1a50ac@INGHLAAZUre:~$ crontab -1
no crontab for 14soac
1a50ac@INGHLAAZUre ~$ Crontab-e
crontab-e: command not found
1a50ac@INGHLAAZUre:~$ Crontab -e

no crontab for 14soac - using an empty one

Select an editor. To change later, run 'select-editor’.
1. /bin/nano <---- easiest
2. /usr/bin/vim.basic
3. /usr/bin/vim.tiny
4. /bin/ed

Choose 1-4 [1]: 1
crontab: installing new crontab
"/tmp/crontab. 2112Ng/crontab”:23: bad hour
errors in crontab file, can't install.

Do you want to retry the same edit? (y/n) y
crontab: installing new crontab
"/tmp/crontab. 2112Ng/crontab”:22: bad hour
errors in crontab file, can't install.

Do you want to retry the same edit? (y/n) y
crontab: installing new crontab
1a50ac@INGHLAAZUre:~$ crontab -1

Each task to run has to be defined through a single line
indicating with different fields when the task will be run
and what command to run for the task

To define the time you can provide concrete values for
minute (m), hour (h), day of month (dom), month (mon),
and day of week (dow) or use '*' in these fields (for any’).

Notice that tasks will be started based on the cron's system
daemon’s notion of time and timezones.

Output of the crontab jobs (including errors) is sent through
email to the user the crontab file belongs to (unless redirected).

For example, you can run a backup of all your user accounts
at 5 a.m every week with:
©5 * * 1 tar -zcf /var/backups/home.tgz /home/

For more information see the manual pages of crontab(s) and cron(8)

e (el G (S o S AT S LR e o el o S S €L 2¥ )

mh dom mon dow command
¥ x x x x acho "Cron test successful” >> /home/l4soac/cronlog.txt
1450ac@INGHLAAZUPe :~$ cat ~/cronlog.txt

Cron test successful

1450ac@INGHLAAZUe IS o




image25.png
Windows Powershell

iCopyright (C) Microsoft Corporation. ALl rights reserved
Try the new cross-platform PowerShell https://aka.ms/pscores

Ps C:\Users\soac-azure> C:\Users\soac-azure\Desktop\Taskd.ps1

Name: Curtis
lage: 21

Enter 1 or 2: 1

ou Chose option 1

Second name in array: Curtis
larray item: Tony

larray item: Curtis

larray item: Alex

tello, Curtis

Process: ApplicationInsightsExtension - ID:
Process: audiodg - ID: 2612
Process: conhost - ID: 1176
Process: conhost - ID: 5176
Process: conhost - ID: 6656

P C:\Users\soac-azure>

6200

reach ($n in $names) {
Write-Host "Array i

paran(sper:
urite-Ho

Hello
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!bin/bash

# Variables
name
age-21
echo
echo "Age: $age”

# User Input

read -p “Enter 1 or 2: " choice
# If statement
if [ "$choice” 1; then
echo "You chose option 1"
elif ["$choic 27]; then
echo "You chose option
SEY
echo "Invalid choice”
i
# Array
fruits
echo "Second fruit: ${fruits[1]

# Loop
for item in "${fruits[@]}
echo "Fruit: Sitem’

do

done

# Case statement
read o Do you like Linux? (yes/no]
case $ansuer in
yesylY)
echo "Great™

answer

no|n|n)
echo "No worrie:

*)
echo"Please enter yes or no
esac
# Function
greet() {
echo "Heelo from a Bash function, $:
i

greet "Curtis”
# Parsing command output

echo "First 5 running processes
ps -e | head -5

Help write out vhere Ts cut Execute
Exit il Read File Replace paste Justify

Location
Go To Line

Undo
Redo

Set Mark
Copy





image27.png
fou’chose option 1
Second fruit: Banana
tasks.sh: line 31: syntax error near unexpected token " (
tasks.sh: line 31: “read -p "Do you like Linux? (yes/no;
1450ac@INGHLAAZUre:~$ nANo tasks.sh
1450ac@INGHL4AZUre:~$ bash tasks.sh
Name: Curtis
Age: 21
Enter 1 or 2: 1
fou chose option 1
Second fruit: Banana
tasks.sh: line 31: syntax error near unexpected token " (
tasks.sh: line 31: “read -p "Do you like Linux? (yes/no;
1250ac@INGHLAAZUre :~$ nANo tasks.sh
1450ac@INGHL4AZUre :~$ bash tasks.sh
Name: Curtis
Age: 21
Enter 1 or 2: 1
fou chose option 1
Second fruit: Banana
Apple
Banana
: Cherry
like Linux? (yes/no): n

i syntax error near unexpected token “newline’
1> no|n[No
1450ac@INGHLAZUre :~$ bash tasks.sh
Name: Curtis
Age: 21
Enter 1 or 2: ~[[A[
tasks.sh: line 15: $'[\E[A\E': command not found
Tnvalid choice
Second fruit: Banana
Apple
: Banana
Cherry
like Linux? (yes/no): ~[[A
: syntax error near unexpected token “newline’
~" no|n|No
1250ac@INGHLAAZUre :~$ naNo tasks.sh
1450ac@INGHL4AZUre:~$ bash tasks.sh
Name: Curtis
Age: 21
Enter 1 or 2: 1
fou chose option 1

fruit: Banana

: Apple
Banana
Cherry
like Linux? (yes/no): n
No worries
Heelo from a Bash function, Curtis!
First 5 running processes:

PID TTY cHp
i systend
2 hvce :06:00 init-systemd(Ub
7 hvce init

46 2 ©6:00:00 systemd-journal
1250acINGHLAAZUre :~$ naNo tasks.sh
1450ac@INGHLAAZUre IS o

" ansuer’

" ansuer’
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Operating systems come in many forms, each designed to support different types of
devices and computing environments. The most common general-purpose operating
systems in everyday use are Windows 10/11, Linux (including major distributions such as.
Ubuntu, Red Hat, Debian, and Kali), and macOS, which is a Unix-based system built on the
Darwin OS. These systems form the core OS ecosystem used across personal computers,
laptops, and workstations. They provide multitasking, file management, networking, device
control, and user interfaces suitable for a wide range of applications.

Beyond desktop systems, there is a large category of mobile operating systems, primarily
Android and Apple i0S. Android is a Linux-based OS widely used across smartphones,
tablets, and smart devices, while iOS is Apple’s mobile OS built on the same Unix
foundations as macOS. Both support multitasking, app ecosystems, networking, and
security features, but are optimised for touch interfaces, mobility, and power efficiency.

‘There are also specialised operating systems designed for specific environments. Network
Operating Systems (NOS) such as Windows Server, Ubuntu Server, FreeBSD, and Cisco
10S support resource sharing, user management, and communication across networks.
‘These are commonly used in data centres, enterprise environments, and cloud
infrastructure. Embedded and Real-Time Operating Systems (RTOS) such as FreeRTOS,
VxWorks, Windows loT, and Embedded Linux are used in devices like drones, smart
meters, industrial controllers, medical equipment, and automotive systems. These OSs
are highly specialised, often lightweight, and designed for reliability, predictable timing,
and low-level hardware control.

Finally, the lecture introduced emerging OS categories, including Al-driven OSs (such as.
the upcoming Windows 12 AI-OS) and Quantum Operating Systems like Riverlane’s
Deltaflow.0S. These next-generation systems aim to support adaptive interfaces, real-time
optimisation, and quantum hardware integration. While still developing, they represent the
future direction of operating system evolution.

0 v
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Lecture 1 - Introduction to Operating Systems

Activity: What is an Operating System? An operating system is system software that
provides the interface between the user and the computer hardware. It manages
processes, memory, files, devices, networking, and security. It allows the user to run
applications and controls how the hardware is used.

Activity: Types of Operating Systems From the lecture, OS types include:

 General-purpose OSs: Windows 10/11, macOS (Unix-based), Linux distros
(Ubuntu, Kali, Red Hat, Debian).

Mobile OSs: Android (Linux-based), Apple iOS (Unix-based).

Network OSs: Windows Server, Ubuntu Server, FreeBSD, Cisco I0S.
Embedded OSs: Windows loT, Embedded Linux, FreeRTOS, VxWorks.
Real-Time OSs: Used in ATMs, aircraft systems, medical devices.

IoT/Edge OSs: Lubuntu, Welotec EdgeOS.

Al & Quantum OSs: Windows 12 AI-OS, Kaba Al OS, Riverlane Deltaflow.0S.

Activity: 5 Most Common OSs Today Android, iOS, Windows, macOS, Linux.

Lecture 2 - OS Functions & Components

Activity: List of Common OS Functions

Process management
Memory management

File & directory management
Device/I/O management
User interface (GUI & CLI)
Networking

Security & access control
Error handling & logging

Activity: Key Components of an OS

Kernet: Core program managing CPU, memory, and hardware communication.
Memory Manager: Allocates RAM to processes.
Process Scheduler: Decides which process runs next.

File System Manager: Manages files, directories, and storage.
Device Drivers: Allow OS to communicate with hardware.

User Interface: GUI or CLI for user interaction.
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Activity: Memory & Process Management Notes.

Programs become processes when loaded into RAM.
0S uses scheduling to switch between processes.

Virtual memory used when RAM is low.

Paging divides memory into blocks for efficient swapping.
Threads allow parts of a process to run independently.
Multitasking and multithreading rely on context switching.

Lecture 3 - System Monitoring Tools & CMD

Activity: System Monitoring Tools Covered

Task Manager - View processes, CPU, memory, disk, network.
Resource Monitor - Detailed real-time monitoring.

Performance Monitor - Counters, diagnostics, data collector sets.
Reliability Monitor - Stability index and error history.

Event Viewer - System logs, warnings, critical events.

Computer Management Console - Task Scheduler, Device Manager, Disk
Management.

Sysinternals Tools - Process Explorer, RAMMap, Sysmon.

DxDiag- DirectX diagnostic tool.

Registry Editor - View/edit system configuration.

Activity: CMD Tools Used

taskmgr - Task Manager
perfmon - Performance Monitor

perfmon /rel - Reliability Monitor
eventvwr - Event Viewer

resmon - Resource Monitor

ipconfig /all-Full network configuration
ping - Connectivity test

netstat -o-Active connections + PIDs

Lecture 4 - Batch Scripting

Activity: Key Syntax Areas of Batch

@echo off - Hide commands
echo-Output text
pause - Stop script closing
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* ping-Connectivity test
* netstat -o-Active connections + PIDs

Lecture 4 - Batch Scripting

Activity: Key Syntax Areas of Batch

+ @echo off - Hide commands
+ echo-Outputtext
+ pause-Stop script closing

set - Create variables
set /p-Userinput

« if/if else-Decision making

+ goto-Jumpto labels

'+ or loops - Iterate through lists or ranges.

+ Amays-set Array[0]-value

+ Functions —Labels +exit /b

* Arguments—%1, %2, %1

+ Operators—+ - * / %

Notes from Lecture:

Batch can automate admin tasks.
Used for menus, diagnostics, backups, and simple games.

WMIC commands can generate system reports.

Network diagnostics can be scripted using ipconfig, ping, tracert.

Lecture 5 - Networking & Diagnostics

jetwork Commands

« ipconfig /all-Shows full network configuration.
« ipconfig /all | findstr IPva—Fitter IPv4 address.
+ ping google.com~Test external connectivity.

+ netstat -o-Active connections with PIDs.

+ getmac /v-MAC address and adapter details.

+ tracert google.com—Route tracing.

+ Pingtimed outin VM due to network restrictions, but command still executed
correctty.
Netstat helps identify which processes are using network connections.
WLAN report (netsh wlan show wlanreport) generates a detailed HTML
‘Wi-Fi diagnostic.
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1.1.4 Operating System Vulnerabilities

1.1.4 Operating System Vulnerabilities

Operating systems consist of millions of lines of code. Installed software can also contain millions of lines of code. With all this code
comes vulnerabilties. A vulnerability is some flaw or weakness that can be exploited by an attacker to reduce the viability of a computer's
information. To take advantage of an operating system vulnerability, the attacker must use a technique or a tool to exploit the vulnerability.
The attacker can then use the vulnerability to get the computer to act in a fashion outside of its intended design. In general, the goal is to
gain unauthorized control of the computer, change permissions, or to manipulate or steal data.

Click each of the headings below to see some common Windows OS security recommendations.

Virus or malware protection v
Unknown or unmanaged services v
Encryption v
Security policy v
Firewall v
File and share permissions v
Weak or no password v

Login as Administrator

+ When a user logs in as an administrator, any program that they run will have the privileges of that account.
« Itis best to log in as a Standard User and only use the administrator password to accomplish certain tasks.
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=¢ 1.2.1 Hardware Abstraction Layers

1.2.1 Hardware Abstraction Layers

Windows computers use many different types of hardware. The operating system can be installed on a purchased computer or a on
computer that is assembled by the user. When the operating system is installed, it must be isolated from differences in hardware. The
basic Windows architecture is shown in the figure.

Applications

User-Mode -— Windows API ‘
Drivers

s B B i
f !

Other Operating System Kemel File System
Kernel-Mode Drivers Drivers

A hardware abstraction layer (HAL) is software that handles all of the communication between the hardware and the kernel. The kernel is

¢ QI®

7
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1.2.8 Processes, Threads, and Services

A Windows application is made up of processes. The application can have one or many processes dedicated to it. A process is any
program that is currently executing. Each process that runs is made up of at least one thread. A thread is a part of the process that can
be executed. The processor performs calculations on the thread. To configure Windows processes, search for Task Manager. The

Processes tab of the Task Manager is shown in the figure.

1% Task Manager =] X
File Options View
Processes Performance App history Startup Users Details Services
- 3% 55% 0% 0%
Name | CPU|  Memory Disk | Network |
Apps (6)
n Calculator 0 MB/s 0Mbps
B Microsoft Edge 0OMB/s 0 Mbps
> [@ Microsoft Management Console 0MB/s 0 Mbps
> @ Microsoft OneDrive (32 bit) 0MB/s 0Mbps
[=] store OMB/s 0Mbps
> Task Manager 0Me/s 0Mbps
Background processes (23)
[ Application Frame Host 0MB/s 0 Mbps
[%7) Browser_Broker 0MB/s 0Mbps
[¥7) COM Surrogate 0MB/s 0 Mbps
%] COM Surrogate 0 MB/s 0 Mbps
> [¥) COM Surrogate 0MB/s 0 Mbps
[8 Cortana 0MB/s 0Mbps
Fewer details End task

Al of the threads dedicated to a process are contained within the same address space. This means that these threads may not access
the address space of any other process. This prevents corruption of other processes. Because Windows multitasks, multiple threads can
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1.4.1 The netstat Command
Module 1: The Windows Operating System . e

When malware is present in a computer, it will often open communication ports on the host to send and receive data. The netstat
@ 1.0 Introduction 212 command can be used to look for inbound or outbound connections that are not authorized. When used on its own, the netstat
command will display all of the active TCP connections.

@ 1.1 Windows History e
By examining these connections, it is possible to determine which of the programs are listening for connections that are not authorized.

When a program is suspected of being malware, a little research can be performed to determine its legitimacy. From there, the process

™ 1.2, Windows Architecture and Operations o2
can be shut down with Task Manager, and malware removal software can be used to clean the computer.

>) 1.3. Windows Configuration and Monitoring o To make this process easier, you can link the connections to the running processes that created them in Task Manager. To do this, open a
command prompt with administrative privileges and enter the netstat -abno command, as shown in the command output.

™ 1.4. Windows Security 07

Y 1.4.1 The netstat Command

51 1.4.2 Event Viewer

system32> netstat -abno

5/ 1.43 Windows Update Management

5 1.4.4 Local Security Policy Local Address Foreign Address State

5 lasTITTsETI < 0.0.0.0:80 0.0.0.0:0 LISTENING N
Can not obtain ownershi ormation

5/ 1.4.6 Windows Defender Firewall [ 0 o T TE b1

5 1.47 Check Your Understanding - Identify the Windows Tool

>) 1.5. The Windows Operating System Summary or2 0.0.0.0:445 0.0.0.0: LISTENING
Can not obtain ownership information
0.0.0.0: 0.0.0.0: LISTENING
Module ~
0.0 .0.0. LISTENING
Module 3: Mobile Device Connectivity ~
0.0.0.0:5040 .0.0.0: LISTENING
Module 4: Mobile Operating Systems and Security ~ 0.0.0. LISTENTNG
an not obtain ownership information
TP 0.0.0.0:5593 0.0.0. LISTENING
End of Course Survey v Can not obtain ownership information
TP 0.0.0.0:8099 0.0.0.0: LISTENING
SolarWinds TFTP Server.
Operating Systems Basics Final Exam N4 TCP 0.0 992 .0.0. LISTENING

Note: If you are not in administrator mode, a “The requested operation requires elevation” message will appear. Search for Command .
Prompt. Right-click on Command Prompt and chose Run as administrator.
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and mobile devices. Windows has b virus and spyware protection called Windows Defender, as shown in the figure. Windows
Q Defender is turned on by default to provide real-time protection against infection.
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é 1.4.3 Windows Update Management
: 8 (
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3. 146 Windows Defender Firewal — Virus & threat Account protection Firewall & network -
i ) & protection No action needed. protection
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App & browser control Device security Device performance &
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To open Windows Defender, search for it and click the program. Although Windows Defender works in the background, you can perform
manual scans of the computer and storage devices. You can also manually update the virus and spyware definitions in the Update tab.
Also, to see all of the items that were found during previous scans, click the History tab. .





