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[bookmark: _Toc92434127]Abstract
This report is a guide for how to tackle to issues arisen by Batman Textiles. It addresses the possible methods of which the attack could have been made, as well as giving an outline of the major threats, vulnerabilities, and attacks that a network might face. Following this, a design for the network has been created with both physical and logical topology alongside a recommendation for additional protective devices. Finally, there includes a security policy guideline for both employees and customers that make use of the network.
[bookmark: _Toc92434128]Introduction
The company Batman Textiles has been subject to a network attack that has rendered all of their important documents, files and services unusable. The objective of this report is to shed light on the potential causes, as well as future threats, vulnerabilities, and attacks that might be made against the network. It will also seek to assist in guiding any potential future security implementation as well as outline a security policy that employees and customers should follow to better protect themselves and the network when using it.

[bookmark: _Toc92434129]Possible Security Breaches
There are a number of security breaches that could have led to the network’s current situation:
Possible Security Breach 1: Disgruntled Withdrawn Employees
Reason: In the given scenario, it is stated that two members of staff have been withdrawn from Batman Textiles. When a member is staff is removed from the company, their login details and all methods of accessing company files should be removed from them. If these access privileges are left available to them, they can “take revenge” and cause harm to Batman Textiles’ network. [1] This can be performed using either of the two following possible security breaches.
Possible Security Breach 2: Insufficient Physical Security
Reason: When there is insufficient physical security to protect a network’s physical space (failure to lock doors, security alarms, etc) an attacker could have broken into Batman Textiles, accessed the physical network, and encrypted all company files. [2] This can be performed by plugging in a portable storage device which contains a virus or keylogger program. They could also use this to perform information theft and steal the company’s data.
Possible Security Breach 3: Unsegregated Networks
Reason: In the given scenario, it is stated that, with the interest of saving money, no infrastructure was implemented to split the Batman Textiles network from that of the restaurant’s Wi-Fi. In so doing this, the network was left vulnerable to many different forms of attack. [3]
Firstly, A withdrawn employee that still has access to their original privileges doesn’t have to enter the textile showroom to access the company network. All files would be available to them by simply entering the café. They can then go about causing whatever damage they deem fit.
Secondly, an attacker using the café could employ the use of packet sniffing. This involves using software to monitor any communication between devices on a network. As using the café Wi-Fi allows them access to Batman Textiles’ business network, they can view any information that gets sent within the company, either between users, or from users to servers – such as that of the company’s login server. When an employee logs into their account, the attacker will be able to see the employee’s username and password, which they can then use to log into the network themselves and encrypt any files they like.
Possible Security Breach 4: Untrained Employees
Reason: Staff that are unaware of potential security risks can be a major liability for a network’s safety, both physically and digitally [4]. Physically, an employee might not understand how their actions might cause harm to a network. If an attacker left a portable storage device in either the café or near the textile showroom, an employee may decide to connect this device to their nearest computer to check its contents – in the hope of finding the owner’s identity. Upon opening the device, a virus would be released into the network, which could encrypt all network files, give the attacker access to all its data and account passwords, or even destroy the network completely by wiping all data.
Another vulnerability of untrained employees is that of digital or online attacks. An attacker could create a similar email to that of Bruce’s and email an employee asking them for their password or other confidential information – a phishing attack. If the employee has a low digital literacy, they might miss the difference in email addresses and reveal this information to the attacker. The attacker could also send the employee a downloadable file which contains a virus or ransomware that encrypts all of Batman Textiles’ files.



[bookmark: _Toc92434130]Threats, Vulnerabilities, and Attacks
Cybersecurity is an important aspect of any network. Cybersecurity focuses on protecting against network threats by analysing the network’s vulnerabilities and what methods of attack can be made against it.
[bookmark: _Toc92434131]Threats
There are two main types of network threats – internal and external [5]. Internal threats involve an individual who has either authorised access to the network by way of an account (such as an employee), or access to the physical network equipment (such as a cleaner). Internal attackers will often have a much easier time of causing harm to the network as they are aware of the company’s internal politics and who the other network users are. This gives them a better understanding of what information is valuable to the company, as well as what is likely to be most vulnerable to attack.
External threats include that of anyone outside of the company that has not been granted authorized access to the network or computer systems. They attack a network by forcing their way into it, usually through an internet connection, or another method of accessing the network – such as an unprotected Wi-Fi setup. External attackers can also use social manipulation to trick internal users (employees, managers, etc) into giving up network access information – such as login details and passwords.
Both internal and external threats are highly dangerous to a network. It is therefore extremely important to analyse the potential vulnerabilities that a network might have, in order to secure it against attackers.
[bookmark: _Toc92434132]Vulnerabilities
As previously mentioned, employees can be a major vulnerability to a network’s security. Disregarding any actively malicious action from an employee, there are still ways in which they can be a danger to the network. Employees must be trained so that they are aware of the dangers of cyber-attacks [6]. This includes requiring strong password protection for their accounts as well as not falling for phishing and other email scams. Both of these attacks against employees can give an attacker access to the network through the employee’s own accounts.
Out-of-date software is another vulnerability a network can face. This includes the network’s operating system (firewall), and antivirus. When either a new virus is created, or an old virus updated, the firewall and antivirus have to be updated so that they know how to deal with this new threat. [7] Operating system and antivirus updates are constantly being created to protect networks from these attacks, so failing to update to these new versions will leave the network vulnerable.
Wi-Fi networks are a common source of vulnerability to a larger system network. The disadvantage of a Wi-Fi network is that anyone within the signal’s range can connect – providing there is no password (as is common on public Wi-Fi to encourage more users). Compare this to networks without a wireless connection, and only devices directly plugging into the network can access its data – a much more secure option [8]. When Wi-Fi networks are required, there are certain steps that can be taken to minimise their vulnerability. The most important method is ensuring that the public wireless network is segregated from the company’s main network. This would mean that any attacker who breaks into the wireless network doesn’t immediately gain access to the rest of the system. Following this, when possible, the wireless network should be protected with a password so that only trusted users can have access. This can be an inconvenience at times, so altering the physical range in which the signal reaches (so that it doesn’t leave the café) would force any attacker to have to, at minimum, be on the premises to perform an attack. 
[bookmark: _Toc92434133]Attacks
The type of attack that is employed against a network will vary by its transfer method. The most common attacks come through emails and browsers. Phishing or spoofing attacks can be made through emails in which an attacker pretends to be either a senior employee or other familiar individual, then tries to trick the network user into giving them their login details. [9]
Malware is transferred onto a user’s system through the use of dangerous executable files. These files are often disguised to appear as another program, which when run, infect the system and network with viruses, ransomware, backdoors, etc. [10]
Denial-of-Service Attacks involve either an individual system or group of systems (then known as a Distributed-Denial-of-Service attack). This method of attack works by constantly bombarding a network server with a massive number of access requests. This slows down network and can even cause it to crash completely – requiring a restart. [11]
[bookmark: _Toc92434134].rekt
.rekt files are created by ransomware called RektLocker. This ransomware heavily encrypts files so that they cannot be accessed without being decrypted. The attacker demands payment, promising to remove the encryption upon doing so. Even after payment, it is unlikely that files will be decrypted so paying is unadvised. There are very few methods of fixing .rekt files, with the best method to simply restore the system from a previous backup. [12] If this is not possible, then there is some software that might be able to fix the problem. 
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	Device
	Interface
	IP Address
	Subnet Mask
	Default Gateway

	Main Router
Gig0/0/0
	NIC
	192.168.100.1
	255.255.255.0
	192.168.100.1

	Main Router
Gig0/0/1
	NIC
	192.168.200.1
	255.255.255.0
	192.168.200.1

	Office Switch
	NIC
	192.168.100.10
	255.255.255.0
	192.168.100.1

	Web/DNS server
	NIC
	192.168.100.2
	255.255.255.0
	192.168.100.1

	Email/NTP Server
	NIC
	192.168.100.3
	255.255.255.0
	192.168.100.1

	FTP Server
	NIC
	192.168.100.4
	255.255.255.0
	192.168.100.1

	Bruce PC
	NIC
	192.168.100.18
	255.255.255.0
	192.168.100.1

	Alfred PC
	NIC
	192.168.100.11
	255.255.255.0
	192.168.100.1

	Accounts Officer PC
	NIC
	192.168.100.23
	255.255.255.0
	192.168.100.1

	SE PC 1
	NIC
	192.168.100.25
	255.255.255.0
	192.168.100.1

	SE PC 2
	NIC
	192.168.100.14
	255.255.255.0
	192.168.100.1

	SE PC 3
	NIC
	192.168.100.12
	255.255.255.0
	192.168.100.1

	SE PC 4
	NIC
	192.168.100.20
	255.255.255.0
	192.168.100.1

	SE PC 5
	NIC
	192.168.100.15
	255.255.255.0
	192.168.100.1

	SE PC 6
	NIC
	192.168.100.19
	255.255.255.0
	192.168.100.1

	SE PC 7
	NIC
	192.168.100.16
	255.255.255.0
	192.168.100.1

	SE PC 8
	NIC
	192.168.100.13
	255.255.255.0
	192.168.100.1

	SE PC 9
	NIC
	192.168.100.24
	255.255.255.0
	192.168.100.1

	SE PC 10
	NIC
	192.168.100.21
	255.255.255.0
	192.168.100.1

	SE PC 11
	NIC
	192.168.100.17
	255.255.255.0
	192.168.100.1

	SE PC 12
	NIC
	192.168.100.22
	255.255.255.0
	192.168.100.1

	Restaurant Wi-Fi Access Point
	NIC 
	-
	-
	192.168.200.1

	Customer laptop
	Wireless
	192.168.200.2
	255.255.255.0
	192.168.200.1

	Customer Phone
	WMP300N
	192.168.200.3
	255.255.255.0
	192.168.200.1



[bookmark: _Toc92434142]Additional Security Devices
There are several devices that could be added to this network to increase its security.
An Intrusion Detection System (IDS) is a device that is used to spot an attack on the network while it is happening. This allows faster action to be taken against the attack, than without. Additionally, the IDS would log the attack so that future amendments can be put in place to safeguard against the same attack happening again.
Adding backup servers to the network would save large amounts of time and money after an attack. If files are lost or damaged, the backups can be used to place them.



[bookmark: _Toc92434143]Employee and Customer Security Policy
Batman Textiles must now employ a security policy to help guide staff and customer network usage.
Firstly, staff members should be aware of the dangers of online attacks. Under no circumstances should employees give out any security details over email, phone call, or text to individuals claiming to work at Batman Textiles, or those who have any reason or not to request this data. Subsequently, no member of staff, regardless of company position, should ask another member what their security details are over the previously stated communication methods. Similarly to this, staff members should take the utmost care to check the email address of all senders who share company information with them. No links or downloads should be performed from any address that cannot be 100% confirmed to be genuine. 
Alongside online attacks, staff members must acknowledge the physical risks also available to the network. Any doors that allow access to Batman Textiles network servers should be locked when not in use. Staff members must not plug in any unknown storage device into any network terminal. These storage devices may contain viruses that will damage the network when connected. They should instead be kept in a marked container so that an original owner can retrieve the device when they become aware they have lost it.
Dangerous sites should be blocked for all users (bar the network administrator) to ensure network security. Unsafe sites may contain ads that when clicked, (deliberately or accidently) can download unsafe programs that allow attackers access to the network. Alongside this, staff members should not install any software without the permission of the network administrator. This can be automated by simply preventing non-admins from installing programs onto the network.
A backup system should be put in place that automatically copies the network’s data. This can be used in the event of similar attack to this one. In the event that any or all network files become unusable, the backup system can be used to restore these files to an earlier, useable state.
Staff members should not allow customers or other non-company members to access the company network. The only exceptions that should be made are for those that have been specifically hired to complete work that requires a connection to the network – such as a network technician.
In regard to Batman Textiles’ public Wi-Fi, customers should be made aware of the dangers of public Wi-Fi. It should be made clear that there is no protection for them against malicious individuals using the same network that might wish to do harm to them. Customers should not log into any accounts using public Wi-Fi, especially that which involves financial or other high security information.


[bookmark: _Toc92434144]Conclusion
This report has laid out the methods of which the attack against Batman Textiles could have been made, and given details on potential future threats, vulnerabilities, and attacks that could be made against their network. A physical and logical topology of the network has been created, accompanied by an addressing table, and advice on potential security devices that could be added. Finally, it addresses employees and customers, giving them a security policy that will help to limit the networks vulnerabilities, and ensure is it better protected from future attacks.
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