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[bookmark: _Toc117158435]1. Introduction
The continuous technological development in our day and age has allowed numerous breakthroughs in Cyber Security and Defence to take place, but even with development within the Security sector, there will always be some workarounds and backdoors which can be exploited and used against us, otherwise known as a cyber-attack. Since the worldwide Pandemic event occurred, the threat of data breaches and exploits has increased significantly with the development of vaccines. The use of this information has led numerous methods of vulnerabilities to come to light, such as Social Engineering and Phishing exploits. 
A recent paper within the health industry has discussed and disclosed that many different healthcare providers and academic institutions have been the subject of coordinated and sophisticated cyberattacks since the outbreak started. As more cybercriminals attempt to take advantage of the weaknesses in the healthcare sector during COVID-19, both national and international federal bodies have stressed the critical necessity for healthcare providers and universities to safeguard themselves against cyberattacks. A desire to steal information about COVID-19 vaccine development, modelling, and experimental therapies, is included in this. [1]
With so much continuous development within our cyber world, there will always be an increase in threats and vulnerabilities. A research paper [2] within the investigation of vulnerabilities and threats states and identifies that Cybercriminal activity has increased exponentially because of the exponential growth in cyberspace usage. The primary cause of this growth is the overreliance on Web apps in virtually every aspect of life. These Web apps have some design flaws, and hackers take advantage of those flaws to access systems unauthorisedly.
While many papers [3], [4] are actively researching methods for counteracting these issues, not many reports show in detail how these breaches occur and how it is best to help avoid and mitigate the problems. This paper aims to investigate the most used issues and exploits currently being used to cause harm and damage to all sectors but also seeks to show the implementation of these attacks on systems and physical and software-based mitigation strategies. It is hoped that the outcome of this research paper will make its readers more aware of the exploits being used and will be a clear representation of the mitigation strategies available for use to avoid any significant destruction and loss from Cyber-attacks and Exploits. 


[bookmark: _Toc117158436]2. Background to the Proposed Research
Within the Cyber Security Industry, there are numerous different sectors and areas to cover, but the most fundamental areas are data protection, attack mitigation and overall digital security. Untawale clearly states that “Network safety accepts a basic job in the space of information innovation. Defending the information have become the best trouble in the current day.” [5] The constant use and creation of data within everything we do has now become second nature to all mankind but without thinking of all the risks it poses to create and store data without the proper measures, it can lead to numerous breaches and exploits being used by “Cyber-Criminals” to gain the upper hand on a specific organisation. 
Cybercrime, which can include everything from electronic cracking to denial-of-service attacks, is a word used to generally define criminal conduct in which computers or computer networks are a tool, a target, or a venue of illegal activity. Cyber Exploits have the power to stop any railway in its tracks, lead planes in the incorrect directions while they are in flight and give other nations access to vital military information. [6] With the increasing amount of cybercrime, the methods used by these criminals are only being analysed [7] and beginning the process of mitigation, it is uncommon to see any safe methods of dealing with these criminals without first understanding how these specific exploits work and their effect on the targeted entity.  
There are several methods that cyber-criminals use to exploit systems/organisations, it can range from being an e-mail to a physical breach. Any device that can connect to the Internet is vulnerable to a breach and/or exploitation. Attacks such as Phishing and Social Engineering [8] are currently the most used by the Cyber-Criminals to gain access to personal accounts and data. Through some dangerous links or scam emails, the user falls for the trap and gives the information. It causes the user to lose a lot of personal information, which can result in identity theft and other disastrous outcomes. Phishing attacks are currently the most significant danger to internet security and cost businesses money each year. More than half of all cybercrimes that target real users are phishing assaults. [9] But the other half of crimes are categorised into numerous other possible exploits, mainly named malware. 
As commented in [10]:
The  expression  "malware"  envelops  different  kinds  of  assaults  including  spyware,  infections,  and  worms.  Malware utilizes a weakness to break an organization at the point when a client clicks a "planted" risky connection or email attachment  which  is  utilized  in  programming  inside  the framework.”

Our digital security is beginning to falter with continuous types of malware and other significant exploits. Without a proper understanding of these issues and their relevant mitigation strategies, we will soon be in a predicament where all our personal data will be freely availlable worldwide. Without further study into the implementation of these exploits, the current mitigation strategies availlable will soon become obsolete, and then all data will become vulnerable. The need for constant review and updates to the relevant mitigation strategies is needed to protect our cyber civilisation. 




[bookmark: _Toc117158437]3. Aims & Objectives

[bookmark: _Toc117158438]Aim
Investigate common cyber-exploits on network systems to provide a greater understanding of how to identify these threats and relevant mitigating strategies to these exploits.  
[bookmark: _Toc117158439]Objectives:
· To critically evaluate information available about common cyber exploits.
· To research available tools to demonstrate implementations. 
· Using collected information, demonstrate implementation of these exploits using available tools. 
· To show mitigating strategies to counteract these exploits. 
[bookmark: _Toc117158440]4. Project Design
[bookmark: _Toc117158441]4.1 Outline of Project Process
Everyone at some point experiences a cyber-attack in some form whether by email (phishing), or by a chat room, it can happen at any point in your life. This has prompted me from personal experience of being subject to an exploit to research and learn to detect and mitigate from future attacks. They can range from being intentional – knowingly visiting dangerous sites and the dark web, or unintentional – accessing and activating a link within chat rooms and/or emails. 
[bookmark: _Toc117158442]4.2 Data Collection
To use and research a variety of Simulation tools and use of peer-reviewed articles and books, research papers etc. in order to collect data relevant to the specific objective and project area. Some relevant data collected will be about the used simulation tools used for relevant implementation and mitigation properties of the project. 
[bookmark: _Toc117158443]4.3 Data Evaluation
To analyse data collected with available moderation methods and validity methods in order to show it is reliable. The use of multiple sources of data in order to investigate all relevant information in all articles etc. collected and the investigation of all safe to use and widely used simulation tools in order to ensure proper simulation accuracy.  
[bookmark: _Toc117158444]4.4 Risks & Limitations
There are no severe risks or limitations to this project. There is a very minimal risk of data loss on personal devices if the proper virtual machines are not used, but these risks are very minimal and can be mitigated entirely by using caution and the proper procedure. There is a slight limitation into the specifications required to run the simulation tools, but most systems can run the tools. 
[bookmark: _Toc117158445]4.5 Ethical Issues
There are no ethical issues within this project as all the simulations and implementations will be done on a self-created virtual machine and no personal or confidential data will be collected or stored.  The only social interaction of this project will be anonymous collection of data, all other aspects will be done independently using a virtual system. 
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[bookmark: _Toc117158447]5.1 Resources Required
There are not many resources required within this project as most will be software based without the need for significant hardware requirements. 
[bookmark: _Toc117158448]5.1.1 Hardware Resources
The only hardware resources needed will be a desktop or device that has the capability to run Oracle VirtualBox or VMware for use in the project. There are no other hardware requirements needed apart from those listed above. 
[bookmark: _Toc117158449]5.1.2 Software Resources
[image: ]There are numerous different software’s needed within this project. The first is a Virtual Machine software needed for implementation demonstration purposes. The two most common software available are either Oracle VirtualBox or VMware. The use of the software Packet Tracer will also be needed as this will be required for network demonstration purposes. 
The use of necessary toolkits will be needed in order to simulate specific exploits suck as the Social Engineering Toolkit which all come installed pre-installed on the Kali Linux Virtual Machine. 
[bookmark: _Toc117158450]5.1.3 Other Resources
The final resorc3es needed will be access to the Kali Linux Operating System as well as a licence key and download link for the Windows 10 Operating System. These will be essential in order to run specific implementations within the virtual environment. 
[bookmark: _Toc117158451]5.2 Planning Chart
Below is a relevant Time chart which will give good deadlines and personal progression in order to complete specific areas of the project:
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