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Wi-Fi is developed on IEEE 802.11 standards and is widely used in wireless communication.  It 
provides wireless access to application and data throughout a radio network. 
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Relevant tools, software or application etc. needed for these labs can be located at:  
https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/Esg2rIJtVO1Ctg0sE6SkkmYBy
fP-tlBDOUYIBhdsJXBpmQ?e=hl2RNr  
 
 
Task 1: WiFi Packet Sniffing Using Microsoft Network Monitor and Wireshark 
 
Microsoft Network Monitor is a packet analyzer which enables you to capture, view, and analyze 
network data. 
 
Lab Scenario 

 
 
Lab Objectives 
The objective of this lab is to capture and analyze wireless packets in a network. 
 
Pre- Activity exercise 
To execute this lab you will need: 

• Run this lab in Windows 10 machine 
• Administrative privileges to run tools 
• A client connected to a wireless access point 

https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/Esg2rIJtVO1Ctg0sE6SkkmYByfP-tlBDOUYIBhdsJXBpmQ?e=hl2RNr
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/Esg2rIJtVO1Ctg0sE6SkkmYByfP-tlBDOUYIBhdsJXBpmQ?e=hl2RNr
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/Esg2rIJtVO1Ctg0sE6SkkmYByfP-tlBDOUYIBhdsJXBpmQ?e=hl2RNr
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Overview of Network Monitoring 

 
Lab: 

 
 



Dr Carlene Campbell  Page 8 of 23
  

 
 

 
 

 
 



Dr Carlene Campbell  Page 9 of 23
  

 
 

 
 



Dr Carlene Campbell  Page 10 of 23
  

 
 

 
 



Dr Carlene Campbell  Page 11 of 23
  

 
 

 
 

 
 



Dr Carlene Campbell  Page 12 of 23
  

 
 

 
 

 
 



Dr Carlene Campbell  Page 13 of 23
  

 
 

 
 



Dr Carlene Campbell  Page 14 of 23
  

 
 

 
 



Dr Carlene Campbell  Page 15 of 23
  

 
 

 
 
 
 
 
 
 



Dr Carlene Campbell  Page 16 of 23
  

Task 2: Cracking a WEP Network with Aircrack-ng for Windows 
 

 
 
Lab Scenario 

 
 
Lab Objectives 
The objective of this lab is to protect wireless network from attackers. 
In this lab, you will learn how to: 

• Crack WEP using various tools 
• Capture network traffic 
• Analyze and detect wireless traffic 

 
Pre- Activity exercise 
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Overview 

 
 
Activity: 
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