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Introduction
Information Technology (IT) is vital for most organisations to function, with many driving digital transformations to streamline business operation and further business goals. Technology is also evolving to meet consumer needs and capitalise on emerging markets. This makes information security and cybersecurity practices more important than ever. However, information security is multifaceted with many areas and specialisations. Emerging technologies such as Internet of Things (IoT), autonomous systems and software-defined networks require security to keep up with a changing threat landscape [1], [2]. This includes understanding existing and new threats, developing new security solutions and best practice methodologies, as well as the training of security professionals.
This report aims to explore fog computing, an emerging technology that faces many security and privacy challenges. Four instructive lab exercises will be explored and analysed, to understand different hacking methods and how they can be prevented. Finally, a secure network design for a synthesised Smart Campus is presented with key security measures analysed.  
Fog Computing
Fog computing is an emerging network model that extends cloud connectivity and services to the edge of the network [3], [4]. It provides a distributed computing infrastructure, that introduces an intermediary fog layer between the cloud back-end and end devices [5]. This allows data processing and applications to run at the edge of the network (in the fog layer) [6], [7]. The main purpose and motivation of fog computing are to solve latency, processing and bandwidth concerns with centralised services [5], [8], [9]. Applications can run locally on fog nodes providing services to nearby end devices [3], [10]. This prevents large amounts of data being sent across the core network [5], [9], [11]. It frees and reduces processing resources from the cloud back-end [9], [12]. Latency is also reduced as services are only one or two hops away from the end devices [5], [8].
Fog computing has emerged because of IoT and smart systems, therefore, it has a broad range of applications. These include smart grid, smart traffic lights and connected vehicles, wireless sensor networks, decentralised building control, IoT and cyber-physical systems, software-defined networks, health care management systems, augmented reality and urgent computing. The diversity and flexibility of fog computing are one of the reasons it is a popular research topic [4], [5], [8].
Features and Characteristics
There are numerous features and characteristics that define the fog computing paradigm [13].
Low latency – This is achieved thanks to local processing at the network edge. Thus, fog computing is well suited for low latency applications (e.g. smart traffic light systems and IoT alarm and security systems) [5].
Mobility support – Fog computing is made up of mobile end user devices (e.g. smartphones), as well as static and dynamic fog and end devices (e.g. fog gateways, servers and IoT sensors). Therefore, fog nodes and end devices will join and leave the infrastructure frequently [10].
Decentralisation – Fog nodes are self-organised and not centrally managed [8].
Geographical distribution and location awareness – Many fog nodes are often distributed over a wide area. This allows for active and passive node tracking and the ability to derive end device locations [5], [8]. 
Heterogeneity – Fog nodes can take the form of a wide range of devices both physical and virtual (e.g. servers, edge routers, gateways, access points, base stations and set-top-boxes). These hardware platforms will also feature varying processing power, storage, operating system (OS) and software applications. There are also many options for network connectivity between infrastructure, nodes and end devices (e.g. high-speed wired links, wireless local area networks (WLAN), WiFi, 3G, 4G, ZigBee) [4], [5].
Interoperability – This is a core requirement of fog computing due to its heterogeneity. Devices, services and resources must be able to support secure and complex collaboration and data sharing [5].
Interaction with the cloud – Data that has been processed and stored on fog nodes locally can be sent periodically to the cloud for further processing, global analysis and permanent storage. The cloud can also send new operation profiles to fog nodes based on analysis of the fog node data [6], [11].
Large-scale IoT support – Large-scale IoT deployments bring considerable management overhead to the centralised cloud. The decentralisation of fog computing addresses this issue and allows for the support of potentially billions of IoT devices [8], [14]. 
Security and privacy – Fog computing can enhance security in a few ways. Sensitive data can be kept at the network edge where it is needed, as opposed to being transported to a possibly remote centralised cloud [3]. The fog layer can also be used to implement security and malware defence solutions. This can improve IoT security, as IoT devices are too resource-constrained to implement effective security measures natively [8]. However, the complexity of fog computing introduces many security and privacy concerns [15].
Security and Privacy Issues
Fog computing introduces another layer that must be secured while being located close to potential attackers. This raises many security and privacy concerns. IoT devices are also a big part of fog computing which have their own security challenges. This has made fog computing security a very current research topic, with many security challenges still unresolved [8], [16]. This section will highlight some key security and privacy areas that must be addressed to secure fog computing.
Physical and Anti-tamper mechanisms
Fog nodes and IoT devices are located at the edge of the network. This creates challenges in terms of physical security. Such devices may be easily visible to potential attackers. Traditional methods of physical security such as secure cabinets are likely not possible. This is due to node and device mobility, as well as interfering with sensing functions of IoT devices [17]. 
Attackers have many options to tamper with devices. For example, a physical connection could be made to compromise the hardware by hosting malware on the platform. This would allow an attacker to gain entry to the network from a trusted node. An attacker could tamper with results a device reports [4]. Device transmission can also be disrupted and modified, such as jamming attacks to degrade the quality of service (QoS) or modification of transmitted data [8].
Tampering with a device physically or its data transmission is a big concern. This is because it is hard to detect due to the nature of wireless communication, where channel interference and devices joining and leaving regularly can cause delay and transmission failure [8], [18]. Therefore, effective anti-tampering mechanisms must be implemented. There are four key areas a successful anti-tampering mechanism must address. These are resistance, evidence, detection and response. A device must be constructed in a way that is resistant to tampering. This includes using specially designed hardened enclosures and security screws. Visible evidence must be left behind if tampering is attempted. This aims to deter non-determined attackers. Tamper evidence materials include special tapes and seals. A system must be alerted to unwanted physical access via tampering detection. This can take many forms such as switches, sensors, anti-tamper circuitry and mesh enclosures. When tampering is detected the device must also be able to respond. Responses should be configurable to cause the device to soft or hard fail. Soft failure is where the device wipes sensitive data and then continues execution. Hard failure is where the device wipes sensitive data, caches and memory, as well as performing a system reset. The device could also be set to become unusable after the reset and require replacement. It is important for an anti-tampering solution to be integrated with higher levels of the fog architecture, to notify systems and elevate security measures [17].
Distributed Denial-of-Service (DDoS) attacks can be mitigated with a wide distribution of fog nodes [9]. Trust models can also be used to prevent DDoS attacks [6]. To maintain the integrity of data transmission cryptographic functions must be implemented [17].
Establishing and Maintaining Trust
A system must be able to verify that its components and processes have not been altered. Security needs to be integrated at the hardware level via a Hardware Root-of-Trust (HW-RoT) model. This allows for a device’s boot process, firmware and system software to be secured and verified. A chain of trust can then be created based on a model of attestation. This allows fog nodes and devices to remotely verify whether other nodes can be trusted at the system and hardware level. HW-RoT can also be used to provide non-forgeable device identification. Direct Anonymous Attestation (DAA) is a possible implementation to verify system credentials while maintaining privacy [8], [10], [17], [19].
Cryptography
Cryptography is at the heart of information security. It provides the mechanisms to implement core security requirements such as confidentiality, integrity, authentication and non-repudiation [17]. However, performing cryptographic functions such as encryption and decryption on fog nodes and IoT devices is a challenge. This is because such devices are often low power and resource-constrained [8], [9]. Effective light-weight encryption algorithms need to be implemented [5]. A possible solution to cryptography on resource-constrained devices is the ISO/IEC 29192 standard. This standard proposes many lightweight cryptographic schemes to secure end-to-end communication of low powered devices [8].
Securing Communication
Fog computing uses several different communication pathways that must be secured. These include node-to-cloud, node-to-node and node-to-device communication pathways. To successfully secure communication all security services defined in the 800.X security architecture should be implemented. HW-RoT can be used to derive security credentials to provide strong authentication and non-repudiation services. Access control can be enforced with security policies that are established across all fog nodes. Cryptographic functions can be performed by embedded cryptographic hardware accelerators, with cryptographic keys managed by a security monitoring and management system [17].
Security Services and Data Security
Fog computing still requires traditional network security services. These include Intrusion Detection and Protection Systems (IPS/IDS), Deep Packet Inspection (DPI), network event and state monitoring and application layer proxies [8], [10], [17].
Data security is another security aspect that must be managed. Data needs to be secured while in use, at rest and in motion. Memory management units can protect memory from unauthorised access, including other devices and other address spaces. Memory encryption can be used to further harden data at execution. Benefits include protection of memory even when a system has been compromised, as well as resistance to code injection. Memory encryption causes overhead and should only be implemented if justified by threat analysis. Data at rest can be secured with several different methods. These include full disk encryption or methods aimed at protecting and restricting access to specific files (e.g. filesystem encryption and file system access control mechanisms). Data in motion is secured by encrypting data sent over the communication channel. Another possible method to secure data in motion is to send already encrypted files [17]. An interesting suggestion by Ni et al. [8] is to employ a method to identify and only encrypt sensitive data.
Privacy
Fog computing creates many challenges in terms of privacy preservation. This is because user data is collected, processed, transmitted and shared at the edge of the network among fog nodes [18]. A user must have their identity, data, usage patterns and location protected [9], [13], [18]. Location privacy is particularly important because the location of nodes can infer the location of an end user [10]. Fog computing must implement privacy-preserving mechanisms to prevent privacy leakage. Many methods have been proposed, for example, homomorphic encryption and differential privacy for data privacy; identity obfuscation to hide location and introducing dummy tasks to hide real data usage [7], [13], [9]. However, a balance between anonymity and accountability must be made. This is because a malicious user could take advantage of privacy mechanisms to misbehave with services or execute attacks [19].
Discussion
Fog computing is very much an up and coming IoT centric architecture. It has the backing of ARM, Cisco, Dell, Intel, Microsoft and the Princeton University Edge Laboratory, who together founded the OpenFog Consortium in 2015. The OpenFog Consortium is actively working on an open architecture for fog computing. It aims to establish best practices and drive interoperability and scalability [10]. However, fog computing remains in its infancy. Research into security and privacy issues only began in 2015, with the majority of research surfacing in the last two years. Therefore, the security of fog computing is likely still not fully understood. Fog nodes are also made up of existing devices and technologies. These devices will likely have to be secured with new and creative methods to address fog computing security and privacy issues. 
The OpenFog Consortium Architecture Working Group [17] raises the importance of integrating security at the hardware level for fog computing, a factor that is overlooked by most of the research community. Intel’s new HW-RoT security essentials solution [20] highlights the significance and potential of hardware security. Platform integrity, trusted execution, protected data, keys, identity and crypto accelerators are the key properties to highly secure integrated hardware security. These capabilities allow a chain of trust to be established. Thus, devices, communication pathways and the extended network will be more secure and trustworthy in IoT, cloud and fog platforms. However, the expertise to develop such hardware is likely beyond the capabilities of many IoT device manufacturers. This would explain the non-existent adoption of HW-RoT platforms in the IoT and low power device market. There are however several companies such as Intel [20], synopsys [21] and nCipher [22] that provide HW-RoT modules and hardware development support. 
Cisco IOx should be noted for being one of the only commercially available fog solutions. The IOx framework is made up of Cisco IOx, fog director, a software development kit (SDK), development tools and fog applications. These components provide a solution to develop, deploy and manage applications and services on supported infrastructure products (e.g. Cisco 800 Series Industrial Integrated Services Routers) [6], [8], [23]. This has been achieved in part due to Cisco IOx running a Linux virtual machine (VM) and Cisco IOS VM on a hypervisor hosted on the hardware of supported Cisco devices [4], [7], [24]. Cisco devices also feature HW-RoT, image signing, secure boot, Cisco Trust Anchor module, runtime defences and an immutable Secure Unique Device Identifier. This establishes a trustworthy system and makes Cisco devices very viable fog nodes [25], [26].
Conclusion
In conclusion, fog computing has a lot of potential to improve the efficiency and viability of complex IoT deployments. However, due to the dynamic and multifaceted nature of fog computing, there are many security and privacy concerns. The academic research community and OpenFog Consortium have made good progress in exploring these security issues. Although, a lot more work is still needed into effective and practical defence strategies. Anti-tamper mechanisms and hardware-based security with HW-RoT are promising solutions to aid fog computing and IoT security challenges. They will likely play a big role in securing fog computing and IoT devices in the future.
Analysis of Lab Exercises
Instructive lab exercises are a great way to learn about how malicious hacking attacks are conducted. This gained knowledge can then be used to understand and derive countermeasures to defend against the attacks. Four instructive lab exercises are explored and analysed below.
Sniffing Facebook Credentials Using Social Engineering Toolkit (EC-Council Lab 3)
Social engineering attacks are considerable threats to organisations. They are particularly effective because they play on human curiosity and carelessness. A user can be easily tricked into providing credentials to an attacker without even realising. The lab used the open-source Python tool Social Engineering Toolkit (SET). The objectives were to clone the Facebook login page, obtain the username and password of an unsuspecting user (using a credential harvester), as well as generate a report of the attack.
The execution of the attack is relatively straight forward. SET is available on Kali Linux were the credential harvester attack method is chosen. The Internet Protocol (IP) address of the server where the cloned page will be posted is entered, along with the website to be cloned (e.g. www.facebook.com). The attack is then ready to execute. However, firstly the attack needs to be distributed to a user. This can include a cleverly crafted email with the IP address obfuscated by a fake Uniform Resource Locator (URL). When a user clicks on the link, they will be taken to the attacker’s web server hosting the cloned page. If credentials are entered, they are harvested by the attacker running SET. The attack can be detected as the URL will not be ‘www.facebook.com’, but the IP address of the attacker’s server. However, attackers can attempt other exploits in combination to hide a malicious domain with a seemingly legitimate domain name (e.g. homograph attacks [27], [28]).
This lab highlights the power of social engineering to trick a user into giving away their username and password. The attack shown (although detectable) is very easy to execute. It is also worth noting that a nontechnical user may not notice the different URL. In addition, the attack will likely be more effective if executed during a busy time in someone’s life (e.g. the Christmas holidays) when their guard is down.
Anyone could be a target of social engineering. It is advised that users are cautious and vigilant when opening links in emails, group chats and similar. Warning signs to look out for include unexpected URLs and webpages requiring a login or request for personal information.
This lab can aid an organisation and improve their security posture. For example, the demonstrated attack could be part of a routine training and awareness exercise. A phishing email could be crafted and distributed by the IT security team in a company, with a link to the company log-in portal. This exercise serves two purposes, firstly to make sure employees are reporting suspicious emails. Secondly, if an employee falls foul to the attack, they can be contacted by the IT security team and educated about their mistake. This is a practical exercise to make sure employees know and understand the risks of social engineering.
Isolated Compromised Host Using 5-Tuple – Part 13: Reconnaissance (Cisco Cyberops Tutorial 6-7)
A reconnaissance attack is one of the first steps an attacker will take, in the effort to discover vulnerabilities and entry points into a system. This lab demonstrates the ease and power of the network utility Nmap for discovering a system vulnerability.
The following line is entered into the Kali Linux machine of the lab environment, ‘nmap --script ftp-vsftpd-backdoor 209.165.200.235 --reason > ftpd.txt’. This runs a script testing for a File Transfer Protocol (FTP) vulnerability on the 209.165.200.235 host, saving the results in a text file called ‘ftpd.txt’. The result of the scan is that an exploitable backdoor vulnerability has been found on the FTP server (vsFTPd version 2.3.4) running on the host.
This exercise demonstrates the ease of discovering vulnerabilities. Nmap is so powerful that a novice hacker can discover vulnerabilities, which can then be researched and exploited. The commands used in the lab were used to discover a specific vulnerability. However, the following commands can be entered to discover any vulnerability and save the results: ‘nmap --script vuln 209.165.200.235 --reason > scan.txt’.
The lab also highlights a poor security posture by the user running the FTP server. After discovery, most vulnerabilities are quickly patched by those responsible for maintaining the software, service or hardware. However, it is up to the end user to make sure that they download and install security patches and updates. All that would be required to fix the discovered FTP vulnerability on Ubuntu Linux are two lines: ‘apt-get update’ followed by ‘apt-get upgrade’. This will update the package database and upgrade packages that have updates available. 
Nmap is not just a hacker’s tool, it can be used legitimately by security professionals and penetration testers for network discovery and security auditing. Regular penetration testing and security audits will aid an organisation by detecting vulnerabilities, reducing attack surfaces and enhancing security defence measures.
Recover Encrypted Zip File Passwords (Cisco Cyberops Tutorial 8)
‘fcrackzip’ is a zip file password cracker. It can use a brute force algorithm or dictionary attack to recover a password for an encrypted zip file. It is one of many tools that could be used by cybercriminals to discover unknown passwords. Other tools include hashcat [29], John the Ripper [30] and L0phtcrack [31].
The lab highlighted the amount of time it takes to crack different password lengths. For example, passwords from length 1-4 featuring lowercase, uppercase and digits were cracked almost instantly. A password that was 5 characters long featuring lowercase, uppercase, digits and a special character took 3 minutes 20 seconds. 
A final 6-character password test was conducted as follows: An encrypted zip file was made with the commands ‘zip -e file-6.zip sample*’ using the password ‘JarJar’. ‘fcrackzip’ is then used to crack and recover the password of the ‘file-6.zip’ zip file. The following commands are used: ‘fcrackzip -vul 1-6 file-6.zip’. The ‘-vul’ will provide more detailed output (verbose); test the found password by unzipping the file before declaring the password correct (u) and specify the password length range (l). After a while, the cracking was stopped. It could take a maximum time of around 24 hours to crack a password of 6 characters, featuring lowercase, uppercase, digits and special characters (a total of 92 characters) at a computation rate of 6903257 cracks a second   [32], [33].
The longer the password the greater the time it will take for a password to be cracked. The use of additional character sets, for example, lowercase, uppercase, digits and special characters will also increase the time taken. The lab demonstrates these important principals of having a long password with a mix of character types. The lab also highlights how increasing password length beyond 5 characters increases the time to crack significantly. However, even a password of 6 characters is not strong enough. 
This lab can be used to improve an organisation’s security posture and policy. For example, the speed to crack a 5-character password on a laptop is alarming. This lab could be demonstrated in a security awareness workshop, to raise awareness of having a long password with a mix of character types. An example of a typical secure password policy is a password with a minimum of 10 characters, including a mix of lowercase, uppercase, digits and special characters. Passphrases are also good for enhancing security. This is because they are easy for a user to remember. They also have the added security of normally extending well beyond 10 characters.
Attacking a MySQL Database (Cisco Cyberops Tutorial 5)
A structured query language (SQL) injection attack is a common web hacking method. The attack is achieved by executing malicious SQL statements on a website. This attempts to exploit vulnerabilities from insecurely written SQL statements. The aim is to exploit and take control of a website’s database server (e.g. MySQL).
The lab investigates a previous attack against a SQL database. HyperText Transfer Protocol (HTTP) GET requests are examined from a Wireshark capture. The HTTP stream contents uncovers that ‘1=1’ was entered into a UserID search box. This query should fail, however, the database responded to the invalid ‘always true’ query. This highlighted that the database is vulnerable to an SQL injection attack. Further HTTP GET requests were examined. The attacker was able to find out the database name and user account names with the statement ‘(1=1 union select database(), user()#)’. The statement ‘(1=1 union select null, version ()#)’ was then used to obtain system information. The attacker was also able to extract large amounts of information contained within SQL tables with the statement ‘(1=1 union select null, table_name from information_schema.tables#)’. This statement displays all SQL tables contained within the database as ‘null’ was specified. Finally, the attacker used the statement ‘(1=1 union select user, password from users#)’ to obtain usernames and password hashes.
This lab highlights the severe ramifications of a successful SQL injection attack. The attacker was able to obtain large amounts of sensitive data. This data can now potentially be used to conduct fraud and instigate further attacks. SQL injection attacks are also not just limited to information disclosure. They can be used to bypass authentication, compromise data integrity and availability, as well as remotely execute commands [34]. 
It is evident that measures need to be taken to protect against SQL injection attacks. At the application layer, input validation should be implemented via blacklisting or whitelisting. This will block known malicious characters or examine user input against the expected input format. SQL statements can also be fortified to prevent altering the intent of statements through user input. This is implemented using specially designed programming techniques (e.g. parameterised queries in ASP.NET and prepared statements in Java). Network layer security measures can also be implemented to defend against SQL injection attacks. An IPS that can detect SQL injection characteristics from data traffic can be implemented. Firewall application layer protocol inspection is also an option as it can also detect SQL injection characteristics via DPI [34].
University Smart Campus Security Analysis
All networks must be secured with robust security measures, to ensure the confidentiality, integrity and availability of resources and services. The scenario addressed in this report is the analysis of a synthesised ‘Smart Campus’ at the University of Wales Trinity Saint David (UWTSD). The security methods utilised in the design will be explored and analysed. 
This analysis segment accompanies the author’s proposed implementation constructed in Cisco Packet Tracer (PT) 7.2.1 (fig. 1. given in Appendix A) and accompanying observations. 
Assumptions
There are many limitations to the discussed Smart Campus implementation. These are due to limitations of PT and time constraints. Limitations of the PT design are detailed below.
It is assumed that:
· There are more end devices than shown in the implementation.
· The Carmarthen and partner campuses have a similar network design to that of the Swansea campus. The computers connected to the Carmarthen and partner campuses are for connectivity demonstrations only.
· The Swansea campus has redundant hardware and redundancy services implemented. The design was more basic to allow more time to implement security features.
· The IPS/IDS has more advanced functionality, with additional devices located in the network. 
· There are more advanced security appliances and solutions in the network (e.g. email, web and endpoint security solutions).
· There are more servers in the campus intranet and extranet data centres (e.g. email and database servers). 
· There is an Internet server farm with various web servers.
· The Cisco Adaptive Security Appliance (ASA) has more advanced functionality (e.g. DPI options).
· The IP phones are configured and implemented with quality of service (QoS).
· The WLANs feature light-weight access points controlled by a Wireless Controller.
· Protected Extensible Authentication Protocol (PEAP) is used instead of Wi-Fi Protected Access 2 - Pre-Shared Key (WPA2-PSK) authentication.
· There are comprehensive and more granular access control lists (ACLs) to enforce IT policy.
· Dynamic Host Configuration Protocol (DHCP) Snooping is functional. PT only allows a functional configuration for VLAN 1.
· Port Security is configured on all relevant switches.
· Network protocols such as Network Time Protocol (NTP) and Terminal Access Controller Access-Control System Plus (TACACS+) are implemented on all campus devices.
· Network management and monitoring tools and services are implemented (e.g. WhatsUp Gold [35]).
· More advanced IP services and applications are implemented. PT has very limited application services.
· Enhanced Interior Gateway Routing Protocol (EIGRP) routing authentication is implemented. This will ensure routing updates are sourced from trusted devices.
· A secure password policy is enforced. For example, greater than ten characters and feature at least one lowercase letter, an uppercase letter, digit and special character.
· The IoT and fog network is functional, with more devices than shown.
· The devices representing fog nodes are Cisco devices running Cisco IOx.
· Fog nodes host applications and services related to the operation of IoT devices.
· Device-to-fog and fog-to-fog communication are wireless (e.g. IEEE 802.15.4g/e/v Wireless Personal-Area Network (WPAN) [36]), to maintain mobility and ease of installation. 
· The IoT Cloud server has management capabilities for IoT and Fog devices.
General Security Best Practices
All devices are configured with standard security measures. A message-of-the-day (MOTD) banner is used to provide a legal notice that unauthorised access is prohibited. Secure Shell (SSH) version 2 has been configured with a strong 2048-bit RSA key. This will ensure secure encrypted remote access to devices. SSH version 1 has been disabled as it is vulnerable to a known man-in-the-middle attack [37]. Telnet access to the Virtual Terminal (VTY) lines has also been disabled, as it is an insecure protocol. 
The Cisco IOS Login Enhancements (Login Block) feature has been configured. This aims to protect the VTY lines from Denial-of-Service (DoS) and password brute force/dictionary attacks. The feature introduces a delay between successive login attempts. Remote login attempts are shut down if a DoS attack is suspected. An alert is also issued to a Syslog server. The author’s implementation uses the following command, ‘login block-for 30 attempts 2 within 10’, with a default login delay of 1 second. This will block remote login attempts for 30 seconds if there were 2 failed login attempts within 10 seconds [38].
Switches are hardened against possible virtual local area network (VLAN) attacks (e.g. spoofing a switch by using Dynamic Trunking Protocol (DTP) to establish an unauthorised trunk). This includes disabling DTP on nontrunking and trunking ports with the ‘switchport mode access’ and ‘switchport non-negotiate’ commands. Trunk links are manually configured with the native VLAN changed and denied trunk access (as it is not used). Unused ports are also administratively shutdown and assigned to an unused VLAN. Port security has been enabled on switches to prevent Media Access Control (MAC) table flooding attacks. DHCP spoofing attacks have also been mitigated by enabling DHCP Snooping. This feature prevents rogue DHCP servers connecting to the network, as only ports connecting to an upstream DHCP server and the port connecting to the DHCP server are trusted. Thus, all other ports are untrusted and deny DHCP Offer and Ack messages [3]. 
Access Control Lists
ACLs are an essential element of network security. They provide packet filtering to control traffic flow. This capability can be used to restrict access to certain parts of the network and enforce security policy. ACLs are also a core function to firewalls, to block unauthorised or potentially malicious packets entering the network [3].
There are numerous examples of ACLs configured in the author’s implementation. For example, there is an ACL configured on the ‘SWN-Dist-Campus1’ switch to enforce an IT security policy. The ACL aims to restrict network access from less trusted subnets. Students, Bring Your Own Device (BYOD) and guest WiFi subnets cannot Ping other parts of the network. The subnets cannot access the private wide area network (WAN). The guest WiFi network also cannot access the university intranet. 
The ‘SWN-Edge1’ router has an ACL configured to filter traffic heading from inside the network to the Internet. This type of ACL could be overlooked; however, it is an important method to help in the detection and prevention of data exfiltration. For example, the ACL is configured to deny all File Transfer Protocol (FTP) traffic from leaving the network. This aims to prevent a scenario where a malicious insider attempts to upload private university documents to their own FTP server on the Internet.
Another example ACL are the ones configured on the ‘SWN-FogIox-Edge1’ firewall router. There is an inbound and outbound ACL. Both ACLs demonstrate best practice and the granular control available when writing ACLs. This is because they do not feature the commonly included ‘permit ip any any’ end statement. Instead of denying specific traffic, statements must be written to pass traffic (including allowing dynamic routing protocols) due to the implicit deny end statement. This method of writing ACLs is preferred as it provides strict traffic filtering. It also allows an administrator to know exactly what traffic and protocols are entering and leaving the network.
Security Appliances
The implementation features Cisco ASA firewalls and an IDS/IPS appliance. These are vital security appliances that must be deployed in any enterprise network. The firewall provides access control, filtering and various packet inspection capabilities to protect a network from outside threats. There is Stateful Packet Inspection (SPI) that examines layer-3 and layer-4 header fields. This can determine legitimate return traffic. SPI is configured on the firewalls in the Smart Campus. There is also Deep Packet Inspection (DPI) which can examine layer-7 application information for malicious code [39]. It is assumed the firewall has DPI in the implementation. An IDS/IPS provides an additional layer of security. Prominent features include DPI against a constantly updated database of vulnerability and malicious code signatures; anomaly-based threat detection; contextual data awareness and integration with other security solutions [40]. There are also numerous other security solutions, that add additional layers of security and advanced protection to specific resources and services within an organisation. These include cloud, email, endpoint, web and network visibility and enforcement solutions [41]. It is assumed that there are an email, web and endpoint security solution implemented in the Smart Campus. This will provide a well-rounded multi-layered security solution. It should be noted, that the level of security within an organisation will be dictated by budget in the real world.  
Virtual Private Networks
A Virtual Private Network (VPN) is the use of tunnelling to create a secure private network over a public network [3]. The implementation features the two main types of VPN, Site-to-Site and Remote-Access. The Site-to-Site VPN utilises a Generic Routing Encapsulation (GRE) tunnel secured with IP Security (IPsec). This ensures communication between the partner site and Swansea campus is secured with encryption over the Internet. Evidence of the VPN’s functionality can be seen in fig. 2-4. Fig. 2. highlights that the GRE tunnel is utilised (protocol 47) and that packets are being successfully encrypted and decrypted. The advantage of using a GRE over IPsec tunnel is that GRE supports IP multicast tunnelling. This allows dynamic routing protocols to be used across the tunnel [3]. Fig. 3. shows that the Advanced Encryption Standard (AES) is used with uncrackable 256-bit encryption keys [42].
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Fig. 2. VPN verification with ‘show crypto ipsec sa’
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Fig. 3. VPN encryption algorithm
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Fig. 4. PT simulation mode VPN verification
The Remote-Access VPN allows authorised remote workers (e.g. Staff) to access the university intranet. VPN client software (e.g. Cisco AnyConnect Secure Mobility Client) is needed to connect individual hosts securely to the university network [3]. The firewall also verifies that the Remote-Access VPN is enabled before allowing access to intranet resources. 
IoT and Fog Network
The Swansea campus is a Smart Campus; therefore, it features various IoT sensors and actuators to realise improved campus management and energy savings. IoT is utilised in numerous different areas, including classroom management, car parks, lighting, outdoor facilities and the trial of an upcoming smart garden. 
Careful consideration has been made to deploy a secure IoT solution. The fog model has been adopted using Cisco IOx. This keeps data processing local and on-site while delivering low latency via the use of a well-established and secure commercially available platform. The most significant feature of the IoT fog network is that it is entirely separate from the university network, with its own edge firewall router. This isolation significantly lowers the risk of compromise in the university network. However, the university will still be able to interface with and gather data from the IoT fog network. This will be achieved via the IoT Cloud server hosted on a public cloud platform such as Microsoft Azure or Amazon Elastic Compute Cloud (Amazon EC2). It will act as an aggregation point for the university and IoT fog network. While data processing occurs on fog nodes, results data can be periodically sent to the Cloud server. Administrators can then obtain the results and data analytics via application programming interfaces (APIs) that bridge the Cloud Server to the university network. 
This innovative approach has several significant benefits. There is only one point of entry between the university network and the IoT fog network (via the Cloud server). Therefore, a focused effort can be made on security and threat monitoring on the Cloud server and entry point to the university network. This is considerably more secure than an IoT solution integrated into the university network, where every IoT device could be an entry point into the network. Another benefit of this isolated, single entry IoT fog network is it provides threat containment. The IoT fog will be secured using the full capabilities of Cisco IOx, with various security appliances and monitoring running locally on fog devices, as well as every effort made to obtain secure IoT sensors. However, it is unreasonable to consider an IoT network to have the same level of data security that an enterprise campus has (especially at the time of writing). Therefore, the IoT fog network will be considered untrusted (with traffic carefully inspected) by the Cloud server and university network. For example, if an attacker were able to compromise the IoT fog network via a zero-day vulnerability on an IoT sensor, the attack would be contained with alerts sent to the Cloud server. The Cloud server can then block all traffic from the IoT fog network and alert administrators. This is an extreme and disastrous example. However, containment could be considered critical in such scenarios. Other non-security benefits to the Cloud server include centralised management and configuration of IoT and Fog devices, as well as deep analytics of results data sent from fog nodes. It should also be noted that the IoT fog network is highly scalable to support future growth.
The data collected by IoT sensors will not be sensitive (e.g. temperature, humidity, luminosity), although must still be encrypted to prevent data modification and injection attacks. However, even if an attacker was able to obtain data from the IoT fog network, it would be of little use to them. Privacy has also been considered in potentially sensitive scenarios (e.g. classroom and attendance management and car park management). However, steps have been taken to eliminate privacy concerns in these scenarios. This includes using identification (ID) numbers to hide user identity and keep sensitive data processing restricted to the Cloud server. For example, an attendance system can be implemented using a student’s ID number. A student scans their student card and their attendance is logged on a fog node against their student ID. The indexed attendance data can then be sent and stored on the Cloud server. This data will mean nothing to an outside attacker. This is because they do not know the link between the student ID number and a student’s identity. This method also protects a photography-based attendance system. Although privacy does start to become more of an issue in this scenario, an attacker cannot put a name to the photograph. In the car park scenario, the car registration number can be indexed against car park capacity and time spent in the car park. The owner will need to be linked to the registration number. However, this kind of processing would be conducted on the Cloud server (e.g. the computed data set is sent from the fog node to the Cloud server where the data is indexed into a database containing sensitive data). 
The Cloud server and IoT fog network will feature decoy security measures. This will provide some protection to unauthorised access on the system. If unauthorised access is suspected, a disinformation attack can be launched against the unauthorised user with legitimate looking decoy data. Alerts will be triggered to administrators and a false alarm mechanism implemented [43]. This system will mitigate data theft, especially if an administrator is compromised by social engineering. 
There are a few disadvantages to the proposed implementation. The biggest being the loss of real-time monitoring capabilities. Devices will be able to react in real-time due to local edge data processing. However, because users interface with the data via the Cloud server and not Fog devices directly, real-time monitoring is lost. This is due to periodic results transmission from fog nodes to the Cloud server. The results will also need to be sent to the Cloud server over the Internet; the data decrypted and inspected for malware and anomalies, processed and stored on the Cloud server, then re-encrypted and sent over the Internet to the university network via an API. The data will then again be decrypted and inspected for malware and anomalies. It is at this point that the results from IoT sensors can be viewed. This is a long transmission path with considerable data processing along the way. Thus, real-time monitoring is not viable. The delay will also depend on the frequency and amount of data the Fog nodes will send to the Cloud server. This will be configurable; however, it is important that the Cloud server does not become overloaded. A 15-minute average of sensor data delivered to a user seems reasonable. It should be noted that sensor data does not really need to be viewed in real-time (e.g. daily and long-term trends are what the university will be interested in for class attendance and the number of cars in the car park). Another disadvantage is that security must be heavily invested in securing the Cloud server. This is because it will contain some sensitive data, as well as the gateway into and out of the IoT fog and university networks.
Conclusion
In conclusion, this report has explored threats to an emerging technology, investigated common hacking methods and exploits, as well as analysed security aspects of a synthesised Smart Campus design. Fog computing is a promising solution to large scale IoT deployments that demand low latency. However, there are numerous security and privacy issues that have not been fully resolved. Instructive lab exercises have demonstrated how easy it is to conduct social engineering attacks, scan systems for vulnerabilities, crack weak passwords and exploit SQL vulnerabilities. The author also designed a secure Smart Campus and analysed proposed security measures in relation to threats.
This report was exploratory and can benefit from further research. Areas that could be investigated further, include research into case studies of fog computing deployments and commercial solutions, as well as research into secure IoT and fog network design.
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Appendix A
University Smart Campus Design
See page 16 for Figure 1. (zoom in to view more clearly).
[image: ]Fig. 1.	The UWTSD Smart Campus design (zoom to 170% for a clearer view).
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INTERNAL
— Only Fog devices can Ping the oT Cloud server

— Only Fog devices have HTTPS to the oT Cloud Server
— SSH connections are permited fo Fog devices

— OSPF control trafic permted

BGPAS 3005

1721707828
-
SWIV-nira-Services1

12. FOG DEVICES & NETWORK
~Only the loT Cloud Server has HTTPS access to Fog nodes

~ Only ICPEcho Reply alowed
— S5H allowed from oT Cloud and Swansea Campus
~ BGP contol traffic permited

- Fog based IoT network supported by Cisco IOx nfrastructure.
- Supporting Smart classroom management, car parks, ihtening,
outdoor faciltes and garden.

- Network edge processing and services for low latency.

- Hardened Cisco I0x security

- Securty services hosted on Fog devices

Private: 192.168.0230

12, OTDEVICES.

- Example 0T deployment n a class room forghtng control and classroom management.
- Conneciing o Fog gateways for services.
- NOTE IoT devices are assumed 1o be wirelessly connicted to Fog gateways

Fog loT NETWORK Example

182168.1.1/24 - Lighting-R201-0TSWN
162168.2.1124 - Moton-R201-0TSWN
162.168.3.1124 - RFD-R201-GTSWN

‘SWN-Fog-Room201-RFIDCard1




