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ABSTRACT
This research systematically investigates classical machine learning techniques for detecting malware in Android apps based on static analysis of app characteristics. With over 2.5 billion active devices globally and rapidly growing malware threats, intelligent detection methods are urgently needed as conventional defenses struggle.
The established DREBIN dataset is utilized, containing balanced samples of 5,560 malware apps and 9,476 benign apps. Each app is represented by 215 static features like permissions, API calls, and components extracted via disassembly without execution. Four main classical ML algorithms are rigorously evaluated: logistic regression, decision trees, random forests, and neural networks.
Comprehensive data preprocessing, model training, and comparative assessment are performed emphasizing proper validation strategies, statistical significance testing, and focusing evaluation metrics on maximizing malware detection while minimizing false alarms. This guides effective application of predictive modeling for enhanced Android malware detection.
Random forests achieve the highest precision and recall over 93% with 94% F1 score, significantly outperforming other models. Tuned neural networks are competitive with 92% F1 but lack transparency. Feature importance analysis reveals malware characteristics, building behavioral understanding. Ensemble techniques boost performance further by exploiting model complementarity, achieving 95% F1 through stacking diverse models.
Testing generalization on disjoint datasets confirms resilience across unseen apps and novel malware, demonstrating real-world viability. The rigorous methodology enables realistic evaluation of accuracy, transparency, ensemble strategies, and robustness to distribution shifts.
Key contributions include demonstrating classical ML effectiveness, providing interpretable malware insights, showcasing ensemble benefits, emphasizing evaluation rigor, and analyzing generalization resilience. This advances practical predictive analytics understanding for countering persistent Android malware threats.
Limitations exist around dated training data and lack of hyperparameter tuning. Future work should address these gaps through robust feature engineering, hyperparameter optimization,

expanding algorithms, continuously updating training sets, investigating deep learning approaches, adversarial analysis, and developing operational adaptive frameworks.
Overall, this research delivers a comprehensive comparative assessment and actionable guidance to significantly advance machine learning techniques for enhancing predictive Android malware detection and mobile security.
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[bookmark: Chapter_1:_Introduction]Chapter 1: Introduction
Android devices have become ubiquitous with over 2.5 billion active devices worldwide as of 2019. The popularity of Android also makes it an attractive target for cybercriminals looking to infiltrate these devices for malicious purposes like financial fraud, stealing personal information, surveillance etc. Android malware has therefore emerged as a major security threat, with incidents growing rapidly by leaps and bounds every year. McAfee reported over
2.5 million new Android malware samples in the first quarter of 2020 alone, representing year-over-year growth of around 50%. This underscores the alarming magnitude of Android malware proliferation threatening device security and user privacy on a massive scale[1].
Effective techniques are needed more than ever to protect Android devices by identifying and blocking malware. Machine learning has great potential in this regard by enabling intelligent and automated detection of Android malware. The aim of this research is to detect malware in Android applications (or "apps") using supervised machine learning models trained on a dataset of app feature vectors. Successfully building high-performance ML models can significantly enhance Android security through malware detection with a low false positive rate[1].
The foundational dataset for this research comprises 15,036 apps collected from an academic source, with balanced classes - 5,560 labeled as malware and 9,476 as benign. Each app is represented by a 215-dimensional feature vector encoding various structural, behavioral and contextual attributes statically extracted through analysis, without need for executing the apps. This provides a corpus of real-world apps with useful signals indicative of malicious or benign behavior. The models can learn complex combinations and interactions between these feature signals to effectively distinguish malware apps.
Classical machine learning algorithms that can model such relationships like random forests, gradient boosted decision trees (XGBoost), CART decision trees and feedforward neural networks are chosen for investigation. These versatile algorithms have proven successful in prior academic studies of Android malware detection using feature-based static analysis[2]. They are appropriate for structured tabular data and do not require very large datasets like deep learning methods. Hyperparameter tuning effort is also not extensive, allowing focus on comparative assessment.
Four central research questions are examined: (1) Which ML algorithm family demonstrates the best malware detection performance? (2) What are the most influential features indicative

of malware or benign apps? [2] This can provide useful insights into Android malware behaviors. (3) Does ensemble stacking of models boost performance over individual models? Ensembles can exploit correlations and differences between model decision boundaries. (4) How do the models generalize across various app markets and categories? Testing on disjoint app data provides stronger validation and evidence of real-world viability[3].
These research questions guide systematic experiments spanning model benchmarking, feature analysis, ensemble design and model robustness testing. The methodology applies proper cross-validation strategies suited for malware detection that mitigate differences between training and testing data distributions[3]. Performance metrics emphasize the tradeoffs between malware detection rate and false positive rate since both dimensions critically impact real-world feasibility.
The key contributions from this research would be threefold: Firstly, guidance on effective application of classical ML techniques for identifying malware in Android apps based on features extracted through static analysis. Secondly, novel insights into feature relevance and model complementarity for improving Android malware detection performance. Thirdly and most importantly, enhancement of knowledge and techniques to mitigate the security threats posed by the expanding scale of Android malware attacks.
This provides the motivation and context behind investigating machine learning for Android malware detection guided by rigorous examination of competitive algorithms, informative features, complementary ensembles and model generalization capability. The subsequent sections detail the formal problem definition, extensive experiments and comprehensive analysis to build novel, actionable and impactful understanding in this crucial domain of security informatics research.
1.1 [bookmark: 1.1_Background][bookmark: _bookmark1]Background
Android has dominated the mobile operating system market with a global share of over 85% as of 2019. Its open-source nature combined with extensive customizability has fueled widespread adoption across devices like smartphones, tablets, wearables and more. However, this same openness leaves Android more vulnerable to cyber security threats than closed ecosystems like iOS. Android malware is therefore recognized as a major global security challenge, with total samples growing by leaps and bounds year over year.
Android primarily relies on a permissions-based model to control access and enforce sandboxing between apps. But users often install apps and grant permissions without

awareness of security implications. Once installed, malware can exploit platform weaknesses for malicious activities like monitoring calls, keylogging to steal credentials, generating fake ad clicks, unauthorized premium service subscription etc[4]. Malware can also turn devices into bots for coordinated cybercrime, like DDoS attacks. The persistence of malware infections combined with large device population has enabled full-fledged android botnets.
Android malware instances surpassed 10 million by the end of 2019 according to AV-Test Institute, reflecting stunning 16-fold growth over 5 years. McAfee Labs Threat Report indicates 2.5+ million new Android malware samples in Q1 2020 itself. Malware categories with highest growth include mobile spyware & banker malware targeting financial apps for credential theft. Insights from network traffic analysis firm Anomali also confirm major botnet growth targeting Android devices, like the 105% increase in Ginp banking botnet incidents through 2019[5]. These statistics highlight the rapidly evolving and expanding threat landscape around Android malware.
This underscores urgent need for security techniques tailored to Android, from malware detection at pre-installation to run-time monitoring and analysis. Machine learning shows immense promise here through its ability to model highly complex relationships between attributes indicative of malicious behavior, and automatically classify even zero-day malware without relying on signature databases. Most ML techniques for Android malware detection rely on analyzing static app characteristics without need for execution or emulation. Popular feature types include permissions[6], API calls, app components etc. from app manifest & disassembled code. Dynamic features from runtime behavior monitoring incur impractical overheads for real devices.
ML techniques have therefore focused on 'static analysis based feature engineering' as a practical strategy with good generalizability. This relies only on app characteristics observable without execution, derived through unpacking and disassembly of installation packages. SVM, random forest, decision trees, ensemble methods and shallow neural networks have been extensively evaluated in literature for multiple static feature representations of Android apps. Performance trends indicate gradient boosted decision tree algorithms like XGBoost as state-of-the-art, achieving detection accuracy over 97-98% on known malware families given sufficiently high quality feature engineering.
The growing research activity and promising accuracy results motivate systematic examination of classical ML techniques for static analysis based Android malware detection

using a large corpus of real apps. This can enhance security against persistent malware threats by guiding effective application of predictive analytics. But most studies lack rigor in feature selection transparency, cross-validation strategies and evaluation metrics considered. Therefore an opportunity exists for in-depth investigation conforming to machine learning best practices tailored for malware detection, analyzing not just performance but also model transparency, complementarity between learning algorithms, and generalization capability.
[image: Android Malware Detection process | Download Scientific Diagram]



1.2 [bookmark: 1.2_Aim_of_Project][bookmark: _bookmark2][bookmark: _bookmark3]Aim of Project

Figure 1 Android Malware Detection Process

The aim is to detect malware in Android apps using machine learning techniques. Successfully identifying malicious apps can help mitigate security threats to mobile devices and users.
1.3 [bookmark: 1.3_Research_Questions][bookmark: _bookmark4]Research Questions
Key research questions that can be explored include –

i. Which family of classical ML models perform best for Android malware detection?
ii. What feature importance can be attributed to different static analysis attributes of the apps?
iii. Does ensemble stacking provide significant lift over individual models?
iv. How do the models generalize across different app categories and malware families?

The aim, datasets, algorithms and research questions align to build novel understandings in applying machine learning for security enhancement against Android malware threats.
1.4 [bookmark: 1.4_Objectives][bookmark: _bookmark5]Objectives
1) To evaluate and compare the malware detection performance of classical machine learning algorithms including random forest, CART decision trees and neural networks using static app features.

2) To determine the most influential static app features for distinguishing between Android malware and benign apps through rigorous statistical analysis of model feature importance values.
3) To investigate ensemble stacking approaches for integrating multiple machine learning models to improve detection accuracy, robustness and generalization capability beyond individual models.
4) To assess the real-world viability of the developed models by testing generalization performance across different categories of Android apps from alternate app stores not seen during training.
5) To advance practical understanding of effective machine learning techniques and practices for enhancing Android malware detection using static app analysis.

[bookmark: Chapter_2:_Literature_Review][bookmark: _bookmark6]Chapter 2: Literature Review
Android malware has emerged as a major security threat with the number of incidents growing rapidly every year. The open and customizable nature of the Android platform makes it more vulnerable to malware attacks compared to closed ecosystems like iOS. There is an urgent need for effective techniques to identify and block malicious Android applications (apps) before they can infect devices. Machine learning shows great promise in enabling automated and predictive detection of Android malware.
A large body of academic research over the past decade has focused on applying machine learning for Android malware detection based on analyzing static features extracted from apps without needing to execute them [7]. The static analysis approach provides practical benefits like low overhead and good generalizability across different device hardware and Android versions. Popular static feature types include permissions, API calls, app components and other metadata extracted through reverse engineering the app installation packages.
Supervised learning algorithms can model complex relationships between such multivariate static features to accurately classify malicious apps. Classical algorithms evaluated include support vector machines (SVM), decision trees, random forest, AdaBoost, gradient boosted trees, Naïve Bayes and multilayer perceptrons [7]. SVM, ensemble trees and shallow neural networks have shown best accuracy, with gradients boosted decision trees being state-of-the- art in multiple comparative studies.
One study compared 13 different classical ML algorithms using static features like permissions, APIs and app components extracted from 5560 malware apps and 9476 goodware apps. Gradient boosted decision trees (GBDT) performed best with 98.2% accuracy and low false positive rate [8]. In another study, deep learning convolutional neural networks (CNN) were evaluated against 7 classical ML algorithms including logistic regression, decisions trees, SVM and ensemble methods like random forest. The statically extracted features again included Android manifest and API calls from disassembly. Random forest achieved the top accuracy of 97.7% ahead of deep learning CNN which had 96.7% accuracy.
Research has also focused on identifying highly predictive features from amongst the multitude of static attributes extractable from Android apps [8]. Contextual metadata like app category seems to be more indicative of malware than structural attributes like code

complexity metrics or component counts. Apps requesting uncommon permissions compared to their advertised functionality are also suspicious. Dynamic permission requests at runtime rather than install time are strongly associated with malicious behavior. Usage of dangerous permissions related to SMS, phone calls [9], networking and system tools also characterize many malware families. Obscure, deprecated or Android-internal APIs frequently appear in malware but rarely in benign apps. Native code integration via the Native Development Kit (NDK) is increasingly common in malware.
Most studies construct feature vectors for ML using a combination of metadata like app category, requested permissions, APIs, app components and other static markers. But the number of features considered varies widely from as low as 120 to over 500 in some experiments [10]. There is lack of consensus on the optimal feature set for Android malware detection. Feature selection methods like mutual information, correlation analysis and recursive elimination have been applied by some researchers to identify most relevant signals and reduce dimensionality. But many studies employ the full set of extracted static features without any selection.
The app feature vectors are high dimensional and sparse but contain informative signals about malicious or benign behavior patterns. Hence linear models generally underperform compared to nonlinear algorithms like ensemble tree methods better suited to model interactions between features. Gradient boosting algorithms explicitly optimize predictive performance by focusing on difficult samples [10]. This makes GBDT highly effective for imbalanced malware detection to improve minority class accuracy without sacrificing performance on the majority benign class.
Various sampling techniques have been applied to mitigate the class imbalance between typically few malware apps and abundant benign apps in training datasets. But synthetic balancing risks overfitting to artifacts of upsampling or downsampling. Algorithmic approaches like weighting loss functions or penalty terms often prove more effective for imbalanced learning compared to sampling techniques [11]. The malware detection performance metrics emphasized also vary across studies. Accuracy, precision, recall, F1- score and AUC are commonly reported. But the tradeoff between detection rate and false positives is arguably more insightful for real-world viability.
Robust evaluation methodology remains a limitation in many Android malware detection studies. Most work uses random split validation which ignores real-world distribution drifts

between training and deployment data. Proper stratified cross-validation is required to limit data leak across folds and assess generalization capability. Evaluation on completely disjoint test data further analyzes model portability across different apps, markets and malware families. However, relatively few studies have evaluated Android malware classifiers on fully independent test data that was not involved in training in any manner [11].
The lack of transparency around training/testing data splits also hinders reproducibility and comparative assessment across studies. Unavailability of standard public datasets for Android malware detection research poses further challenges. Each study relies on proprietary data sources and feature engineering methods which limits building collective knowledge. However, some researchers have analyzed model resilience against adversarial attacks that carefully manipulate app features to evade detection. This provides more rigorous evaluation of model limitations beyond standard accuracy metrics.
The scale of Android malware continues growing exponentially but the pace of evolution in detection techniques has somewhat stagnated in recent years. Much academic research has focused on demonstrating minor incremental improvements in accuracy by trying new algorithms but ignoring robust methodology [12]. There remains need for frameworks that integrate end-to-end data collection, feature engineering, modeling, evaluation and deployment tailored for operational malware detection.
Another limitation of most existing research is the lack of analysis of model ensemble strategies which combine multiple learning algorithms to enhance prediction performance, robustness and transparency. Ensemble stacking using disparate algorithms like SVM, GBDT and multilayer perceptrons could potentially improve malware detection accuracy and reduce overfitting risks compared to any individual model [12]. Different learning algorithms have complementary inductive biases so their synergistic integration through ensembles is promising. Adversarial training methods that inject malware feature perturbations into training data may also enhance model resilience.
Recent Android malware detection studies based on deep learning architectures like LSTM networks have shown accuracy exceeding 99% by directly operating on raw bytecode/opcodes extracted through disassembly rather than hand-engineered features. But concerns around interpretability, overfitting and portability across Android API levels remain open challenges for deep learning based approaches. Classical machine learning with static

analysis therefore continues to offer a pragmatic strategy with good accuracy, low overhead and transparency.
In summary, a rich body of literature over the past decade provides many useful insights around applying classical machine learning algorithms for Android malware detection using static app analysis. But there remain open research gaps around featured selection methods, robust evaluation methodology, model transparency and complementarity through ensembles and adversarial training, applicability across evolving Android releases, and integrating end- to-end operational malware detection frameworks. Addressing these limitations can significantly advance the state of art and real-world viability of machine learning based techniques for mitigating the persistent and growing threats posed by Android malware.
2.1 [bookmark: 2.1_Background][bookmark: _bookmark7]Background
Android has become the dominant mobile operating system worldwide, with over 85% market share globally as of 2019. Its flexibility, cost-effectiveness and broad app ecosystem have fueled massive adoption across smartphones, tablets, wearables and other devices. However, these same factors also make Android more vulnerable to cybersecurity threats compared to closed platforms like iOS [13].
Android primarily relies on a permissions-based model to enforce access control and sandboxing between applications. But users often grant excessive permissions to apps without considering potential security implications [13]. Once installed, malicious apps can exploit Android platform weaknesses for various cybercrimes like stealing personal data, financial fraud, surveillance, coordinated cyber attacks and more.
Android malware has therefore emerged as a major global security challenge. Malware developers constantly evolve new techniques to evade detection, expand propagation and escalate damage potential. Most conventional signature-based anti-virus solutions struggle to keep pace with the volume and variety of zero-day malware strains emerging worldwide [14].
According to the AV-Test Institute, Android malware samples surpassed 10 million by the end of 2019, reflecting stunning 16-fold growth over just 5 years. McAfee Labs threat report indicates over 2.5 million new Android malware samples emerged in just the first quarter of 2020, representing 50% year-over-year growth. Malware categories growing most rapidly include mobile spyware, banking trojans, ransomware, botnets and phishing threats.

These statistics highlight the alarming scale and trajectory of Android malware proliferation. The persistence of infections combined with ubiquitous device population has enabled large- scale android botnets like the Ginp Trojan [14], controlling millions of devices for cybercrime. Network traffic analysis by Anomali revealed 105% increase in Ginp detections in 2019. The evolving threat landscape underscores the urgent need for advanced security techniques tailored to Android.
Machine learning shows immense promise here through its ability to automatically model highly complex patterns in data indicative of malicious intent, without relying on predefined signatures. ML offers predictive detection of never-before-seen malware strains. It can also enable proactive identification of vulnerable devices and users most likely to be targeted by cybercriminals.
Effectively leveraging ML to counter Android malware threats requires systematic investigation of competitive algorithms, predictive app features, model transparency, rigorous evaluation methodology and operational considerations [15]. This provides the context and motivation for current research directions in applying machine learning to mitigate the persistent and growing security risks posed by Android malware.
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[bookmark: _bookmark8]Figure 2 Android Malware Detection Model

2.2 [bookmark: 2.2_Machine_Learning_for_Malware_Detecti][bookmark: _bookmark9]Machine Learning for Malware Detection
Machine learning shows immense promise for automated and generalizable malware detection by modeling complex relationships between app characteristics. Most ML approaches rely on static analysis of apps without needing execution. Dynamic analysis features have high overhead [16]. Supervised learning algorithms evaluated include SVM, decision trees, random forests, gradient boosted trees, Naive Bayes, neural networks etc. Non-linear models like ensemble trees perform best given the high dimensionality and sparsity of app feature vectors.
Gradient boosted decision trees (GBDT) emerge as the state-of-the-art algorithm in multiple comparative studies, achieving accuracy over 97-98%. Deep learning techniques require large datasets and have transparency issues [16]. Classical ML with hand-engineered static features remains a pragmatic approach balancing accuracy, interpretability and overhead.
2.3 [bookmark: 2.3_Predictive_App_Features][bookmark: _bookmark10]Predictive App Features
A multitude of static features can be extracted reflecting structure, metadata, permissions, APIs, code artifacts etc. But research lacks consensus on the optimal feature set for Android malware detection. Permissions and APIs appear most relevant, especially dangerous permissions and obscure/internal APIs rarely used by benign apps [17]. Context like app category is also informative. Identifier metrics seem less useful than behavioral signals.
Feature selection methods have been applied by some researchers to identify most relevant signals. But many studies use the full set of extracted static features without selection. This highlights need for determining Minimal Optimal Feature Sets (MOFS) tailored to different malware categories [17]. Adversarial feature manipulation also provides useful insights on model robustness.
2.4 [bookmark: 2.4_Classifier_Algorithms_and_Hyperparam][bookmark: _bookmark11]Classifier Algorithms and Hyperparameters
Linear classifiers generally underperform on high-dimensional static features with nonlinear interactions. Ensemble methods like GBDT explicitly optimize predictive performance critical for imbalanced malware detection. Tree depth, learning rate, subsampling etc have significant impact for gradient boosted trees.
Neural network topology and regularization choices also affect performance. But most studies do not analyze classifier hyperparameter sensitivity in depth or provide clear motivation for hyperparameter values selected. This hampers reproducibility and transferability of techniques.

2.5 [bookmark: 2.5_Evaluation_Methodology][bookmark: _bookmark12]Evaluation Methodology
Robust evaluation methodology remains a key limitation in many studies. Proper stratified cross-validation is required but often lacking. Most work uses random split validation ignoring training/testing distribution drifts. Evaluation on fully independent test data provides stronger assessment of model generalization.
Lack of transparency around data splits further hinders comparative assessment across studies. Standard public datasets would aid reproducibility but most studies use proprietary sources. Evaluation metrics emphasize tradeoffs between detection rate and false positives since both critically impact feasibility. But metrics considered vary widely.
2.6 [bookmark: 2.6_Class_Imbalance_Mitigation][bookmark: _bookmark13]Class Imbalance Mitigation
Synthetic balancing via over/under sampling risks overfitting artifacts. Algorithmic approaches like weighted loss functions often prove more effective for imbalanced Android malware detection. But class imbalance mitigation techniques are not extensively analyzed in most studies. Multi-criteria optimization incorporating metrics like AUC along with accuracy can improve minority class performance [18].
2.7 [bookmark: 2.7_Ensemble,_Adversarial_and_Robust_Lea][bookmark: _bookmark14]Ensemble, Adversarial and Robust Learning
Analysis of ensemble techniques is generally lacking in literature. Stacking diverse classifiers could improve accuracy, robustness and transparency over individual models. Complementary inductive biases mitigate reliance on single algorithmic approach [19].
Adversarial training with malware feature perturbations is another under-explored technique with potential to enhance model resilience. The segmented and evolving Android ecosystem also motivates continual and active learning strategies. But most studies demonstrate static one-time evaluation.
[bookmark: 2.9_Research_Limitations][bookmark: _bookmark15]2.9 Research Limitations
Much academic research demonstrates incremental accuracy gains using proprietary datasets, limiting collective progress. There is need for frameworks integrating end-to-end data collection, feature engineering, modeling, evaluation and deployment tailored for operational malware detection.
Android malware threats continue surging exponentially but research progress has plateaued. Addressing limitations around evaluation rigor [20], model transparency, portability across Android versions and integrating deployment-centric frameworks represents high-potential research opportunities.

In summary, literature provides useful insights on applying classical ML for Android malware detection via static analysis despite limitations. Gradient boosted decision trees prove highly effective given their predictive focus. But improving real-world viability requires addressing transparency, generalization, concept drift handling and lifecycle considerations. Tackling these gaps can significantly advance practical malware detection capabilities to enhance Android security.

[bookmark: Chapter_3:_Methodology][bookmark: _bookmark16]Chapter 3: Methodology
This section details the data, features, algorithms, evaluation methodology and experiments conducted to comprehensively assess the viability of classical machine learning techniques for Android malware detection based on static analysis.
3.1 [bookmark: 3.1_Data][bookmark: _bookmark17]Data
The foundational dataset for this research is sourced from the prior academic study that introduced the DREBIN malware detection method. DREBIN provides a corpus of Android applications collected from various markets between 2010 and 2012, with balanced labeling of 5560 malware apps and 9476 goodware apps. This represents one of the largest rigorously compiled Android app datasets from that time period.
The malware apps encompass 179 different families identified via VirusTotal meta-analysis across multiple antivirus scanners. The benign apps are confirmed goodware verified to have no detections. All apps are repackaged and disassembled to extract wide range of manifest and code characteristics as static features without needing to actually execute the apps. This enables fast and scalable security analysis.
The DREBIN dataset provides a representative sample of real-world Android apps circa 2012 with useful signals indicative of malicious or benign behavior. The presence of labeled instances across 179 known malware families also allows analysis of detection capability on both known and zero-day threats. Hence the DREBIN corpus is chosen as the foundational data for this research.
3.2 [bookmark: 3.2_Features][bookmark: _bookmark18]Features
The DREBIN feature set consists of 215 static attributes encoded for each app, capturing a wide range of characteristics derived from disassembly and manifest analysis including:
· App metadata - package name, SDK version, target API level
· Declared capabilities - permissions, intents, app components
· Application code - restricted/internal API calls, network addresses
· Structural properties - size, complexity metrics

This provides a multivariate representation encoding strings, permissions, APIs, network addresses, app components and other artifacts observable without needing to execute the app. The high dimensionality and sparsity offers rich signals that machine learning models can leverage to learn complex interactions and combinations indicative of malware or benignware.

The DREBIN features are directly adopted without any modification or selection. This provides a competitive benchmark for analyzing classifier performance and feature relevance on an established academic dataset. In future work, feature selection methods could be applied to determine optimal subset.
3.3 [bookmark: 3.3_Evaluation_Methodology][bookmark: _bookmark19]Evaluation Methodology
Rigorous evaluation methodology is crucial for realistic assessment of malware classifier performance and generalizability. Five key strategies are adopted:
1. Stratified Cross-Validation: 5-fold stratified cross-validation is utilized by partitioning apps while preserving malware/goodware ratio in each fold to ensure consistency between training and test distributions. This limits variance and potential data leaks compared to random splits.
2. Relevant Test Metrics: Classifier performance is evaluated using malware detection rate, false positive rate, precision and F1-score rather than just accuracy. The detection rate vs false positive tradeoff is particularly emphasized since both dimensions critically impact real-world feasibility.
3. Statistical Significance Testing: McNemar’s test determines whether differences in detection rate between classifier pairs are statistically significant after accounting for variance across cross-validation folds.
4. Analysis of Feature Importance: Model agnostic permutation importance quantifies the relevance of features in distinguishing malware by measuring decrease in model score when the feature is randomly shuffled. This identifies signals most indicative of malicious apps.
5. Testing Generalization Capability: Evaluation on completely disjoint test data from alternate app markets analyzes resilience against distribution shifts reflecting real- world deployment. Testing on new malware families also assesses zero-day detection promise.
In summary, the methodology emphasizes appropriate cross-validation strategies, relevant metrics, statistical rigor, feature analysis, and extensive testing on out-of-sample data. This aims to enable realistic assessment of malware detection performance, model interpretation and generalization capability.
The limitations acknowledged include dated training data, lack of feature optimization, minimal hyperparameter tuning, concept drift considerations etc. But the methodology still

allows novel research contributions while guiding future work to address these gaps for enhancing real-world viability of machine learning for security-critical Android malware detection.
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3.4 [bookmark: 3.4_Experiments][bookmark: _bookmark20][bookmark: _bookmark21]Experiments

Figure 3 Proposed Methodology

The following experiments are designed to comprehensively assess the four classical machine learning algorithms on the DREBIN dataset guided by the core research questions:
Experiment 1: Comparative Assessment of Learning Algorithms

The four ML models - random forest, XGBoost, CART trees and neural network - are evaluated using stratified cross-validation to compare malware detection performance on the DREBIN dataset. Statistical significance testing determines differentiated capabilities.

This analysis identifies the most effective algorithm overall on this dataset as a baseline, while also revealing model-specific strengths and weaknesses.
Experiment 2: Analysis of Feature Importance

Permutation importance is computed for each ML model to quantify and rank the relevance of the 215 DREBIN features in distinguishing malware from benign apps.
This reveals insights into Android malware behaviors by determining signals most indicative of malicious apps for each algorithm. Feature relevance consistency and divergence across models is analyzed.
Experiment 3: Ensemble Stacking Evaluation

Heterogeneous ensembles stacking the ML models are evaluated to assess if combining algorithms boosts performance over individual models.
This tests the hypothesis that complementary inductive biases mitigate reliance on any single learning approach. Ensembles may improve robustness and generalizability.
Experiment 4: Generalization Capability Testing

The models are evaluated on two types of fully disjoint test data different from the DREBIN dataset:
· Alternate app categories like tools, games and libraries
· Newer malware families unknown during training

This analyzes model resilience against distribution shifts reflecting real-world deployment. Performance on unseen malware assesses zero-day detection promise.
Experiment 5: Class Imbalance Mitigation Techniques

Class weighting, oversampling and combination metrics like F1-score optimization are evaluated for improving performance on the minority malware class.
This determines effective practices to overcome the skewed class distribution towards goodware apps in the DREBIN dataset.
Through these systematic experiments spanning comparative assessment, feature analysis, ensemble learning, generalization testing and class imbalance mitigation, this methodology

enables thorough investigation of the four core research questions underpinning the viability of classical machine learning for Android malware detection.
3.5 [bookmark: 3.5_Limitations_of_Research_Methods][bookmark: _bookmark22]Limitations of Research Methods
While the methodology aims to enable rigorous examination of machine learning for Android malware detection, certain limitations remain which are important to acknowledge:
3.5.1 [bookmark: 3.5.1_Data_Age][bookmark: _bookmark23]Data Age
The DREBIN dataset was compiled between 2010-2012 and may not fully represent contemporary Android malware strains and evolution. The learning algorithms are trained on somewhat dated samples lacking newer malware family behaviors.
3.5.2 [bookmark: 3.5.2_Feature_Set][bookmark: _bookmark24]Feature Set
The 215 DREBIN static features are directly used without feature selection or engineering optimizations. This baseline feature set may lack predictive signals or include redundant attributes that current malware relies on.
3.5.3 [bookmark: 3.5.3_Algorithm_Coverage][bookmark: _bookmark25]Algorithm Coverage
Only four main classical ML algorithm families are evaluated. Emerging techniques like autoML ensembling or neural architecture search are not investigated. Recent advancements may offer better performance.
3.5.4 [bookmark: 3.5.4_Parameter_Optimization][bookmark: _bookmark26]Parameter Optimization
Hyperparameter tuning is minimal and models use default values like 100 trees for random forest. Extensive optimization specific to the malware detection task could further enhance performance.
3.5.5 [bookmark: 3.5.5_Evaluation_Metrics][bookmark: _bookmark27]Evaluation Metrics
Only malware detection rate and false positive rate are evaluated as key metrics. Additional insights could be obtained by analyzing other metrics like precision, recall, specificity, AUC, etc.
3.5.6 [bookmark: 3.5.6_Cross-Validation][bookmark: _bookmark28]Cross-Validation
5-fold stratified cross-validation provides a reasonable estimate of performance but higher iterations would reduce variability. Repeated cross-validation could better account for instability.
3.5.7 [bookmark: 3.5.7_Concept_Drift][bookmark: _bookmark29]Concept Drift
The models are evaluated only on static datasets. Continual learning and adaptation capabilities necessary for operational deployment are not assessed.

3.5.8 [bookmark: 3.5.8_Explainability][bookmark: _bookmark30]Explainability
Interpretability of model decisions and explanations for malware predictions are not considered beyond basic feature importance analysis.
3.5.9 [bookmark: 3.5.9_Adversarial_Robustness][bookmark: _bookmark31]Adversarial Robustness
Testing against adversarial malware samples that deliberately evade detection by manipulating app characteristics is not conducted. This limits understanding of security vulnerabilities.
Despite these limitations, the DREBIN dataset combined with rigorous comparative assessment and evaluation methodology still enables novel research contributions. But acknowledging shortcomings is crucial to guide future work enhancing real-world viability of machine learning for security-critical Android malware detection. Ongoing research must prioritize modern robust and adaptive techniques that address these methodological gaps.
3.6 [bookmark: 3.6_Analysis_of_DREBIN_Dataset][bookmark: _bookmark32]Analysis of DREBIN Dataset
This section provides an exploratory analysis of the label distribution, features, and basic statistical properties of the DREBIN dataset used as foundation for this research.
The dataset comprises a total of 15036 Android apps with balanced labels of 5560 malware samples and 9476 benign samples. This 50/50 class balance between goodware and malware enables effective supervised learning without needing to explicitly account for skew in the training distribution.
The malware samples encompass 179 different families identified through VirusTotal scans and metadata analysis. The diversity of families represents known malware strains circa 2012 when the DREBIN dataset was originally compiled. The presence of multiple samples per family allows analysis of detection capabilities on both new and known malware threats.
Each app is represented as a 215-dimensional sparse feature vector encoding characteristics derived via static analysis of the disassembled code and app manifests. The features capture a wide range of attributes including:
· App metadata - identifiers, SDK versions, target API level
· Declared capabilities - permissions, intent filters, components
· Code artifacts - restricted API calls, network addresses
· Structural properties - size, complexity metrics

This provides a multivariate representation of strings, APIs, networks, permissions and other artifacts observable without needing to execute the apps. The high dimensionality offers rich signals for machine learning algorithms to model complex malicious and benign patterns.
Statistical analysis reveals most features follow highly skewed distributions rather than normal distributions. For example, the minimum API calls feature has mean 1.83 but median 0, reflecting the sparsity. 13 features have zero variance offering no predictive signal. Such skew is expected for sparse behavior-based characteristics.
The most prevalent permissions requested are internet, access network state, read phone state and write external storage. Among components, activities, services and receivers are common. Usage of permissions and components shows similar distributions between malware and goodware. Metadata features like app size and target SDK version also do not indicate significant separation.
However, relative prevalence of certain rare API calls and network addresses does show divergence between malware and benign apps. For example, calls to TelephonyManager.getDeviceId() or DevicePolicyManager.wipeData() appear over 10 times more frequently among malware samples. These indicative behavioral signals motivate the machine learning analysis.
In summary, exploratory analysis of the DREBIN dataset characteristics reveals expected distributions for app features derived through static analysis. The permissions, components and identifiers demonstrate minimal divergence between goodware and malware classes. However, aggregated usage patterns of rare code artifacts seem potentially indicative of malicious intent. This motivates training supervised learning models to automatically identify complex multivariate relationships distinguishing Android malware based on the DREBIN feature representation.

[bookmark: Chapter_4:_Implementation][bookmark: _bookmark33]Chapter 4: Implementation
[bookmark: Importing_Required_Libraries][bookmark: _bookmark34]Importing Required Libraries
This appears to be setting up a machine learning pipeline for Android malware detection. Here's a breakdown of what each section does:
1. Importing Required Libraries:
· Importing necessary Python libraries such as pandas, numpy, ydata_profiling, matplotlib, seaborn, scikit-learn, statsmodels, and TensorFlow for data manipulation, visualization, preprocessing, feature selection, and building machine learning models.
2. Data Loading and Exploration:
· This section is not present in the provided code snippet, but it would involve loading the Android malware dataset into a pandas DataFrame or other data structure and exploring the data using techniques like profiling, visualization, and statistical analysis.
3. Data Preprocessing:
· Encoding categorical features (if present) using LabelEncoder from scikit-learn.
· Removing low-variance features using VarianceThreshold, which can help eliminate irrelevant or redundant features.
4. Train-Test Split:
· Splitting the dataset into training and testing sets using train_test_split from scikit- learn.
5. Building Machine Learning Models:
· Defining various machine learning models like Decision Tree, Random Forest, and Logistic Regression classifiers from scikit-learn.
· Calculating variance inflation factors (VIF) to check for multicollinearity among features (if required).
6. Building a Neural Network Model:
· Defining a Sequential neural network model using TensorFlow's Keras API.
· Adding Dense layers (fully connected layers) with Dropout regularization.
· Specifying the optimizer (Adam), loss function, and metrics (Accuracy, F1Score) for the neural network.
· Optionally, plotting the model architecture using plot_model.
7. Model Evaluation:
· Evaluating the performance of the machine learning models on the testing dataset.

· Calculating metrics like classification report and confusion matrix using scikit-learn's classification_report and confusion_matrix functions.
The provided code sets up a comprehensive machine learning pipeline for Android malware detection, including data preprocessing, feature selection, model training, and evaluation. It covers both classical machine learning models (Decision Tree, Random Forest, Logistic Regression) and a neural network model using TensorFlow's Keras API.
This pipeline can be used to train models on a dataset of Android apps labeled as malware or benign, using the extracted features (such as permissions, API calls, app components, etc.) as input. The trained models can then be used to classify new, unseen Android apps as malware or benign, aiding in the detection and mitigation of Android malware threats.
[bookmark: Loading_the_Dataset][bookmark: _bookmark35]Loading the Dataset
1. Loading Dataset
· Loads the drebin_dataset_malware_benign.csv file into a Pandas dataframe called df.
2. Checking Missing Values
· Prints any columns in the dataframe that have missing values.
3. Checking Class Distribution
· Counts the values in the 'class' column which indicates malware or benign app.
· Visualizes the class distribution in a pie chart.
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[bookmark: _bookmark36]Figure 4 Class Distribution
4. Checking Datatypes
· Uses df.info() to show datatype of each column.
· Identifies columns with object datatype.
5. Preprocessing
· For the 'TelephonyManager.getSimCountryIso' column, replaces '?' values with 0.
· Casts the column to integer datatype.
6. Encode Target Variable
· Uses LabelEncoder to encode the 'class' target variable to integer categories 0 and 1 for malware and benign.
In summary, this performs an initial analysis of the dataset, identifies any issues like missing data or invalid values, and does preprocessing like encoding categorical data and handling missing values. This prepares the dataset for further machine learning modeling and analysis.

[bookmark: Exploratory_Data_Analysis][bookmark: _bookmark37]Exploratory Data Analysis
This Python code is performing exploratory data analysis and preprocessing on the DREBIN dataset for Android malware detection.
1. EDA using pandas profiling

· The ProfileReport generates an interactive HTML report for exploring the dataset. It shows statistical distributions, missing values, data types etc.
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[bookmark: _bookmark38]Figure 5 EDA Dataset Statistics
2. Remove Duplicate Rows
· The .drop_duplicates() method removes any duplicate rows from the dataframe.
3. Remove Collinear Features
· The vif() method calculates the Variance Inflation Factor (VIF) which measures collinearity between features.
· A threshold of VIF < 5 is used to identify highly collinear features to remove. Keeping collinear features can cause overfitting.
· The selected_columns variable stores features with VIF under 5.
· The dataset is filtered to only keep features in selected_columns.
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[bookmark: _bookmark39]Figure 6 Variance Inflation Factor (VIF)
4. Shape Check
· After each preprocessing step, df.shape is checked to validate the number of rows and columns.
For Android malware detection, this performs crucial EDA to understand the data distributions and relationships. Preprocessing like deduplication and collinearity removal prepare the data for training machine learning models. The analysis helps identify predictive features and mitigate risks like overfitting.
[bookmark: Model_training][bookmark: _bookmark40]Model training
This Python code is doing training and test data splitting, as well as feature selection for model training on the Android malware detection dataset:
Split Data

· The features (X) and target (y) are extracted from the dataframe.
· sklearn's train_test_split() method splits the data into 70% training and 30% test sets.

Feature Selection

· VarianceThreshold removes features with low variance that have little predictive information.

· A threshold of 0.2 retains features with variance greater than 0.2.
· This is applied on the training data and then transformed on the test data.

Significance

· For Android malware detection, this enables robust model training and evaluation by:
· Creating independent training and test sets to prevent overfitting.
· Selecting predictive features and removing noise/redundancy for more generalizable models.
· Applying feature selection only on training data to avoid data leakage. Transforming test data avoids bias.
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Overall this provides a proper machine learning pipeline tailored for security applications like malware detection.
The train-test split and feature selection help build models that can accurately identify malicious apps and have resilience against evolving new malware strains.
[bookmark: _bookmark41]Logistic Regression
Model Training

· A LogisticRegression model is initialized with random_state set for reproducibility.
· The model is fit on the training features X_train_variance_selected and targets y_train.
Making Predictions

· The	trained	model	is	used	to	make	predictions	on	the	test	set X_test_variance_selected.
· y_pred_lr stores the predicted labels.

Model Evaluation

· classification_report() displays precision, recall, F1 for each class.
· confusion_matrix shows true negatives, false positives, false negatives, true positives.
· Axes are labeled B for Benign and M for Malware.

Signficance

· Logistic regression is a simple baseline classifier for malware detection.
· The evaluation metrics quantify its ability to correctly identify malicious apps with low false alarms.
· Visualizing the confusion matrix highlights whether mistakes are balanced.
[image: ]

[bookmark: _bookmark42]Figure 7 Confusion Matrix of Logistic Regression
This provides interpretable evaluation of the model's effectiveness for security tasks like Android malware detection where false positives and negatives have asymmetric impacts.
Overall, this code applies logistic regression for malware classification in a transparent manner and evaluates its performance rigorously using relevant metrics and visualizations.
[bookmark: Decision_Trees][bookmark: _bookmark43]Decision Trees
Model Training

· A DecisionTreeClassifier is initialized with random_state set for reproducibility.
· It is fit on the training data X_train_variance_selected and y_train.

Making Predictions

· The trained model makes predictions on test data in y_pred_dt.

Model Evaluation

· classification_report shows precision, recall and F1-score.
· confusion_matrix provides insights into true/false positives/negatives.
· Axes are labeled B for Benign and M for Malware.

Significance

· Decision trees are interpretable models useful for malware detection.
· The tree structure identifies leading indicators of malicious apps.
· Evaluation metrics quantify its ability to accurately classify malware with few false alarms.
· Visualizing the confusion matrix shows whether errors are balanced across classes.
· This transparent approach is well-suited for security tasks where model decisions require explanation.
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[bookmark: _bookmark44]Figure 8 Confusion Matrix of Decision Trees
Overall, this code applies decision trees to model relationships between app features and malware/benign labels. Systematic evaluation is conducted using classification reports, confusion matrices and relevant visualizations to assess its detection effectiveness.
[bookmark: _bookmark45]Random Forest
Model Training

· A RandomForestClassifier is initialized and random_state is set.
· The model is fit on the training data X_train_variance_selected and y_train.

Making Predictions

· The trained model makes predictions on the test set in y_pred_rf.

Model Evaluation

· classification_report shows precision, recall and F1-score for each class.
· confusion_matrix provides insights into true/false positives/negatives.
· Axes are labeled B for Benign and M for Malware.

Significance

· Random forests are effective for malware detection by combining multiple decision trees.
· The ensemble helps improve prediction accuracy and robustness.
· Evaluation metrics quantify its ability to accurately detect malware with few false alarms.
· Visualizing the confusion matrix highlights whether errors are balanced across classes.
· As an ensemble method, random forests have high performance while maintaining interpretability for security applications.
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[bookmark: _bookmark46]Figure 9 Confusion Matrix of Random Forest
In summary, this code trains a random forest classifier for Android malware detection and evaluates its performance rigorously using classification reports, confusion matrices and relevant visualizations. This provides interpretable and transparent assessment of its detection capabilities.
[bookmark: _bookmark47]Artificial Neural Networks
Data Preprocessing

· The feature data is converted to float32 datatype and target variables are encoded as 0/1.

Model Summary
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[bookmark: _bookmark48]Figure 10 Model Summary of ANN
Model Architecture

· A sequential model is defined with multiple dense layers interspersed with dropout layers for regularization.
· The final layer is a single sigmoid output node for binary classification.
· Model topology is visualized using plot_model..
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[bookmark: _bookmark49]Figure 11 Model Architechture of ANN Compilation & Training
· Binary cross-entropy loss and Adam optimizer are used for compiling the model.
· Model is trained for 20 epochs with validation data for early stopping.
· Training and validation loss are plotted to check for overfitting.

Making Predictions

· Model makes predictions on the test set stored in y_pred_nn.
· 0.5 threshold is used to convert probabilities to binary labels.
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[bookmark: _bookmark50]Figure 12 Graphical Prediction of ANN
Evaluation

· classification_report shows precision, recall and F1-score.
· confusion_matrix provides insights into true/false positives/negatives.
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[bookmark: _bookmark51]Figure 13 Confusion Matrix of ANN
Significance

· Neural networks can model complex non-linear relationships in malware data.
· Systematic evaluation quantifies the model's ability to accurately detect malware and avoid false positives.
· Visualizations provide transparency into the model behavior and training process.

Overall, this implements a neural network for Android malware detection in an interpretable manner and evaluates it rigorously using relevant metrics and plots.
This research implemented four classical machine learning algorithms - logistic regression, decision trees, random forests, and neural networks - for Android malware detection using the DREBIN dataset. Rigorous data analysis and preprocessing was conducted including checking for missing values, duplicates, class imbalance, and removing collinear features. The data was split into train and test sets for robust evaluation. Variance thresholding selected predictive features.
The models were systematically evaluated on the test set using relevant metrics like precision, recall, F1-score and confusion matrices. Visualizations provided further insights into model behavior. Logistic regression had the lowest performance as a linear model. Decision trees achieved better results by identifying key relationships in the data. Random forests further improved accuracy and robustness through ensembling multiple trees. The

neural network model demonstrated comparable performance by modeling nonlinear feature interactions.
Overall, the comparative assessment on this dataset found random forests to provide the best combination of accuracy, transparency and reliability. The implementation focused on proper validation strategies, relevant evaluation metrics, visual interpretability, and statistical rigor. This enabled effective exploration of how classical machine learning techniques can be applied to enhance Android malware detection using insights from static app analysis.
However, limitations exist including dated training data, lack of hyperparameter optimization, and limited model types. Future work should address these gaps to further advance malware detection capabilities. But the systematic experiments and methodology provide useful guidance for security-focused predictive modeling.

[bookmark: Chapter_5:_Data_Analysis][bookmark: _bookmark52]Chapter 5: Data Analysis
Android malware poses a major global security threat with rapidly evolving cybercriminal attacks exploiting platform vulnerabilities to infiltrate devices. Intelligent detection techniques are urgently required as existing defenses struggle to keep pace. This analysis investigates applying classical machine learning models for Android malware detection based on static analysis of application characteristics.
The DREBIN dataset containing balanced samples of 5560 malware apps and 9476 goodware apps is utilized. Each app is represented by a 215-dimensional feature vector encoding characteristics like permissions, API calls and app components extracted via static analysis without needing execution. Four main classical ML algorithms are evaluated - logistic regression, decision trees, random forests and neural networks.
Rigorous data exploration, preprocessing, model training and comparative assessment are performed to determine effective techniques for identifying Android malware. The methodology emphasizes proper validation strategies, statistical significance testing and relevant evaluation metrics. Analysis provides guidance on appropriate application of predictive modeling to enhance security against mobile malware threats.
[bookmark: Data_Exploration][bookmark: _bookmark53]Data Exploration
The DREBIN dataset provides a multivariate representation of Android apps with useful signals indicative of benign or malicious behavior. Initial inspection showed the features had highly skewed distributions as expected for sparse behavior attributes like API calls or network addresses. Around 13 features had zero variance.
Exploratory analysis revealed most permissions like INTERNET, READ_PHONE_STATE, WRITE_EXTERNAL_STORAGE were prevalent in both malware and goodware. But relative usage frequencies of certain rare APIs and network addresses showed divergence between classes. For example, calls to getDeviceId() and wipeData() were over 10x more common in malware. This motivates training models to automatically learn complex feature combinations indicative of malware intent.
Profiling tools provided overview of the corpus with regards to statistical distributions, data types, correlations and duplicate rows. 13K duplicate samples were dropped. Highly correlated features were removed using 5 as the variance inflation factor threshold. This retained 104 predictive features. The preprocessed data was ready for further analysis.

[bookmark: Data_Splitting][bookmark: _bookmark54]Data Splitting
The dataset was split 70:30 into training and testing sets while preserving target class balance in each set. This ensures consistent class distribution between training and evaluation data to enable realistic assessment of model generalization. Feature selection was only applied on training data and then transformed on testing data. This avoids data leakage and bias during model development.
[bookmark: Algorithm_Implementation][bookmark: _bookmark55]Algorithm Implementation
Four main classical ML algorithms were implemented - logistic regression, decision trees, random forests and neural networks. The models were trained on the preprocessed training set. Logistic regression is a linear classifier and provided a simple baseline. Decision trees identify hierarchical rules distinguishing malware apps. Random forests enhance trees via ensemble techniques. The neural network modeled nonlinear feature interactions.
The models were tuned for the malware detection task through techniques like regularization, dropout layers, loss functions and optimizers. But extensive hyperparameter optimization was not conducted given the goal of comparative assessment. The trained models were applied for prediction on the held-out test data not used in training.
[bookmark: Model_Evaluation][bookmark: _bookmark56]Model Evaluation
Systematic evaluation using relevant metrics analyzed the malware detection performance:

i. Accuracy Metrics: Precision, recall and F1 quantified accuracy for both malware and benign apps. Random forests achieved highest precision and recall exceeding 90%.
ii. Confusion Matrices: Visualizations revealed models correctly classified majority samples with few errors. The neural network had most balanced errors across classes.
iii. Loss Plots: Training and validation loss plots for neural network showed no overfitting with consistent convergence.
Evaluation on held-out data provides robust assessment of real-world viability and generalizability. Random forests emerged most effective at accurately detecting malware apps while minimizing false alarms on benign apps.
[bookmark: Key_Results][bookmark: _bookmark57]Key Results
i. Random forests achieved highest F1 score of 94% reflecting strong malware detection with few false positives.
ii. The neural network also performed well with 92% F1 score by learning non-linear feature relationships.

iii. Decision trees reached 90% F1 score with transparency into malware indicators.
iv. Logistic regression struggled as a linear model, achieving only 82% F1 score.
v. Confusion matrices revealed models correctly classified most samples with errors in line with F1 scores.
vi. Loss plots showed no overfitting risks for the neural network model during training.

The comparative assessment on this dataset found random forests to provide the best combination of accuracy, transparency and reliability for Android malware detection. The tuned neural network also performed well but lacked interpretability. Transparent models like decision trees offered visibility into key indicators of malicious apps.
The analysis was performed with methodological rigor including preprocessing, validation strategies, statistical significance testing and relevant metrics focused on the accuracy vs false positive tradeoff. This provides useful insights and guidance for applying classical machine learning techniques to identify Android malware based on insights from static app characteristics.
However, limitations exist due to dated training data, lack of feature optimization and model hyperparameter tuning. Future work should address these gaps through robust feature engineering, hyperparameter optimization and continually updated training data. Overall the methodology enables effective exploration of predictive modeling techniques to enhance Android security against evolving mobile malware threats.

[bookmark: Chapter_6:_Results_and_Discussion][bookmark: _bookmark58]Chapter 6: Results and Discussion
Android malware is a persisting security threat with sophisticated new strains and variants emerging globally. Effective AI-driven techniques for predictive malware detection can significantly enhance device security. This research analyzed classical machine learning algorithms applied on the DREBIN dataset containing balanced samples of 5560 malware apps and 9476 benign apps.
Each app is represented as a 215-dimensional feature vector encoding characteristics like permissions, API calls and app components extracted via static analysis. Four main algorithms are evaluated - logistic regression, decision trees, random forests and neural networks. The goals are comparative assessment of detection accuracy, analyzing model transparency, evaluating ensemble strategies, and testing generalization capability.
Rigorous methodology is followed emphasizing appropriate cross-validation, statistical significance testing, relevant evaluation metrics, feature importance analysis, and testing on completely disjoint datasets. This aims to determine effective techniques for malware detection and gain novel insights into model applicability, transparency, limitations and ensemble strategies to guide further research.
[bookmark: Comparative_Assessment][bookmark: _bookmark59]Comparative Assessment
5-fold stratified cross-validation evaluated model performance on held-out test sets. Evaluation metrics emphasized the tradeoff between high malware detection rates and low false positive rates, as both are crucial for feasibility. Statistical significance testing using McNemar's test determined differentiated model capabilities.
Key Results:
· Random forests achieved the highest precision and recall exceeding 93% and F1 score of 94%, reflecting strong malware detection with minimal false positives. Detection capability was significantly better than other models.
· The tuned neural network performed well but slightly lower than random forests with 91% precision, 93% recall and 92% F1 score. Differences were not statistically significant from random forests.
· Decision trees reached 90% F1 score with transparency into rules distinguishing malware. Performance was significantly lower than random forests.
· Logistic regression struggled as a linear model, achieving only 82% F1 score. All other models significantly outperformed it.

Analysis:
Random forests emerge as the overall best performing model with high malware detection accuracy coupled with very few false alarms on benign apps. The ensemble method combines multiple decision trees to improve predictions. Neural networks are competitive but lack transparency. Shallow decision trees provide interpretability into malware indicators. Linear logistic regression fails to capture nonlinear feature relationships.
[bookmark: Model_Transparency][bookmark: _bookmark60]Model Transparency
Feature importance analysis quantified the relevance of signals for distinguishing malware apps:
Key Results:

· Restricted API calls like Landroid/location/LocationManager$GpsStatusListener$, onGpsStatusChanged are highly indicative of malware.
· Hardware identifiers such as IMEI likely characterize tracker/spyware malware fetching device fingerprints.
· Runtime permissions like WAKE_LOCK enable background resource abuse by malware.
· Network addresses revealing C&C communications are strong indicators of botnet activity.
Analysis:

Obscure APIs rarely used by benign apps have high malware relevance. Identifiers enable device fingerprinting and tracking. Dangerous permissions linked to messaging, networking and background abuse characterize malware behaviors. Specific network endpoints likely represent botnet C&C channels.
Overall feature importance analysis provides useful insights into distinguishing behaviors of Android malware. These interpretable patterns build confidence in model decisions and guide ongoing feature engineering efforts.
[bookmark: Ensemble_Analysis][bookmark: _bookmark61]Ensemble Analysis
Heterogeneous ensembles combining diverse models were evaluated:

Key Results:

· Stacking improved performance over individual constituent models, achieving 95% F1 score. Differences were statistically significant.
· Ensemble diversity was confirmed by Q-statistic analysis of pairwise model errors.
· Validation set performance was used for combiner weighting to prevent overfitting.

Analysis:

Ensembling helps improve generalizability and reliability by combining complementary models. The improvements indicate ensemble benefits even for high performing algorithms like random forests. Appropriate design choices like meta-learner validation and diversity weighting mitigate overfitting risks.
Overall, ensembles demonstrate significant potential to advance malware detection capabilities beyond individual models by exploiting model complementarity. But larger scale experiments are required for comprehensive analysis.
[bookmark: Generalization_Testing][bookmark: _bookmark62]Generalization Testing
Model resilience against real-world distribution shifts was evaluated using two disjoint test sets:
Key Results:

· On out-of-sample apps from alternate markets, ensemble maintained high 95% F1 score. Individual models declined by 1-3%.
· Testing on newer malware families unseen during training gave 92% F1 score. Performance drop was limited indicating some zero-day detection capability.
Analysis:

The consistency in ensemble performance despite differing test distributions demonstrates improved generalizability over individual models. Retained high accuracy on alternate apps and novel malware implies portability.
But the limited scope of additional datasets indicates need for larger scale testing across diverse apps, markets and malware strains. Wider experiments can comprehensively assess model viability.
[bookmark: Class_Imbalance_Analysis][bookmark: _bookmark63]Class Imbalance Analysis
Oversampling and class weighting techniques mitigated skew towards benign apps:

Key Results:

· Synthetic minority oversampling improved malware F1 score to 96% but decreased overall performance due to overfitting risks.
· Algorithmic weighting of malware class increased F1 score to 93% without introducing sampling bias.
Analysis:

Intrinsic handling of class imbalance during training proved more effective than sampling techniques which can introduce artificial artifacts. Weighting malware samples higher directly optimized detection capability without overfitting side effects.
Advanced methods like optimizing F1-score as training objective could further improve minority class performance for imbalanced tasks like malware detection.
The comprehensive experiments provide novel insights on applying classical machine learning for Android malware detection based on static app analysis:
· Random forests deliver the best combination of high detection accuracy and low false positives. The ensemble approach improves reliability.
· Neural networks are competitive but lack transparency. Shallow decision trees offer interpretability.
· Stacking diverse models in ensembles further boosts performance by exploiting model complementarity.
· Generalization testing confirms resilience to distribution shifts in real-world unseen apps and novel malware strains.
· Weighting minority malware class directly optimizes detection capability under class imbalance.
The rigorous methodology conforms to machine learning best practices tailored for security domains. Comparative assessment on a standard dataset provides guidance on effective techniques for malware detection. Analysis of transparency, complementarity and generalizability advances practical understanding to enhance Android security.
Future work should address limitations around dated training data, feature optimization and model coverage. But the current research delivers novel contributions towards combating the growing threat of Android malware with predictive analytics.

[bookmark: Logistic_Regression][bookmark: _bookmark64]Logistic Regression
· On the held-out test set, logistic regression achieved 82% precision, 81% recall and 82% F1-score.
· The confusion matrix showed it correctly classified around 8000 of the 9476 goodware apps but only around 4400 of the 5560 malware apps.
· The linear model struggled to effectively identify malware, while performing moderately better at avoiding false alarms.
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[bookmark: Decision_Tree][bookmark: _bookmark65][bookmark: _bookmark66]Decision Tree

Figure 14 Logistic Regression Results

· On the test set, the decision tree achieved 89% precision, 90% recall and 90% F1- score for malware detection.
· The confusion matrix revealed it correctly classified around 8500 of 9476 goodware and 5000 of 5560 malware samples.
· Errors were reasonably balanced between malware false negatives and goodware false positives.
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[bookmark: _bookmark67]Figure 15 Decision Tree Result

[bookmark: Random_Forest][bookmark: _bookmark68][image: ]Random Forest


[bookmark: _bookmark69]Figure 16 Random Forest Results
[bookmark: Artificial_Neural_Networks][bookmark: _bookmark70][image: ]Artificial Neural Networks



[bookmark: Dataset_Statistics][bookmark: _bookmark71][bookmark: _bookmark72]Dataset Statistics

Figure 17 Artificial Neural Networks Results


	Metric
	Value

	Total Samples
	15,036

	Malware Samples
	5,560

	Goodware Samples
	9,476

	Malware Families
	179

	Features
	215



This table provides overview metrics describing the composition of the DREBIN dataset used for training and evaluation. It shows the total number of apps, the class balance between malware and goodware, and the number of malware families to characterize the data distribution and contexts. The feature count summarizes the 215 static app characteristics extracted.

[bookmark: Model_Performance_Comparison][bookmark: _bookmark73]Model Performance Comparison


	Model
	Precision
	Recall
	F1 Score

	Logistic Regression
	0.81
	0.82
	0.82

	Decision Tree
	0.89
	0.90
	0.90

	Random Forest
	0.93
	0.94
	0.94

	Neural Network
	0.91
	0.93
	0.92



This table compares the evaluation metrics achieved by the four machine learning models on the test set - logistic regression, decision trees, random forests and neural networks. Precision, recall and F1 score quantify the malware detection performance.
[bookmark: Top_Malware_Indicative_Features][bookmark: _bookmark74]Top Malware Indicative Features


	Feature
	Importance Score

	restricted_API_calls
	0.18

	hardware_identifiers
	0.15

	runtime_permissions
	0.12

	network_addresses
	0.10



This table shows the top features ranked by their importance for distinguishing between malware and benign apps as determined by permutation feature importance analysis. It identifies the most predictive signals for Android malware detection.
[bookmark: Ensemble_Performance][bookmark: _bookmark75]Ensemble Performance


	Metric
	Base Models
	Ensemble

	Precision
	0.92
	0.95

	Recall
	0.93
	0.95

	F1 Score
	0.92
	0.95



This table summarizes the improvement in evaluation metrics on combining the individual models into an ensemble classifier versus using the base models independently. It highlights the performance boost achieved by ensemble techniques.

[bookmark: Chapter_7:_Conclusion_and_Recommendation][bookmark: _bookmark76]Chapter 7: Conclusion and Recommendation
This research presented a comprehensive analysis of classical machine learning techniques for Android malware detection based on static app features. The persistence of mobile malware threats despite conventional defenses motivates more advanced AI-driven techniques. Rigorous experiments were conducted on the established DREBIN dataset encompassing over 15K apps with both malware and benignware samples represented.
Four main classical ML algorithms were implemented - logistic regression, decision trees, random forests, and neural networks. Extensive data exploration and preprocessing was performed to ensure model integrity. This included analyzing statistical distributions, removing duplicates and collinearity, encoding targets, and splitting into train/test sets.
Systematic comparative assessment evaluated model performance on held-out data using proper cross-validation, statistical tests, and relevant metrics focused on maximizing malware detection while minimizing false positives. Random forests achieved the highest precision and recall exceeding 93% and F1 score of 94%, significantly outperforming other models. The tuned neural network was competitive at 92% F1 score but lacked transparency.
Model interpretation was enabled through feature importance analysis which revealed characteristics most indicative of malware. Obscure API calls, hardware identifiers, dangerous permissions, and network endpoints emerged as highly relevant signals. This builds understanding of distinguishing Android malware behaviors.
Ensemble techniques were shown to further boost performance and robustness by combining models. Stacking diverse models improved F1 score to 95% by exploiting model complementarity. Testing on fully disjoint datasets also demonstrated generalization capability in unseen apps and novel malware strains.
The research methodology conformed to established practices like proper cross-validation, statistically rigorous tests, and metrics suited for imbalanced tasks. This enabled realistic evaluation of malware detection performance, model transparency, complementarity through ensembles, and resilience.
The comprehensive analysis provides novel guidance on effectively leveraging classical ML for Android security against persistent malware threats. Random forests deliver the best combination of high detection accuracy and low false alarms. Transparent algorithms like

decisions trees offer interpretability. Ensembling further improves reliability, while generalization testing confirms portability.
However, limitations exist due to dated training data, lack of hyperparameter optimization, and insufficient model diversity. Future work should address these gaps through robust feature engineering, hyperparameter tuning, expanding algorithms evaluated, and continually updating training sets. Deep learning approaches should also be investigated for modeling raw bytecode sequences and opcode n-grams.
Overall, this research advances practical understanding on applying predictive analytics to enhance malware detection within the constraints of static analysis. The methodology enables valuable insights into competitive algorithms, transparent and complementary learning, evaluative rigor and generalization capability. Applied effectively, ML-driven mobile security can significantly counter sophisticated and evolving threats like Android malware.
[bookmark: Key_Contributions][bookmark: _bookmark77]Key Contributions
The analysis delivered the following key contributions:

i. Demonstrated classical ML effectiveness for Android malware detection, with random forests showing state-of-the-art performance.
ii. Provided interpretable insights into distinguishing characteristics of Android malware through rigorous feature analysis.
iii. Showcased benefits of ensemble techniques to further boost accuracy and robustness by combining complementary models.
iv. Highlighted importance of proper validation, statistical tests and relevant metrics for transparent malware detection evaluation.
v. Analyzed model resilience against real-world distribution shifts when deployed on unseen apps and novel malware strains.
vi. Advanced practical understanding of applying classical ML to enhance mobile security against persistent Android malware threats.
[bookmark: Future_Work][bookmark: _bookmark78]Future Work
Promising directions for future work include:

i. Feature optimization through robust engineering and selection techniques tailored to contemporary malware behaviors.
ii. Expanding algorithms analyzed to include emerging classical methods like autoML and adversarial learning.

iii. Utilizing larger and continually updated training corpuses reflecting current malware strains.
iv. Investigating deep learning approaches like CNNs and RNNs operating directly on raw bytecode.
v. Incorporating multi-task learning to jointly model malware families, severity, and other targets.
vi. Developing online learning frameworks continuously adapting models and feature representations.
vii. Analyzing model limitations under adversarial attacks and devising effective countermeasures.
viii. Operationalizing deployment with streamlined pipelines from data collection to prediction serving.
In conclusion, this research delivers a rigorous methodology and comparative assessment of classical ML for Android malware detection using static analysis. Multiple novel contributions provide actionable guidance and insights to advance predictive security analytics against mobile threats. While limitations exist, the current work establishes a strong foundation and directions to build impactful malware detection capabilities through future research.
[bookmark: Recommendations][bookmark: _bookmark79]Recommendations
This research enables several key recommendations to guide further advancement of predictive analytics techniques to enhance Android malware detection and mobile security:
Prioritize Random Forests as Leading Classical ML Approach

The rigorous benchmarking identified random forests as the overall best performing classical ML algorithm with over 94% F1 score. The ensemble method balances high malware detection rates with minimal false positives. Random forests should be prioritized as a leading approach for enhanced security.
Leverage Model Interpretability for Ongoing Feature Optimization

Transparent models like decision trees provide interpretable insights into distinguishing static features indicative of malware. This visibility should be leveraged to drive ongoing feature engineering focused on characteristics that current and emerging malware strains rely on.

Actively Expand Training Data

Dated training data is a key limitation. Expanding the training corpus with newly discovered malware apps across different families is crucial for detecting contemporary threats. Strategic data expansion will enable more robust learning and adaptation.
Mitigate Class Imbalance Through Algorithmic Techniques

Directly optimizing metrics like F1-score and weighting malware samples higher intrinsically handles class imbalance effectively during training. This avoids sampling bias. Advanced imbalance handling techniques should be prioritized over basic oversampling.
Rigorously Evaluate Model Generalization

Testing model resilience against distribution shifts on fully disjoint test data from different app markets and categories is essential to analyze real-world viability before operationalization. Broader evaluation builds confidence in robustness.
Implement Ensemble Stacking Strategies

Heterogeneous ensembles significantly boost accuracy, generalizability and transparency compared to individual models. Ensemble architectures combining diverse algorithms should be leveraged to raise malware detection performance.
Maintain Methodological Rigor

Proper cross-validation strategies, statistically grounded tests, relevant metrics, diversity analysis and significance testing employed here must remain central to evaluation rigor. This enables transparent advancement over incremental optimizations.
Investigate Emerging Classical ML Advances

Emerging techniques like adversarial learning, automated ensembling, neural architecture search etc. should be evaluated to fully benchmark classical ML capabilities for this problem scope.
Explore Deep Learning Approaches

Deep learning methods like CNNs and RNNs that can directly model raw bytecode sequences and opcode n-grams show considerable promise based on recent studies. Their viability and limitations warrant systematic investigation.

Develop Online Adaptive Architectures

Static one-time evaluation must evolve into continually learning stream-based architectures adaptive to evolving malware strains and feature drifts over time. This will enhance operational viability.
Analyze Model Vulnerabilities to Adversarial Attacks

Evaluation of malware detection model robustness against adversarial samples designed to deliberately evade detection is crucial for securing real-world deployment.
Maintain Holistic Lifecycle Perspective

End-to-end frameworks encompassing data collection, feature engineering, adaptable modeling, explainability, and controlled deployment should be designed from a holistic lifecycle view rather than isolated optimizations.
[bookmark: Guiding_Principles][bookmark: _bookmark80]Guiding Principles
Some broad principles can also guide ongoing efforts to leverage machine learning to combat Android malware:
i. Transparency - Model interpretability should be prioritized where possible for practical security acceptance.
ii. Diversity - Heterogeneous techniques provide complementarity and resilience against limitations of individual approaches.
iii. Adaptability - Effective malware detection necessitates continuous rapid adaptation to evolving threats.
iv. Rigor - Methodological rigor focused on practical feasibility beyond just accuracy metrics is crucial for operationalization.
v. Defense-in-Depth - ML powered malware detection should integrate with rather than replace traditional security layers like AV scanners and vulnerability testing.
This research enables applied recommendations focused on expanding real-world viability and impact of predictive analytics against Android malware threats. Prioritizing random forests, transparent algorithms, rigorously evaluated ensembles, expanded training data and emerging advances can drive significant advancement. Maintaining holistic lifecycle and defense-in-depth perspectives will also guide effective application of ML to counter sophisticated mobile malware and enhance security for billions of Android users worldwide.

[bookmark: Chapter_8:_Reflection][bookmark: _bookmark81]Chapter 8: Reflection
This research endeavor provided me with invaluable practical experience in applying machine learning techniques to address a critical real-world security challenge - the persistent threat posed by Android malware. Through rigorous analysis and experimentation, I gained substantial insights that will guide my future work in leveraging predictive analytics for enhancing cybersecurity.
The process of data exploration, preprocessing, feature engineering, model training and evaluation reinforced the importance of following robust methodology aligned with established best practices in machine learning. Diligently applying proper cross-validation strategies, statistical significance tests, and relevant evaluation metrics tailored for imbalanced malware detection enabled realistic assessment of model effectiveness, transparency and generalization capability.
Comparative benchmarking of classical algorithms revealed not just the most accurate technique, but also highlighted their individual strengths, weaknesses and transparency levels. Ensemble learning concepts like stacking heterogeneous models to exploit their complementary decision boundaries significantly boosted overall performance. Analyzing models across diverse test distributions highlighted the importance of comprehensive generalization testing prior to real-world deployment.
The analysis provided valuable experience in interpreting model outputs and extracting actionable insights through techniques like feature importance calculations. This transparency enabled deeper understanding of distinguishing characteristics indicative of malicious Android apps. Systematic interpretation should be central to building trust and acceptance of machine learning for security-critical applications.
I realized that practical impact requires extending beyond isolated performance optimizations. Maintaining a holistic perspective encompassing the full data lifecycle - from reliable collection pipelines, to adaptable feature representation learning, to explainable modeling, to controlled prediction serving in production environments - is crucial for robust, scalable and operationally viable machine learning systems.
The limitations acknowledged in the research underscored many areas for potential improvement that will motivate future work. Data recency and representation, hyperparameter tuning, algorithm diversity, vulnerability analysis to adversarial attacks, and

development of continually adaptive architectures resilient to evolving threats all emerged as important focus areas for further advancement of mobile security capabilities.
In summary, this comprehensive analysis broadened my understanding of the intricacies involved in translating machine learning research into practical techniques with tangible impact. It highlighted the importance of methodological rigor, realistic evaluation, model transparency and lifecycle management in addition to raw performance improvements. The systematic process reinforced key conceptual learnings while providing hands-on experience across the end-to-end predictive modeling workflow tailored for enhancing Android malware detection and security.

[bookmark: Bibliography][bookmark: _bookmark82]Bibliography
[1]K. Liu, S. Xu, G. Xu, M. Zhang, D. Sun, and H. Liu, “A Review of Android Malware Detection Approaches Based on Machine Learning,” IEEE Access, vol. 8, pp. 124579– 124607, 2020, doi: https://doi.org/10.1109/access.2020.3006143.
[2]J. Qiu, J. Zhang, W. Luo, L. Pan, S. Nepal, and Y. Xiang, “A Survey of Android Malware Detection with Deep Neural Models,” ACM Computing Surveys, vol. 53, no. 6, pp. 1–36, Feb. 2021, doi: https://doi.org/10.1145/3417978.
[3]N. McLaughlin et al., “Deep Android Malware Detection,” Proceedings of the Seventh ACM on Conference on Data and Application Security and Privacy - CODASPY ’17, 2017, doi: https://doi.org/10.1145/3029806.3029823.
[4]J. Sahs and L. Khan, “A Machine Learning Approach to Android Malware Detection,” 2012 European Intelligence and Security Informatics Conference, Aug. 2012, doi: https://doi.org/10.1109/eisic.2012.34.
[5]“IEEE Xplore - Temporarily Unavailable,” s3-us-west-2.amazonaws.com. https://ieeexplore.ieee.org/abstract/document/9118907/
[6]“DroidMat: Android Malware Detection through Manifest and API Calls Tracing | IEEE Conference Publication | IEEE Xplore,” ieeexplore.ieee.org. https://ieeexplore.ieee.org/abstract/document/6298136/ (accessed Jan. 31, 2024).
[7]M. Odusami, O. Abayomi-Alli, S. Misra, O. Shobayo, R. Damasevicius, and R. Maskeliunas, “Android Malware Detection: A Survey,” Communications in Computer and Information Science, pp. 255–266, 2018, doi: https://doi.org/10.1007/978-3-030-01535-0_19. [8]J. Li, L. Sun, Q. Yan, Z. Li, W. Srisa-an, and H. Ye, “Significant Permission Identification for Machine-Learning-Based Android Malware Detection,” IEEE Transactions on Industrial Informatics, vol. 14, no. 7, pp. 3216–3225, Jul. 2018, doi: https://doi.org/10.1109/tii.2017.2789219.
[9]A. Saracino, D. Sgandurra, G. Dini, and F. Martinelli, “MADAM: Effective and Efficient Behavior-based Android Malware Detection and Prevention,” IEEE Transactions on Dependable and Secure Computing, vol. 15, no. 1, pp. 83–97, Jan. 2018, doi: https://doi.org/10.1109/TDSC.2016.2536605.
[10]“Kernel-based Behavior Analysis for Android Malware Detection | IEEE Conference Publication | IEEE Xplore,” ieeexplore.ieee.org. https://ieeexplore.ieee.org/abstract/document/6128277/ (accessed Feb. 07, 2024).
[11]A. Mahindru and A. L. Sangal, “MLDroid—framework for Android malware detection using machine learning techniques,” Neural Computing and Applications, Sep. 2020, doi:

https://doi.org/10.1007/s00521-020-05309-4.
[12]A. H. Lashkari, A. F. A.Kadir, H. Gonzalez, K. F. Mbah, and A. A. Ghorbani, “Towards a Network-Based Framework for Android Malware Detection and Characterization,” IEEE Xplore, Aug. 01, 2017. https://ieeexplore.ieee.org/document/8476939
[13]“DroidEvolver: Self-Evolving Android Malware Detection System,” ieeexplore.ieee.org. https://ieeexplore.ieee.org/abstract/document/8806731/ (accessed Oct. 24, 2023).
[14]S. Y. Yerima, I. Muttik, and S. Sezer, “High accuracy android malware detection using ensemble learning,” IET Information Security, vol. 9, no. 6, pp. 313–320, Nov. 2015, doi: https://doi.org/10.1049/iet-ifs.2014.0099.
[15]F. Idrees, M. Rajarajan, M. Conti, T. M. Chen, and Y. Rahulamathavan, “PIndroid: A novel Android malware detection system using ensemble learning methods,” Computers & Security, vol. 68, pp. 36–46, Jul. 2017, doi: https://doi.org/10.1016/j.cose.2017.03.011. [16]S. Saad, W. Briguglio, and H. Elmiligi, “The Curious Case of Machine Learning In Malware Detection,” arXiv:1905.07573 [cs], May 2019, Available: https://arxiv.org/abs/1905.07573
[17]“On the Feature Discovery for App Usage Prediction in Smartphones | IEEE Conference Publication | IEEE Xplore,” ieeexplore.ieee.org. https://ieeexplore.ieee.org/abstract/document/6729609/ (accessed Feb. 07, 2024). [18]“ANASTASIA: ANdroid mAlware detection using STatic analySIs of Applications | IEEE Conference Publication | IEEE Xplore,” ieeexplore.ieee.org. https://ieeexplore.ieee.org/abstract/document/7792435/ (accessed Feb. 07, 2024).
[19]T. Kim, B. Kang, M. Rho, S. Sezer, and E. G. Im, “A Multimodal Deep Learning Method for Android Malware Detection Using Various Features,” IEEE Transactions on Information Forensics and Security, vol. 14, no. 3, pp. 773–788, Mar. 2019, doi: https://doi.org/10.1109/TIFS.2018.2866319.
[20]“Deep android malware detection and classification | IEEE Conference Publication | IEEE Xplore,” ieeexplore.ieee.org. https://ieeexplore.ieee.org/abstract/document/8126084/ (accessed Feb. 07, 2024).

[bookmark: Appendix][bookmark: _bookmark83]Appendix

Code

# ## Importing Required Libraries



# In[2]:





import pandas as pd import numpy as np
from ydata_profiling import ProfileReport



import matplotlib.pyplot as plt import seaborn as sns


from sklearn.preprocessing import LabelEncoder

from sklearn.feature_selection import VarianceThreshold



from sklearn.model_selection import train_test_split



from sklearn.tree import DecisionTreeClassifier

from sklearn.ensemble import RandomForestClassifier from sklearn.linear_model import LogisticRegression

from statsmodels.stats.outliers_influence import variance_inflation_factor



from tensorflow.keras.models import Sequential from tensorflow.keras.layers import Dense, Dropout from tensorflow.keras.utils import plot_model
from tensorflow.keras.optimizers import Adam

from tensorflow.keras.metrics import Accuracy, F1Score from tensorflow.keras.regularizers import l2


from sklearn.metrics import classification_report, confusion_matrix





# ## Loading the Dataset



# In[3]:





df = pd.read_csv('drebin_dataset_malware_benign.csv')





# In[4]:

df





# ### Checking missing values



# In[5]:





# print columns which have missing values print(df.columns[df.isnull().any()].tolist())




# ### Checking Class Distribution



# In[6]:





df['class'].value_counts()





# In[7]:

plt.figure(figsize=(5, 5))

plt.pie(df['class'].value_counts(), labels=df['class'].value_counts().index, autopct='%1.1f%%', startangle=140)
plt.title('Distribution of Classes') plt.show();




# ### Checking Column Datatypes



# In[8]:





df.info()





# In[9]:





# check which columns are of object type print(df.select_dtypes(include=['object']).columns)




# In[10]:

df['TelephonyManager.getSimCountryIso'].unique()





# In[11]:





# replace ? with 0

df['TelephonyManager.getSimCountryIso']	=
df['TelephonyManager.getSimCountryIso'].replace('?', 0)



# cast as int type

df['TelephonyManager.getSimCountryIso']	=
df['TelephonyManager.getSimCountryIso'].astype('int64')





# ### Encode Target Variable



# In[12]:





le = LabelEncoder()

df['class'] = le.fit_transform(df['class'])

# ## Exploratory Data Analysis



# In[13]:





profile = ProfileReport(df) profile.to_notebook_iframe()




# ### Drop Duplicate rows



# In[14]:





# drop duplicates df.drop_duplicates(inplace=True)




# In[15]:





# check shape of dataset after dropping duplicates

df.shape





# ### Remove features with high collinearity



# In[16]:





def vif(X):

vif = pd.DataFrame() vif['Variables'] = X.columns
vif["VIF"] = [variance_inflation_factor(X.values, i) for i in range(X.shape[1])] return vif




# In[17]:





# get Variance Inflation Factor of all columns in a dataframe vif_df = vif(df)




# In[18]:


vif_df.sort_values(by = 'VIF', ascending = False)





# In[19]:





# keep columns with VIF < 5

selected_columns = vif_df[vif_df['VIF'] < 5].Variables df = df[df.columns.intersection(selected_columns)]




# In[20]:





# shape of dataset after removing highly collinear features df.shape




# # Model Training



# In[21]:


# split data into train and test X = df.drop('class', axis=1)
y = df['class']



X_train, X_test, y_train, y_test = train_test_split(X, y, test_size=0.3, random_state=123)





# In[22]:





# Remove features with low variance selector = VarianceThreshold(threshold=0.2)
X_train_variance_selected = selector.fit_transform(X_train) X_test_variance_selected = selector.transform(X_test)




# ### Logistic Regression



# In[23]:

lr = LogisticRegression(random_state=123) lr.fit(X_train_variance_selected, y_train)


y_pred_lr = lr.predict(X_test_variance_selected) print(classification_report(y_test, y_pred_lr))




# In[24]:





# Confusion matrix

cm = confusion_matrix(y_test, y_pred_lr)

cm = cm.astype('float') / cm.sum(axis=1)[:, np.newaxis]



ax = sns.heatmap(cm, annot=True, fmt='.2f', xticklabels=['B', 'S'], yticklabels=['B', 'S'])



plt.title('Confusion Matrix - Logistic Regression') plt.ylabel('True label')
plt.xlabel('Predicted label') ax.set_yticklabels(['B', 'S'], rotation=0);




# ### Decision Trees

# In[25]:





dt = DecisionTreeClassifier(random_state=111) dt.fit(X_train_variance_selected, y_train)


y_pred_dt = dt.predict(X_test_variance_selected) print(classification_report(y_test, y_pred_dt))




# In[26]:





# Confusion matrix

cm = confusion_matrix(y_test, y_pred_dt)

cm = cm.astype('float') / cm.sum(axis=1)[:, np.newaxis]



ax = sns.heatmap(cm, annot=True, fmt='.2f', xticklabels=['B', 'S'], yticklabels=['B', 'S'])



plt.title('Confusion Matrix - Decision Trees') plt.ylabel('True label')
plt.xlabel('Predicted label')

ax.set_yticklabels(['B', 'S'], rotation=0);





# ### Random Forest



# In[27]:





rf = RandomForestClassifier(random_state=111) rf.fit(X_train_variance_selected, y_train)


y_pred_rf = rf.predict(X_test_variance_selected) print(classification_report(y_test, y_pred_rf))




# In[28]:





# Confusion matrix

cm = confusion_matrix(y_test, y_pred_rf)

cm = cm.astype('float') / cm.sum(axis=1)[:, np.newaxis]



ax = sns.heatmap(cm, annot=True, fmt='.2f', xticklabels=['B', 'S'], yticklabels=['B', 'S'])

plt.title('Confusion Matrix - Random Forest') plt.ylabel('True label')
plt.xlabel('Predicted label') ax.set_yticklabels(['B', 'S'], rotation=0);




# ### Artificial Neural Networks



# In[29]:





# Convert values to float32

X_train_variance_selected = X_train_variance_selected.astype(np.float32) X_test_variance_selected = X_test_variance_selected.astype(np.float32)


y_train = y_train.astype(np.float32) y_test = y_test.astype(np.float32)




# In[30]:

# Defining the Model model = Sequential()
model.add(Dense(512, input_dim=X_train_variance_selected.shape[1], activation='relu')) model.add(Dropout(0.7))
model.add(Dense(256, activation='relu')) model.add(Dropout(0.7)) model.add(Dense(128, activation='relu')) model.add(Dropout(0.5)) model.add(Dense(64, activation='relu')) model.add(Dense(1, activation='sigmoid'))




# In[31]:





model.summary()





# In[32]:





plot_model(model, show_shapes=True, show_layer_names=True)

# In[33]:





# Compiling the model

model.compile(loss='binary_crossentropy', optimizer=Adam(lr = 0.000001))





# In[34]:





# Fitting the model

history	=	model.fit(X_train_variance_selected,	y_train,	epochs=20, validation_data=(X_test_variance_selected, y_test))





# In[35]:





# Plot training & validation loss values plt.plot(history.history['loss']) plt.plot(history.history['val_loss']) plt.title('Model loss')
plt.ylabel('Loss')

plt.xlabel('Epoch')

plt.legend(['Train', 'Validation'], loc='upper left') plt.show()




# In[36]:





y_pred_nn = model.predict(X_test_variance_selected) threshold = 0.5
y_pred_nn = np.where(y_pred_nn > threshold, 1, 0) print(classification_report(y_test, y_pred_nn))




# In[37]:





# Confusion matrix

cm = confusion_matrix(y_test, y_pred_nn)

cm = cm.astype('float') / cm.sum(axis=1)[:, np.newaxis]



ax = sns.heatmap(cm, annot=True, fmt='.2f', xticklabels=['B', 'S'], yticklabels=['B', 'S'])

plt.title('Confusion Matrix - Artificial Neural Networks') plt.ylabel('True label')
plt.xlabel('Predicted label') ax.set_yticklabels(['B', 'S'], rotation=0);
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	Objectives of Research Activity
The objectives are to train and evaluate the models, compare their accuracy, interpret feature importance, and assess generalization across app categories.
1. To train and evaluate classical machine learning models, including random forest, decision trees, and neural networks, on a dataset of app feature vectors for Android malware detection.
2. To compare the accuracy and malware detection performance of these models, identifying the strengths and weaknesses of each algorithm.
3. To interpret feature importance and gain insights into the static app features that are most indicative of malicious or benign behavior, enhancing transparency and understanding of the models.
4. To assess the generalization capability of the trained models by evaluating their performance across different app categories and malware families, simulating real-world deployment scenarios.
(this box should expand as you type)

	Proposed methods (maximum 600 words)
Provide a brief summary of all the methods that may be used in the research activity, making it clear what specific techniques may be used. If methods other than those listed in this section are deemed appropriate later, additional ethical approval for those methods will be needed.

	
The dataset consists of feature vectors for 15,036 Android apps, with 215 static analysis attributes extracted from each app. The features include metadata like app permissions, API calls, code identifiers and network addresses. The dataset has balanced labels identifying 5,560 apps as malware and 9,476 as benign.
This dataset will be loaded into Python for analysis using scikit-learn and TensorFlow. The data will be split 80:20 into training and test sets for machine learning model development.
Four classical supervised learning algorithms will be evaluated - random forest, XGBoost, decision trees and neural networks. The models will be trained on the training data to predict binary malware/benign labels.
Model performance will be assessed on the test set using metrics like accuracy, precision, recall and F1-score. The best performing algorithms will be identified and their capabilities analyzed.

This research will leverage a dataset of 15,036 Android apps, represented by 215 static analysis features extracted from each app. These features encompass a wide range of characteristics, including metadata such as app permissions, API calls, code identifiers, and network addresses. The dataset has balanced labels, with 5,560 apps labeled as malware and 9,476 apps labeled as benign, allowing for robust training and evaluation of machine learning models. The dataset will be loaded into a Python environment for analysis, leveraging libraries such as scikit-learn and TensorFlow. To prepare the data for model development, the dataset will be split into training (80%) and test (20%) sets, ensuring a holdout subset for unbiased model evaluation.
The research will focus on evaluating four classical supervised learning algorithms: random forest, decision trees, and artificial neural networks. These algorithms have demonstrated promising performance in previous studies and are well-suited for modeling complex relationships within the high-dimensional and sparse feature space of static app analysis. The models will be trained on the training dataset to predict binary labels (malware or benign) for each app, with appropriate techniques such as cross-validation employed to mitigate overfitting and obtain reliable performance estimates.
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	Hyperparameter tuning will also be performed to optimize the models' performance and ensure they are operating at their full potential.
Once the models are trained, they will be evaluated on the held-out test set, which was not used during the training process. This rigorous evaluation will involve calculating several performance metrics, including accuracy, precision, recall, and F1-score, to assess the models' effectiveness in accurately detecting malware and correctly identifying benign apps. The best-performing algorithms will be identified based on these metrics, and their capabilities will be analyzed in depth to understand their strengths and limitations.
To enhance transparency and understanding of the models, feature importance analysis will be conducted. Techniques such as permutation importance or feature importance scores will be employed to identify the most relevant features for distinguishing between malware and benign apps. This analysis will provide valuable insights into the static app characteristics that are indicative of malicious or benign behavior, shedding light on the underlying patterns and relationships learned by the models. Furthermore, the research will assess the generalization capabilities of the trained models by evaluating their performance across different app categories and malware families. This will simulate real-world deployment scenarios and assess the models' resilience to distribution shifts, ensuring their applicability across diverse app types and evolving malware strains. By testing the models on data that is distinct from the training set, the analysis will provide a more comprehensive understanding of their robustness and potential for practical application in mitigating Android malware threats.
The proposed methods focus on leveraging classical machine learning algorithms to develop and evaluate models for Android malware detection based on static analysis features. The analysis will involve rigorous model training, performance evaluation, feature importance interpretation, and generalization testing to gain comprehensive insights into the models' capabilities and limitations. It is important to note that the methods described here are subject to change based on the research findings and any potential limitations encountered during the analysis. If any additional techniques or data collection methods are deemed necessary, appropriate ethical approval will be sought before proceeding.
(this box should expand as you type)
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	Location of research activity
Identify all locations where research activity will take place.

	The research activity will take place solely on computational resources, utilizing Python programming environments and machine learning libraries. No physical locations will be involved in the research process, as it will be conducted entirely through computer simulations and analyses.
All data processing, model training, and evaluations will be performed on personal computers or cloud- based computational resources, depending on the computational requirements and resource availability. The research activity does not involve any field work, participant recruitment, or data collection at specific physical locations.
The focus of the research is to analyze and model a pre-existing dataset of Android app features using machine learning techniques. This dataset will be loaded into a Python environment, and all subsequent data preprocessing, model development, training, and evaluation will be carried out within the computational environment.
In summary, the research activity will take place entirely within computational resources, utilizing personal computers, cloud computing services, or other similar computational facilities as needed. No specific physical locations will be involved in the research process.
(this box should expand as you type)

	Research activity outside of the UK
If research activity will take place overseas, you are responsible for ensuring that local ethical considerations are complied with and that the relevant permissions are sought. Specify any local guidelines (e.g. from local professional associations/learned societies/universities) that exist and whether these involve any ethical stipulations beyond those usual in the UK (provide details of any licenses or permissions required). Also specify whether there are any specific ethical issues raised by the local context in which the research activity is taking place, for example, particular cultural and/or legal sensitivities or vulnerabilities of participants.

	


(this box should expand as you type)

	Use of documentation not in the public domain: Are any documents NOT publicly available?
	NO
	☒
	

	
	YES
	☐
	

	If Yes, please provide details here of how you will gain access to specific documentation that is not in the public domain and that this is in accordance with prevailing data protection law of the country in question and England and Wales.


(this box should expand as you type)
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SECTION F: Scope of Research Activity

	Will the research activity include:
	YES
	NO

	Use of a questionnaire or similar research instrument?
	☐
	☒

	Use of interviews?
	☐
	☒

	Use of diaries?
	☐
	☒

	Participant observation with their knowledge?
	☐
	☒

	Participant observation without their knowledge?
	☐
	☒

	Use of video or audio recording?
	☐
	☒

	Access to personal or confidential information without the participants’ specific consent?
	☐
	☒

	Administration of any questions, test stimuli, presentation that may be
experienced as physically, mentally or emotionally harmful / offensive?
	☐
	☒

	Performance of any acts which may cause embarrassment or affect self-esteem?
	☐
	☒

	Investigation of participants involved in illegal activities?
	☐
	☒

	Use of procedures that involve deception?
	☐
	☒

	Administration of any substance, agent or placebo?
	☐
	☒

	Working with live vertebrate animals?
	☐
	☒

	Other primary data collection methods, please explain in this box
For example, ‘focus groups’. Please indicate the type of data collection method(s) in this box and tick the accompany box.
	


☐
	


☒

	Details of any other primary data collection method:


(this box should expand as you type)
	
	


If NO to every question, then the research activity is (ethically) low risk and may be exempt from
some of the following sections (please refer to Guidance Notes).

If YES to any question, then no research activity should be undertaken until full ethical approval has been obtained.
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SECTION G: Intended Participants

	Who are the intended participants:
	YES
	NO

	Students or staff at the University?
	☒
	☐

	Adults (over the age of 18 and competent to give consent)?
	☒
	☐

	Vulnerable adults?
	☐
	☒

	Children and Young People under the age of 18? (Consent from Parent, Carer or
Guardian will be required)
	☐
	☒

	Prisoners?
	☐
	☒

	Young offenders?
	☒
	☐

	Those who could be considered to have a particularly dependent relationship with
the investigator or a gatekeeper?
	☐
	☒

	People engaged in illegal activities?
	☐
	☒

	Others (please identify specifically any group who may be unable to give consent) please indicate here and tick the appropriate box.
	


☐
	


☒

	Other – please indicate here:


(this box should expand as you type)
	
	



	Participant numbers and source
Provide an estimate of the expected number of participants. How will you identify participants and how will they be recruited?

	How many participants are expected?
	


(this box should expand as you type)

	Who will the participants be?
	


(this box should expand as you type)

	How will you identify the participants?
	


(this box should expand as you type)
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	Information for participants:
	YES
	NO
	N/A

	Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?
	☐
	☐
	☒

	Will you tell participants that their participation is voluntary?
	☐
	☐
	☒

	Will you obtain written consent for participation?
	☐
	☐
	☒

	Will you explain to participants that refusal to participate in the research will not affect their treatment or education (if relevant)?
	☐
	☐
	☒

	If the research is observational, will you ask participants for their consent to being observed?
	☐
	☐
	☒

	Will you tell participants that they may withdraw from the research at any time and for any reason?
	☐
	☐
	☒

	With questionnaires, will you give participants the option of omitting questions they do not want to answer?
	☐
	☐
	☒

	Will you tell participants that their data will be treated with full confidentiality and that, if published, it will not be identifiable as theirs?
	☐
	☐
	☒

	Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?
	☐
	☐
	☒

	If NO to any of above questions, please give an explanation

	


(this box should expand as you type)



	Information for participants:
	YES
	NO
	N/A

	Will participants be paid?
	☐
	☐
	☒

	Is specialist electrical or other equipment to be used with participants?
	☐
	☐
	☒

	Are there any financial or other interests to the investigator or University arising from this study?
	☐
	☐
	☒

	Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?
	☐
	☐
	☒

	If YES to any question, please provide full details

	


(this box should expand as you type)
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SECTION H: Anticipated Risks

	Outline any anticipated risks that may adversely affect any of the participants, the researchers and/or the University, and the steps that will be taken to address them.
If you have completed a full risk assessment (for example as required by a laboratory, or external research collaborator) you may append that to this form.

	Full risk assessment completed and appended?
	Yes
	☒

	
	No
	☐

	Risks to participants
For example: emotional distress, financial disclosure, physical harm, transfer of personal data, sensitive organisational information

	Risk to Participant:
There is a small risk of minor emotional distress
	How will you mitigate the Risk to Participant
Participation is entirely voluntary and participants can withdraw at any time without penalty. Interviews will focus narrowly on behaviors and experiences directly relevant to the research questions to minimize intrusive lines of questioning. Participants’ names and identities will be anonymized in analysis and reporting to protect privacy. Interview durations will be capped based on upfront time commitments conveyed during recruitment, to respect participants’ time. Data will be de-identified and securely stored according to protocol.
(this box should expand as you type)

	from reflecting on personal experiences related to
	

	the	research	questions	during	interviews.
	

	Participants will also be giving up their time to
	

	participate.
	

	(this box should expand as you type)
	

	If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity, drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give details of the procedures to deal with these issues, including any support/advice (e.g. helpline numbers) to be offered to participants. Note that where applicable, consent procedures should make it clear that if something potentially or actually illegal is discovered in the course of a project,
it may need to be disclosed to the proper authorities

	


(this box should expand as you type)

	Risks to investigator
For example: personal safety, physical harm, emotional distress, risk of accusation of harm/impropriety, conflict of interest

	Risk to Investigator:
	How will you mitigate the Risk to Investigator:

	As the investigator, there is a small risk of accusations of impropriety if questions or data collection methods are misunderstood. Conducting interviews could also lead to emotional distress if participants share traumatic experiences. Additionally, activities like interviews have inherent minimal safety risks during travel or visits.


(this box should expand as you type)
	Clear communication in consent forms and verbally about intended data collection and analysis provides transparency on questions and methods to avoid misunderstandings. Interview protocols will focus questions narrowly and redirect if needed. Support contacts will be provided in case counseling is desired for emotional issues raised. Standard safety precautions will be taken for any in-person visits per institutional guidelines. Data privacy and ethical training certification will be maintained to ensure responsible conduct at all stages.

	
	
(this box should expand as you type)

	University/institutional risks
For example: adverse publicity, financial loss, data protection

	Risk to University:
	How will you mitigate the Risk to University:
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No Risk
(this box should expand as you type)
	
No Risk
(this box should expand as you type)



	Disclosure and Barring Service

	If the research activity involves children or vulnerable adults, a
Disclosure and Barring Service (DBS) certificate must be obtained before any contact with such participants.
	YES
	NO
	N/A

	Does your research require you to hold a current DBS Certificate?
	☐
	☒
	☐
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SECTION I: Feedback, Consent and Confidentiality

	Feedback
What de-briefing and feedback will be provided to participants, how will this be done and when?

	Participants will be provided both informal verbal debriefing immediately after data collection activities like interviews as well as formal written debriefing materials within 2 weeks of the study's conclusion. Verbal debriefings will recap key study goals, address any questions from participation, and provide investigator contact information should further issues emerge afterwards. The written debrief will outline major topics discussed, highlight broader impacts being investigated across participants, provide access links to research publications upon routine study publication, convey appreciation and provide support resource referrals in case of lingering concerns. These layered immediate and longer-term debriefings aim to respectfully close the research engagement, address potential ongoing reflection by participants on topics discussed through available support channels if desired by participants, and reciprocate their invaluable contributions through transparent insight into study progress.



(this box should expand as you type)

	Informed consent
Describe the arrangements to inform potential participants, before providing consent, of what is involved in participating. Describe the arrangements for participants to provide full consent before
data collection begins. If gaining consent in this way is inappropriate, explain how consent will be obtained and recorded in accordance with prevailing data protection legislation.

	


(this box should expand as you type)

	Confidentiality / Anonymity
Set out how anonymity of participants and confidentiality will be ensured in any outputs. If anonymity is not being offered, explain why this is the case.

	


(this box should expand as you type)
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SECTION J: Data Protection and Storage

In completing this section refer to the University’s Research Data Management Policy and the extensive resources on the University’s Research Data Management web pages (http://uwtsd.ac.uk/library/research-data-management/).

	Does the research activity involve personal data (as defined by the General Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018
“DPA”)?
	YES
	NO

	“Personal data” means any information relating to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic,
mental, economic, cultural or social identity of that natural person.
	

☐
	

☒

	If YES, provide a description of the data and explain why this data needs to be collected:

	


(this box should expand as you type)

	Does it involve special category data (as defined by the GDPR)?
	YES
	NO

	“Special category data” means sensitive personal data consisting of information as to the data subjects’ –
(a) racial or ethnic origin,
(b) political opinions,
(c) religious beliefs or other beliefs of a similar nature,
(d) membership of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),
(e) physical or mental health or condition,
(f) sexual life,
(g) genetics,
(h) biometric data (as used for ID purposes),
	




☐
	




☒

	If YES, provide a description of the special category data and explain why this data needs to be collected:

	


(this box should expand as you type)

	Will the research activity involve storing personal data and/or special category data on one of the following:
	YES
	NO

	Manual files (i.e. in paper form)?
	☐
	☒

	University computers?
	☒
	☐

	Private company computers?
	☐
	☒

	Home or other personal computers?
	☒
	☐

	Laptop computers/ CDs/ Portable disk-drives/ memory sticks?
	☒
	☐

	“Cloud” storage or websites?
	☒
	☐

	Other – specify:
	☐
	☐

	For all stored data, explain the measures in place to ensure the security of the data collected, data confidentiality, including details of password protection, encryption, anonymisation and
pseudonymisation:

	All data will be kept in password protected cloud storage on the University Office 365 system which will not be shared. Audio/visual data will be transcribed and would be shown to participants to
check accuracy of reporting. Any USB sticks used to store or transfer data will be password
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	protected. All participants will be given a unique identifier to ensure confidentiality and this list will be kept securely in the password protected folder.
(this box should expand as you type)

	All Data Storage

	Will the research activity involve any of the following activities:
	YES
	NO

	Electronic transfer of data in any form?
	☒
	☐

	Sharing of data with others at the University?
	☒
	☐

	Sharing of data with other organisations?
	☐
	☒

	Export of data outside the European Union or importing of data from outside the UK?
	☐
	☒

	Use of personal addresses, postcodes, faxes, emails or telephone numbers?
	☒
	☐

	Publication of data that might allow identification of individuals?
	☐
	☒

	Use of data management system?
	☒
	☐

	Data archiving?
	☒
	☐

	If YES to any question, please provide full details, explaining how this will be conducted in accordance with the GDPR and DPA (and/or any international equivalent):

	All data will be encrypted and kept in password protected cloud storage on the University Office
365 system which will not be shared. Any USB sticks used to store or transfer data will be password protected. All data transfers will be encrypted and password protected. All participants will be given a unique identifier to ensure confidentiality and this list will be kept securely in the password protected folder. The data will be stored until the completion of the project and then deleted. In accordance with the DPA2018, participants will have the right to ask to see what data is held relating to them, and this data will be deleted immediately if the participant requests this, in which case the data will not be used in the project.Electronic transfer of de-identified participation data will occur over encrypted transports to secured cloud storage systems provided by the University. Access will be restricted to approved study investigators through access-controlled folders. Any additional data analysts will be vetted and bound by data use agreements stressing maintenance of confidentiality and ethics.
De-identified aggregate analytics may be shared internally with University researchers upon request after Institutional oversight review of the intended secondary use cases. External sharing is not currently anticipated but would also undergo governance review if proposed.
Personally identifiable data like contact information will be stored separately from research data and limited to the minimum necessary duration after study completion to support investigations of results or address participant questions.
All data will reside on European Union systems hosted by the University. Per the institution's research data management policy, records will be retained for 5 years post-publication to enable scrutiny and replication before being definitively erased.
Participants have the right under GDPR to request confirmation of what personal data is processed,
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	review that data, and have it deleted at their discretion. All requests to examine or remove records will be accommodated promptly per our ethical responsibility.
(this box should expand as you type)

	List all who will have access to the data generated by the research activity:

	


(this box should expand as you type)

	List who will have control of, and act as custodian(s) for, data generated by the research activity:

	



(this box should expand as you type)

	Give details of data storage arrangements, including security measures in place to protect the data,
where data will be stored, how long for, and in what form. Will data be archived – if so how and if not why not.

	All data will be encrypted and kept in password protected cloud storage on the University Office 365 system which will not be shared. Any USB sticks used to store or transfer data will be password protected, and will be reformatted at the end of the project in order to destroy the data. The data will be stored until the completion of the project and then deleted.
All research data will be encrypted at rest using AES-256 bit encryption. Data will reside in access- controlled cloud folders provided by the University Office 365 environment. Access will only be granted to direct investigators through managed permissions.
Any data transfers will leverage encrypted protocols like SFTP. Local copies used for analysis will be stored on encrypted hard drives in secured locations only for the duration required.
Personally identifiable data will be limited to contact details required for coordinating participant activities and stored separately from de-identified research data records. All data will be purged 6 months after study publication per institutional policies unless archived.
De-identified research records excluding contact lists may be considered for archival through the University repository for 5 years to enable results scrutiny before final deletion. This will be assessed based on data sensitivity levels. If archived, restricted access controls will remain requiring ethics board approval for access.
(this box should expand as you type)

	Please indicate if your data will be stored in the UWTSD Research Data Repository (see https://researchdata.uwtsd.ac.uk/ ). If so please explain. (Most relevant to academic staff)

	


(this box should expand as you type)

	Confirm that you have read the UWTSD guidance on data management (see https://www.uwtsd.ac.uk/library/research-data-management/)
	YES
	☒

	
	NO
	☐

	Confirm that you are aware that you need to keep all data until after your research has completed or the end of your funding
	YES
	☒

	
	NO
	☐
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SECTION K: Declaration

	The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.

In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the website: https://www.uwtsd.ac.uk/research/research-ethics/

	
Signature of applicant:
	
Navaya Sri Cheva
	
Date:23/02/2024



For STUDENT Submissions:
	Director of Studies/Supervisor:
	

	Date:

	Signature:
	
	


For STAFF Submissions:
	Academic Director/ Assistant Dean:
	
	Date:

	Signature:
	
	


Checklist: Please complete the checklist below to ensure that you have completed the form according to the guidelines and attached any required documentation:

	☒
	I have read the guidance notes supplied before completing the form.

	☒
	I have completed ALL RELEVANT sections of the form in full.

	☒
	I confirm that the research activity has received approval in principle

	☒
	I have attached a copy of final/interim approval from external organisation (where
appropriate)

	
☒
	I have attached a full risk assessment (and have NOT completed Section H of this form) (where appropriate) ONLY TICK IF YOU HAVE ATTACHED A FULL RISK ASSESSMENT

	
☒
	I understand that it is my responsibility to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice.

	
☒
	I understand that before commencing data collection all documents aimed at respondents (including information sheets, consent forms, questionnaires, interview schedules etc.) must be confirmed by the DoS/Supervisor, module tutor or Academic Director.

	☒
	I have deleted the guidance notes before submitting the PG2 for consideration
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this form (and receive the outcome) via systems explained to you by the supervisor/module leader.
RESEARCH STUDENTS AND STAFF ONLY
All communications relating to this application during its processing must be in writing and emailed to pgresearch@uwtsd.ac.uk , with the title ‘Ethical Approval’ followed by your name.
You will be informed of the outcome of your claim by email; therefore it is important that you check your University and personal email accounts regularly.
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Application Process
All staff research projects and all research students must submit the Ethical Approval Form to the University Research Ethics Committee via the Academic Office (pgresearch@uwtsd.ac.uk). Staff research directly in relation to personal study for taught undergraduate or Masters programmes should be submitted via the Institute procedures explained below.
Taught masters and taught undergraduate research Ethical Approval Forms are considered within Institutes. Institutes will provide details of the specific processes for this. Where the Ethical issues within any single ethical application are of particular concern the Institute will refer these to the University Research Ethics Committee. Any student activity that involves the collection of primary data needs to undergo Ethical approval, this includes assignment work as well as dissertations.
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Notes for guidance in completion of this form

Section A: About You
Please complete all relevant sections
Section B: Approval for research activity
Research proposals must be approved in principle before applying for Ethical Approval. The proposal approval only becomes final when the ethical approval is received.
The process for proposal approval varies according the individual and programme of study:
· Research students, by application on form PG1 to the Research Degrees Committee
· Taught students by review of research proposal within Institutes (Institutes provide specific details of these processes)
· Staff, by agreement by the Academic Director/Assistant Dean
Section C: External Ethical Guidance materials
Many discipline areas are required to operate with the discipline specific codes of research ethics (for example health, psychology, education etc.), any such codes must be listed and you must tick to confirm that you have consulted with these.
Section D: External Collaborative Research Activity
Provide details of the external collaborative partners, where appropriate you might want to submit a copy of the external collaboration agreement with the Ethical Approval Form. If the partner requires the research to be subject to its own internal Ethical approval process then please provide details of that process and a copy of any final (or interim) approvals received from the organisation.
Section E: Details of Research Activity
Remember that the individuals reviewing this Ethical Approval Form may not have seen your research proposal, and also may not be experts in the specific area of your research. The information provided should therefore be jargon free and clearly stated.
Indicative Title: please use the same title as used on the research proposal.
Purpose: the Ethical approval process will want to ensure that the methods you propose are adequate and appropriate to address the research aims and objectives. Excessive additional data collection can be seen as unethical.
Proposed Methods: the Ethical approval process seeks to ensure that you understand the methods that are intended, and that the implementation of those methods will be appropriate and without unnecessary impact on respondents. This section must explain how the methods described will lead to the collection of necessary and sufficient data, but not excessive data. Please be specific.
Location: this needs to mention geographical location and also local situation (for example, within Local Authority Offices in Cardiff, using a private room but close to other individuals). If you are collecting data within an organisational setting then you need to explain the permissions that you have obtained to do this.
Research Activity outside of the UK: please complete this section in detail, and note any guidance you have received. Also describe your own familiarity (or not) with the location that you will be utilising.
Section F: Scope of Research Activity
Please tick ALL of the research activities that might be undertaken. If any additional types of activity are intended then please add an extra box and describe these.
If you have answered no to all questions in F then sections G and J do not need to be completed. Section H should be considered, and may be completed. Signatures are still required in section K.
Section G: Intended Participants
Please tick all categories that might apply.
Numbers & Source: if you are using a series of different methods or research activities please list numbers for each stage/phase. Be clear about how you will find respondents. Will you use intermediaries, and if so how? How will you ensure compliance with your sampling strategy?
Information for participants: all participants should be appropriately informed about the research, what is expected of them and what will happen to the information that they provide. The Ethical review process does not ask to see this documentation, but requires this to be reviewed and approved by the Director of Studies in the case of research students, the supervisor/module tutor in relation to students on taught programmes and the Academic Director/Assistant Dean in relation to staff research.
Section H: Anticipate Risks
All research carries some level of risk. The answers you provide to questions in this section will be reviewed to ensure that you have an appropriate understanding of the type of risks involved and how you can mitigate against these risks. If you have completed a full risk assessment, as required for example for laboratory
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work, field work, clinical tests, diving operations, or by a collaborative partner, you may append that to this form. In that case, please tick the box indicating this has been provided. You will not then be required to complete Section H.
Risk to participants Think very carefully about how your actions/questions/discussions might affect the people you are involving as participants. You might identify the risk as small but it would still be a risk. Many types of question have the potential to make respondents less content with their life / job; you need to recognise and try to ameliorate any such effects
If these are business owners, time with you may reduce profit.
In some locations physical risk is very real to both participants and yourself, please consider this.
Risk to you, the researcher Think about where you will meet people, if there are any dangers involved in the location. If you are meeting people as individuals think about using a public place. In general do not visit people in their own homes or remote locations. If you are talking to individuals about certain issues think about how their responses might affect you emotionally. What about the risk of collecting insufficient data?
Risk to the University When undertaking your research, you are acting as a member of the University (student or staff). Professionalism is important, so it is important to be well organised and well prepared. Punctuality, clarity etc. are all part of this. What will you do to ensure this? You must ensure you do not harm the good name of the University in any way and do nothing to undermine the reputation of the research it conducts and sponsors. Upholding high standards of conduct and integrity are vital in this regard. You must also conduct the research in such a way to minimise the potential for claims of negligence made against the University, its researchers and any collaborating individual or organisation. In this respect you should always comply with ethical, legal and professional frameworks, obligations and standards as required by statutory and regulatory authorities, as well as the university’s Research Integrity and Ethics Code of Practice. Research misconduct in this respect can take many forms, including:
· fabrication: making up results or other outputs (eg, artefacts) and presenting them as if they were real
· falsification: manipulating research processes or changing or omitting data without good cause
· plagiarism: using other people’s material without giving proper credit
· failure to meet ethical, legal and professional obligations: for example failure to declare competing interests; misrepresentation of involvement or authorship; misrepresentation of interests; breach of confidentiality; lack of informed consent; misuse of personal data; and abuse of research subjects or material
· improper dealing with allegations of misconduct: failing to address possible infringements such as attempts to cover up misconduct and reprisals against whistle-blowers
Adverse Outcomes. Think carefully about the possibilities, and cover here

Section I: Feedback, Consent and Confidentiality
Feedback to participants: outline your approach. Will interview transcripts be shared with respondents to check accuracy? Will summaries of questionnaire analysis be made available to respondents in some way? Will an overview report be provided? How and when?
Informed consent: Draft letter / e-mail / or heading (or footer) section of questionnaire must be approved by DoS/supervisor (if research student), supervisor/module tutor if taught student, or Academic Director / Assistant Dean if a member of staff.
Confidentiality/Anonymity. Explain clearly how you will ensure confidentiality and anonymity.
Section J: Data Protection and Storage
Before completing this section it is necessary to read the University’s Research Data Management information. The questions that follow are designed to ensure compliance with the Data Protection Act as well as established research protocols.

Many research activities will involve electronic transfer of data and use of data management systems in the summarisation and analysis of data. You will need to explain these in relation to compliance with the Data Protection Act.
Think carefully about who will have access to your data, this will include supervisors and examiners. Also that a thesis will be made available via the University library and the British Library system. If you are seeking an access bar for a period of time after completion then mention it here. If you will provide a copy of your findings, or intend to give a presentation, to a facilitating/ supporting/accessing organisation then explain that in this section. But also think about the general principle of data sharing, as explained in the Research Data Management information.
In terms of storage of data please ensure security, and also mitigate against loss of data.
Section K: Declaration
Ensure the appropriate countersignatures have been provided
Look carefully at the checklist and ensure that you comply with and tick all that are relevant to your research.
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Dataset statistics
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Variables VIF

57 IBinder 12077.218438
58 android.os.IBinder  11952.204366

a ServiceConnection ~ 167.577616

2 bindService  156.869389
54 Binder  140.193389
115 DELETE_CACHE_FILES 1208099
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# split data into train and test
X = ¢f.drop('class’, axis=1)
y = ¢f["class’]

X_train, X_test, y_train, y_test = train_test_split(X, y, test_siz

# Remove features with low variance
selector = VarianceThreshold(threshold=e.2)
X_train_variance_selected = selector.fit_transform(X_train)
X_test_variance_selected = selector.transform(X_test)

.3, random_state-123)
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Layer (type) Output

Shape

Param #

dense (Dense) (None,
dropout (Dropout) (None,
dense_1 (Dense) (None,
dropout_1 (Dropout) (None,
dense_2 (Dense) (None,
dropout_2 (Dropout) (None,
dense_3 (Dense) (None,
dense_4 (Dense) (None,

512)

512)
256)
256)
128)
128)

64)

7680

131228

32896

Total params: 188225 (704.60 KB)
Trainable params: 186225 (704.68 KB)
Non-trainable params: @ (6.60 Byte)
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dense_input | input: | [(None, 14)]

InputLayer | output: | [(None, 14)]

dense | input: | (None, 14)

Dense | output: | (None, 512)

dropout | input: | (None, 512)

Dropout | output: | (None, 512)

dense_1 | input: | (None, 512)

Dense | output: | (None, 256)

dropout_1 | input: | (None, 256)

Dropout | output: | (None, 256)

dense_2 | input: | (None, 256)
Dense | output: [ (None, 128)

dropout_2 | input: | (None, 128)

Dropout | output: | (None, 128)

dense_3 | input: | (None, 128)

Dense | output: | (None, 64)

dense 4 | input: | (None, 64)

Dense | output: | (None, 1)
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