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INTRODUCTION

What is Information Security?

    Information security has been defined as “The protection of information and information systems from unauthorized access, use, disclosure, disruption, modification, or destruction in order to provide; Integrity, Confidentiality, Availability and Authentication” [1]. When designing security policies and frameworks, the AIC triad model (Availability, Integrity, and Confidentiality) [2] can be adopted. Availability in this context means that the data is readily available to those that are authorized when it is needed in a timely and reliable manner [3]. Data Integrity ensures the client with the certainty that the data hasn’t be tampered with or degraded during or following submission, it is a certainty that the data has not been subject to any unauthorized modification, whether it be accidental or with malice, therefore, it can be trusted [3]. Finally, Confidentiality can be described as an organizations effort to ensure their data is kept private or “secret” and only shared on a need-to-know basis. This means that only those who are authorized have access to specific assets and those who are unauthorized are actively being prevented from obtaining access to said assets [3]. 




DETERMINING WHAT CONSTITUES AS AN ETHICAL, LEGAL OR PROFESSIONAL ISSUE IN INFORMATION SECURITY.
Differences between the terms

    The level to which a security specialist must adhere and perform to in respect to legal conduct, ethical conduct and professional conduct are three separate issues that must be considered and dealt with accordingly. As explained by Workman, laws are a series of rules that are enforceable to protect the best interest of both the company and the user, whereas ethics are described as what the company or end user may deem to be considered socially acceptable behaviour and cannot be enforced by government agencies [4]. However, Workman suggests that Ethical conduct and what society considered to be socially acceptable play a role in the design of legislation [4]. Professional issues are described by Lawrence as a series of regulatory practices that should be practiced whilst working for a company, this again can’t be enforced by the law, however, if you fail to comply accordingly could lead to sanctions and civil law proceedings [5]. Assuming SwanTech intends to operate the business on an international level they must consider that the laws and regulatory practices required to be followed may change within the jurisdiction of each area they intend to operate in. Another consideration to be accounted for would be that ethical matters may also vary and alter based on a few factors. Failure to comply to the standards outlined could lead to irreparable damage to the company reputation.

Descriptor of Governance

    Mark Bevir loosely describes governance as a term used to describe the control of a process used by a group or an organization to accomplish tasks, representing a strategic means of control used by a group or organizations senior management [6]. It is critical that senior management implement plans and policies in place that will allow them to strategize to operate within the confines of the AIC triad. This can include the development and implementation of policies, procedures, and standards to support governance, including the use of appropriate technologies and tools. As an example, an organization or company may use governance to develop and implement policies and standards that apply to data classification, access control, and incident response. This governance can be further utilized to a level where it is also used to select technologies and tools such as firewalls, intrusion detection systems, and encryption to support the previously mentioned policies and standards. By giving credibility and authenticity to these policies, procedures and standards, senior management can help to maintain its information security posture. Conclusively, an effective governance can ensure organizations protect their information assets, maintain their information security posture, and comply with relevant laws, regulations, and standards [7].

Descriptor of Policies
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Description automatically generated]    Policies are a series of rules that are outlined by senior management on the conduct employees in an organization must follow, they should be and are one of the most essential elements of information security [8]. When correctly implemented, policies are the ground basis for all planning, designing and deployment in information security [8]. The policies that a company or organization implements act as form of legislative conduct that can be outlined to determine what is ruled as acceptable and unacceptable behaviours, providing a sense of stability and control. If an employee fails to comply to the policies outlined by a company or organization this may likely not result in any form of criminal prosecution, however, assuming they have broken one or several policies outlined they may be subjected to penalties which can be later appealed. When documenting policies consideration must be given to the way that they are formalized in such a way that may be held up within a court of law, doing otherwise can be considered a dangerous act as employees are less likely to uphold a standard that can’t be enforced, therefore offering little deterrent, if any at all [9]. Policies should never contradict the law [9], if a policy is considered unlawful it is likely to be considered as unethical and enforcing such policies would be a criminal offense with substantial consequences. Finally, policies must be correctly administered through documentation to mitigate risk of liability charge exposure [10].

Regulatory Compliance Management

    Compliance refers to an organization or company’s duty to assent to specific regulations, set rules and policies that they may be subjected to by law. The relevant legislation can be enforced by an established regulator to ensure a business is following the codes, standards and guidelines that are required of them. Internally, this process may refer to the practices an organization or company puts in place to ensure they are complying with the law [11].  Many of the requirements that must be affecting the behaviour of both the individuals and organization, or company are decided by people rather than other organizations or company’s [12]. Although, there are cultural elements, incentives, objectives, systems, and structures that can directly affect the decisions made by the people who work in them [12]. Failure to comply to regulations outlined by an organization in the location(s) that SwanTech decides to operate may lead to financial penalties, irreparable damage to the company reputation or revenue, and potential civil or criminal lawsuits that could end with imprisonment causing further damage to the reputation [13]. The success of RCM can be attributed to the three lines of defence in the organization or company, the three lines of defence can be seen briefly illustrated in [14, Fig 1.]

Fig 1. Three Lines of Defence

Descriptor of Risk Management

    Information security risk management has been defined by Security Scorecard as a set of policies, procedures, and technologies a company may implement in their strategy to mitigate threats from malicious actors and to minimize information vulnerabilities that would otherwise negatively impact the availability, confidentiality, and integrity of data [15]. It is suggested by Ofcom’s practices and reports that a company or organization should identify, evaluate, manage, and report on risks, vulnerabilities and other security concerns that may present themselves to provide an opportunity to return to such documentation for the purpose of learning how to combat future breaches and mitigate the risk of repeat attacks through implementation of controls [16]. Within the previously mentioned Ofcom reports they note that to effectively conduct risk management and adhere to responsibilities that may hinder objectives, there are 4 primary processes [16] that are to be followed:

1. Establish the context for risk-related activities.

2. Assessing risk to information assets from threats exploiting vulnerabilities.

3. Deciding on risk treatment methods.

4. Identifying and implementing mitigating controls for risks that will be treated.
[16]

Overview of Data Protection in the United Kingdom

    The 2018 Data Protection Act is the latest legislation governing data protection in the United Kingdom [17]. This act is the UK’s implementation of the European Union’s General Data Protection Regulation (GDPR) [18]. The act outlines the rules and regulations that organizations and companies must follow to ensure the safety and privacy of their customers and employee’s data [17]. The act also grants individuals greater control over their own data, including the right to request the deletion or transfer of their data [18]. One of the primary goals of the act being to update and modernize data protection laws in the United Kingdom, which have become increasingly necessary as the volume of data being processed across the nation continues to grow. This update is also necessary to ensure that the United Kingdoms data protection framework is comprehensive and able to keep pace with the rapidly changing digital landscape that is showing no signs of slowing down [19]. In additional to providing updated and comprehensive data protection laws, the act also aims to deter organizations and companies from violating these laws by imposing stronger sanctions for non-compliance [20]. These sanctions can include fines and other penalties, such as revoking the right to send data to 3rd parties outside of the U.K. [20]. It is important for SwanTech to be aware of the standards set by the Data Protection Act, as they will apply not only in the United Kingdom but also in every European Union member state they choose to operate within. The Information Commissioner’s Office (ICO) is responsible for enforcing the data protection laws outlined in the 2018 Data Protection Act [17], [19], [20]. The 2018 Data Protection Act does maintain certain exemptions from the 1998 Data Protection Act that the UK government believes have been successful in allowing UK organizations and businesses to thrive in fields such as financial and legal services, journalism, and research [21]. By keeping these exemptions, the government hopes to maintain the United Kingdoms position as a significant player in these industries in a post-Brexit world [22].
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