

The foundation of evidence-based policing strategies is built upon the ethical guidelines encapsulated in the Code of Ethics, an approach that governs all aspects of policing. The Code's significance is underscored by its pivotal role within the National Decision-Making Model, positioning ethical considerations at the core of every policing decision. This essay examines the profound importance of the Code of Ethics in the context of contemporary policing, with a detailed focus on the development of covert strategies. 

Even the foundational Peelian principles from 1829 states that the police focus solely on their functions and in no way appear to assume judicial powers (The College of Policing, 2021). Avoiding such overreach of authority is vital for upholding the code of ethics, especially in an era where evolving technology provides the police with more dependable and diverse covert strategies. It is imperative to adopt an evidence-based approach to embed the Code effectively (The College of Policing, 2021). In essence, ethical considerations should underpin all decision-making processes, and transparency is essential whenever possible.

The evidence-based policing strategies considered as a lens to explore the ethical challenges facing the police force today will be the implementation of surveillance, and the ‘stop and search’ techniques, both of which can be considered covert in their nature.  Once again, it is important to consider that the police code of ethics acknowledges that ‘Covert tactics must be appropriately authorised and any deployments must be shown to be proportionate, lawful, accountable, necessary and ethical.’ (The College of Policing, 2021). 
When considering surveillance, in a police and legal sense, the covert nature of this strategy often results in the subject of the surveillance being unaware that they are being monitored and the monitoring is premeditated (Wood et al, p551). Examples of how surveillance can be implemented include Closed Circuit Television (CCTV), Automatic Number-Plate Recognition (ANPR), Automated Facial Recognition (AFR).  

In relation to CCTV, the United Kingdom is considered one of the highest users of this technology on a global scale, with the British Security Industry Association (BSIA) estimating ‘that the total number of CCTV cameras in the UK stands at somewhere between 4 million and 6 million’ (Ratcliffe, 2020). Interestingly, locations which see the implementation of CCTV typically see a reduction in crime by 13% (The College of Policing, 2020), with its efficacy being most significant for drug-related crimes (a decrease of 20%), and vehicle and property-related crime (a decrease of 14%). More recently, CCTV played a pivotal role in solving the murder of Sarah Everard, with Guardian reporter, Mark Townsend (2020) noting how ‘CCTV from a passing bus on 3 March clinched the breakthrough, capturing Everard standing next to a white car with the hazard lights flashing, a rental vehicle that was traced to police officer Wayne Couzens’, and illustrating the role surveillance can play in both crime prevention and detention.

ANPR although focused on the identification of numberplates and vehicles used in criminal activity, can also be used to help detect, deter, and disrupt criminal activity at a local, force, regional and national level for crimes as serious as sexual assaults, drug trafficking, county lines, murder, and in counter terrorism investigations. This strategy saves resources such as time and money but raises questions in relation to the invasion of privacy and the secure storing of data.  According to The Metropolitan Police (2024), ANPR systems maintain a record for all vehicles passing by a camera, including those for vehicles that are not known to be of interest at the time of the read. Typically, this means that ANPR cameras nationally, submit on average around 60 million ANPR ‘read’ records daily. This leads to an ethical issue in establishing such systems, and the police must complete Data Privacy Impact Assessment (DPIA) prior to installing any new ANPR devices. 

Automated Facial Recognition (AFR) works by analysing key facial features to generate a mathematical representation of the data collated, and then comparing these against the mathematical representation of known faces in a database, to determine possible matches. This is based on digital images, (still or from live CCTV camera feeds). In a policing context, AFR is used to help verify the identities of ‘persons of interest’ to police, though does present many ethical issues, such as the infringement of privacy, and potential harm for marginalised communities. 

‘Stop and Search’ is an evidence-based policing strategies is based on the Police and Criminal Evidence Act 1984 (PACE) code of practice and offers officers powers to search persons or vehicles for unlawful items, without the need to arrest those under suspicion. The PACE Code of Practice (2023) states that ‘the primary purpose of stop and search powers is to enable officers to allay or confirm suspicions about individuals without exercising their power of arrest’.  The police have a range of statutory powers of stop and search available to them, depending on the circumstances. Most, but not all, of these powers require an officer to have reasonable grounds for suspicion that an unlawful item is being carried. However, as with surveillance, the ‘stop and search’ strategy presents complex ethical challenges, particularly in relation to the infringement of privacy and bias.

When applying surveillance strategies, it is essential that such procedures are ethically sound. Ethical surveillance practices entail robust data protection measures, encryption protocols, limited data retention periods, and strict access controls to safeguard individuals' sensitive information from abuse or unauthorised use. Wood et al (2023, p551) state that ‘the principles of liberty and freedom must be respected’ when applying such methods. 

The application of said guidelines must be considered when focusing on the police’s use of CCTV, AFR, and ANPR. The use of such technology often records interactions between police officers and citizens, potentially capturing sensitive and private moments. Ethical concerns arise regarding the invasion of privacy, especially in situations involving victims, minors, or individuals experiencing distress.   

Bias is also a complex ethical conundrum which needs to be addressed when employing covert surveillance strategies. The use of body-worn cameras may not eliminate biases or subjective interpretations during police-citizen interactions. There remains a risk that the presence of cameras might not change inherent biases, but could influence officers' behaviour or citizens' perceptions. Ethical considerations here include ensuring consistent use of body-worn cameras across all officers and departments to maintain fairness and avoid selective recording that might bias perceptions. As Ainsworth (2002) states in relation to bias, ‘there are serious dangers when forming stereotypes’, and an awareness of dangers is critical in combating bias.  

Such reflections are crucial as the success rate of surveillance strategies such as AFR continues to rise, with a South Wales Police Report (on sporting events in Cardiff, 2018) noted a very high match rate of footage with suspects of between 76 and 81%, therefore its efficacy needs to be counterbalanced with ethical considerations. Stark (2023), however, warns that implicit bias remains in the use of such surveillance protocols, defining implicit bias ‘as the unconscious, unknowing differential treatment of another person based on a number of discriminatory factors, including but not limited to race, color, age, sex, gender, nationality, disability, and religion’ which emphasises the potential dangers for marginalised communities.  
 
In relation to ‘stop and search’, such harm for marginalised communities is evident in government statistics, with Home Office figures (2023), noting that ‘there were 27.2 stop and searches for every 1,000 black people, compared with 5.6 for every 1,000 white people’, highlighting the potential dangers for marginalised communities. 
 
In a recent case involving the British athlete Bianca Williams and her partner, Ricardo Dos Santos (2020), a tribunal found that the police force who had applied the ‘stop and search’ method had lied and were guilty of gross misconduct. Dos Santos described how he and his partner had been left “traumatised” after suffering more than 20 stop and searches, emphasising the argument put forward by Cart-Hill and Drew (1990) that ‘police officers were using stop and search powers disproportionately against the black population’. 

In light of this case, the Metropolitan Police Force’s Deputy Assistant Commissioner, Matt Ward (2023), apologised to the couple, acknowledging, ‘Honesty and integrity are at the core of policing and, as the panel has concluded, there can be no place in the Met for officers who do not uphold these values. Mr Dos Santos and Ms Williams deserved better and I apologise to them for the distress they have suffered’. In truth, Ward’s apology highlights the frequent need for the police to recognise and surmount such ethical challenges. In moving forward, Ward’s (2023) summation of the case that ‘we still have a long way to go to earn the trust of our communities’ provides further testimony of solving such ethical quandaries.  

Having considered the complex nature of the ethical challenges facing the implementation of surveillance and ‘stop and search’ strategies, it remains a crucial consideration for the police and its code of ethics in how such challenges can be surmounted.  A recent and relevant example of such challenges was the successful appeal brought forward by Ed Bridges against South Wales Police in August 2020 which was upheld by the Royal Court of Justice in arguing that the force’s use of AFR and ‘capturing of thousands of faces by the Welsh force was indiscriminate and disproportionate’ (Sabbagh, 2020). In the response from South Wales Police, it was acknowledged that police services using such technology in the future would have to ensure that it does not contain any racial or gender bias within it.  This is also reflected in recent statements from the Independent Office for Police Conduct (IOPC, 2022) in response to the increased use of ‘Stop and Search’ strategies, where the IOPC stated that policing should order research into the ‘trauma caused predominantly to people from a black, Asian and other minority ethnic background by the use of stop and search’. The challenge in moving forward is to effectively apply evidence-based policing strategies while dealing with the nuanced and increasingly complex ethical obstacles presented.  
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