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Abstract 
In the modern world the amount of devices connected to the internet has exploded, this has created many opportunities for organizations but has also lead to the rapid growth of people who would aim to do harm using this medium. Therefore it is essential that organizations implement a robust set of measures that can secure their data from unwanted theft and damage as this may cause irreparable harm to an organizations business as in the modern world trust is the backbone of data privacy, if someone cannot trust in their data's integrity they are unlikely to stay with a service. 
Therefore In this paper I will conduct research on various methods that can be implemented to help secure data form being compromised. During this research I will endeavor to use a variety of academic and peer reviewed sources to reinforce my claims and provide integrity to my research. 

Research into various cybersecurity methods

Firewalls
In this section I will investigate the use and implementation of firewalls, one of the most common security technologies. But what is a firewall? Habtamu Abie in his paper 'An Overview of Firewall Technologies' describes a firewall as 'A computer, router or other communication device that filters access to the protected network' [1].  
however it is important to note that in this description he is clearly describing a hardware firewall as can be seen with his use of 'router' and 'device' both of which are used to describe physical equipment. When talking about firewalls it valuable to know the difference between hardware and software firewalls to avoid confusion. A hardware firewall is a piece of physical equipment that sits between a wider network and the portion that is to be protected, they also use differing methods compared to software firewalls, the main technique being packet filtering which is best employed in a dedicated unit. Hardware firewalls also help reduce resource bottlenecks as they the nature of them being dedicated mean they have access to their own computing resource, however this comes with the trade-off of increased cost of purchase, maintenance and complexity. As you can see in figure 1 the fire wall sits at the entry point between the internet and private network. 
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Fig1 Hardware firewall (from Diff) 

Whereas software firewalls are 'program based applications' [2]  that run on an already existing device such as a PC or server, the scope of software based firewalls is focused on protecting the specific device therefore scans incoming packets that are destined for one of the ports that it is protecting and checks it against a pre-determined block list. Software firewalls come with the advantages' of being ways to install and relatively low cost as no dedicated hardware is needed, however this means that they are less scalable and rely on valuable system resources that might be needed elsewhere. 
Although these two methods often accomplish the same task it is common to employ both for added redundancy and security. Figure 2 below shows the difference between software and hardware firewalls. 
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Firewalls protect networks by isolating them from wider networks that cannot be secured by a user, it does by acting as guard at the entrance to the network and creating a DMZ (demilitarized zone) around the desired network so that no unauthorised traffic can enter or leave the secured network .Most firewalls rely on the concept of packet filtering to accomplish this and defend against potentially harmful data packets but what is packet filtering? Put simply packet filtering is the process by which the firewall identifies problematic packets and then proceeds to block them. This is achieved using a set of rules defined by the network administrator, who can block destinations our sources of network traffic. [4]  
 
In the modern world of computing where almost every device is connected to some form of network there is an essential requirement to secure said networks form any potential threats as ant device connected to a network is venerable to  network threats. This Is why firewalls in some form is essential for any device connected to a network especially the internet, as without one any potential attacker could interact with your device. This is why when working with any data that needs to be protected measures should be implemented to reduce the risk to that data and its users. The implementation of a firewall is one of the first steps that should be taken so that the data can be isolated form the wider internet and prevent threats form interacting and gaining access to a network. An example of this would be preventing any users outside the network DMZ from accessing internal connection such as SSH or TELNET. [5] 

Throughout this analysis and research I have aimed to use a strong set of academic journals and papers to support my conclusions. The first two sources that I have used are overviews of the topics discussed, both of these materials are peer reviewed and from recognised institutions. However these sources are from the year 2000 and 2005 respectively, but it can be argued that because the topics covered are fundamental to the field they are still useful and accurate as the foundation of the knowledge on firewalls has not changed. The remainder of the sources are of a more recent nature so the information is accurate to a greater extent. Because of the abovementioned factors I believe that the accuracy of my research is good and transferable. 
Access controls
When securing data it is important to consider that the threat that may arise from inside the organization or form those who may already have access to a system, therefore it is vital to introduce limitations on what users can do, this is why for the end user the most commonly encountered data security measure is access control. Access control is the process used of restricting how a user can interact with a computer system, this is done in an effort to increase security and prevent unauthorized access to the system and data. An example of access control would be the username and password someone would use to log into an account for a piece of software, this is the most noticed form of access control to the user as they are required to make inputs to gain access. However the backbone of access controls are the permissions, these are a set of rules that govern what the user has access to once they have used their credentials to gain access into a system. [6] The figure shown below gives an example of how authentication and access control are used to protect the data (represented as objects) 
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Figure 2 [6] 
 
Implementation 
When implementing access controls there are three main objectives that an access control system should complete, these are as given by Volume 22 of the 'Sensors' journal, identify authenticate and authorization [7]. First the system must identify who is attempting to gain access then validate if that users is indeed who they claim to be and finally if the previous step is fulfilled the system must then check if the user has the authorization to access the material or system that they are attempting to access. 
 The first stage is usually carried out using usernames and password unique to each user, this is how we identify who is trying to gain access. Authentication is often times provided by the users password, however this is becoming less common as a password can be compromised if the user has not set a strong password or has insecurely stored the password, this can be mitigated by enforcing password policies that require passwords to be of given standard e.g length and complexity, but this does not remove the problem of someone else knowing the password and claiming to be the user. This problem has increasingly been addressed using the process of two factor authentication (commonly known as 2FA), this is used in conjunction with the users password and is the process of proving the users identity by challenging them to enter a prompt like a code from an authenticator app installed on a user's personal device or a location only the real user would have access to [8]. There are many ways that 2FA is used an can be implemented and as it increases in popularity more advanced methods have developed such as the use of biometrics to prove identity, such as the use of fingerprints. Look to Figure 3 to see an example of how two factor authentication may be implemented and used. Finally when it comes to authorization this is achieved by  checking the users permissions against the restrictions placed on the item they are trying to access to see if their access level is sufficient. In a secure environment all data should have an access category placed upon it to ensure it is only access by those who need to. 
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Figure 3 [9] 
 
Limitations 
However it should be noted that access controls should not be used in a vacuum but in conjunction with other security measures such as firewalls and VPNs. This fact is highlighted in the Asian Journal of Research in Computer Science as it gives examples of how ransomware attacks can be mitigated using access controls but many malicious actors will attempt to go around access controls by using methods such as phishing (a form of social engineering) to bypass the access controls [10] 
It is also important to take into account the user experience of a system when designing access control policies. The aim should be to secure data and infrastructure but not limit the users ability to complete a task. The importance of this is highlighted in the CIA triad model (Figure 4) for data security, this says that data should be confidential, trusted and available. If access controls are implemented correctly they should play their part in balancing the three aspects of the CIA triad.  this is of further importance as availability has been found to be the most overlooked aspect of the triad principles as 35.7% of papers focused on information security cover availability as a main topic (figure 6), and as access controls are the main tool used is to limit availability to protected material it is vital that they are implanted in a way that strikes an appropriate balance.[11].   
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Figure 4 [16] 
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Figure 5 [11] 


VPNs
VPNs have emerged especially in recent years as an invaluable tool for securing data  from unwanted monitoring or interception and creating s secure working environment. VPNs or virtual private networks are pieces of software that can be used to create a secure network on top of an unsecure network such as the public internet [13]. VPNs have been increasingly used in recent times to facilitate remote working for company employees, a VPN allows them to securely access a corporate network from any location, an example being their home network. VPNs are essential when transmitting data over the public internet if sensitive corporate data is involved. 
 
Tunneling 
VPNs are able to create this secure connection by using a method called tunneling, this is the process of creating an end to end encrypted data path that can be used to safely communicate across a potentially insecure line where data may be prone to interception by a third party, a VPN allows all traffic to be encrypted so that if the data is intercepted it cannot be deciphered. Tunnelling is achieved by the use of a variety of different protocols that can provide different functionality based on the goal, this could be a focus on speed and access or a focus on security. If the focus is speed a protocol that splits the data up and sends some packets encrypted and some not, this helps increase speed at the tradeoff of security as some data may be able to be decoded. Whereas if security is of vital importance a Protocol that focuses on encryption and obfuscation would be used [14]. See figure 6 for an example of tunneling. 
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Figure 6 [15]  

Remote access 
In the corporate world VPNs are increasingly being used to  aid flexible working, this is achieved by using VPNs to establish secure remote connections to company networks and devices, this allows an employee to access a device that may be physically locate many miles away as if they were present in the location with the device. This also reduces the risk that would come with allowing a non-company device to access a network as a VPN allows any PC style device to access the network securely without the needs to enforce the same levels of security policy on the home device as the user is interacting with a remote environment on an encrypted tunnel. However there is an increased risk from DDOS (Denial Of Service) style attacks as the connection is still dependent on the reliability of an external network which the organization has no control over. Figure 7 shown below is an example of a VPN used for remote working. 
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Figure 7 [15] 

Conclusion 
All of the three topics that I have covered in this papers are prime examples of technologies that are readily available in the modern IT landscape. They provide protections against many types of threats that may be encountered by an organizations networks from common viruses and worms to more complex items such as malware, and importantly protection against human error.  
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A review of methods for the implementation of a robust data security policy and system

[bookmark: _Toc184898658]Acronyms used
	Acronym
	Meaning 

	T.D
	Top-down

	B.U
	Bottom-up

	UK
	United kingdom

	ACM
	Associations for Computing Machinery

	VPN
	Virtual private network

	DMZ
	Demilitarized zone

	2FA
	Two factor authentication



[bookmark: _Toc184898659]Table of figures
	Name
	Page

	Figure 1 – Top down overview
	10

	Figure 2 -Risk assessment example
	12



[bookmark: _Toc184898660]Introduction 
In this report I will produce an outline of possible steps that could be implemented in order to produce a robust cybersecurity and data security framework and solution for the CyStresSolution  business. I will provide a variety of example of how policies could be implemented and will back this up with carefully conducted research to emphasize my points.

[bookmark: _Toc184898661]Approach

[bookmark: _Toc184898662]Organizational structure 
The first decision that must always be made is that of the overall leadership and organizational structure. In this area there are two widely common structures, the top-down and bottom-up approaches (T.D and B.U). The T.D approach (an example of which can be seen in Figure 1) is the most common type of organizational approach, this relies on task and ideas being filtered down through the organization, however this Is reliant on all members of the chain possessing sufficient knowledge to allow them to make sufficiently informed desiccations. Alternatively there is the B.U approach this approach leverages the experience of team members within the organization to produce a plan and then send it up the chain for approval and review. This comes with distinct advantage of allowing for a wider range of ideas to circulate [1]. 
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Figure 1 [2] 
 
 
Taking the abovementioned information into account I would recommend that CyStresSolution implement a modified version of the T.D approach. This approach will take all the characteristics of the T.D approach but implement policy to ensure that plans are created by those with knowledge of information and data security practice and convention, where those without experience should be limited to an advisory and oversight role. 

[bookmark: _Toc184898663]Policies, procedures and compliance 
When designing a new data and information security policy it is important to comply and adhere to pre-established conventions in order to ensure the policy is on par with other organization's policy. This is especially true if sensitive data is shared with external organizations [3]. As a minimum the policies and procedures should be based on meeting the minimum protections that are set out in the law for the country where the data is being handled, in the case of the UK this would be the 'data protection act 2018' more commonly known as GDPR [4,5]. GDPR sets out how organizations can collect, use and store peoples personal data. Therefore all policies should be in line with GDPR. It is also worth noting that there are many standards and templates for security policies, an example is the ACM code of ethics which are a good starting point for policies. 
 
For CyStresSolution this means that the management should collaborate to create a unified data security policy that fulfills the requirements of local legislation and best practices. Below is a short list of some items that may will be covered by a policy.   
· Length of time data is stored for 
· Is the data necessary 
· How should the data be stored  
 
Once a security policy has been established the organization should then go onto create procedures that are aimed at fulfilling the ethos of the security policy. It is important to  note the difference between policy and procedure, policy is the overall goal that should be targeted whereas the procedures are the physical steps taken but users or employees to fulfill the policy. An example of a procedure may be, of the policy states that data should only be stored for a maximum of six months the procedure would be to ensure that all data stored for more than six months is either deleted or reviewed. However policy and procedure do not only apply to the data but also the employees. As part of the security policy provisions should be made to ensure that employees are doing their parts to ensure the safety and integrity of the data that they work on. This will come in the forms of setting policy for how users can access the system that stores the data. This is the type of policy that must be closely monitored as any break in the policy by an employee may lead to data being compromised [5].  
 
Once the organization holds the data it is their responsibility to protect that data at all times, this is why protections should be put in place at every point at which the data will pass. This means securing the data as it moves and as its stored, this is where a security policy will define the measures that need to be implemented to ensure this is the case. This may take the form of implementing VPN technologies if the data needs to be transferred offsite [7], or implementing network firewalls to ensure no-one outside the organization can access the network, therefore maintaining the DMZ. Policy does not only cover the digital space however, in order for a secure network to remain so the physical technologies that defend it must be protected, this means ensuring the physical equipment is secure with physical access control.
 
[bookmark: _Toc184898664]Planning and governance 
Once a policy is in place and implemented it is important that the work of ensuring data security does not cease. Planning should always be underway for future network or procedure updates as the world of cyber security is always developing with new threats arise and old ones subsiding, this is why an organization should ensure that there is a team in place that can constantly and consistently review new threats, like new software vulnerabilities and plan changes accordingly [8]. This is also where the idea of governance comes in, this is the principle that someone should maintain overall responsibility for the data and its protection, in an ideal scenario this would be a dedicated lead at the head of a team but in smaller organizations this responsibility may fall on someone inexperienced and or overworked, this is why it is important to plan for this in the policy stage and have long term goals in mins. Furthermore when maintaining a secure system it is important to foster a culture of communication with employees as identifying issues and vulnerabilities as soon as possible can allow them to addressed and the risk minimized in the shortest possible time period [9]. 

[bookmark: _Toc184898665]Risk management 
Managing risk is a key part of maintain data integrity as the if all risks are managed to the best of the organizations ability the probability of a breach or attack taking place and causing harm to data or its integrity is low. As previously mentioned one of the most effective ways of mitigating risk is ensuring that there is constant monitoring of any new potential threats and staying on top of any emerging trends in the cybersecurity space. It is important to note that there are some risks that cannot be completely eliminated, such as the risk of a user's login credentials being compromised, this can be mitigated by implementing technologies such as 2FA to help mitigate the risks but it is impossible to remove the risk [10]. This is why it is important to plan for events that any events that may transpire from the risks so that If the risks become active appropriate measures can be taken to reduce the fallout and damage to the organization. There are many frameworks that can be developed or implemented to help in the process of risk management, the most common of these is a risk assessment framework that can allow for periodical risk assessment to be performed in order to identify and categorize possible new risks and help develop solutions to eliminate or mitigate said risks figure 2 shows an example of a risk assessment. 
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Figure 2 [11] 
 
[bookmark: _Toc184898666]Contingency planning 
Being able to respond to an emergency in a quick and meaningful way is the backbone of having a robust security and business policy. The ability to return to business as usual is both important for the organization and its customers, for the customers a quick return to service reduces trust in the organization which then benefits from decreased reputation loss. The risk management process acts as the starting point when developing a contingency plan, a risk assessment can be used to identify areas of risk that need to be considered. If the discovered risks are of a nature that cannot be overcome it is then necessary to put plans into place for if that risk becomes active. An example of a contingency plan would be if a security vulnerability is discovered in software that may take time to patch, a contingency plan will be put into place that will instruct employees how to respond to protect data and preserve service functionality. However it is important to note that no all threats are known so it is vital to have generalized plans to combat less specific threats like a general data breach or hardware failure. To manage recovery priorities an assessment of services should be conducted to create a list of priorities so that the most critical infrastructure can be restored first to restore service and safeguard against further risk [11]. 
 
The other side of risk management and disaster recovery is protecting against physical threats and risks that are not caused maliciously. These risks can range from flooding due to natural disaster or fire. In these cases it is important to produce a disaster recovery plan that can prepare the organization for these types of risk. This should also be implemented at the planning stage so that redundancy can be built into the system, this could take the form of off-site backups for critical data [12]. 

[bookmark: _Toc184898667]Discussion of approach Conclusion 
In this review I have outlined a variety of procedures and methods that could be employed in order to produce a robust data security platform that is both redundant and compliant with various standards and legislations. I believe that the processes that I have outlined are suitable for this organization as they are based on standards outlined by well-respected agencies in the cybersecurity landscape, and furthermore the review is though in its approach to various challenges that may be encountered when operating a cybersecurity business.  
However if given more time to develop this proposal I would spend more time exploring types of specific hardware and software that could be implanted and the benefits and shortcomings that this would provide  
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