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[bookmark: _Toc70517918]Task 1: Utilising ARP and Routing Tables

1. Below shows the ARP settings from Server1. I am unable to PING any addresses on network2. 
[image: ]
Figure 1 - ARP -A run on DC (server1)









[bookmark: _Toc70517919]Task 2: Deploy core services (FTP Server)

1. Creating FTP service under the IIS manager on Server1. Create a specific user ‘ftpuser’ on standard port 21 using basic authentication.

[image: ]
Figure 2 - Setting up FTP service.








2. Successfully connected to FTP services on server2 from client1
[image: ]
Figure 3 - Connecting to FTP via command prompt.













3. Transfer file through FTP – Uploading the file ftpfile2upload.txt using the FTP service.
[image: ]
Figure 4 - uploading ftpfile2upload.txt













4. File upload success – Checked within the folder and the file has been successfully uploaded and saved. 

[image: ]
Figure 5 - Upload successful.











[bookmark: _Toc70517920]Task 3: Installing and configuring the Routing and Remote Access Service


1. Installing Direct Access and VPN for remote access on server1. 

[image: ]
Figure 6 - DirectAccess and VPN (RAS)









2. Configuring and starting the services successfully.

[image: ]
Figure 7 - Starting the service.












3. IPv4 RIP protocol installed.

[image: ]
Figure 8 - RIP installed.












4. RIP installed and configured on server1 and server2.

[image: ]
Figure 9 - RIP configured on server1.
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Figure 10 - RIP configured on server2.













5. Test PING to server2 on PublicNet IP 192.168.1.101. 

[image: ]
Figure 11 - PING test successful.

6. Client1 Ping to Client2 VM on its PrivateNet2 IP address ( 192.168.101.2). GENERAL ERROR WHEN TRYING TO PING. 
[image: ]
Figure 12 - Error when trying to ping client2.










7. Troubleshoot issue on server1 and serve2. Server2 is not joined to the domain. Rename server2 to SR1-NWT and joined to the domain.  Still unable to ping clients.

8. Checked adapter settings on client1 and client2 and there was no default gateway set. Added server1 IP address as the default gateway for clint1 and server2 IP address as the default gateway for server2. Ping now successful between client1 and client 2.

[image: ]
Figure 13 - Successful PING after adding default gateway address on client1 and client2.
[image: ]


[bookmark: _Toc70517921]Task 3 Record your Observation:
3 a) How do Router’s reference which networks they are able to connect to?
A router would use its routing table to reference which networks they are able to connect to. The routing table provides information to the router on directly connected networks and it also builds up a list of dynamic network addresses as it learns of them. 
The routing table contains information on how a routing source was learnt, the destination network, and the outgoing interface to forward packets to for that interface.


[image: Figure 3-53]
Figure 14 - Connected routes (CiscoPress, 2014)

















When a packet of data is received by a router, it will check the IP packet header information to work out the destination address of the data. The router will check through the routing table to see if there are any static or dynamic routes which can be used to route the packet to the required destination, through the appropriate interface on the router.  Most routers as configured with a default route, which is used if there is no routing information in the router table above where the default route is specified. If there is no matching route, the packet is dropped by the router. 
IPv4 and IPv6 share many similarities in on they function in routing tables, however the information is displayed a little differently. 

[image: Figure 3-69]
Figure 15 - IPv6 routing table (CiscoPress, 2014)















[bookmark: _Toc70517922]Task 4: IP Packet Filtering


1. Filter 1: Stopping ‘anyone’ in PrivateNet 1from Pinging the Router Firewall Service. Add IP filter to server1.

[image: ]
Figure 16 - adding IP filter on server1.







2. Testing filtering rule from client1 by pinging server1 private address. Ping unsuccessful. Successful ping to public address.

[image: ]
Figure 17 - Testing PING to public and private addresses.












3. Server1 block FTP on port 21 for PublicNet.

[image: ]
Figure 18 - Creating IP filter rule to block port 21 (FTP).











4. Screenshot showing unable to connect to FTP service on 192.168.101.1

[image: ]



















5. Outbound rule created to only allow 192.168.100.2 (client1) to access the FTP service on 192.168.1.101 (server2)

[image: ]
Figure 19 - allow 192.168.100.2 (client1) to access the FTP service on 192.168.1.101









[bookmark: _Toc70517923]Task 5: Failover Clustering for high availability systems/services


Failover cluster are a group of servers that work and are configured to increase the availability and uptime of a service running on the server. The devices are physically connected by network cables or via the hypervisor to monitor each other and if one fails, the other is alerted and takes over to continue to provide the service. 
Virtual servers as well as hardware appliances can be configured in HA or CA. An example of a hardware device setup in HA would be a Firewall application. Firewalls are hardware appliances usually running a hardened version of a UNIX based operating systems. The devices are sold in pairs so they can be configured in HA. There is an active and passive device which constantly monitor each other via a connected cable. Changes made to the devices are replicated across both. If the passive device detects that the active device is no longer available, it will switch and take over the role of the active device. Alerts will also be sent to the network administrators to inform them.

Microsoft Windows Servers can be set with similar functionality by using the Failover Cluster Manager. The failover cluster feature would have to be installed and configured on every server that you want to use as one of the cluster nodes, or failover devices. Roles would then be defined on each server when setting up. 


















The failover cluster feature is installed via add roles and features function under server manager:

[image: How To Create a Windows Server Failover Cluster Without Shared Storage --  Redmondmag.com]
Figure 20 - Adding Failover Clustering

This process is completed on both servers which are being used for this example. 

The failover cluster manager is loaded on server one and the clusters are configured for both servers.

[image: Windows Failover Cluster Guide for Windows Server 2019]
Figure 21- Failover cluster manager


Using the failover high availability wizard, the roles below can be configured for the cluster:
The following table shows the clustered roles that you can configure in the High Availability Wizard and the associated server role or feature that you must install as a prerequisite.
	

	Clustered Role
	Role or Feature Prerequisite

	Namespace Server
	Namespaces (part of File Server role)

	DFS Namespace Server
	DHCP Server role

	Distributed Transaction Coordinator (DTC)
	None

	File Server
	File Server role

	Generic Application
	Not applicable

	Generic Script
	Not applicable

	Generic Service
	Not applicable

	Hyper-V Replica Broker
	Hyper-V role

	iSCSI Target Server
	iSCSI Target Server (part of File Server role)

	iSNS Server
	iSNS Server Service feature

	Message Queuing
	Message Queuing Services feature

	Other Server
	None

	Virtual Machine
	Hyper-V role

	WINS Server
	WINS Server feature


(Microsoft, 2019)










[bookmark: _Toc70517924]Task 6: Observational Tasks
6 a) Assume that you are the Head - Network Administrator of an Enterprise Network which operates in multiple locations nationwide. Draft a network policy, Critical business applications high availability practices and security practices for your network. State all assumptions made. (Hint: In your draft, address (not limited to) the architecture/ topology/ design/ layout of the network, network access, security team, enforcement of security policies, analysis of security risks, scope of security changes (if needed), monitoring the security operations, mitigations in the event of violations, etc

Enterprise Limited Company


Company Overview

The Enterprise Limited company compromises of 4 core office locations in Wales, England, Ireland and Scotland employing just over 800 members of staff. 
The core office locations are setup with touchdown desk to accommodate 100 staff each (400 staff in total) The remainder of the staff mostly work from home and only attend the office on an ad-hoc basis. All staff are provided with a company laptop running Windows 10.






Overview of WAN – Network Topology Diagram 


A mesh style wide area network topology is deployed to connect Enterprise Limited office locations. This topology has been used to connect each site to one another via dedicated fibre circuits as it adds greater resiliency by providing redundant links, linking sites to one another should one of the office locations lose connectivity.

e.g., The England office has a direct link to the Scotland office. Should this link go down, traffic can be routed via the Wales or Ireland office to connect to Scotland. The same is applicable to all other office locations, as they all have backup links connecting them to another office where traffic could be routed.

1GB internet feeds are connected to the Wales and Scotland office. Internet traffic from the England and Ireland offices is routed over the WAN to these locations to access the internet. Two internet feeds are provided for greater resilience should one go down. 



[bookmark: _Hlk70510471][bookmark: _Hlk70510472][bookmark: _Hlk70510475][bookmark: _Hlk70510476][bookmark: _Hlk70510477][bookmark: _Hlk70510478][bookmark: _Hlk70510479][bookmark: _Hlk70510480][bookmark: _Hlk70510481][bookmark: _Hlk70510482]Wales Office
England Office
Scotland Office
Internet
Ireland Office
10gb fibre links between each site
10gb fibre links between each site
1gb internet feed
1gb internet feed



























High Availability Network Configuration. 

Inbound and outbound internet access is protected by HA firewalls between the internet connections at the Wales and Scotland offices. The firewalls are setup in an active passive mode and constantly monitor for any failures.
Employees working remotely connect into the company’s network to access services running in a small data centre located in the Wales and Scotland offices. The VPN clients come in over the internet and are connected to either of the HA firewalls. The VPN client is installed on the company provided laptops and the users are required to authenticate using domain authentication credentials (username and password) and a MFA text message sent to a registered mobile phone. This is compulsory and must always be used when connecting remotely. All company data sent over the VPN is encrypted. 

There are 8 routers connecting the network links between the office sites and out to the internet. 
Routers 1 and 6 are configured using Cisco High Availability hardware as they are core network routers managing links from 3 separate networks. 
Using this technology, they can monitor the links and automatically reroute traffic should one of the links be unavailable. They have built in resilience for hardware failures which may occur, such as quad power supplies, multihomed connections and a dedicated UPS.  
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High Availability Server Configuration. 

The company make use of cloud services provided by Microsoft and uses Office 365 to access email, calendar, and teams from company laptops.
There are small data centres located in the Wales and Scotland offices which host a bespoke application used by all company employees. The application is hosted on virtual Windows 2019 servers using Microsoft Hyper V virtualisation technology. One virtual server is deployed into the Wales data centre, and the other in Scotland. Microsoft Server Failover Clustering is used to cluster the two servers together to host the application, providing resiliency should one server be unavailable.

[image: Hyper-V (core) automatic failover and high availability of virtual  machines. (Part 1 of 2) - YouTube]


Network Access
Access to the network is only permitted to company provides computers that are part of the enterprise.corp domain. The computers running Windows 10 operating system and have a VPN client installed for connecting into the company when working remotely.
Group policy is used to enforce security settings such as password complexity, force windows updates, disable task manager, prevent the installation of software and to schedule weekly Windows defender virus scanning. Microsoft bitlocker is enabled on all devices to ensure data is encrypted at rest, safeguarding the device is it lost or stolen. 
Employee connected directly to the office LAN can login to the domain using their provided domain username and password. Remote users connecting over the VPN are required to use MFA and are sent a text message to confirm identify at logon.  
Upon first login, all users must read and accept the companies IT Security policy which outline how and what the provided computer can and cannot be used for. It informs them that access to the internet is filtered by the firewalls when using the company’s device, and that all internet traffic and websites visited are logged. 
Security logs are sent to Azure logging and kept for a period of 1 year. The IT security team and responsible for checking the logs or any alerts generated from them and taking the appropriate action.  
Periodic training is sent out from the IT Security Team to all employees to keep them up to date with the latest cyber security information, to ensure they do not fall victim to scam or hoax emails. Emails are filtered as part of the Office 365 services however some do bypass the filtering on occasions. 
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Administrator: Command Prompt - ftp 19

iicrosoft Windows [Version 16.0.19042.568]
(c) 2620 Microsoft Corporation. All rights reserved

C: \Users\administratorsping 192.168.166.1

pinging 192.168.160.1 with 32 bytes of data
Request timed out.
Request timed out.
Request timed out.
Request timed out.

ping statistics for 192.168.100.1
Packets: Sent = 4, Received = 6, Lost = 4 (100% loss),

C: \Users\administratorsping 192.168.1.160

pinging 192.168.1.106 with 32 bytes of data
Reply from 192.168.1.100: bytes=32 time<ims
Reply from 192.168.1.100: bytes=32 time<ims
Reply from 192.168.1.100: bytes=32 time<ims
Reply from 192.168.1.100: bytes=32 time<ims

ping statistics for 192.168.1.160
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

C: \Users\administrator>ftp 192.168.101.1

15:19
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Failover Clustering allows multiple
Servers to work together to provide
high availability of server roles.
Failover Clustering is often used for
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applications.
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(c) 2018 Microsoft Corporation. All rights reserved

C:\Users\Administrator>arp -A

Interface: 192.168.1.100 --- Ox4
Internet Address Physical Address
192.168.1.255 FE-FF-FF-FF-FF-FF
224.0.0.22 ©1-00-5e-00-00-16
224.6.0.251 ©1-60-5e-00-00-fb
224.6.0.252 ©1-60-5e-00-00-fc

Interface: 192.168.100.1 --- @x6
Internet Address Physical Address
192.168.100.255 FE-FF-FF-FF-FF-FF

h 22002 ©1-00-5e-00-00-16
224.6.0.251 ©1-60-5e-00-00-fb
224.6.0.252 ©1-60-5e-00-00-fc
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