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The procedure of employing the English alphabet to create a Vigenère cypher matrix. The Vigenère cypher is a technique for encrypting text that uses the alphabet by combining several Caesar cyphers that are braided together according to a keyword's letters. This type of polyalphabetic substitution is straightforward. Numerous variations have been made to the Vigenère cypher. 

1. Define Alphabet:  Its where the set of characters to be used in the task is defined.
2. Create a vector “ALPHA” containing all the 26 Uppercase English alphabets: This step involves creating a vector that contains all uppercase English alphabets.
3. Initialize the Matrix: This step involves setting up an empty matrix.
4. Determine the length of alpha: This step calculates the length of the vector “ALPHA”.
5. Create an empty matrix and set names for rows and columns: This step involves creating another matrix and assigning names to its rows and columns.
6. Populate the matrix: This step involves filling the matrix with values, likely using the “ALPHA” vector.
7. Print the vigenere cipher matrix: This step involves printing the resulting matrix, which appears to be a Vigenère cipher matrix.
8. Test the output: This step involves checking the output for correctness.
9. Correct Output: If the output is correct, the process ends here.
10. Incorrect Output: If the output is incorrect, the process moves to the next step.
11. Inspect the Error: This step involves identifying the error in the output.
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Figure 1.
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 		Figure 2. 

2. [bookmark: _Toc152818994]Using Keyphrase to encrypt the message

Encrypting the message CAPTURETHEFLAG using the given method, with the key phrase UWTSDSWANSEA. To hold the keyphrase, plaintext, and ciphertext, respectively, we should create a vector keyphrase, vector plaintext, and vector ciphertext. We need to present both the ciphertext and the plaintext. The following steps are undertaken for the encryption by using the keyphrase.

1. Code Initialization: The code defines a keyphrase ("UWTSDSWANSEA") and a plaintext ("CAPTURETHEFLAG"). Three vectors named as keyphrase_vector, plaintext_vector, and ciphertext_vector are initialised and the characters used for these vectors are keyphrase, plaintext, and ciphertext.

2. The keyphrase repetition matches the length of the plaintext. To do this, a loop is utilised, iterating through the plaintext character by character and inserting the keyphrase's corresponding character. The modulo operation is utilised to guarantee cyclic repetition of the keyphrase.

3. Numerical values are assigned to each letter in the text: 'A' is equivalent to 0, 'B' to 1, and so on. This is how numerical operations are performed for encryption.
4. Encryption: After each character in the plaintext is converted to its numeric form, associated numeric value of the keyphrase character is added by the main encryption loop. The result is adjusted using modular arithmetic so that it falls between 0 and 25. Then the value is converted back into a character and added to the ciphertext vector after encryption.
5. The ciphertext, keyphrase, and the original plaintext which are encoded are all  shown along with the output and findings.
To sum up, this shows how a plaintext is encrypted using the Vigenère cypher and the keyphrase UWTSDSWANSEA. The resulting ciphertext is displayed alongside the original plaintext and keyphrase.

Flowchart
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Figure 3.
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Figure 4.
3. [bookmark: _Toc152818995]Decryption of the context


1. The code begins with initialization, where we have to define a keyphrase ("RPROGRAMMING") and a ciphertext ("ETMSXWISTBNHRIKZKKHMFGBAUDECZEEQPBBCZC"). Then the three vectors as previously done, are initialized which are keyphrase_vector, ciphertext_vector, and plaintext_vector. These vectors hold the characters for the keyphrase, ciphertext, and decoded plaintext.

2. Until the keyphrase reaches the length of the ciphertext, it is repeated. This is achieved by utilising a loop to append, as iteratively as feasible, the matching character from the keyphrase to each character in the ciphertext. The modulo operation is utilised to guarantee cyclic repetition of the keyphrase.

3. The letters in the ciphertext are converted to numerical values, where 'A' denotes 0 and 'B' denotes 1. This is how numerical calculations are performed to make decryption easier.

4. The decryption loop converts the characters in the ciphertext to numbers and subtracts the corresponding keyphrase character number. The result is then adjusted using modular arithmetic to ensure that it is between 0 and 25. The plaintext vector is supplemented with the character value that was derived from the encrypted numeric value.

5. Result: Outlined at the conclusion are the decrypted plaintext, keyphrase, and original ciphertext.
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Figure 6.



















Question: A reflection on what I found challenging, what I learned, and what I would do differently next time.
Answer: The first task of creating a vignere matrix and then the ciphertext with encryption and decryption. I didn’t find much of a challenge, but it was difficult because it required several tries to figure out the vector. Additionally, the R code was a little lengthy, but I was able to handle it. It’s very well known that R is a well-written language that can be used to carry out intricate operations and statistical programming. To enable it to handle more vectors and decipher large amounts of data, I would absolutely try to modify the code into more intricate yet straightforward queries. This can assist in deciphering complex encryption and cyphers. Also, I had to learn about the matrix and vectors that are present to help understanding coding.

11

4. [bookmark: _Toc152818996]References from ChatGPT


1. How does Vigenère cipher works
2. How to create a Vigenère cipher matrix.
3. How does encryption and decryption of a Vigenère cipher matrix takes place?
4. Steps for decrypt a cyphertext.

5. What is a plaintext and cyphertext and how to diplay it correctly in R studio.
5. [bookmark: _Toc152818997]REFERENCES
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