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1. Introduction:
Vigilant Trust & Asset Management operates within the financial services sector, making it a prime target for sophisticated cyberattacks. The recent phishing campaign and attempted ransomware infection demonstrate that traditional perimeter-based security controls are no longer sufficient. Modern attackers exploit cloud services, remote working environments, third-party suppliers, and human vulnerabilities using advanced techniques such as AI-powered phishing and Ransomware-as-a-Service (RaaS).
To address these risks, this report proposes a comprehensive cybersecurity framework based on the principles of Zero Trust Architecture (ZTA), aligned with the National Institute of Standards and Technology NIST Cybersecurity Framework (CSF 2.0), Cybersecurity and Infrastructure Security Agency CISA guidance, and European Union Agency for Cybersecurity ENISA recommendations.
The Zero Trust principle assumes that no user, device, or application should automatically be trusted, regardless of whether it operates inside or outside the corporate network.
2. Identification of Modern Threats
2.1 Ransomware-as-a-Service (RaaS)
RaaS enables cybercriminals to rent ransomware toolkits, significantly lowering the barrier to launching attacks. Modern ransomware attacks use double-extortion methods where attackers encrypt systems and threaten to leak sensitive financial data.
ENISA identifies ransomware as one of the top cyber threats affecting organisations globally. 
Key Risks:
-Encryption of customer financial records 
-Business disruption 
-Regulatory fines 
-Reputational damage 
Common Attack Vectors:
-Phishing emails 
-Exploited vulnerabilities 
-Remote Desktop Protocol (RDP) abuse 
-Supply chain compromise
2.2 AI-Powered Social Engineering and Vishing
Artificial Intelligence now enables attackers to create highly convincing phishing emails, deepfake audio, and impersonation attacks.
Modern vishing attacks use cloned executive voices to deceive employees into transferring funds or disclosing credentials.
Recent cybersecurity research highlights that AI-driven phishing campaigns bypass traditional email filtering due to realistic language patterns and contextual awareness. 
Key Risks:
-Credential theft 
-Financial fraud 
-MFA fatigue attacks 
-Insider compromise
2.3 Supply Chain Compromise
Financial institutions increasingly rely on third-party vendors and cloud providers. Attackers target suppliers to gain indirect access to organisations.
Examples include:
-Compromised software updates 
-Vulnerable SaaS providers 
-Managed service provider attacks 
CISA has repeatedly warned organisations about actively exploited vulnerabilities affecting major enterprise software vendors.
2.4 Cloud and Hybrid Work Risks
The company’s hybrid workforce increases exposure through:
-Unmanaged devices 
-Insecure home networks 
-Shadow IT 
-Excessive cloud permissions 
Cloud misconfigurations remain a major source of data breaches.
Threats Include:
-Identity compromise 
-Session hijacking 
-Data leakage 
-Insecure APIs
3. Zero Trust Security Architecture
The proposed architecture follows the “Never Trust, Always Verify” principle.
Zero Trust Architecture Diagram

+-------------------+
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+------------------+
Core Principles:
-Verify every access request 
-Enforce least privilege 
-Assume breach 
-Continuously monitor behaviour
4. Modern Security Policies
The organisation should implement policies aligned with NIST CSF and ISO 27001.
4.1 Identity and Access Management Policy
Requirements:
-Mandatory Multi-Factor Authentication (MFA) 
-Role-Based Access Control (RBAC) 
-Least privilege enforcement 
-Conditional access policies 
Implementation:
-Microsoft Entra ID or Okta integration 
-Adaptive authentication based on user risk
4.2 Acceptable Use Policy
Employees must:
-Use only authorised applications 
-Avoid personal email for business 
-Report suspicious communications immediately
4.3 Vulnerability Management Policy
CISA’s Known Exploited Vulnerabilities (KEV) catalog should guide patch prioritisation. 
Policy Requirements:
-Critical vulnerabilities patched within 72 hours 
-Weekly vulnerability scans 
-Monthly penetration testing
4.4 Cloud Security Policy
Controls:
-Data classification standards 
-Encryption at rest and in transit 
-Cloud Security Posture Management (CSPM) 
-Secure API configurations
4.5 Incident Response Policy
The organisation must establish:
-Defined escalation procedures 
-Forensic evidence collection 
-Regulatory reporting procedures 
-Communication protocols
5. Technical Mitigation Measures
5.1 Multi-Factor Authentication (MFA)
Purpose:
Prevent credential-based attacks.
Implementation:
-Phishing-resistant MFA using FIDO2 tokens 
-MFA for VPN, cloud apps, and privileged accounts 
-Number matching to prevent MFA fatigue 
Benefits:
-Reduces phishing success rates 
-Limits account takeover attacks
5.2 Security Information and Event Management (SIEM)
Purpose:
Centralised log monitoring and threat correlation.
Recommended Solutions:
-Microsoft Sentinel 
-Splunk 
-IBM QRadar 
Implementation:
Integrate logs from: 
-Firewalls 
-Endpoints 
-Cloud systems 
-Identity platforms 
Functions:
-Real-time alerting 
-Behaviour analytics 
-Threat intelligence correlation
5.3 Security Orchestration, Automation and Response (SOAR)
Purpose:
Automate incident response actions.
Example Actions:
-Disable compromised accounts 
-Isolate infected devices 
-Block malicious IPs automatically 
Benefits:
-Faster containment 
-Reduced analyst workload 
-24/7 response capability
5.4 Endpoint Detection and Response (EDR/XDR)
Purpose:
Detect advanced malware and ransomware.
Features:
-Behaviour-based detection 
-Process monitoring 
-Remote device isolation 
Recommended Tools:
-CrowdStrike Falcon 
-Microsoft Defender XDR 
-Sentinel One
5.5 Cloud Security Posture Management (CSPM)
Purpose:
Identify cloud misconfigurations.
Functions:
-Detect public storage buckets 
-Monitor excessive permissions 
-Ensure compliance
5.6 Network Segmentation
Purpose:
Limit lateral movement during attacks.
Implementation:
   Separate: 
-Finance systems 
-HR systems 
-Customer databases 
-User endpoints 
Micro-segmentation aligns strongly with Zero Trust architecture.

5.7 Vulnerability and Patch Management
CISA highlights the increasing exploitation of known vulnerabilities in enterprise systems. 
Controls:
-Automated patch deployment 
-Continuous vulnerability scanning 
-KEV-based prioritisation
6. Proactive Monitoring and Incident Response
Continuous monitoring is essential because attacks now occur outside standard working hours.
24/7 Security Operations Model
Components:
-SIEM platform 
-SOAR automation 
-Threat intelligence feeds 
-Managed SOC analysts
SIEM Incident Response Flowchart
     +-------------------+
      | Security Events   |
      | (Logs/Telemetry)  |
      +---------+---------+
                
  
      +-------------------+
      | SIEM Correlation  |
      | & Analytics       |
      +---------+---------+
                
        Suspicious Activity
                
                
      +-------------------+
      | SOAR Automation   |
      +---------+---------+
                
                 
+-----------+      +---------------+
| Isolate   |      | Alert SOC     |
| Endpoint  |      | Analysts      |
+-----------+      +---------------+
                           
                          
                 +-----------------+
                 | Incident        |
                 | Investigation   |
                 +-----------------+
                                
                +-----------------+
                 | Recovery &      |
                 | Lessons Learned |
                 +-----------------+


Incident Response Lifecycle
The response plan follows NIST guidance:
1-Preparation 
2-Detection and analysis 
3-Containment 
4-Eradication 
5-Recovery 
6-Post-incident review 

7. Continuous Training and Awareness
Technology alone cannot prevent attacks. Human behaviour remains one of the largest vulnerabilities.
7.1 Continuous Security Awareness Program
Monthly Activities:
-Phishing simulations 
-Vishing simulations 
-Micro-learning videos 
-Interactive quizzes
7.2 AI-Driven Attack Simulations
Training should simulate:
-AI-generated phishing emails 
-Deepfake executive calls 
-MFA push bombing 
-Business Email Compromise (BEC) 
Modern cybersecurity experts warn that traditional awareness training is insufficient against AI-enabled threats. 

7.3 Security Culture Development
Strategies:
-Executive participation 
-Reward reporting of suspicious activity 
-“Security Champions” in departments 
-Gamified learning 

7.4 Measuring Effectiveness
Metrics should include:
-Phishing click rates 
-Incident reporting frequency 
-Training completion rates 
-Mean time to report threats 

8. Alignment with Security Standards
NIST Cybersecurity Framework (CSF)
The proposed controls align with:
-Identify 
-Protect 
-Detect 
-Respond 
-Recover 

ISO 27001 Alignment
Key aligned controls include:
-Access control 
-Asset management 
-Incident management 
-Supplier security 
-Security awareness 

CISA KEV Integration
The organisation should integrate the CISA Known Exploited Vulnerabilities catalog into vulnerability prioritisation to address actively exploited flaws rapidly. 

9. Conclusion
Vigilant Trust & Asset Management faces increasingly sophisticated cyber threats including ransomware, AI-powered phishing, supply chain attacks, and cloud security risks. Traditional perimeter-based security models are inadequate for defending modern hybrid environments.
A Zero Trust architecture supported by strong identity controls, SIEM/SOAR monitoring, endpoint protection, vulnerability management, and continuous employee training provides a modern, layered defence strategy.
By aligning security practices with NIST CSF, ISO 27001, ENISA guidance, and the CISA KEV catalogue, the company can significantly improve resilience, reduce attack surface exposure, and strengthen its ability to detect and respond to emerging threats.
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