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[bookmark: _Toc225972985]Introduction to SQL Injection
[bookmark: _Toc225972986]SQL Injection is a widely known and dangerous web security vulnerability that affects database-driven applications. It occurs when an attacker is able to insert or “inject” malicious SQL code into an application’s input fields, such as login forms, search bars, or URL parameters. This typically happens when user input is not properly validated or sanitized before being used in SQL queries.
Modern web applications rely heavily on databases to store and retrieve data, including sensitive information such as user credentials, personal details, and business records. When SQL queries are constructed dynamically using user input without proper security controls, attackers can manipulate these queries to gain unauthorized access to the database.
SQL Injection attacks exploit weaknesses in how applications handle input data. Instead of treating user input strictly as data, vulnerable systems interpret it as part of the SQL command. This allows attackers to modify the structure of queries, bypass authentication mechanisms, and even execute administrative operations on the database server.
For example, a simple login system that checks user credentials using a basic SQL query can be compromised if it directly inserts user input into the query. An attacker can craft input that changes the logic of the query, allowing them to log in without valid credentials.
SQL Injection remains a significant threat despite increased awareness and improved security practices. It is consistently listed among the top web application vulnerabilities by organizations such as the OWASP, highlighting its ongoing relevance in cybersecurity.
Understanding SQL Injection is essential for developers because it emphasizes the importance of secure coding practices. By implementing proper input validation, parameterized queries, and prepared statements, developers can effectively prevent such attacks and protect their applications from unauthorized access and data breaches.
Why SQL Injection is a Problem
SQL Injection is dangerous because it targets the core of a web application — the database. Most websites store critical information such as user credentials, personal data, and application content in databases. If an attacker successfully exploits SQL Injection, they can:
· Bypass authentication systems (login without password) 
· Retrieve sensitive data (e.g., usernames, passwords) 
· Modify or delete database records 
· Execute administrative operations on the database 
This makes SQL Injection a serious risk for any dynamic website that interacts with a database.
[bookmark: _Toc225972987]Examples of SQL Injection
A common example occurs in login forms. Consider a vulnerable SQL query:
SELECT * FROM users WHERE username = '$username' AND password = '$password';
If an attacker enters the following input:
Username: admin
Password: ' OR '1'='1
The query becomes:
SELECT * FROM users WHERE username = 'admin' AND password = '' OR '1'='1';
Since '1'='1' is always true, the query bypasses authentication and grants access.
Another example is:
' OR 1=1 --
This can return all records from a table, exposing sensitive data.
[bookmark: _Toc225972988]SQL Injection in My Website
In the development of the GreenLeaf database-driven website, potential vulnerabilities were identified during the CRUD implementation phase.
[bookmark: _Toc225972989]Vulnerable Areas (Before Fixes)
Some parts of the code initially used direct query execution with user input, such as:
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This is vulnerable because an attacker could manipulate the URL:
delete.php?id=1 OR 1=1
This could delete all records on the table.
[bookmark: _Toc225972990]Anti-SQL Injection Measures Implemented
To prevent SQL Injection, prepared statements were used throughout the application.
Example Secure Code
[image: ]
Why This is Effective
Prepared statements separate SQL logic from user input. This means:
· User input is treated strictly as data, not as executable SQL 
· Malicious input cannot alter the query structure 
· The database engine safely handles the values
[bookmark: _Toc225972991]Testing SQL Injection Protection
An attempted SQL Injection was performed using:
Username: admin' OR '1'='1
Password: anything
Result:
· Login failed 
· No unauthorized access was granted 
This confirms that prepared statements successfully prevented the attack.
Conclusion
SQL Injection is a critical security vulnerability that can severely impact web applications. Through the use of prepared statements, input validation, and secure coding practices, the GreenLeaf system has significantly reduced the risk of SQL Injection attacks.
However, security must be consistently applied across all parts of the application. Any remaining vulnerable queries should be updated to use prepared statements to ensure full protection.
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/1 Fetch user
$stat = $conn->prepare("SELECT * FROM users WHERE username

$stut->bind_paran(“s”, $username);
$stut->execute();

$result = $stmt->get_result();

if ($result & $result->num_rows === 1) {
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<2php
include("../config/db.php™);

$id = $_GET["id"];
$conn->query("DELETE FROM plants WHERE

header("Location: dashboard.php");

I

id=$id");




