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Introduction
This particular security policy and management report have been created for the likes and consideration of Jones-Smith Truman Consultants (JSTC). The qualification of this reporting structure has been related to research on a small case scenario provided for a low-level hacking incident that JSTC had to face. This task has been segmented into three main considerations relating to the appropriate structure for the qualifications and their systematic preferences. The final qualification of the respective recommendations for the security and management approach for JSTC has been directed. The appropriate qualifications for the features and their operations have to be related through proper validation and analytics.
The major purpose of the assignment has been majorly associates with providing an effective security and mitigation system structure for the organization relating to their three stages attack qualification through man in the middle attack, password cracking and the qualification of unauthorized access through an internet wireless fidelity consideration for the company's network structure. The valid base of the project has been implemented with logical analysis and direction through the structure of security through confidentiality, integrity, and availability, the approach of providing critique and possible solution to the previous hacking constructs, and the qualification of a proper auditing and testing approach for the systems.
[bookmark: _Toc55661675](i) Basic Requirements for Securing Confidentiality, Integrity, and Availability 
In this particular consideration, the respective security application and operation have been detailed through approach and validation for the three phases of qualification. The consideration of the three stages of security maintenance has been related through proper determination and development. The approaches relating to the security of the structures have to be directed through proper analysis and qualification for the tactics.  The management has been related within appropriate segments stated below:
Securing Confidentiality
The application and analysis of securing and maintenance of confidentiality has to be related through effective management and determination for the structures and their qualification. The placement of the Intrusion Detection System needs to be implied through proper logic and validation for the ARP poisoning approaches made for the private organizational data (Nobles, 2018). The directional tactics have to be related to the use and approach for securing the accounts for which the passwords have been cracked. The logging off form all devices have to be qualified. The placement of password change is necessary to be done on a further qualification and their specification.
Securing Integrity
The integral operations have to be determined through proper placement of integrity constraints to be related throughout the systems and their qualifications. The directional analysis has to be stated through appropriate construct and validation for the structures. The application for the use of Access Controls is necessary to be placed and regulated for the unauthenticated access to the data structure (Posey & Canham, 2018). Even the integral construct and validation have been related through proper analysis and development for the systematic procedures of operation. The management of the secured placement of integrity has been directed through appropriate administration. The integral applications have to be specified through valid analysis and direction. 
Securing Availability
The availability consideration has to be related to the constraints and their applications through the constructive maintenance of Internet qualifications. The specification for the systems has to be related to developed and managed with valid determination and assessment. The implications for the directions have to be related to necessary validity and operative analysis. The Internet wireless fidelity access needs to be regulated with proper analysis and management with a direct specification of the systems and their tactics for management of security development and implication. The regulation of Firewall setup is also necessary for processing. The planning and maintenance of secure systems are necessary to be applied through transparent qualifications.
Security Aware applications
	The qualification for the management and evaluation of security-aware operations relating to the systems and their directions are necessary to be processed for Jones-Smith Truman Consultants. The application of security systems has to be directed through logical determination and a validated approach. The management and approach have to be determined through logical evaluation and development for the systems. The consideration of secure cloud operations has to be directed through proper evaluation of third party solutions. The development and application through valid use of layered security systems have to be regulated through appropriate construct and logic for the systems and their considerations.
[bookmark: _Toc55661676](ii) Critique of hacking problem and identification of Detection and Prevention
The hacking incident that had occurred here has been related with a high criticality level of qualification. The valid development and determination have not been processed effectively throughout the systems for JSTC work from home operation. The implementation and successful qualification of the three-pronged intrusion is a result of the improper management of security systems, privileges, monitoring, and access control structure for JSTC. The issues related to each of the systems could be effectively detected with the help of advanced penetration testing and vulnerability analysis. The development and operational logic for the systems have to be guided through effective qualification and evaluation for the features and their quality analysis. The directional construct has to be stated through appropriate development and evaluation. The consideration of detection of the respective hacking construct can be related with valid determination and analysis through these segmented pointers presented below:
Detection of the Attack
The most important step towards digital security measures to be taken is to be able to detect the actors or threats that are lurking upon the systems and their qualifications. The considerations of the valid points of operational have been related through the ways to detect the three-pronged attack structure:
· The detection of the ARP poisoning attack could have been done through extensive vulnerability analysis and application, related throughout the systems. The use of effective Nmap port scanning methods could have been done to implement proper structure and construct to the systems of the attack identification 
· The password cracking construct could have been detected through monitoring of the improper packet flow in and out of the network structure through specific accounts on an unauthorized level of qualification and management (Kahyaoglu & Caliyurt, 2018). The use of packet capture and analysis software like Wireshark can be done throughout the systems
· Improper Internet Wifi operations can also be detected with the consideration of Firewall systems and the monitoring of the requests that were constantly getting rejected through the current security approach. The validation of the suspicious message or span emails also were necessary to be monitored
Prevention of the Attack
The most important step towards digital security measures to be taken after successful detection is to be able to prevent the actors or threats that are lurking upon the systems and their qualifications. The considerations of the valid points of operational have been related through the ways to detect the three-pronged attack structure:
· The attack related to ARP poisoning can be prevented with the qualification and development of appropriate Virtual Private Networks (VPN) for the qualifications of the JSTC network was necessary to be done for the work from home remote operators and network hosts. ARP poisoning could have been effectively eradicated with the help of VPN operations through tunneling
· The prevention of the password cracking attack could have been done through the application and development of systems and their qualification through the use of strong passwords. A strong password contains at least 8 characters including one upper case character, one lower case character one numeric character, and one special character throughout the qualifications necessary here
· The prevention of internet wireless fidelity unauthorized access can be done through the application and management of the systems relating to the prominent placement of Access Control Lists (Hamburg & Grosch, 2018). The regulation of the inflow and outflow of the data from the network through the internet connections also need to be authorized through the consideration of WEP key systems
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In this particular analysis and qualification, the direction has been stated through the appropriate structure of auditing and testing of the network systems that have been attacked by a three pronged qualification and huge loss of private data has been related as the adverse result. These specific identifiers have been related through the necessary auditing and testing approach so that such issues do not happen in the future:
· The initial placement of the vulnerability analysis and testing needs to be done for the current network structure. A combination of two tools Wireshark and Nmap needs through the qualifications. Firstly, the qualifications of the systems have to be done by initiating a packet capture for Wireshark (Choejey, Murray & Fung, 2016). The next step of qualification has associated with manning of Nmap and scanning of the valid network ports for suspected vulnerabilities and the network packets captured from those loopholes 
· The next qualification has to be done through the consideration of the systems and their applications. The determination of the structure has to be related to applied qualification and use of John the Ripper to check the strength of the passwords by trying to crack the hash codes. The qualification of various types of attacks like Brute force or dictionary attack can also be done as a part of testing through tools like Cain and Abel. This construct would strengthen the consideration of password integrity
· The final qualification of systems testing needs to be done through the qualification of the network security structure through Access Control auditing and validation. The development of the appropriate control testing needs to be done with trying to exchange data packets against the specific rule set up through Access Control Lists (Dawson, 2018). The qualification of unauthorized wireless access needs to be qualified for the WEP security checking and application stated throughout the structures
[bookmark: _Toc55661678]Conclusion
 	The strategic analysis of the report structure has been qualified through appropriate reasoning and management of the systems and their directions throughout the structural applications and their necessary qualification. The detailed case structure and scenario of an attack on Jones-Smith Truman Consultants and their work from home qualification have been referred here with an effective approach. The detailed studies related to the attacks have been done and appropriate reasoning has been provided in three specific segments as mentioned previously in the introductory part. The qualification has been related to proper effect and analysis. The three stages of validation and security policy management and development have been stated throughout the systems and their applications.  
	The initial qualification has been separately staged for providing an understanding of the structures of securing integrity, confidentiality and availability, and operational development of the structure. The direction has been related through further validation and management of attack identification and prevention considerations for each of the segments into separate qualifications. The development and validation have been stated through the final consideration of the systems and their structures relating to the appropriate auditing and testing compliance for the systems related throughout the operations of the JSTC network and work from the home approach.
[bookmark: _Toc55661679]Recommendations
· The application and use of basic security monitoring and management tools need to be studied and practices by the management and administration of JSTC for a valid reliance on basic security and systems monitoring on an internal level
· The valid use of penetration testing needs to be done on an ethical level of considerations and the report structure or audit needs to be kept highly implied through proper use of confidential terms with the management of JSTC
· The qualification of the data loss has to be compensated throughout the systems with further consideration of confidence to the clients and staff working from home that their data is safe for operations within the company standards
· The approach necessary for the enhanced placement of backup and security of data needs to be implied through proper definition and development of third party leveraging of data into cloud service providers like AWS and Azure applications
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