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RESULT  
 
 
 
 
 

School of Applied Computing ASSIGNMENT SPECIFICATION 
 

 

Programme: BSc Cloud Computing     
      

Assignment Title: Security Policy and Management     
     

Hand Out Date: The 2nd Week of Term Submission Please refer to the assessments 
  deadline: schedule published on Students’ 
   Hall   in   Moodle   and   the 
   Assessment Board on campus 
      

 

Referencing: In the main body of your submission you must give credit to authors on whose research your 
work is based. Append to your submission a reference list that indicates the books, articles, etc. 
that you have read or quoted in order to complete this assignment (e.g. for books: surname of 
author and initials, year of publication, title of book, edition, publisher: place of publication).  

Late submission will result in a late penalty mark, as follows: 
 

Up to one week late, maximum mark of 40% for first attempts and 0% for resubmissions. No work will be 
accepted more than one week after the submission deadline  
(Academic Quality Handbook 2016/17 7.5 (5)) 

 
 

 

Learning Outcomes tested 
(from module syllabus) 

 

2. Analyse a given network to produce a suitable security audit/disaster recovery strategy 
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TASK DESCRIPTION 
 

Jones Smith Truman Consultants (JSTC) are invited by the Republic of Snowdenia County Council to offer 

advice on data protection, following a low-level hacking incident. One of Snowdenia’s staff had 

implemented a three pronged intrusion, based on the Man-in-the-Middle (ARP poisoning) attack, password 

cracking, and access via an Internet WiFi facility offered for roving staff working at home. 
 

Private data was released into the public domain, published via a website for criminals seeking 

information for various illegal activities. 
 

As the assigned consultant, you are required to produce a report in three parts: 
 

(i) Explain the basic requirements of securing confidentiality, integrity and availability for the  
Council’s information, and the associated policies and procedures that underpin security-aware 

operation possible; [40%] 

 
(ii) Critique the previous hacking problem, and indicate a means whereby each attack could 

have been detected and/or prevented; [30%] 
 
 
 

(iii) Give the basic details of an auditing or testing approach the Council might adopt to demonstrate 

better compliance with data protection legislation. [30%] 
 

] 

 

Assessment Grading 

 

Note that the first section will carry 40% of the marks; the other sections will each carry an equal 30%. Use 
your word count accordingly. 
 

This is an individual assignment, to be submitted through Turnitin. 
 

Don’t forget to reference your sources properly! 
 
 

 

GUIDANCE FOR STUDENTS IN THE COMPLETION OF TASKS 
 

Guidance as to Structure 
 

Introduction (approximately 200 words)  
Introduce the purpose of the assignment and outline the overall structure, theory and content. 
 

Main Body (three sections, approx. 1500 words in total)  
Use definitions and accurately reference sources in the main body of the report. 
 

Summary/Conclusion (approx. 200 words)  
Summarise the content presented and synthesise these findings into a concluding statement. 
 

Recommendations (bullet points)  
As a result of your critical evaluation, identify recommendations which are appropriate to your findings. 
 

Bibliography (this is not counted in the word count total)  
Reference all sources used in assignment with the university’s preferred Numerical Referencing Method 
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Factors Taken into Consideration in the Assessment Process 
 

1. Research-informed Literature  
Extent of research and/or own reading, selection of credible sources, application of appropriate 
referencing conventions. 
 

2. Knowledge and Understanding of Subject  
Extent of knowledge and understanding of concepts and underlying principles associated with the 
discipline. 
 

3. Analysis  
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation 
of ideas and evidence. 
 

4. Practical Application and Deployment  
Deployment of methods, materials, tools and techniques; application of concepts; and formulation 
of innovative and creative solutions to solve problems. 
 

5. Skills for Professional Practice  
Attributes in professional practice: individual and collaborative working; deployment of appropriate 

media; and presentation and organisation. 
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MARKING CRITERIA AND STUDENT FEEDBACK 
 

This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The 
marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the 
task(s), including those areas in which you have performed well and areas that would benefit from development/improvement. 

 

Common Assessment Criteria Applied  

M
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le
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aw
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d
ed

 

 
     

         

1. Research-informed Literature         
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.          

         

  Use a range of academic literature, for example: journals, conference papers, text books         
  Select relevant and useful information from the literature pertaining to the management of 20      

security         
         

2. Knowledge and Understanding of Subject         
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.          

         

  Identify key items in the literature and critically review their relevance in order to select salient 
30 

     
issues in the subject domain      

  Explain significant aspects of ethical hacking, including current tools and strategies         
         

3. Analysis         
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation of ideas and evidence         

         

  Evaluate and appraise risks to corporate information 

30 

     
  Following research and analysis formulate appropriate, justified recommendations methods for      

risk mitigation         
         

4. Practical Application and Deployment         
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.         

         

  No practical element is required in this assignment         

         
5. Skills for Professional Practice         
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.         

         

  Produce an organised and structured document that adheres to academic convention. 

20 

     
  Organise the document logically.  Clearly delineate sections, and ensure that they contain      

appropriate content.         

  Create an attractive layout.         

  Write in an appropriately academic style.         

  Ensure that the submission is structured, not disjointed, and with a systematic approach.         

  Employ accurately a suitable referencing system with appropriate citation.         

  Write a fluent, coherent submission, with correct spelling and grammar         

         

 

Assignment Mark (Assessment marks are subject to ratification at the Exam 
 
Board. These comments and marks are to give feedback on module work and are for 
guidance only until they are confirmed. ) 

 
Late Submission Penalties (tick if appropriate) 
Up to ONE week late 

% 
 
First Attempt? 
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BACHELORS COMMON ASSESSMENT AND MARKING CRITERIA 
 
    OUTRIGHT FAIL  UNSATISFACTORY  SATISFACTORY  GOOD  VERY GOOD  EXCELLENT  EXCEPTIONAL 
                 

 
Assessment Criteria 

  0-29%  30-39%*  40-49%  50-59%  60-69%  70-79%  80-100% 
                

 1. Research-informed  Little or no evidence  Poor evidence of  References to a  Inclusion of a range  Inclusion of a wide  A comprehensive  Outstanding 
 Literature  of reading.  reading and/or of  limited range of  of research-  range of research-  range of research  knowledge of 
  Views and findings  reliance on  mostly relevant  informed literature,  informed literature,  informed literature  research-informed 
 

Extent of research 
       

  unsupported and  inappropriate  sources. Some  including sources  including sources  embedded in the  literature embedded 

 and/or own reading,  non-authoritative.  sources, and/or  omissions and minor  retrieved  retrieved  work. Excellent  in the work. 
 selection of credible  Referencing  indiscriminate use of  errors.  independently.  independently.  selection of relevant  Outstanding 
  conventions largely  sources.  Referencing  Referencing  Selection of relevant  and credible  selection of relevant 
 

sources, application of 
       

  ignored.  Referencing  conventions evident  conventions mostly  and credible  sources. High-level  and credible 

 appropriate    conventions used  though not always  consistently applied.  sources. Very good  referencing skills,  sources. High-level 
 referencing    inconsistently.  applied consistently.    use of referencing  consistently applied.  referencing skills 
          conventions,    consistently and 
 

conventions 
            

          consistently applied.    professionally 
                applied. 

                
 2. Knowledge and  Major gaps in  Gaps in knowledge,  Evidence of basic  Knowledge is  Knowledge is  Excellent knowledge  Highly detailed 
 Understanding of  knowledge and  with only superficial  knowledge and  accurate with a good  extensive. Exhibits  and understanding  knowledge and 
  understanding of  understanding.  understanding of  understanding of  understanding of  of the main  understanding of 
 

Subject 
       

  material at this  Some significant  the relevant  the field of study.  the breadth and  concepts and key  the main 

 Extent of knowledge  level. Substantial  inaccuracies.  concepts and    depth of established  theories. Clear  theories/concepts, 
 and understanding of  inaccuracies.    underlying    views.  awareness of  and a critical 
      principles.      challenges to  awareness of the 
 

concepts and 
           

            established views  ambiguities and 

 underlying principles            and the limitations  limitations of 
 associated with the            of the knowledge  knowledge. 
            base.   
 

discipline. 
             

               

 3. Analysis  Unsubstantiated  Some evidence of  Evidence of some  Evidence of some  Sound, logical,  Thoroughly logical  Exceptional work; 
 Analysis, evaluation  generalisations,  analytical  logical, analytical  logical, analytical  analytical thinking;  work, supported by  judiciously selected 
  made without use of  intellectual skills,  thinking and some  thinking and  synthesis and  evaluated evidence.  and evaluated 
 

and synthesis; logic, 
       

  any credible  but for the most  attempts to  synthesis. Can  evaluation. Ability to  High quality analysis,  evidence. Very high 

 argument and  evidence. Lack of  part descriptive.  synthesise, albeit  analyse new and/or  devise and sustain  developed  quality analysis, 
 judgement; analytical  logic, leading to  Ideas/findings  with some  abstract data and  persuasive  independently or  developed 
  unsupportable/  sometimes illogical  weaknesses.  situations without  arguments, and to  through effective  independently or  

reflection; 
       

  missing conclusions.  and contradictory.  Some evidence to  guidance.  review the  collaboration.  through effective 

 organisation of ideas  Lack of any attempt  Generalised  support findings/  An emerging  reliability, validity &  Ability to investigate  collaboration. 
 and evidence  to analyse,  statements made  views, but evidence  awareness of  significance of  contradictory  Ability to investigate 
  synthesise or  with scant evidence.  not consistently  different stances  evidence. Ability to  information and  contradictory 
          

    evaluate.  Conclusions lack  interpreted.  and ability to use  communicate ideas  identify reasons for  information and 
      relevance.  Some relevant  evidence to support  and evidence  contradictions.  identify reasons for 
        conclusions and  the argument.  accurately and  Strong, persuasive,  contradictions. 
        recommendations,  Valid conclusions  convincingly.  conclusions,  Highly persuasive 
        where relevant  and  Sound, convincing  justifiable  conclusions 
          recommendations,  conclusions /  recommendations.   

          where relevant  recommendations.     

 4. Practical  Limited or no use of  Rudimentary  An adequate  A good and  A very good  An advanced  Outstanding levels 
 Application and  methods, materials,  application of  awareness and  appropriate  application of a  application of a  of application and 
  tools and/or  methods, materials,  mostly appropriate  application of  range of methods,  range of methods,  deployment skills. 
 

Deployment 
       

  techniques.  tools and/or  application of well-  standard methods,  materials, tools  materials, tools  Assimilation and 

 Effective deployment  Little or no  techniques but  established  materials, tools  and/or techniques.  and/or techniques.  development of 
 

of appropriate 
 appreciation of the  without  methods, materials,  and/or techniques.  Very good  The context of the  cutting edge 

  context of the  consideration and  tools and/or  Good appreciation  consideration of the  application is well  processes and 
 

methods, materials, 
       

  application.  competence. Flawed  techniques.  of the context of the  context of the  considered, with  techniques. 

 tools and techniques;    appreciation of the  Basic appreciation of  application, with  application, with  extensive use of   
 

extent of skill 
   context of the  the context of the  some use of  perceptive use of  relevant examples.   

    application.  application.  examples, where  examples, where  Application and   
 

demonstrated in the 
         

        relevant.  relevant.  deployment extend   

 application of          Evidence of some  beyond established   
 

concepts to a variety 
         innovation and  conventions.   

          creativity.  Innovation and   
 

of processes and/or 
            

            creativity evident   

 contexts; formulation            throughout.   

 of innovative and               

 creative solutions to               

 solve problems.               
 5. Skills for  Communication  Media is poorly  Can communicate in  Can communicate  Can communicate  Can communicate  Can communicate 
 Professional Practice  media is  designed and/or not  a suitable format  effectively in a  well, confidently and  professionally and,  with an 
  inappropriate or  suitable for the  but with some room  suitable format, but  consistently in a  confidently in a  exceptionally high 
 

Demonstrates 
       

  misapplied.  audience.  for improvement.  may have minor  suitable format.  suitable format.  level of 

 attributes expected in  Little or no evidence  Poor independent or  Can work as part of  errors.  Can work very well  Can work  professionalism. 
 professional practice  of autonomy in the  collaborative  a team, but with  Can work effectively  as part of a team,  professionally within  Can work 
  completion of tasks.  initiative.  limited involvement  as part of a team,  with very good  a team, showing  exceptionally well 
 

including: individual 
       

  Work is poorly  Work lacks  in group activities.  with clear  contribution to  leadership skills as  and professionally 

 initiative and  structured and/or  structure,  Work lacks  contribution to  group activities.  appropriate,  within a team, 
 collaborative working;  largely incoherent.  organisation, and/or  coherence in places  group activities.  Work is coherent  managing conflict  showing advanced 
    coherence  and could be better  Mostly coherent  and fluent and is  and meeting  leadership skills. 
 

deployment of 
        

      structured.  work and is in a  well structured and  obligations.  Work is 

 appropriate media to        suitable structure.  organised.  Work is coherent,  exceptionally 
 communicate            very fluent and is  coherent, very 
            presented  fluent and is  

(including written and 
            

            professionally.  presented 

 oral); clarity and              professionally. 

 effectiveness in               

 presentation and               

 organisation.               
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FdSc & HN COMMON ASSESSMENT AND MARKING CRITERIA 
 
    OUTRIGHT FAIL   UNSATISFACTORY   SATISFACTORY   GOOD   VERY GOOD   EXCELLENT   EXCEPTIONAL  
                        

                   DISTINCTION   DISTINCTION  
 Assessment Criteria   REFER (equivalent   REFER (equivalent   PASS (equivalent to   PASS (equivalent to   MERIT (equivalent   (equivalent to 70-   (equivalent to 80-  
   to 0-29%   to 30-39%*   40-49%)   50-59%)   to 60-69%   79%   100%  
                 

                       

 1. Research-informed  Little or no evidence  Poor evidence of  References to a  Inclusion of a range  Inclusion of a wide  A comprehensive  Outstanding 
 Literature  of reading.  reading and/or of  limited range of  of research-  range of research-  range of research  knowledge of 
  Views and findings  reliance on  mostly relevant  informed literature,  informed literature,  informed literature  research-informed 
 

Extent of research 
       

  unsupported and  inappropriate  sources. Some  including sources  including sources  embedded in the  literature embedded 

 and/or own reading,  non-authoritative.  sources, and/or  omissions and minor  retrieved  retrieved  work. Excellent  in the work. 
 selection of credible  Referencing  indiscriminate use of  errors.  independently.  independently.  selection of relevant  Outstanding 
  conventions largely  sources.  Referencing  Referencing  Selection of relevant  and credible  selection of relevant 
 

sources, application of 
       

  ignored.  Referencing  conventions evident  conventions mostly  and credible  sources. High-level  and credible 

 appropriate     conventions used  though not always  consistently applied.  sources. Very good  referencing skills,  sources. High-level 
 referencing     inconsistently.  applied consistently.     use of referencing  consistently applied.  referencing skills 
              conventions,     consistently and 
 

conventions 
                 

              consistently applied.     professionally 
                      applied. 

                
 2. Knowledge and  Major gaps in  Gaps in knowledge,  Evidence of basic  Knowledge is  Knowledge is  Excellent knowledge  Highly detailed 
 Understanding of  knowledge and  with only superficial  knowledge and  accurate with a good  extensive. Exhibits  and understanding  knowledge and 
  understanding of  understanding.  understanding of  understanding of  understanding of  of the main  understanding of 
 

Subject 
       

  material at this  Some significant  the relevant  the field of study.  the breadth and  concepts and key  the main 

 Extent of knowledge  level. Substantial  inaccuracies.  concepts and     depth of established  theories. Clear  theories/concepts, 
 and understanding of  inaccuracies.     underlying     views.  awareness of  and a critical 
        principles.        challenges to  awareness of the 
 

concepts and 
               

                 established views  ambiguities and 

 underlying principles                 and the limitations  limitations of 
 associated with the                 of the knowledge  knowledge. 
                 base.    
 

discipline. 
                   

                      

 3. Analysis  Unsubstantiated  Some evidence of  Evidence of some  Evidence of some  Sound, logical,  Thoroughly logical  Exceptional work; 
 Analysis, evaluation  generalisations,  analytical  logical, analytical  logical, analytical  analytical thinking;  work, supported by  judiciously selected 
  made without use of  intellectual skills,  thinking and some  thinking and  synthesis and  evaluated evidence.  and evaluated  

and synthesis; logic, 
       

  any credible  but for the most  attempts to  synthesis. Can  evaluation. Ability to  High quality analysis,  evidence. Very high 

 argument and  evidence. Lack of  part descriptive.  synthesise, albeit  analyse new and/or  devise and sustain  developed  quality analysis, 
 judgement; analytical  logic, leading to  Ideas/findings  with some  abstract data and  persuasive  independently or  developed 
  unsupportable/  sometimes illogical  weaknesses.  situations without  arguments, and to  through effective  independently or 
 

reflection; 
       

  missing conclusions.  and contradictory.  Some evidence to  guidance.  review the  collaboration.  through effective 

 organisation of ideas  Lack of any attempt  Generalised  support findings/  An emerging  reliability, validity &  Ability to investigate  collaboration. 
 and evidence  to analyse,  statements made  views, but evidence  awareness of  significance of  contradictory  Ability to investigate 
  synthesise or  with scant evidence.  not consistently  different stances  evidence. Ability to  information and  contradictory 
          

    evaluate.  Conclusions lack  interpreted.  and ability to use  communicate ideas  identify reasons for  information and 
       relevance.  Some relevant  evidence to support  and evidence  contradictions.  identify reasons for 
          conclusions and  the argument.  accurately and  Strong, persuasive,  contradictions. 
          recommendations,  Valid conclusions  convincingly.  conclusions,  Highly persuasive 
          where relevant  and  Sound, convincing  justifiable  conclusions 
             recommendations,  conclusions /  recommendations.    

             where relevant  recommendations.       

 4. Practical  Limited or no use of  Rudimentary  An adequate  A good and  A very good  An advanced  Outstanding levels 
 Application and  methods, materials,  application of  awareness and  appropriate  application of a  application of a  of application and 
  tools and/or  methods, materials,  mostly appropriate  application of  range of methods,  range of methods,  deployment skills. 
 

Deployment 
       

  techniques.  tools and/or  application of well-  standard methods,  materials, tools  materials, tools  Assimilation and 

 Effective deployment  Little or no  techniques but  established  materials, tools  and/or techniques.  and/or techniques.  development of 
 of appropriate  appreciation of the  without  methods, materials,  and/or techniques.  Very good  The context of the  cutting edge 
  context of the  consideration and  tools and/or  Good appreciation  consideration of the  application is well  processes and 
 

methods, materials, 
       

  application.  competence. Flawed  techniques.  of the context of the  context of the  considered, with  techniques. 

 tools and techniques;     appreciation of the  Basic appreciation of  application, with  application, with  extensive use of    
 extent of skill     context of the  the context of the  some use of  perceptive use of  relevant examples.    
     application.  application.  examples, where  examples, where  Application and    
 

demonstrated in the 
           

           relevant.  relevant.  deployment extend    

 application of              Evidence of some  beyond established    
 concepts to a variety              innovation and  conventions.    
              creativity.  Innovation and    
 

of processes and/or 
                 

                 creativity evident    

 contexts; formulation                 throughout.    

 of innovative and                      

 creative solutions to                      

 solve problems.                      
 5. Skills for  Communication  Media is poorly  Can communicate in  Can communicate  Can communicate  Can communicate  Can communicate 
 Professional Practice  media is  designed and/or not  a suitable format  effectively in a  well, confidently and  professionally and,  with an 
  inappropriate or  suitable for the  but with some room  suitable format, but  consistently in a  confidently in a  exceptionally high 
 

Demonstrates 
       

  misapplied.  audience.  for improvement.  may have minor  suitable format.  suitable format.  level of 

 attributes expected in  Little or no evidence  Poor independent or  Can work as part of  errors.  Can work very well  Can work  professionalism. 
 professional practice  of autonomy in the  collaborative  a team, but with  Can work effectively  as part of a team,  professionally within  Can work 
  completion of tasks.  initiative.  limited involvement  as part of a team,  with very good  a team, showing  exceptionally well 
 

including: individual 
       

  Work is poorly  Work lacks  in group activities.  with clear  contribution to  leadership skills as  and professionally 

 initiative and  structured and/or  structure,  Work lacks  contribution to  group activities.  appropriate,  within a team, 
 collaborative working;  largely incoherent.  organisation, and/or  coherence in places  group activities.  Work is coherent  managing conflict  showing advanced 
     coherence  and could be better  Mostly coherent  and fluent and is  and meeting  leadership skills. 
 

deployment of 
         

        structured.  work and is in a  well structured and  obligations.  Work is 

 appropriate media to           suitable structure.  organised.  Work is coherent,  exceptionally 
 communicate                 very fluent and is  coherent, very 
                 presented  fluent and is 
 

(including written and 
                 

                 professionally.  presented 

 oral); clarity and                    professionally. 

 effectiveness in                      

 presentation and                      

 organisation.                      
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