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Introduction

This report examines the main functions of general-purpose operating systems and
demonstrates the practical use of Windows and Linux command-line tools and
scripting languages. It also discusses process management, file handling, user
management, task scheduling, and network administration using practical examples.

There are different types of Operating Systems (OS), which are designed to meet the
needs of the user. These operating systems are core pieces of software which allow the
user to operate their devices, managing hardware resources, memory and to execute
other software applications [1].

1 — Key Functions of General Operating Systems

General Purpose, or Desktop, Operating Systems are designed to enable the user to run
multiple software applications or complete tasks. These are generally installed on
personal computers, or within an educational or employment environment. Uses of
General Purpose OSinclude using word processing applications, browsing the web or
communicating via email. Highly used versions of these operating systems include
Microsoft Windows, Linux and MacQS [2]

General operating systems allow users to manage a computer’s hardware and software
through the use of several key functions, all of which help to ensure the computer
system runs smoothly and efficiently.

Process Management

One key function is process management, which helps the operating system to organise
and manage multiple tasks and programmes whilst ensuring they run smoothly and
keep things optimised [3]

The Task Manager application provides the user with a list of running processes and
applications, and how the operating system is allocating resources such as CPU time or
memory usage.




Memory Management

Memory managementis a key function which is responsible for controlling how RAM is
allocated to different applications. The operating system ensures that each application
has enough memory to run properly and helps to prevent them from affecting each
other’s performance [4]. Thisis displayed in the task managertool in Windows, as
shown below.

8% 56% “
0.8% 8653 MB owv
0% 267.9 MB onm
0% 366.9 MB owm
2.9% 84.9 MB 01N

The way in which the OS can manage this is through process scheduling. This is where
the OS schedules, assigns and terminates processes in use by the CPU. There are two
main types of scheduling, which are preemptive and non-preemptive scheduling [5].

Preemptive scheduling iswhere the OS can interrupt an ongoing process, so thatit can
allocate memory to another process which is deemed to have a high priority.

Non-preemptive scheduling is where a process will continue being used by the CPU
untilit finishes, allowing the CPU to be allocated elsewhere.




File System Management

File system management is another function which allows the user to organise storage,
files and folders. This includes controlling file permissions, storage locations and
access methods [6]. The File Explorer tool in Windows provides this functionality, as
shown below.
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Device Management

Another function of the OS is device management. This controls communication
between the operating system and hardware devices through the use of drivers.
Hardware devices can be either input or output devices such as printers, keyboards and
storage devices, where the OS will ensure the devices are working correctly and can
communicate with applications [6].

In Windows, the device manager tool can be used to inspect and update drivers, as

shown below.

Scan for hardware changes

Froperties




Security and Access Control

Security and access control functions help to protect the system from unauthorised
access and manage what users are allowed to do. OS can set up usernames,
passwords and permissions in order to control which files, folders and settings that
specific users can access.

One of the key components of an OS is the kernel, which plays a key role in managing
system resources and allowing hardware and software to communicate. Therefore, it is
vital to have security in place to protect the kernel from unauthorised access and
malicious actions [7].

Features such as User Account Control and administrator privileges can be used in
Windows for security and access control as shown below.

B lusrmgr - [Local Users and Groups [Locall\Users]

ile Action View Help

2o 2E 65 BE
¥/ Local Users and Groups {Local) || Name Full Name Description Actior
tlhes B Administrator Built-in account for administering... Users
Scaups & BURGES3 Scoft Burgess Scott Uni Laptop .
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Networking is a function of the OS which allows computers to connect to the internet
and local networks. The OS will manage the computer’s network settings, allowingitto
communicate with other devices, such as printers or servers, and transfer data across a
network [8]. Windows offers the Network and Sharing Centre tool, which allows the user
to view and troubleshoot network settings as shown below.

EE Network and Sharing Centre - ] X
v 4 i Network and Inter.. » Network and Sharing Centre ; t p
View your basic network information and set up connections

Control Panel Home

View your active networks

Change adapter settings

Change advanced sharing BT-SSF66M Access type: Internet
settings Public network Connections: «fl WiFi [BT-S

Media stieaming options
Change your networking settings
.
-
Set up a broadband, dial-up or VPN connection, or set up a router or access point
-
-

Diagnose and repair network problems or get troubleshooting information.




Resource Monitoring

Resource monitoring is a function allowing the user to track how the computer system
is performing and how resources are being used. This includes checking CPU and
memory usage, disk activity and network performance [9]. This is shown using the
Resource Monitor and reliability tools in Windows pictured below.
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Error Handling

The OS can also provide the function of error handling, which detects, records and
responds to system errors. This function helps to keep the system stable and can
support troubleshooting in the event of an error, which can help maintain reliability and
security [10].

The Event Viewer tool in Windows stores logs of any errors which have occurred, helping
to identify hardware or software issues as shown below.
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2 — Use of Windows OS CLI Commands

This section will look at a variety of Windows OS CLI Commands using PowerShell.

Process Management

« Get-Process “notepad++”
This command displays details of processes named notepad++, including CPU

and memory usage [11].

Administrator: PowerShell 7 (x64)

« Get-Help Stop-Process -Online
This command launches the online Microsoft guide for the Stop-Process
command in a web browser [12].

EX Administrator: PowerShell 7 (x64)

3> Get-Help Stop-Process
sers\BURGES3>

Microsoft Build 2026

BE | Leam  Documematon
PowerShell

D fok Lasm

Stop-Process

Syntax
Id (Default)

.......

e Start-Process calculator.exe -WindowStyle Minimized
This command launches the calculator application in a minimised window [13].

EX Administrator: PowerShell 7 (x64)
> Start-Process calc.ex: Minimized,




8 calouasor

= Scientific

File & Directory Management

The commands in this section manage files and folders.

+ Get-Childltem $Home

This command shows all the files and folders in the home directory, displaying

the user’s personal folder [14].
32> Get-ChildItem

\BURGES3

.VirtualBox
.vscode
Backup
Contacts
Documents
Downloads
Favorites

Links
Music

OneDrive

OneDrive - University of Wales Trinity Saint David
Saved Games

Searches

Videos

VirtualBox VMs

VsC

GProcess.c

« New-ltem -Path $HOME -Name "example.txt" -ltemType File
This command creates a new file called “example” which will be saved to the

home folder [15].




EN Administrator: C\Program Files\PowerShellP\pwsh.exe

B example.txt

example (09/04/2026 22:21 Text Document 0KB

Rename-Iitem -Path "$HOME\example.txt" -NewName "newname.txt"
This command will rename the file “example.txt” to “newname.txt” in the home
directory [16].

EN Administrator: C:\Program Files\PowerShell\7\pwsh.exe

PS C:\Windows\System32> Rename-Item
PS C:\Windows\S

09/04/2026 22:21 © newname.txt

Network Testing / Monitoring

Test-Connection google.com -Count 4
This command tests the network connection between the computer and the
webpage “google.com” The -Count 4 switch specifies that the test should send 4
ping requests before stopping. The output shows whether the connection status
is successful [17].

X Administrator: C:\Program Files\PowerShel\7\pwsh.exe

C:\Windows = > test-connection google.com

Destination: google.com

2a00:
2a00: 1]
2a00:14
2200

miwvm unn

Get-NetIPConfiguration
This command requests a display of the computer’s network information,




including the IP address, default gateway, and DNS server information [17].

EN Adminstraty

ram Files\PowerS! pwshexe

User Management

¢+ Get-LocalUser

This command will display a list of all local user accounts on the computer, and
whether they are enabled or not[18].

S C:\Win ) get-localuser

Task Scheduling
¢ Get-ScheduledTask

This command displays a list of all scheduled tasks which are either ready to run
or are currently running [18].

E¥ Administrator: CAProgram Files\PowerSheil\T\pwsh.exe

10




3 — Use of Linux OS CLI Commands

Process Management

e Psaux

This command displays a list of running processes, along with their ID, CPU and
memory usage [19].

B burgess 75 ~

+ Kill by PID

The command shown below displays a temporary background process of sleep
being created. The ps command then displays the running processes, including
sleep and its PID.

The kill 1216 command is then used to terminate the process successfully [20].

¥ burges3@LQ0275: ~

:~$ sleep 300 &
[1] 1216

PID TTY TIME CMD
821 pts/@ ©0:00:088 bash
1216 pt ©0:00:00 sleep
1226 pts/@ ©0:00:00 ps

:~$ kill 1216

[1]+ Terminated sleep 300
:~$ ps
PID TTY TIME CMD

821 pts/ ©0:00:00 bash
1255 pts/@ 00:080:80 ps
T 2

11




File & Directory Management
* touch

This command creates an empty file with a specified name, as shown below [21].

E] burges3@LQ0275: ~

$ touch assignmentl.txt
$ 1s -1

total @
-rw-r--r-- 1 burges3 burges3 © Apr 26 ©0:43 ment.txt

-rw-r--r-- 1 burges3 burges3 @ Apr 26 €0:4 ssignmentl.txt
i~ .

¢« chmod

This command allows permissions of the owner, group or others, for a specific file to
be modified, allowing or removing the ability to read, write or execute [21].

:~% chmod 755 assignmentl.txt
:~% 1s -1
total ©
-rwxr-xr-x 1 burges3 burges3 @ Apr 26 00:43
-rwxr-xr-x 1 burges3 burges3 @ Apr 26 00:45

:~$ I

e mkdir

This command allows the user to create a new directory with the name specified
[22].

E'] burges3@LQ0275: ~

75:~% mkdir 'Assignment Docs'
275:~% 1s

assignment.txt

$

Network Testing / Monitoring

* ping

12




Similar to the Windows Test-Connection command, the ping command shown
below tests the computer’s network and internet connectivity. The command -c 4
confirms that only four packets are sent, before the command stops [21].

[#] burges3@LQ0275: ~

:~$% ping -c 4 google.com
[ 568.117.102) 56(84) bytes of data.
2.1e1@@.net (142.256.117.102): icmp_seg=1 ttl=112 time=11.
um-in-f182.1e188.net (142.258.117. : icmp_seq=2 ttl=112 time=12.
um-in-f102.1el@@.net (142.250.117. icmp_seq=3 ttl=112 time=11.
um-in-f162.1ele0.net (142.250.117.102): icmp_seq=4 ttl=112 time=12.

--- google.com ping statistics =
4 packets transmitted, 4 received, ©% packet loss, time 3@eéms
rtt min/avg/max/mdev = 11.453/11.806/12.115/0.262 ms

~$

User Management
* useradd

The useradd command creates a new user account to the directory, with the name

instructed afterthe command [23].

E] burges3@LQ0275: ~

$ sudo useradd Katie

e getent passwd

This command creates a list of information relating to the users stored on the

system, and includes the username, 1D and directory [24].

$ getent passwd
root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev: /usr/sbln/nologln
sync:x:4:65534:sync:

polkitd:x:987:987:User for polkitd:/:/usr/sbin/nologin
burges3:x:1000:1000: : /home/burges3: /bin/bash
Katie:x:1001:1001::/home/Katie:/bin/sh

13




s userdel

The userdel command allows a user to be deleted from the system. The image
below shows the command followed by the username, which is then removed from

the directory upon execution [23].

:~$ sudo userdel Katie

Task Scheduling
¢ crontab

The crontab commands provide a user the ability to create, edit or delete scheduled
tasks. The crontab -e command opens the editor, where a user can add a linein
order to set a specific task. For example, 09 * * 1 ping -c 4 google.com >>
~/pingcheck.log can be added which means that at 9:00am every Monday, a ping
test will be conducted to google.com sending four packets, where the results will be
saved in a log file. The crontab -l command will then list any scheduled tasks [25].

This is displayed in the image below.

:~$ crontab -e
no crontab for burges3 - using an empty one
crontab: installing new crontab
:~$ crontab -1
Edit this file to introduce tasks to be run by cron.

Each task to run has to be defined through a single line
indicating with different fields when the task will be run
# and what command to run for the task

# To define the time you can provide concrete values for
# minute hour (h), day of month (dom), month (mon),
# and day of week (dow) or use '*' in these fields (for

any

# Notice that tasks will be started based on the cron's sy
# daemon's notion of time and timezones.

# Output of the crontab jobs (including errors) is nt through
# email to the user the crontab file belongs to (unless redirected).

For example, you can run a backup of all your user accounts
# at 5 a.m every we ith:
# 8 5 * ¥ 1 tar -zcf , /backups/home.tgz /home/

For more information see the manual pages of crontab(5) and cron(8)

# mh dom mon dow command
9 ¥ * 1 ping -c 4 google.com ~/pingcheck.log

14




4 — Use of Windows OS Scripts

The below Windows OS Scripts is created for PowerShell using the Visual Studio Code
tool.

The script starts by using the Show-Menu function, which helps to create and display a
number of options to the userin the style of a menu.

A do while loop is then added to ensure that the menu will repeat and display until the
user selects to exit the program. This prevents the need for the script to be restarted
after each option is selected [26].

Aninputvariable is used to store the input entered by the user.
Option 1 on the menu will display the current username.

Option 2 uses the get-childitem command to display the files and folders which are in
the directory.

Option 3 conducts a test-connection command, sending four packets to Google to
check that there is an internet connection.

Option 4 then allows the user to exit the script, where a closing message is displayed.

15




2 systemmenu.ps1 1 X H

C: > Users > BURGES3 > > systemmenu.ps > ...

1
2
3
a
5
6
7
8
S

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
3e
31
32

function Show-Menu {
Write-Host ""
Write-Host "***** Basic Command Menu **¥k*"
Write-Host ""
Write-Host "1. Show Username"
Write-Host ""
Write-Host "2. Show Files"
Write-Host ™"
Write-Host "3. Test Connection”
Write-Host ""
Write-Host "4. Exit"
Write-Host ""

}

do I

Show-Menu
$input = Read-Host "Choose an option”
switch ($input) {

"1!1 {
$username = $env:USERNAME

if ($username -ne "") {

Write-Host ™"

Write-Host "Current user: $username”
}
else {

Write-Host ""

Write-Host "Username not found."

16




34
35
36
37
38
39
40
a1
a2
43
a4
45
46
47
a8
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

|‘2|| {
Write-Host ""
Write-Host "Files in current folder:"

$files = Get-ChildItem

foreach ($file in $files) {
Write-Host $file.Name

}
}
II3I| {
Write-Host ""
Write-Host "Checking Network Connection...’
Test-Connection google.com -Count 4
}
II4I| {
Write-Host ""
Write-Host "Closing..."
}
default {
Write-Host "Invalid option selected.”
}

}
m while ($input -ne "4")

Write-Host "Goodbye"

17




PS C:\Users\BURGES3> .\systemmenu.psl
kk*** Basic Command Menu **¥**x*
1. Show Username

2. Show Files

3. Test Connection

4. Bxat

Choose an option: 1

Current user: BURGES3

¥*xx% Basic Command Menu **¥***
1. Show Username

2. Show Files

3. Test Connection

4. Exit

Choose an option: I

18




Choose an option: 2

Files in current folder:
.VirtualBox

.vscode
.vscode-shared
Backup

Contacts

Documents

Downloads

Favorites

Links

Music

New Assignments
OneDrive

OneDrive - University of Wales Trinity Saint David
Saved Games
Searches

Videos

VirtualBox VMs

VSC
assignmentscript.sh
GProcess.csv
newname.txt
SystemCheck.psl
systemmenu.psl

*¥¥k*¥*x Basic Command Menu *#**¥*
1. Show Username

2. Show Files

19




3. Test Connection
4, Exit
Choose an option: 3

Checking Network Conne

(o4 i+, g P

Destination: google.com

Ping Source

1 LQe275
2 LQe275
3 LQe275
4 LQ@275

Address

142.251.30.101
142.251.3@.101
142.251.30.101
142.251.30.101

**#¥%k Basic Command Menu *****

1. Show Username

2. Show Files

3. Test Connection
4. Exit

Choose an option: 4

Closing...
Goodbye

PS C:\Users\BURGES3> i

Latency BufferSize Status

(ms)

(B)

32 Success
32 Success
32 Success
32 Success

20




5 - Use of Linux OS Scripts

The script below demonstrates a combination of file management, directory
management and permission control into a single script.

It starts by defining a variable called “folder”, which stores the directory “New
Assignments”, meaning the full directory name does not need to be fully typed
throughout the remainder of the script.

The touch command then creates two new text files called “Assignment 3.txt” and
“Assignment 4.txt”, followed by an amendment of permissions using the chmod

command. The chmod grants the owner full read, write and execute permissions, whilst

the group and other users are read and execute only.

Anif statementis added to the script, which means that a check will be carried out to
see if the directory already exists. If it does not exist, the mkdir command creates the
directory and displays the confirmation of “Directory created successfully”. If it does

exist, then the message “Directory already exists” will be displayed.

The script then executes a for loop for the mv command, which moves the specified
files into the directory simultaneously.

Finally, the ls -l command displays the contents of the directory, confirming the files
have been moved and their permissions updated accordingly. An echo statement is
then displayed to confirm the script has been carried out successfully.

21




S assignmentscript.sh H S #/bin/bash Untitled-1 .H

1
2
3
a4
5
6
7
8
9

1e
11
12
13
14
15
16
17
18
19
20
il
22
23
24
25
26
27
28
29

#!/bin/bash

[

folder="New Assignments"”

touch "Assignment 3.txt"
touch "Assignment 4.txt"

chmod 755 "Assignment 3.txt"
chmod 755 "Assignment 4.txt"

if [ ! -d "$folder" ]
then
mkdir "$folder"
echo "Directory created successfully.™
else
echo "Directory already exists."
fi

for file in "Assignment 3.txt" "Assignment 4.txt"
do

mv "$file" "$folder/"

echo "$file moved successfully."
done

echo "Contents of $folder:"”
ls -1 "$folder"

echo "Script completed successfully."

PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL PORTS

burges3@LQO275:~% cd ~
burges3@LQ0275:~% chmod +x assignmentscript.sh
burges3@LQe275:~% ./assignmentscript.sh
Directory already exists.
Assignment 3.txt moved successfully.
Assignment 4.txt moved successfully.
Contents of New Assignments:
total @
-rwxr-xr-x 1 burges3 burges3 @ Apr 27 01:28 'Assignment 3.txt'
-rwxr-xr-x 1 burges3 burges3 @ Apr 27 ©1:28 'Assignment 4.txt'
Script completed successfully.
burges3@LQ0275:~% cd ~

22




Conclusion

Overall, this assignment has highlighted and demonstrated some of the main functions
of modern operating systems and explored the use of commands and scripting within
both a Windows and Linux OS. Both Windows and Linux OS have important features to
allow the user to manage functions such as processing, networking and security, which
are all essential to modern computing systems and IT administration.

The commands throughout this report demostrate how users can manage systems
efficiently, as well as providing automation to help boost performance and reduce the
need forthe userto complete repetitive administration tasks manually.
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Appendices

Tutorial Activity

OS Tutorial Acitivities
Research and briefly define different types of OSs that are used today.

There are different types of Operating Systems (OSs), which are designed to meet the
needs of the user. These operating systems are core pieces of software which allows
the user to operate their devices, managing hardware resources, memory and to
execute other software applications [1].

General Purpose, or Desktop, Operating Systems are designed to enable the userto run
multiple software applications or complete tasks. These are generally installed on
personal computers, or within an educational or employment environment. Uses of
General Purpose OSs include using word processing applications, browsing the web or
communicating via email. Highly used versions of these operating systems include
Microsoft Windows, Linux and MacOS [2]
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Lecture Activities

[pperating Systems - James Witliams - Week 1
Inin i rati m:
1. WWnatis an Operating System?

Tha fundamental yStem SOMWAre tat MANAZes A COMPUTIr's haraware,
mamory, and Software resources.

Typical compenents of O8:

Process & Memary Managemant
System & Performance Management
Device Management

Errar Detection and System Recovery

Systom Socurity Managomont
2. What does an Operating System do?

File & Directory Managament
Acts 83 a bridge betweaen the user and the computar's hardware and software,

Enables s the i . MANages handles tasks, and
tacilitates files and peripheral management.

§ most common OS:

Windows
Android
There are two main Lypes of software: 08
System Software - Lised to run and manage the computer system, mcluding Macos

hardware and $oMware ApplCations. An Operating Sys1em is known as System
Software. Linux
TOf USErs 10 PErfonm specinic

functions.

AN OS5 Provides an iNertace DETWean the USer and the POWEr of e COMPULET hargware,
Layers of an Operating System:

User interface

System Services

Kernel - program that manages memory and communication betwesn the hardwars
and software such as the FAM and the CPU.

Hardware Abstraction Layer (HAL)

Hardware
ratil ms = Ii

*Handy for Task 1 of Assignment*

Commeon OS functions:

- Process management = Runs, schedules, and controls programs.

- Memory management — Allocates RAM and manages virtual memory.

- File system management — Organizes files, folders, and storage access.
- Device management - Controls hardware through drivers.

- Security & access control - Handles authentication and permissions.

- User interface management - Provides GUI or command-line interaction.

ol -Manages and network communication.
- System monitoring — Tracks performance and resource usage.
- Error handling — Detects, logs, and responds to system errors,

- Resource allocation — Distributes CPU, memory, and /O among programs.

For assignment, just briefly describe the above and add a screenshot of the functions.
*Worth mentioning the Kernelin Task 1 as well*

*Discuss the Process Scheduler in Task 1*

Memory Management: Process Scheduler

= The O5's ‘Process Scheduler’ program (aka resource scheduler or job
controller) determines which processes are admitted to the CPU for
processing.

The OS creates, schedules, assigns & terminates processes that are used by the CPU.
* The 05 controls which process is being executed by the CPU at any one point in time.

The OS decides the best way to swap between running, runnable and waiting processes.

The job of working out when to swap processes is known as scheduling / job-scheduling

1/ process scheduling. — g sne
N
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OS Assignment S Burgess

GRADEMARK REPORT

FINAL GRADE GENERAL COMMENTS

/100

Total: 89

1. Engagement
with Literature Skills:

+ Good 20 20
use of citations. + Well formatted IEEE
reference list.

2. Knowledge
and Understanding Skills: 4e

Key 20 17
functions: +
Good overview of key OS functions
documented. + Screenshots
showing where some of the functions can
be seen/monitored/managed are
documented.

Win Commands: +

Good overview of relevant commands
that demonstrates an understanding of
the

language.



Bash Commands: + Good overview of
relevant commands that

demonstrates a sound understanding of
the language.

Win Scripts: + Good overview of the
syntax that demonstrates an

understanding of the scripting aspects of
the language. - could be extended

to include 1/2 additional syntax areas e.g.
Arrays.

Bash Scripts: + Good overview of some
syntax that demonstrates an

understanding of the scripting aspects of
the language. - could be extended

to include some additional syntax areas.

3. Cognitive
and Intellectual Skills: 4+4+2

+ 10 10
Evidence of good analysis and
understanding of OS functions.

+ Screenshots showing where some of
the functions can be

seen/monitored/managed are included in
the analysis.

+ Conclusion.

4. Practical
Application Skills: 10e

1. 40 34
Win Commands: +
Good use of relevant Win. language

commands.

2. Bash Commands: + Good use of
relevant Bash commands.

3. Win Scripts: + Good use of Win scripts
to demonstrate applied

knowledge of the core syntax. - could be
extended to include the use of 1/2

additional syntax areas e.g. Arrays.

4. Bash Scripts: + Good use of Bash
scripts to demonstrate
applied knowledge of some core syntax



areas. - could be extended to include some
additional syntax areas.

5. Transferable
Skills for Life and Professional Practice:
4+4242+1+2

+ Good
report format, structure, and
presentation.

+/- Each report section could be briefly
introduced.

+ Tutorial Activity 1 on OS
Types: relevant supplementary

information on OS types is included in the
Appendix of the report. - Answer could

be extended to include some additional
OS types.

+ Evidence of engagement with a relevant
CPD course documented in the
appendix.

+ Lecture activity evidence documented.
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