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The internet of things (IoT) in a relatively new idea, that has grown significantly in popularity in recent years, that consists of the interconnection of computing devices found within everyday life and the “aim at improving the quality of life of their populations in a variety of ways, including through measures that promote eco-friendly, sustainable environments and the delivery of 'connected health/care' services to citizens at home and on the move”[1]. In an official sense, as defined by the International Telecommunications Union, the IoT is “a global infrastructure for the Information Society, enabling advanced services by interconnecting (physical and virtual) things based on, existing and evolving, interoperable information and communication technologies”[2]. In other words, anything that can be upgraded with networking capabilities will be interconnected and from there connected to the internet. The most common example of the internet of things growing in recent years is the popularity of smart devices, such as Amazon Echo and Google Home, as well as smart electronics such as smart light bulbs and thermostats; which in retrospect does seem odd to give a light bulb an IP address. Either way, due to the ever-growing implementation of IPv6 from IPv4, there will be no shortage of IP addresses despite giving out so many for a long time.
The idea of a smart city on the other hand is to use the of IoT to interconnect an entire city, devices and sensors both, to improve the overall quality of life within a city but also its efficiency as a city. Of course, the idea of improving efficiency of entire multiple sectors of a city is no small task, and so there are very few cities that are part of a “smart city” or “Intelligent city” projects, but due to recent success in some cities, it is gaining momentum.[3], [4] This report will attempt to give a better understanding of the Internet of Things and the sub-project of a smart city, including the what it is, the advantages and difficulties/restrictions in implementation.
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With the idea of Internet of Things being to interconnect everything, adding function to previously less-functional items, paving a way to use these functions together. Case in point, the smart home, whereas previously there were only certain devices such as a PC, router and other devices with networking capabilities, now there are many more including lightbulbs, thermostats, doorbells, hubs etc. These additional devices have started to become more than what they were originally intended for due to the IoT capabilities added, for example a light bulb previously being only to generate a light source, now some have alarm capabilities, sensors to detect human presence and even speakers, although that last one seems less useful than the others. In this sense, energy consumption can decrease as lights will automatically turn on and off if someone is in or out of the room respectively. Even a thermostat can now keep rooms at certain temperatures based on a sensor on a room-by-room basis, turning off when people are out of the house, and heating back up as the owner returns home, using locational data. Although this is more on a personal scale, it still presents an increase in the level of convenience, now scale it to an entire city. Well not technically a smart city but along the same lines is what Google does with Google maps and android locational data, by looking where there is a large concentration of people driving, and their speed the system can guess that there is a level of traffic, and subsequently warn others using the app, and suggest an alternative route. Now, what if the cars themselves had sensors and were interconnected, and the city infrastructure itself could act upon that data. For example, if there was a large concentration of traffic, by changing traffic priorities to help diffuse the traffic, the transportation becomes more efficient, even more so if the future of self-driving cars comes to fruition.[5]
That being said, the previously mentioned are some of the more known examples of the advantages of a smart city, being examples that the average person could see improved in daily life. A large section of a smart city is the improvement of areas of behind-the-scenes nature such as infrastructure such as the electrical grid and water system.  Typical “benefits include improving the utilization of existing infrastructure capacity which can reduce the need for new construction to increase capacity; reducing resource consumption, especially water and energy; reducing CO2 emissions; developing new services for citizens such as real-time transportation guidance and e-government services, and monitoring energy, water, and transportation demand to better manage peak demand capabilities.”[6] For example, in water systems sensors used in oil pipelines are being installed within existing infrastructure, allowing for the earlier finding of possible leaks and other problems, and allowing for them to take either reactionary or preventative action, hopefully more the latter than the former. This means that the existing infrastructure doesn’t need to be completely redone, simply upgraded and will become a lot more efficient and will therefore last a lot longer despite the increasing load due to the growing city. The same can be done for electrical grids, instead adding smart-meters into buildings allowing for widespread information gathering regarding the amount used by different zoning areas and the appropriate load on the system. Then you can factor in personal electrical generators such as solar panels, and the electrical company can gather a better idea of the electrical requirements of the city, depending on the time of day and/or year. Some smart cities and rural areas have even adopted the idea of micro-grids, similar to fault domains in computer networks, in this sense should the central grid ever suffer a blackout, these microgrids can act on their own for a certain amount of time, until a time when the central system can take back over. The official definition being “group of interconnected loads and distributed energy resources within clearly defined electrical boundaries that acts as a single controllable entity with respect to the grid and that can connect and disconnect from the grid to operate in grid-connected or island-mode”[7] A microgrid will most likely be used in places that generate excess power, such as residential areas where most housing has green energy projects such as solar panels, this means that because the energy is localised there is less strain on the system to deliver energy over long distances, as well as being more cost effective.[8]
The benefits of smart cities are not only directed at the core items such as energy, water and so on. All sectors of a city could see improvements, whether or not they actively take part in the initiative, such as commercial, transportation and healthcare. Healthcare is a good example as in recent years the NHS has started to digitize records and move towards a more digital infrastructure rather than a paper based one, which while not a smart healthcare, it is certainly a large step in the right direction. In this case smart healthcare can be summarised as “the use of IoT technology in the improvement of healthcare standards and efficiency”. For example, in select hospitals the use of smart biosensors and wearable technology allows for the hospital to monitor patients much more accurately and remotely, even if the patient has been discharged, but not yet out of danger. Then there is the fact that it is digitized in real time, meaning it is accessible even should a patient have to visit another hospital. Another huge benefit is the improvement in the response time of ambulances or other emergency services, combining the real-time traffic tracking mentioned previously, ambulances can use said information to find the shortest path to destination, of which wouldn’t always be a direct path.[9]
Now, of course, with any projects there will be problems, and the concept of IoT and smart cities are no different in this matter. Starting with IoT, is first of all networking Infrastructure, as a result of the growing of the Internet of Things networks have been improved to accommodate the additional load, but that is only due to the problem of additional load in the first place. Depending on the scenario IoT is configured into, this can cost from thousands to millions of dollars, not to mention the hassle in replacing/upgrading the already existing networks, of course a cheaper option is to simply build on top of what already exists, but in that sense a weak foundation will only delay the problems. Next is technology, right now IoT technology is at a state of constant development, with more and more advancements being released every year, making it easier to use, cheaper and more effective, so the general question arises about when to actually install a system, without it becoming outdated by the time its complete. Unfortunately that comes with the disappointing answer that there is no such time, no matter when it is installed by the time it is likely complete, it will be outdated, but none the less, installing IoT implementations whether it be in a home or city environment will allow the user, or government to reap the benefits over a longer time is installed sooner.[10], [11]
Lastly is the more important down-side; Cost. As is with all things, it will inevitably the cost that prevents advancement into smart cities, while IoT in recent years has become much, much cheaper than 7-10 years ago, in smart city environments the initial cost in both money and time is huge, with spending on smart cities globally being $80 Billion in 2018, and expected to grow to $158 Billion by 2022[12], likely due to the fast adoption of smart cities and high-rate of investment, not to mention the increasing need for them due to increasingly high density population centres, of which will only continue to grow as the years go on. On the bright side, as adoption is increased, over time prices will go down, allowing for easier implementation in other cities, and the currant examples such as London can act as a case study to the newer cities of which want to undertake the implementation of a smart city.[13]
In conclusion while the idea of IoT and smart cities are becoming more popular, it will take a good few years until we can see widespread adoption in urban environments outside of the larger cities such as New York, London and Tokyo. Even then, due to the high costs of both time and money needed for implementation and the upgrading of the infrastructure needed it will be 20-50 years until truly wide-spread adoption, at least at the current rate, there are a number of projects aiming to increase the implementation of smart city technologies, of which change this rate significantly. Even so, we will likely see small implementations of IoT in smaller cities, due to the improvements they provide, but likely limited only to the very centre of the cities in question.
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In this project, the aim was to design a “functional/working enterprise Network & Data Centre to support University of Wales Trinity St David (UWTSD) campuses and partner colleges globally”. This was done via packet tracer for this assignment, each campus location consisting of a minimum of two core switches, and two distribution switches, along with 3 access layer switches. In this project, Swansea, Carmarthen and Lampeter each consist of one area connected to one core layer switch setup, whereas London and Malaysia have two areas connected to their main core switches. Originally design implementation was to add multiple distribution areas to every campus, but that caused no ends of problems from packet tracer ranging from crashing, crashing when loading the file in question or completely separate parts of the network to stop working, so this was a compromise. Each campus has a ~750 IP address split evenly among three vlans, staff, student and Guest. While each of the switches could be restricted to singular vlans, that seems odd seeing as they would be used interchangeably in a real-life scenario, so each access switch has capabilities for vlans 1,10,20 and 30. All campus networks use OSPF for IP routing, and are connected to the ‘internet’, a singular multilayer switch. While it could be said that the internet is not so simple, seeing as we cannot configure the internet, it was decided to simply connect them physically to each other, then use GRE VPN tunnelling to allow IP connectivity.
Also worth noting is that while each campus has a different IP addressing scheme, they could all share the same IPs, using NAT to translate, but due to the way packet tracer does ping tests and such, that was very unlikely to work. While on thee point of things could’ve been implemented, the HRSP implemented was originally going to use tracking to change priorities should a certain connection, one of the two connections to the core switches, go down but due to packet tracer having problems with flapping interfaces, implementing this would’ve brought the entire network to a standstill.
The assumptions made going into this design, is that each campus would require separation of resources, of which is why vlanning was implemented, and multiple hosts, which in packet tracer are PC hosts, but given the need, a switch could easily be plugged in and configuration changed to allow for greater expansion. Then there was the IP addressing needs, having no idea and no number given about the number of users in a single campus, it was decided that a singular 250 IP addresses were given to each vlan, minus five for the appropriate DHCP servers and HRSP configurations.
At the time of writing, all DHCP capabilities and ping testing were successful, whether that hold true during future testing, only time will tell. Some ping tests may require 1-3 individual pings, and done in simulation mode, Packet tracer is very temperamental.
[bookmark: _GoBack]The design model could technically support the addition of IoT devices and accommodate a small area of smart city technology, only it would very likely require a massive overhaul, such as addition of IPv6 capabilities, or at the very least IPv4 to IPv6 NAT translation. This would then require an increase in the available IP address, although if using IoT devices, DHCP is unlikely to be used due t the nature of IoT communication and the fact that constantly swapping addresses would mess up DHCP constantly. Then there is the additional load on the Distribution and Core switches in each campus, depending on the amount, in the hundreds then the load could be handled without problem, only if the devices number in the thousands would it be suggested to update the appropriate network infrastructure.
In future work, the recommendations learnt from this would be to avoid packet tracer, as recent updates have caused multiple issues, such as the flapping interfaces mentioned previously, and the fact that network connectivity is up to the flip of a coin on every load of the file. Also, the learning process in such tasks means it would be completed much more quickly, and with the changes in software hopefully more redundancy options could be put in place, along with a more efficient IP addressing scheme.
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