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[bookmark: _Toc225844529]Task 1
Title: The Zero Trust Architecture: A Critical Analysis of Its Principles, Implementation Challenges, and Efficacy Compared to Traditional Security Models

Abstract— Traditional perimeter-based security has been weakened by cloud computing, SaaS, and hybrid work, where compromised credentials or endpoints can significantly expand attack impact. Zero Trust Architecture (ZTA) replaces implicit trust with continuous verification, least privilege, and policy-based access control. This paper critically analyses ZTA principles, evaluates implementation challenges, and compares its effectiveness with traditional models. It also demonstrates how integrated identity, endpoint, network, and data controls enable organisations to anticipate, protect, detect, and respond to threats. The study concludes that ZTA, when implemented as an operating model supported by governance and continuous improvement, reduces lateral movement and enhances incident response.                                                                                                     

Index Terms—Zero Trust, cybersecurity, identity and access management, microsegmentation, incident response, SIEM, SOAR.
                                                                                                     

[bookmark: _Toc225844530]INTRODUCTION
Digital transformation has distributed users, devices, and data across mobile endpoints, SaaS, cloud platforms, and third-party networks, increasing reliance on identities and APIs while expanding the attack surface. Attackers exploit credential theft, supply chain access, and misconfigurations, leading to rising breach costs and operational disruption, particularly from ransomware and data exfiltration [1].
Traditional enterprise security relied on fixed perimeters, where firewalls protected internal systems and users operated on managed devices. These assumptions no longer hold: cloud services are directly internet-accessible, insider threats persist, and remote access can extend trust to devices with unknown security posture. To address this, organisations have adopted Zero Trust Architecture (ZTA), formalised in NIST SP 800-207, which shifts trust decisions from network location to verifiable identity and policy-based controls [2].
Recent research shows that ZTA replaces implicit trust with continuous verification, identity-centric access control, and microsegmentation to secure distributed environments, reducing lateral movement and strengthening protection against insider and credential-based threats [3].
This paper examines the differences between ZTA and perimeter models, evaluates implementation challenges, and assesses how organisations can anticipate, protect, detect, and respond to threats through integrated security controls.



[bookmark: _Toc225844531]TRADITIONAL PERIMETER SECURITY: LIMITATIONS IN MODERN CONTEXTS
It is still beneficial to utilise perimeter defences such as firewalls, VPN gateways, and IDS/IPS to lessen vulnerability to opportunistic attacks [4]. However, the fundamental flaw lies in the implicit trust granted once the barrier has been crossed. There are four constraints that are especially pertinent in modern enterprise environments.
A. Boundary Ambiguity
SaaS applications and cloud services have effectively eliminated a single "inside" network. Users can authenticate from unmanaged networks and access applications directly through the internet. VPNs, while providing remote access, can inadvertently give compromised endpoints broad internal privileges, increasing the potential attack surface [4].
[bookmark: _Toc225844532]B. Credential-Centric Threats
Credentials are increasingly targeted by attackers through session hijacking, token theft, phishing, and password reuse [5]. Perimeter access, when treated as sufficient proof of legitimacy, can circumvent multiple security protections. 

C. Lateral Movement and Blast Radius  
Flat internal networks and permissive east-west connections allow attackers to pivot and escalate privileges [5]. Once inside, attackers may reach domain admin accounts or cloud control planes and target high-value services. 

D. Detection Gaps  
Traditional perimeter-first monitoring may fail to detect anomalous internal workload flows and identity irregularities. Edge-only signals are insufficient for early identification, particularly since modern attackers often "live off the land" by using legitimate administrative tools and processes [5].

Table 1. Comparison of Traditional Security and Zero Trust Architecture
	Feature
	Traditional Security
	Zero Trust Architecture

	Trust Model
	Implicit trust once inside network
	No implicit trust; verify every request

	Access Control
	Network-based (VPN/internal)
	Identity and context-based

	Authentication
	Single login or VPN
	Continuous authentication with MFA

	Network Structure
	Flat internal networks
	Microsegmented environments

	Threat Detection
	Perimeter monitoring
	Continuous monitoring across systems

	Response
	Manual security operations
	Automated policy-driven response




[bookmark: _Toc225844533]ZERO TRUST ARCHITECTURE: PRINCIPLES AND SECURITY LOGIC
Zero Trust Architecture (ZTA) is not a single product but a framework of coordinated components that continuously evaluate signals to authenticate, authorise, and enforce policy for every access request [6].

A. Never Trust, Always Verify  
[image: ]
Fig. 1. Zero Trust Architecture Components [7]

This diagram shows how Zero Trust integrates identity, device posture, network segmentation, and data protection through a central policy engine.

This model integrates identity, device posture, network segmentation, and data protection through a central policy engine that evaluates access decisions. ZTA removes implicit trust based on network location, requiring every request to be verified using identity, device posture, and contextual risk factors such as location and time. No user or device is trusted by default, even within the network [8].

B. Assume Breach and Instrument Everything  
ZTA assumes compromise is possible, shifting focus from prevention to rapid detection and containment. Access decisions are continuously evaluated using identity, device, behavioral, and contextual signals. Conditional access enforces least privilege, while adaptive controls such as step-up authentication or session restriction respond to increased risk [9].

C. Least Privilege and Just-In-Time Access  
Least privilege limits what identities and workloads can access, reducing the impact of compromise. ZTA uses ABAC and just-in-time elevation to minimise standing privileges, supported by RBAC as a baseline. Step-up MFA is applied for sensitive actions to balance security and usability [10].

D. Continuous Assessment and Adaptive Policy  
Authorisation is continuous rather than static. Changes in device posture or risk signals during a session can trigger policy updates, including access restriction or reauthentication. This ensures security controls adapt dynamically to evolving threat conditions [11].


[image: ]
Fig. 2. Zero Trust Access Decision Flow. This diagram illustrates how each access request is evaluated using identity, device posture, and contextual risk signals, enabling conditional access decisions, adaptive authentication, and continuous monitoring within a Zero Trust model. 
The Zero Trust Architecture follows a continuous verification model. Each access request is evaluated based on identity, device posture, behavioural risk, and contextual factors. If the request meets policy requirements, conditional access is granted with least privilege. Otherwise, adaptive controls such as step-up authentication, restricted sessions, or access denial are enforced. Continuous monitoring enables rapid session termination if anomalies are detected.

[bookmark: _Toc225844534]E. Microsegmentation and Workload Isolation
Fine-grained restrictions through microsegmentation ensure that only necessary communication flows occur between services. This reduces lateral movement and supports dynamic workloads better than traditional VLAN segmentation, although careful policy engineering and service dependency mapping are required [12].[image: What Is SD-WAN Security? | SD-WAN Security Considerations - Palo Alto ...]
Fig. 3. Microsegmentation Security Model [13].   This diagram illustrates how networks are divided into isolated segments to control east–west traffic, reduce lateral movement, and enhance security within enterprise environments.
Microsegmentation enforces granular security policies by isolating workloads and restricting unnecessary communication between systems. This approach limits the spread of threats and improves overall network security.

[bookmark: _Toc225844535]ANTICIPATE: REDUCING ATTACK PATHS BEFORE INCIDENTS
[bookmark: _Toc225844536]A. Being Recognised as the Main Control Plane
Organisations should harden identity management by implementing phishing-resistant MFA for privileged users, restricted access, and secure identity provider management because credentials remain a common point of entry. Policies should be tailored for each risk level: regular user access requires less strict controls than privileged admin sessions or third-party access.
[bookmark: _Toc225844537]B. Classification of Data and Assets
Zero Trust policies are only as effective as an organisation’s understanding of the assets it protects. To implement targeted controls, such as limiting downloads of sensitive data to managed devices, monitoring bulk access, and enforcing encryption, it is necessary to maintain an inventory of crown-jewel systems and classify sensitive data. Without classification, users may seek workarounds if controls are too broad [14].
C. Attack Surface Reduction and Threat Modelling  
Threat modelling links technical controls to business risks. Key measures include protecting backups, limiting lateral movement, restricting administrative access, and identifying privilege escalation paths, particularly for ransomware mitigation. Attack surface reduction also involves removing exposed services, stale accounts, and excessive cloud permissions [15].

D. Alignment with Security Frameworks  
Zero Trust aligns with established frameworks such as NIST, ISO/IEC 27001, and CIS Critical Security Controls. NIST SP 800-207 defines policy enforcement and continuous verification, while ISO/IEC 27001 supports risk-based access control and continuous improvement. CIS Controls prioritise secure configuration, access control, and monitoring to reduce attack surface and improve detection [16].

[bookmark: _Toc225844538]PROTECT: LAYERED CONTROLS THAT LIMIT COMPROMISE IMPACT
[bookmark: _Toc225844539]A. Authentication and Session Security
Multi-Factor Authentication (MFA) strengthens identity assurance by requiring multiple independent authentication factors from different categories: knowledge (something the user knows), possession (something the user has), and inherence (something the user is). Modern Zero Trust deployments increasingly implement phishing-resistant MFA using cryptographic authentication protocols such as FIDO2 and WebAuthn. These protocols use public-key cryptography: a private key is generated and stored in secure hardware (e.g., a hardware security key or trusted platform module), and the server verifies a signed challenge using the corresponding public key. This prevents credential replay and reduces exposure to phishing and man-in-the-middle attacks. Traditional methods such as SMS and time-based one-time passwords (TOTP) add friction but remain vulnerable to social engineering and “MFA fatigue.” Therefore, adaptive MFA adjusts requirements based on risk signals such as new devices, unusual locations, or anomalous behaviour. Session security complements MFA through short-lived tokens, continuous authentication, and policy-driven reauthentication; if device posture degrades or risk rises, conditional access can enforce step-up authentication or terminate sessions [17].
[bookmark: _Toc225844540]B. Device Posture and Endpoint Controls
Policies can require managed devices with encryption, patch baselines, and active EDR. For unknown posture, access can be restricted to web-only or virtualized sessions to reduce data leakage [17].
[bookmark: _Toc225844541]C. Segmentation and Application-Level Access
Identity-aware proxies and microsegmentation restrict access to specific applications and services rather than whole networks. This limits attacker movement even when a device is compromised [18].
[bookmark: _Toc225844542]D. Data Controls
Encryption and Data Loss Prevention (DLP) complement ZTA by protecting data even if access pathways fail. Context-aware DLP can block high-risk exfiltration channels and provide auditable evidence for compliance [19].

[bookmark: _Toc225844543]DETECT: CONTINUOUS VISIBILITY AND ANALYTICS
[bookmark: _Toc225844544]A. Centralized Logging and Correlation
The detection of multi-stage attacks (suspicious sign-in → privilege change → data access) is made possible by combining identity logs, endpoint telemetry, cloud control-plane events, and key application logs into SIEM/XDR [20].
[bookmark: _Toc225844545]B. Analytics for Behaviour
Unusual access patterns that are indicative of credential compromise can be detected by UEBA. False positives are a serious risk, though. To maintain alerts useful, organisations should optimise detections, evaluate data quality, and concentrate on high-value assets and privileged roles [21].

[bookmark: _Toc225844546]RESPOND: AUTOMATION AND POLICY-DRIVEN CONTAINMENT
[bookmark: _Toc225844547]A. SOAR and Automated Playbooks
Triage and containment tasks, such as revoking tokens, disabling accounts, isolating endpoints, and enforcing network blocks, can be automated using Security Orchestration, Automation, and Response (SOAR) platforms. For high-impact actions (e.g., account disablement), analyst approval is recommended, while “low regret” steps (step-up MFA, session termination) can be safely automated. Automated playbooks ensure consistent and rapid response to threats while reducing human error [22].
[bookmark: _Toc225844548]B. Policy Updates as Response
Zero Trust Architecture enables automated response through policy enforcement: if a device becomes non-compliant, access can be automatically restricted; if a user’s risk score spikes, privileges can be reduced. This approach is typically faster and safer than ad-hoc firewall or network changes, allowing organisations to dynamically contain threats [22].
[bookmark: _Toc225844549]C. Recovery and Resilience
Response measures also include recovery and resilience practices: restricting administrative paths to backups, separating backup identities, and auditing changes improve protection against ransomware. ZTA strengthens auditability and supports post-incident forensics, enabling continuous improvement of security policies and procedures [23].

[bookmark: _Toc225844550] IMPLEMENTATION CHALLENGES: WHY ZTA OFTEN FAILS IN PRACTICE
[bookmark: _Toc225844551]A. Legacy Systems and Technical Debt
Older applications may not support granular authorization or modern authentication mechanisms. Although wrapping legacy systems in identity-aware proxies can increase latency and complexity, it improves security by limiting “weak islands” that attackers may target if ZTA is only partially implemented.

[bookmark: _Toc225844552]B. Cost, Complexity, and Integration
ZTA typically involves SIEM/XDR, DLP, segmentation, IAM, endpoint management, and SOAR platforms. Without proper integration, tool sprawl can lead to operational overhead and alert fatigue. Maturity-based adoption, prioritizing identity, segmentation, and automation, reduces the risks of fragmented deployments [24].

[bookmark: _Toc225844553]C. Usability and Human Factors
Users tend to develop workarounds when controls are overly strict or poorly designed. Clear communication, training, adaptive controls, and step-up checks only when risk is high reduce friction and improve compliance [24].


[bookmark: _Toc225844554]D. Governance and Metrics
Treating ZTA as a label rather than a structured program is a common failure mode. Effective governance relies on quantifiable metrics, such as MFA coverage, privileged account reduction, crown-jewel segmentation coverage, and MTTD/MTTR improvements. Ongoing testing, including red teaming and phishing simulations, validates control effectiveness [25].

[bookmark: _Toc225844555]E. Practical Application Example: Securing a Hybrid Workforce with ZTA Controls 
A practical demonstration of ZTA shows how day-to-day access decisions are improved in a hybrid workforce. Traditionally, VPN connections grant broad internal access, treating endpoints as “inside” even on home networks. Under ZTA, users access specific applications through identity-aware proxies, conditional on device posture and risk. Access to a finance system, for example, may require phishing-resistant MFA, a compliant device (encrypted disk, active EDR), and a low-risk score. Attempts from non-compliant devices or unusual locations can be automatically restricted to read-only, deny downloads, or require step-up authentication [26].
From a detection perspective, signing telemetry and data-access logs can be correlated. Sudden spikes in downloads or repeated access denials can trigger SOAR playbooks to terminate sessions, revoke tokens, and generate analyst review tickets. Even if credentials are stolen, non-compliant devices and anomalous behaviour increase friction and reduce lateral movement or exfiltration capability [27].
To ensure practical assessment, measurable targets include:
95–100% MFA coverage for privileged accounts
Reduction of standing admin privileges through just-in-time elevation
Segmentation coverage for crown-jewel services
Improved MTTD and MTTR
Decreased VPN-style broad access
These metrics enable governance to evaluate whether ZTA enhances resilience rather than simply adding controls [27].

[bookmark: _Toc225844556]IX. EFFICACY COMPARED TO TRADITIONAL MODELS
ZTA’s primary advantage is constraining trust and limiting lateral movement. In traditional perimeter models, VPN access can provide broad network reach; in ZTA, access is typically granted to specific applications with continuous evaluation, reducing the blast radius of credential compromise and insider misuse. ZTA also improves detection by generating richer identity and device posture signals, which can be correlated across multiple domains for enhanced situational awareness [28].
Nevertheless, perimeter controls still have value for blocking commodity threats and reducing noise. The most effective strategy is layered: retain baseline perimeter defences, but move core authorization to identity and policy, and build segmentation and monitoring internally. ZTA’s main trade-off is operational complexity; poor policy design can disrupt business processes. Phased deployment with pilots, dependency mapping, and change management is therefore essential [28].
[bookmark: _Toc225844557]X. PRACTICAL ROADMAP: FROM PRINCIPLES TO OPERATIONS
A staged roadmap helps Zero Trust Architecture (ZTA) anticipate, prevent, detect, and respond to threats while accommodating real-world constraints.
Phase 1: Identity Foundation – Centralize authentication, implement conditional access, deploy phishing-resistant multi-factor authentication (MFA) for privileged accounts, and reduce standing privileges through just-in-time elevation and privileged access management.
Phase 2: Endpoint Posture – Restrict access from non-compliant devices, enforce endpoint detection and response (EDR) and device management, maintain encryption and patch baselines, and incorporate device posture into access decisions [29].
Phase 3: Application Access and Segmentation – Block east-west traffic, apply microsegmentation to crown-jewel services, and use identity-aware proxies for application-level access.
Phase 4: Visibility and Analytics – Centralize logs, prioritize high-impact detection use cases, and conduct ongoing exercises and testing to validate control effectiveness.
Phase 5: Automated Response – Deploy SOAR playbooks, automate policy-driven containment, track MTTD/MTTR, and continuously tune controls based on incidents and evolving risk [30].
ZTA adoption should align with business priorities such as customer trust, uptime, and regulatory compliance. By documenting policies, testing controls, and reviewing incidents, organizations create a feedback loop that continuously improves security posture, linking technical decisions to risk ownership and measurable outcomes across the enterprise. 



[bookmark: _Toc225844558]CONCLUSION
Zero Trust Architecture (ZTA) modernizes enterprise security by eliminating implicit trust and enforcing continuous, policy-driven verification. Compared with perimeter-centric models, ZTA more effectively limits lateral movement, reduces blast radius, and improves detection and response through integrated telemetry and automation [31].
However, ZTA succeeds only when treated as an operating model with phased adoption, proper integration, usability considerations, and measurable governance. For modern organizations facing hybrid work, cloud adoption, and persistent credential-based attacks, ZTA provides a practical framework to anticipate threats, protect key assets, detect abnormal behavior, and automatically respond to incidents, provided the organization commits to continuous improvement rather than a one-time deployment [31].
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[bookmark: _Toc225844560]Task 2 

Case Scenario: Zero-Trust-Aligned Security Programmed for MediTrust Analytics Ltd (EU Unit)

Abstract: MediTrust Analytics Ltd is expanding into the EU healthcare market and must satisfy GDPR, DORA, and NIS2 while protecting sensitive patient data, AI training assets, and a multi-cloud delivery platform operated by a hybrid workforce. This report designs a strategic, forward-looking, Zero-Trust-aligned security program for a new information security unit. The design integrates governance using NIST CSF 2.0, operational resilience requirements from DORA, and NIS2 reporting obligations. It includes an organisation structure (with Cloud Security Architect and DevSecOps Lead), policies for AI usage, secure SaaS configuration, and BYOD, a high-level risk assessment focused on software supply chain and cloud misconfiguration risks, a ransomware disaster recovery plan, and recommended modern controls (CSPM, SIEM, EDR/XDR with automated response, and phishing-resistant MFA).

Index Terms: Zero Trust, DORA, NIS2, NIST CSF 2.0, supply chain security, CSPM, SIEM, SOAR, EDR, healthcare data.

[bookmark: _Toc225844561]Context and Design Goals
Index Terms: Zero Trust, DORA, NIS2, NIST CSF 2.0, supply chain security, CSPM, SIEM, SOAR, EDR, healthcare data.
1. Context and Design Goals 
MediTrust develops AI-powered clinical decision support systems and cloud platforms that process medical records, diagnostic imaging, and IoT telemetry. These data types are highly sensitive and safety-critical, as failures in integrity or availability can directly affect clinical decisions and patient outcomes. The organisation’s threat exposure is increased by a fully hybrid workforce, reliance on third-party research partners, and multi-cloud operations across borders. Expansion into the EU introduces regulatory requirements for lawful data processing (GDPR), operational resilience (DORA), and incident reporting and governance obligations under NIS2 [1], [2].

The programme is therefore designed to (a) prevent unauthorised access to patient data and intellectual property, (b) limit blast radius by restricting lateral movement in the event of compromise, (c) improve detection and response through continuous monitoring and automation, and (d) establish audit-ready governance that demonstrates compliance and resilience. Zero Trust Architecture (ZTA) is selected as the core security model because it eliminates implicit trust and enforces policy-based access decisions for every request, regardless of network location [3], [4].

[bookmark: _Toc225844562]2. Zero Trust Architecture for MediTrust (Strategic and Forward-Looking)
[bookmark: _Toc225844563]2.1. Core Principles Applied  

ZTA is not a single product but a coordinated set of controls that enforce continuous verification and least privilege. For MediTrust, these principles are applied as follows:

Never trust, always verify: each access request is evaluated using identity, device posture, and contextual risk factors such as location, time, and anomaly signals [4].
Least privilege and just-in-time access: standing privileges are minimised, and privileged actions require time-bound elevation and step-up authentication [5].
Microsegmentation and service-to-service controls: cloud workloads and data stores are segmented to prevent lateral movement across AI training environments, production systems, and development pipelines [6].

[image: ] 
Fig. 1. Microsegmentation model showing workload isolation and east–west traffic control [6]. 

Assume breach: telemetry is collected across identity, endpoints, cloud control planes, and application layers to enable rapid detection and containment.

[bookmark: _Toc225844564]2.2 High-Level Architecture

the architecture replaces “VPN to the network” with “policy-based access to applications.” users and workloads authenticate to an identity provider, pass phishing-resistant mfa, and are evaluated for device compliance before being routed through an identity-aware proxy or secure access broker [7].
Access is granted to specific applications or APIs based on least-privileged entitlements and real-time risk scoring, not subnet membership [8].

Microsegmentation enforces default-deny east–west traffic between workloads, and a cloud security posture management (CSPM) layer continuously checks configuration drift and policy compliance across clouds [9].
Detection and response are unified through SIEM/XDR and SOAR playbooks that can revoke tokens, isolate endpoints, and block suspicious flows automatically.

[image: ]
Fig. 2. Zero Trust Access Decision Flow Showing Continuous Verification.


[image: ]
Fig 3. Zero Trust Architecture (conceptual view) [10].



3. Organisation Structure (includes Cloud Security Architect and DevSecOps Lead)

The new EU unit should establish an Information Security function that is both governance-capable and engineering-led. A common failure mode in fast-growing tech firms is to separate compliance from delivery; MediTrust should avoid this by embedding security expertise into cloud and software delivery [11].


	Role
	Key Responsibilities
	Strategic Value

	Head of Security (CISO-equivalent)
	Strategy, accountability, board reporting, risk acceptance
	Links security to EU growth and trust

	Cloud Security Architect
	Multi-cloud security design, CSPM, segmentation, logging
	Reduces misconfiguration and lateral movement

	DevSecOps Lead
	Secure CI/CD, SBOM/SCA, signing, IaC security
	Mitigates supply chain compromise

	GRC & Compliance Manager
	GDPR/DORA/NIS2 mapping, audits, evidence
	Ensures regulator and client assurance

	SOC / D&R Lead
	SIEM/XDR, SOAR playbooks, threat hunting
	Improves MTTD/MTTR and reporting

	Data Protection Officer
	Privacy-by-design, DPIAs, lawful processing
	Meets GDPR health-data obligations


Table 1. Proposed Organisation Structure and Strategic Justification.


Proposed structure and justification:
Head of Security (CISO-equivalent): accountable for security strategy, EU regulatory assurance, board reporting, and risk acceptance decisions. This role ensures alignment between security, business growth, clinical trust, and resilience objectives.
Cloud Security Architect (required): designs secure multi-cloud architectures, define segmentation strategies, configures identity-aware access, and manages CSPM and cloud logging. This role reduces misconfiguration risks and limits lateral movement in multi-cloud environments.
DevSecOps Lead (required): embeds security into CI/CD pipelines, enforces infrastructure-as-code (IaC) security checks, and implements software composition analysis (SCA), SBOM generation, and supply chain controls such as provenance and code signing. This role mitigates dependency compromise and malicious artefacts.
GRC & Compliance Manager: maps controls to GDPR, DORA, and NIS2, manages audits, maintains policies and evidence, and oversees regulatory timelines, including NIS2 reporting requirements.
SOC / Detection & Response Lead: manages SIEM/XDR and SOAR operations, leads threat hunting aligned with MITRE ATT&CK, and oversees incident response and post-incident improvements.
Data Protection Officer (DPO): ensures privacy-by-design, conducts DPIAs, and ensures lawful processing in line with GDPR requirements for sensitive health data.

[bookmark: _Toc225844565]4. Policies and Procedures (AI Usage, Secure SaaS Configuration, BYOD)
Policies translate strategy into consistent operational decisions. MediTrust’s policies should be written as enforceable controls with clear scope, exceptions, and monitoring [12].

[bookmark: _Toc225844566]4.1 AI Usage Policy (Training Data and Models)

Objective: protect the confidentiality, integrity, and provenance of AI training data, features, and models, while preventing unsafe clinical outputs.

Policy controls:
Data provenance and integrity: training datasets must be sourced from approved repositories with documented lawful basis, consent or processing conditions, and integrity validation (e.g., hashing and signed manifests).
Controlled training pipelines: only authorised identities (e.g., data scientists and MLOps engineers) can execute training jobs; access requires phishing-resistant MFA and compliant devices, with privileged actions using just-in-time elevation.
Poisoning and drift monitoring: implement dataset anomaly detection (e.g., distribution shifts and outliers), model evaluation gates, rollback capability, and secure storage of model artefacts with versioning and signatures.
Separation of duties: production deployments require second-person approval and automated CI/CD checks, including model validation and evaluation thresholds.
Justification: AI model poisoning is a significant supply chain risk in healthcare AI; enforcing provenance and controlled pipelines reduces the likelihood of compromised models reaching clinical environments [13].

[bookmark: _Toc225844567]4.2 Secure SaaS Configuration Policy
Objective: reduce account takeover and misconfiguration risks across SaaS platforms used for development, collaboration, and clinical operations.
Policy controls:
SaaS baseline hardening: enforce MFA, disable legacy authentication, restrict OAuth app consent, apply least-privilege administrative roles, and enable audit logging.
Configuration monitoring: CSPM or SaaS security posture tools detect risky configurations (e.g., public sharing, weak retention, excessive privileges) and trigger remediation.
Data handling rules: prevent storage of sensitive data in unapproved SaaS platforms and enforce DLP controls for patient identifiers and imaging metadata.
Justification: SaaS misconfigurations and insecure integrations are common breach vectors; continuous posture monitoring supports compliance and operational resilience [14].

[bookmark: _Toc225844568]4.3 BYOD Policy for Hybrid Workforce
Objective: enable hybrid work while minimising the attack surface.
Policy controls:
Device trust tiers: Tier 1 (managed devices) receive broader access, while Tier 2 (BYOD) is limited to browser-based or virtualised access with no local storage of patient data.

Endpoint posture: managed devices require encryption, supported OS versions, and active EDR; BYOD devices must meet minimum patch levels and secure browser requirements.
Phishing-resistant MFA: mandatory for all remote access, with step-up authentication for high-risk sessions.
Justification: BYOD devices cannot be inherently trusted; access must be based on device posture and constrained controls, consistent with Zero Trust principles [15].

[bookmark: _Toc225844569]5. Compliance (DORA operational resilience and NIS2 reporting)
This section outlines how the proposed security programme aligns with EU regulatory requirements, specifically DORA operational resilience expectations and NIS2 incident reporting and governance obligations.
5.1 DORA: Operational Resilience Requirements
DORA requires organisations to implement ICT risk management, resilience testing, incident handling, and third-party oversight. Although MediTrust may not be directly regulated under DORA, EU healthcare clients increasingly expect DORA-aligned resilience capabilities, particularly where services support critical workflows [16].
The programme addresses these requirements through:
ICT risk management: defined risk ownership, control catalogues, and continuous monitoring aligned with NIST CSF 2.0 (Section 6) [17].
Resilience testing: regular tabletop exercises and technical simulations (e.g., ransomware, cloud outages, identity provider failures), with documented outcomes.
Third-party risk management: supplier due diligence, contractual security controls, and monitoring of cloud and research partners.
Incident management: defined playbooks, evidence collection, and automated containment using SOAR platforms [18].







	Regulation
	Requirement
	Programme Control

	DORA
	ICT risk management
	CSF 2.0 governance; continuous monitoring and risk ownership

	DORA
	Resilience testing
	Ransomware and failover exercises; documented lessons learned

	DORA
	Third-party oversight
	Supplier due diligence; contract controls; monitoring

	NIS2
	24-hour early warning
	SOC-triggered workflow; SIEM alerts; evidence capture

	NIS2
	72-hour notification
	SOAR-assisted reporting pack; impact assessment and timeline

	NIS2
	Management accountability
	Board oversight, KPIs, periodic reviews and approvals




Table 2. DORA and NIS2 Compliance Mapping to Security Controls.


[bookmark: _Toc225844570]5.2. NIS2 introduces tighter governance and reporting timelines: 
Early warning within 24 hours, incident notification within 72 hours, and final reporting with root cause analysis and mitigation. 
To meet these requirements, MediTrust must establish: 
A reporting workflow: the SOC triggers compliance notifications; legal and the DPO validate impact and GDPR breach implications; executives approve regulator communications. 
Evidence readiness: SIEM maintains immutable logs and incident timelines, while SOAR records response actions for audit and post-incident analysis [18]. 
Management accountability: board-level oversight, risk acceptance, and periodic review of security KPIs and resilience testing outcomes. 

[bookmark: _Toc225844571]6. Governance & Strategy (NIST CSF 2.0 linked to business goals) 
NIST CSF 2.0 introduces a “Govern” function and strengthens alignment between cybersecurity risk and enterprise objectives [19]. 
MediTrust should implement a governance model that maps security outcomes to business goals: 
Business Goal 1: EU market access and regulatory assurance. 
Security strategy: demonstrate GDPR, DORA, and NIS2-aligned controls, maintain audit evidence, and ensure incident reporting readiness. 
Business Goal 2: Trust with hospitals and patients. 
Security strategy: protect patient data confidentiality and integrity, reduce breach likelihood, and enforce least privilege with strong authentication. 
Business Goal 3: Service availability for clinical operations. 
Security strategy: resilience testing, disaster recovery planning, and automated response to maintain uptime and contain incidents [19]. 
Business Goal 4: Protection of IP and AI assets. 
Security strategy: secure training pipelines, implement code signing and SBOM, and enforce segmentation between R&D and production environments [20]. 
CSF 2.0 function mapping (high level): 
Govern: risk appetite, policies, roles, and oversight. 
Identify: inventory of assets, data, dependencies, and threats. 
Protect: Zero Trust access controls, encryption, DLP, and secure configurations. 
Detect: SIEM/XDR correlation and ATT&CK-informed detections. 
Respond: SOAR playbooks and incident communication. 
Recover: disaster recovery, immutable backups, and restoration testing [21].


[bookmark: _Toc225844572]7. Risk Management (Supply Chain and Cloud Misconfiguration) 
A high-level assessment prioritises risks with high likelihood and high impact in the MediTrust scenario.

[image: ]

Fig. 4. Cybersecurity Risk Matrix Illustrating Likelihood Versus Impact for Risk Prioritisation [21].

Primary risks include software supply chain compromise, where vulnerable open-source libraries, compromised CI runners, dependency confusion, malicious updates, or poisoned artefacts may be introduced into the development pipeline. Mitigations include software composition analysis (SCA), software bill of materials (SBOM), signed builds, provenance tracking, and secure CI/CD controls aligned with SLSA practices. Another critical risk is poisoned AI models and training data, where adversaries inject malicious patterns into datasets or model artefacts, resulting in unsafe outputs or hidden backdoors. Mitigation includes provenance checks, training isolation, evaluation gates, and signed model artefacts.
Cloud misconfiguration also represents a major risk, including public storage exposure, overly permissive identity and access management (IAM) roles, insecure APIs, and insufficient logging. Mitigation strategies include cloud security posture management (CSPM), infrastructure-as-code (IaC) scanning, and continuous policy enforcement. In addition, partner and third-party risk must be considered, as research collaborators may have weaker security controls. This risk is addressed through segregated partner access, enforcement of least privilege, and continuous monitoring. 


















	Risk
	Likelihood
	Impact
	Level
	Key Mitigations

	Vulnerable dependencies / malicious update
	High
	High
	Critical
	SCA, SBOM, signing, provenance (SLSA)

	Poisoned AI training data / model backdoor
	Medium
	High
	High
	Provenance, integrity checks, gated deployment

	Cloud misconfiguration (storage/IAM/logging)
	High
	Medium
	High
	CSPM, IaC scanning, policy-as-code guardrails

	Partner compromise / over-privileged access
	Medium
	High
	High
	Segregated access, least privilege, monitoring

	Credential phishing / token theft
	High
	High
	Critical
	Phishing-resistant MFA, conditional access, UEBA




Table 3. Risk Assessment and Mitigation Mapping.

[bookmark: _Toc225844573]8. Contingency Planning (ransomware encrypts training data and source code)
Scenario: ransomware encrypts AI training data stores and source code repositories (including CI/CD artefacts) and threatens exfiltration or extortion. The disaster recovery (DR) plan must support rapid containment, restoration, and evidence preservation.
Preparedness controls:  
Immutable, isolated backups (object lock / WORM), separate backup identities, and network isolation for backup vaults. 
Regular restore testing and clean-room recovery procedures.
Response steps (playbook):  
1) Detect: XDR identifies abnormal encryption activity and suspicious processes; SIEM correlates these with identity anomalies. 
2) Contain: SOAR isolates affected endpoints and workloads, revokes tokens, disables compromised accounts, and blocks suspicious egress. 
3) Preserve evidence: snapshot logs, capture forensic images, and maintain chain of custody. 
4) Eradicate: remove persistence mechanisms, rotate secrets, and rebuild compromised systems from trusted, signed artefacts. 
5) Recover: restore code repositories and training datasets from immutable backups, validate integrity using hashes and signatures, and resume CI/CD using a trusted pipeline. 
6) Notify: execute NIS2 reporting timelines (24h/72h) and assess GDPR breach notification requirements with the DPO.
Targets: RTO ≤ 24 hours for the core clinical platform and RPO ≤ 4 hours for training data and repositories, with prioritised restoration of critical services.


[bookmark: _Toc225844574]9. Protection Mechanisms (Modern Controls)
Modern protection mechanisms form the enforcement layer of Zero Trust Architecture by preventing, detecting, and responding to threats across identity, endpoints, cloud environments, and data. These controls support continuous verification, reduce attack surface exposure, and enable rapid incident response in hybrid environments [22].
Recommended controls include phishing-resistant multi-factor authentication (FIDO2/WebAuthn), which reduces credential theft and strengthens Zero Trust access [23]. Endpoint detection and response (EDR/XDR) provide visibility into endpoint and workload compromise and supports automated isolation and token revocation. Security information and event management combined with security orchestration, automation, and response (SIEM and SOAR) correlates identity, cloud, and application telemetry while automating triage, containment, and evidence capture to meet regulatory timelines such as NIS2 [24].
Cloud security posture management (CSPM) with infrastructure-as-code (IaC) scanning detects misconfigurations across multi-cloud environments and enforces policy-as-code. Data loss prevention (DLP) and encryption protect sensitive data in transit and at rest while preventing unauthorised data movement to unmanaged endpoints or unapproved SaaS platforms. Supply chain controls, including software bill of materials (SBOM), software composition analysis (SCA), signed builds, provenance tracking, and release approvals, align with SLSA practices to reduce dependency and build compromise risks [25].


[bookmark: _Toc225844575]10. Practical Implementation Roadmap (Forward-Looking)
Phase 1 (0–3 months): establish an identity foundation by enforcing phishing-resistant MFA, implementing conditional access, introducing privileged access management, centralising logging, and deploying baseline incident response playbooks.
Phase 2 (3–6 months): strengthen endpoint posture and SaaS security through EDR deployment, device compliance enforcement, SaaS posture monitoring, and DLP controls for sensitive data.
Phase 3 (6–12 months): implement microsegmentation and supply chain security by isolating critical assets, introducing signed builds, SBOM and provenance tracking, and establishing secure partner access zones.
Phase 4 (ongoing): maintain resilience through ransomware simulations, cloud failover testing, and governance aligned with NIST CSF 2.0 [25].

[bookmark: _Toc225844576]11. Assessment Criteria Alignment (Explicit)
The organisation structure includes key roles such as a Cloud Security Architect and a DevSecOps Lead to support governance and engineering functions. Policies and procedures cover AI usage, secure SaaS configuration, and BYOD to ensure consistent security practices. Compliance is addressed through alignment with DORA operational resilience requirements and NIS2 reporting workflows.
Governance and strategy follow the NIST Cybersecurity Framework (CSF) 2.0, linking cybersecurity outcomes to business goals such as EU expansion, trust, and service availability [25]. Risk management addresses supply chain and cloud misconfiguration risks with defined mitigation strategies. Contingency planning includes a ransomware-focused disaster recovery plan with defined RTO and RPO targets. Protection mechanisms incorporate controls such as CSPM, SIEM/SOAR, EDR/XDR, phishing-resistant MFA, and DLP.
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