








Network Operating Systems and Services (ACCA05023)
Worksheet 1
Emily Stockdale	1906962
University of Wales Trinity St David’s

NOSS Assignment 1: Emily Stockdale 1906962
Task 1: Building a Virtual LAN, using Type 2 Hypervisor Management Software.
The first task required the creation of 4 virtual machines inside of the Type 2 Hypervisor Management software. Starting with the installation of a virtual server, there are several hardware provisions that are required to service a functioning virtual server.
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The following specifications were used to build the server:
· Virtual Hard Drive (VHD) – 25GB sufficient for typical server installs.
· VRAM – 4GB Server 2019 minimum spec states.
· CPU (Central Processing Units) – 2 vCPUs for avoiding performance latency as 8 physical cores are available in the host system.
The author proceeded to then build two clients. The process is similar however there are minor differences, the OS (operating system) used for the clients is Windows 10 in addition to this the VHD is reduced to save space on the host system.

0[image: ]
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The author was required to retrospectively install the relevant operating systems to each VM. An operating system is software that manages software and hardware on a computer therefore installation and setup of these operating systems will allow the author to communicate with the devices hardware [1]. Server required the installation of Windows Server 2019 and Client required the installation of Windows 10. 
[image: Graphical user interface, text, application

Description automatically generated]To enable the server the ability to interact with the server administrators the author had to download the Windows server.iso and then associate the  .iso with the servers optical drive.

Following the set-up of the .iso with the severs optical drive the Windows Server set up can be completed. Minor changes were made during the set up process such as Language, required sever and space allocation. 
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As required by the assignment brief the author assigned a password, this was assigned by the assignment author.
[image: Graphical user interface, text

Description automatically generated]








The author followed similar steps when completing the installation of windows 10 however, there were minor differences such as the storage being 20GB in comparison to 25GB.
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Following the set up of Server and Client 1 the author completed a full clone on both VM’s to reduce repetitiveness. Cloning the Sever and Client meant that the OS systems and settings were cloned, however it is crucial that new MAC addresses were generated [2].
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To enable the servers and clients to communicate they must be associated with a Network, the network specifications were outlined in the assignment brief as seen below.
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[image: ]As the network needs to communicate only with the nodes within the virtual environment the network type selected was ‘internal network’.

[image: ][image: ]Ethernet: Renamed PublicNet
IP Address inputted as specified in the assignment specification (can be seen on previous page).



In addition to the PublicNet network the author was required to build two PrivateNet networks. PrivateNet will be hosted on the second adapter of each Server as PublicNet is hosted and shared by each server on adapter 1.
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[image: ]To enable successful communication between server and client the firewall was successfully disabled.








Successful Ping following network configuration:[image: ]

Task 2: Deploying a network directory service and creating and understanding active directory network objects.
As evidenced below Server IP is statically defined and there is no DNS set up and the firewall has been successfully disabled. 
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The author proceeded to rename the PC that will be set up as the domain controller. The PC name as seen below was changed to DC1-NWT. The name change was successfully set following a PC restart.
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[image: ]Confirmation of a successful PC name change following a restart.





Displayed below is the installation of Active Directory including the relevant specification. Active Directory is an administration tool which allows administrators to control access to network resources and to manage permissions such as user accounts [3].
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The author proceeded to create a new forest, adding a new forest provides a security boundary. A forest is the highest level of organisation within AD. Each forest shares a single database, a single global address list and a security boundary (see appendix 1).
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AD uses DNS (Domain Name System) to enable servers and workstations to locate services running within the active directory namespace such as domain controllers (See appendix 2). The author has enabled the DNS and called it NOSSTASK this has been secured with a secure password.
[image: A screenshot of a computer

Description automatically generated]

The images below evidence that the DNS has successfully connected to the server. Meaning that the server has been configured so administrators can access and manage relevant information and users set within the DNS.
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To ensure that the AD is successfully set up and functioning the author created a test account called Emily Stockdale. A secure password was set for this user account taking into consideration password policy requirements [4].
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The below demonstrates that the user has been added as a member of the administrator group. This provides the user with specific access rights within their account. 
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From this page changes can be made to the user account by the adminsitrator such as user access, for example access permissions to log in between specific times/dates as demonstrated below the account has been set so that the user can access their account on specific days in this case Tuesday, Wednesday and Thursday.
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Below the author has renamed the client, as seen below the client was renamed NWT-CLIENT1 the author then proceeded to connect to a selected domain.
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To enable connection to the selected domain the DNS needs to be set to connect to the correct IP address. The IP address provided on the work sheet did not allow connection due the only IP address available for connection was 192.168.1.1 as displayed in the diagram (see appendix 3).
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Following the correct IP address connection, the author could then connect to the domain evidenced below this was successfully completed and the author received the expected welcome message.[image: Graphical user interface, application
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Description automatically generated]Following a re-start the author was able to log in connected to the nosstask.msft domain.

The log in was successful under the administrator account Emily Stockdale.
The Author attempted to log on to the domain using a second account created as part of the domain users group. This was unsuccessful as the account ‘Mickey Mouse’ was not set up as a domain controller.
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[bookmark: _Hlk97274402][bookmark: _Hlk97275781][bookmark: _Hlk97275338]Task 3: Observational Task
1. There are multiple differences between Type 1 and Type 2 Hypervisors, the main difference being that a type 1 hypervisor runs directly on the hosts hardware whereas a type 2 hypervisor runs on an operating system [5]. The type 2 hypervisor is considered the most efficient for enterprise computing as they have direct access to the underlying hardware. A type 1 hypervisor does not have access to this as it relies on the host machines OS to manage operations such as memory, storage & calls to the CPU [6].

As there’s no ‘middle layer’ between a type 1 hypervisor and the host machine the type 1 hypervisor is higher performing [7]. A type 1 hypervisor has a reduced security risk as there is nothing between the hypervisor and CPU that could be compromised by an attacker. A type 1 hypervisor enables live migration meaning VM’s can be moved from different physical machines without being stopped, supporting workload balance this is also useful for fail-over. Although there are multiple benefits to using a type 1 hypervisor often requires a dedicated physical machine to manage the VM’s. In addition to this a type 1 hypervisor comes at a higher cost [8].

Type 2 hypervisors are seen as ‘easier to manage and set up’ in addition to this, type 2 hypervisors don’t require a dedicated administrator. Type 2 hypervisors have an increased compatibility as they are compatible with a wider range of hardware. This is because they run on top of an OS system instead, rather than directly off the hardware machine [9]. The added layer of the host OS introduces latency issues effecting performance in addition to this the added later also makes the type 2 hypervisor less secure [8].

Type 1 Hypervisors: Microsoft Hyper-V, KVM, Oracle VM, Citrix Hypervisor
Type 2 Hypervisors: Oracle VM VirtualBox, 2 VMware Workstation Pro, QEMU

1. Cloud computing is on demand and readily available access to computing resources through the internet. This includes but is not limited to applications, data storage, operating systems, networking capabilities and databases [10]. Some of the most effective and common ways cloud computing can be used are:

· Infrastructure-as-a-service & Platform-as-a-service
· Hybrid Cloud and Multicloud
· Test and development
· Storage
· Data analytics
· Data backup
· Disaster recovery
There are many benefits to using cloud computing as outlined above [11]. Cloud computing is accessible from anywhere providing there is an internet connection, users can customise applications and scale the cloud services to their needs. Cloud computing works on a ‘utility’ pay structure meaning that users pay only for the resources used in addition to this the cloud services work on a ‘pay as you go’ model meaning that fees are flexible without a binding contract. When saved to the cloud data is regularly backed up on to multiple servers meaning that even in the result of hardware failures data loss is very rare.
Cloud computing is an online service exposed to potential vulnerabilities this risk can be avoided/reduced by users familiarizing themselves with IT security best practice processes. The use of cloud computing relies on internet connection without this access to cloud computing software will be disconnected. Being fully online increased the risk and vulnerabilities when it comes to cyber-attacks [12].
Cloud computing vendors: Microsoft Azure, Amazon Web Services, IBM, Google Cloud, VM Ware

1. Similar to a ‘phone book’ DNS contains all of the public domains and their corresponding IP addresses. Domain name server (DNS) translates domain names to IP addresses for example, when using the internet a user will input ‘google.com’ which is the public domain the DNS will then translate search for the corresponding IP address and proceeds to forward to the request to the website server. 

DNS like AD is a hierarchical system using a tree structure:
[image: Visual search query image]

It is essential that correct DNS configuration is completed when using AD, DNS makes it possible for clients to locate domain controllers and that domain controllers on the host directory service can communicate [13].


i. An enterprise network is the IT infrastructure used by organisations providing connectivity to users, devices and applications [14]. Enterprise networks are configured and set to connect several authorised systems, applications and individuals; a well-designed enterprise network provides good connectivity for all users. DHCP otherwise known as Dynamic Host Configuration Protocol assigns IP addresses to individual computers on the network therefore enabling communication with other machines within the network [15].  Microsoft Hyper-V is a virtualization program used to virtualize operating systems. Hyper-V can also virtualize components such as network switches and hard drives [16].


ii. Networking terminology is used throughout the assignment one workbook. Below is a list of terminologies and their purpose including a comparison of features linked to different OS systems for example Microsoft Vs Linux. 

Ping – A ping otherwise known as ‘packet internet’ enables users to verify and test if an IP address exists. A ping works by sending an internet control message protocol (ICMP) to a certain IP address through the network to test connection between devices [17]. A ping can test if a connection has been established between devices in addition to this it can measure how fast a user’s connection is. The ‘ping’ principle remains the same between MAC OS, Linux, and Microsoft however the process changes depends on the users OS. Although the input process to activate a ping differs between OS systems the output remains the same [18].   
OOBE – Microsoft refers to the first time set up of a computer OOBE (out of box experience) is where a user first sets up a computer and chooses customisations throughout the process. This is where multiple choices are made throughout the set-up process, below are some of the customisations that can be made [19]:
· Accepting the licensing agreement
· Selecting the relevant country, language and keyboard layout
· Privacy settings choices 
· Setting up Cortana
· Location services

Windows 10 OOBE; 
[image: See the source image] 		
There are Linux distributions which come with an OOBE such as Red Hat Linux and Fedora.


Firewall – A firewall is a security software program that prevents unauthorized access to or from private networks. Firewalls are used to enhance the security of a device connected to a network [20]. A firewall aims to defend PC’s against viruses and other malicious software, it works as a filter to block unwanted network traffic it also filters outgoing traffic [21]. 
[bookmark: _Hlk97275157]Server Management – The process of monitoring and maintaining servers operating at peak performance is also known as server management. The purpose of server management is to minimise or eliminate downtime or server slowdowns, ensure that server environments are secure. A virtual server can host multiple servers on one piece of hardware a virtual server is also known as a virtual machine. Server management is made up of 4 main components:
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[bookmark: _Hlk97275758]Server manager is a windows-based tool which allows administrators to access windows based servers remotely without requiring physical access.

iii. The author was given 3 tasks to complete, in task 1 the author was required to build a virtual LAN using type 2 hypervisor management software. The type 2 hypervisor management system used in this case was Oracle VirtualBox. The author built 4 Virtual Machines within this software. The virtual machine software specifications were outlined within the assignment brief making the process simple. A network diagram was provided (appendix 3) providing simplified and visual aid to configuring the virtual LAN.  Although the process was relatively simple to complete the firewall restrictions resulted in an unsuccessful ping however this was resolved by disabling the firewall and testing again.

The author was required deploy a network directory service, creating and understanding active directory network objects in task 2. The author was required to install and set up active directory within the server along with the worksheet provided the installation and configuration of Active directory was successfully completed. Following the installation and configuration the author was required to test the connectivity, this was done by creating user accounts connected to selected domains and proceeding to test them on both the client and server VM’s this was tested on just one server and client.  This demonstrated the understanding and use of the administration services. 

To conclude the author was required to complete a third observational task which outlines and demonstrates the authors understanding of certain networking principles and terminology. Overall, the user completed each task within the worksheet successfully although upon the quality approving process following completion of task 1 and task 2 the author identified that during task 2 the client configuration to the DNS was incomplete, this was completed later and quality approved. 
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Appendices 
Appendix 1
There are advantages creating a forest in active directory the main advantage being it acts as a centralised mechanism for the controlling and management of authorisation and authentication across organisations. From the forest user accounts can be created within the Active Directory.
Visual representation of a forest in Active Directory:
[image: Visual search query image]

Appendix 2
[image: See the source image]



Appendix 3
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