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1. This report will document the work carried out to research the features of IPv6 and comparisons to IPv4. The report will detail the structure, address types, functionalities and security. The report will outline the research and summarise the information. 

[bookmark: _Toc26802442]Research 
[bookmark: _GoBack]IP addressing is used to uniquely identify any device which is connected to a network and running an Internet Protocol. Part of the International Organisation of Standardisation (ISO) model include the use of IP addressing some may refer to the ISO model as OSI. The ISO model identifies the seven layers of architecture to complete the communication system. Layer three identifies the Networking layer. IP addresses allows networks to easily connect and set up with another. It allows connectivity to millions of networks around the world [1]. Knowing the scope and availability of IP addressing different factors must be considered. 

IPv6 is the Internet Protocol version 6 which is the most recent version which has in turn replaced IPv4. IPv6 has 128 bits which allows enough IP addresses for the world. IPv4 was only 32 bits which caused restrictions. An example of an IPv4 structure is 192.168.1.1 [2]. As the IPv6 has 128 bits it gets converted to a hexadecimal format which can be used in networking. An example format is: 6e3d:e161:de2a:eb9e:28af:86bc:55a3:e5ce [2]. 

There are three different types to IPv6 addresses, Unicast, Anycast and Multicast. Unicast is used to identify a single interface, Anycast is a set of interfaces where packets can be sent to the anycast address and will be delivered to an address within that set. Multicast is a group of interfaces. When packets are sent to the multicast address they are sent to all the interfaces within the group. A format prefix (FP) is the variable length field which contain the leading bits. As identified on the systems administration guide the following table displays the format prefix allocations [3]. 


[bookmark: indexterm-1432][bookmark: indexterm-1433][bookmark: indexterm-1434][bookmark: chapter1-tbl-10]Table 14-1 Format Prefix Allocations [3]
	Allocation 
	Prefix (binary) 
	Fraction of Address Space 

	Reserved 
	0000 0000 
	1/256 

	Unassigned 
	0000 0001 
	1/256 

	Reserved for NSAP Allocation 
	0000 001 
	1/128 

	Reserved for IPX Allocation 
	0000 010 
	1/128 

	Unassigned 
	0000 011 
	1/128 

	Unassigned 
	0000 1 
	1/32 

	Unassigned 
	0001 
	1/16 

	Aggregate Global Unicast Address 
	001 
	1/8 

	Unassigned 
	010 
	1/8 

	Unassigned 
	011 
	1/8 

	Reserved for Neutral-Interconnect-Based Unicast Addresses 
	100 
	1/8 

	Unassigned 
	101 
	1/8 

	Unassigned 
	110 
	1/8 

	Unassigned 
	1110 
	1/16 

	Unassigned 
	1111 0 
	1/32 

	Unassigned 
	1111 10 
	1/64 

	Unassigned 
	1111 110 
	1/128 

	Unassigned 
	1111 1110 0 
	1/512 

	Link Local Use Addresses 
	1111 1110 10 
	1/1024 

	Site Local Use Addresses 
	1111 1110 11 
	1/1024 

	Multicast Addresses 
	1111 1111 
	1/256 




The above table displays the Prefix- Binary. Binary is a two-number system which displays data. It only includes numbers 0 and 1. Binary is used for computer processor instructions. The background to binary is 0 represents off- no electricity flow, whereas 1 represents on- electricity allowed to flow [4]. 

IPv6 provides the platform for the innovation of the Internet of Things (IoT). The number of bits available for IPv6 allows the IoT to operate and expand for a long period of time. This is due to IPv4 not having the capacity to support the IoT. Researching IPv6 has identified three main reasons as to why IPv6 is important to the IoT [5]. 

Scalability is the first reason. As mentioned above the 128 bit addresses available is important. This scalability can give reassurance that unique identifiers can be provided to suit requirements for a long period of time. It allows technology to grow and can meet the demands [5].  

Security is the second reason. Due to increasing demands and availability of products, security is becoming a hot topic and a requirement for many industries. Due to the sensitive and personal data stored online security solutions have been considered for IPv6. IPv6 can run end to end encryption. Encryption that is used for virtual private networks (VPNs) are standard components for version 6. The improvements and use of IPv6 will make attacks such as the “man-in-the-middle” significantly difficult. It will provide more protection against logging into cyber traps [5]. 

IPv6 is said to provide more secure neighbor discovery protocols. This checks to ensure the host is who it claims it to be. Using this protocol makes other attacks such as address resolution protocol more difficult due to the naming resolutions [5]. The cisco discovery protocol also supports the neighbour information as it adds the availability to transfer IPv6 addressing information between two Cisco devices. Cisco has introduced and modified many commands to include the IPv6 features. Some of the commands are, IP address, IP domain list, ipv6 address and many more [6]. 

Connectivity is the third factor. The requirement for networks to speak to one another is critical. IPv6 provides uniquely addressable products of the IoT without having the network address translations IPv4 required [5]. 






[bookmark: _Toc26802443]Summary
There are many factors to take into consideration when investigation IPv6. A challenge with the version 6 is how it integrates with IPv4 and how will IPv6 become the standard when there are many IPv4 addresses. 

Researching the scalability of IP addressing, IPv6 will allow the IoT to grow without IP constraints. Now there is plenty of scalability with IPv6 but due to the nature and change of the IoT will depend of the demands IPv6 may face. 

The security features from IPv4 to IPv6 is taken into consideration for the scalability and requirements for the IoT. If IPv6 is properly configured and is considered from the design and implementation stage, it will become a lot more secure than what IPv4 was. This is due to the standards required for IPv6. Another plus to IPv6 is the connectivity to networks. Providing the unique addresses allows connectivity. This factor will be fundamental for the growth of the IoT.
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