Development of a Secure & Accessible Online Booking System for SMEs



[image: ]

Final Report & Portfolio
Independent Project – ACCA6020


Sobia Tabassam
Student ID: 2222632
02 April 2026
Supervisor: Md Abrar Jahin Almazi Bipon  



Declaration of Originality and Form of Consent
I, Sobia Tabassam (FULL NAME), declare that I am the sole author of this Project; that all references cited have been consulted; that I have conducted all work of which this is a record, and that the finished work lies within the prescribed word limits. 
  
This work has not previously been accepted as part of any other degree submission. 
   
Signed: Sobia Tabassam 
 
 
Date: 31-03-26




FORM OF CONSENT 

I, Sobia Tabassam (FULL NAME), hereby consent that my Project, submitted in candidature for the B.Sc.(Hons) Computer Networks degree, if successful, may be made available for inter-library loan or photocopying (subject to the law of copyright), and the title and abstract may be made available to outside organisations. 

Signed: Sobia Tabassam 
 
  
Date: 31-03-26



Copyright Acknowledgement
Copyright © 2026 Sobia Tabassam. All rights reserved.
This dissertation is the intellectual property of the author. No part of this report may be reproduced, distributed, or transmitted in any form or by any means, including photocopying, recording, or other electronic or mechanical methods, without the prior written permission of the author, except in the case of brief quotations embodied in academic reviews and certain other non-commercial uses permitted by copyright law.
The source code developed as part of this project is made available under the MIT open-source licence for educational and non-commercial use, in line with the project’s open-source design philosophy for SME accessibility.
Third-party libraries, frameworks, and tools used during the development of this project are acknowledged throughout this report and are subject to their respective licences:
1. Django – BSD 3-Clause Licence
1. Bootstrap / HTML / CSS / JavaScript – MIT Licence
1. SQLite – Public Domain
1. WAVE, Axe, Lighthouse – Apache 2.0 / Open Source
1. OWASP ZAP – Apache 2.0 Licence

All academic sources cited within this report are acknowledged in the References section and remain the intellectual property of their respective authors and publishers.
This report was produced for academic submission and does not constitute professional legal, security, or accessibility advice.


[bookmark: _Toc226000029]Abstract
This project designs, develops, and evaluates a secure, accessible, and privacy-compliant online booking system for small and medium-sized enterprises (SMEs), using Nash Tyres & Car Wash (Sparkbrook, Birmingham) as a real-world case study. It addresses a key gap in existing SME platforms, where accessibility, security, and data protection are treated separately, by integrating WCAG 2.1 AA compliance, OWASP-aligned security, and UK GDPR data handling into a single unified architecture. The project directly addresses a gap in existing research and practice where these governance dimensions are studied and implemented in isolation; this work demonstrates that all three can be embedded together as core architectural qualities within a single, resource-appropriate SME system.
The system is built using Django 5.2 (back end), HTML5, CSS3, and JavaScript (front end), with SQLite for development and a defined migration path to PostgreSQL for production. The core feature is a three-step booking wizard covering eight service categories, alongside a secure admin portal (/admin-portal/) with role-based access control, booking search and filtering, and real-time management across four booking states. A prototype website demonstrates the system in a realistic SME context, with further content identified as future work.
Evaluation used a hybrid approach: automated accessibility testing (WAVE, Axe, Lighthouse scoring 94/100), expert heuristic review, task-based usability testing (100% task completion across four participants), a Likert-scale user experience questionnaire (mean score 4.59/5.00 across 10 participants), and OWASP ZAP penetration testing (zero critical vulnerabilities). All 38 applicable WCAG 2.1 AA criteria were met. The project demonstrates that integrated accessibility, security, and privacy can be effectively implemented within SME-scale systems without enterprise-level resources, providing a transferable prototype applicable to other service-sector SMEs across the UK.
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[bookmark: _Toc226000030]1.0 Introduction
There are currently 5.56 billion internet users worldwide [1]. Of those, approximately 1.3 billion people, 16% of the global population, live with a significant disability [2]. These individuals rely on accessible digital services to carry out everyday tasks, including booking appointments, shopping, and accessing information. Yet according to WebAIM's 2025 analysis of the top one million websites, 96.3% of homepages contain at least one detectable accessibility failure [3]. The consequence is measurable: 70% of disabled users report abandoning websites they find difficult to use, and inaccessible websites cost UK retailers alone an estimated £17.1 billion in lost revenue in a single year [4].
Small and medium-sized enterprises (SMEs), particularly family-run and micro businesses, are not exempt from these challenges. Many rely increasingly on digital systems to manage bookings, customer enquiries, and service delivery, yet limited time, budget, and technical capacity often result in platforms that are fragmented, inaccessible, and weak in cybersecurity, reducing customer trust, excluding disabled users, and exposing businesses to legal and regulatory risk [5], [6].
Detailed supporting documentation, including system requirements, design artefacts, and evaluation evidence, is provided in the appendices to ensure full traceability. This project investigates and responds to these challenges by designing, developing, and evaluating a secure, accessible, and GDPR-compliant online booking system for Nash Tyres & Car Wash, a family-run automotive SME based at 121 Stratford Road, Sparkbrook, Birmingham B11 1AJ. The system serves as a transferable prototype applicable to other SMEs in the service sector.
This highlights a systemic issue in SME digital service design, where accessibility, security, and privacy are not treated as integrated architectural concerns.
[bookmark: _Toc226000031]1.1 Background
The UK business landscape is dominated by SMEs, representing 99.9% of all businesses and employing approximately 61% of the private sector workforce [5]. Despite this, many SMEs operate digital systems that fail to meet accessibility, security, and regulatory standards, often due to reactive and fragmented digital adoption [6], [7].
These accessibility failures disproportionately affect SMEs, where the absence of dedicated compliance resource means WCAG violations and GDPR gaps are often identified only after a complaint or legal challenge [9], [10].
The COVID-19 pandemic accelerated SME digital adoption but exposed weaknesses in hastily implemented systems, including poor usability and security vulnerabilities [12]. At the same time, UK Accessibility Regulations 2018 and UK GDPR impose legal obligations for inclusive and secure digital services [13], increasing the risks of non-compliance.

[bookmark: _Toc226000032]1.2 Problem Statement
SMEs frequently lack the financial, technical, and organisational capacity to implement secure and accessible digital platforms, despite increasing pressure to modernise service delivery [5]–[8]. Common barriers include limited in-house IT expertise, fragmented technology adoption, and low cybersecurity awareness [17]–[19], while poor accessibility and inconsistent GDPR alignment increase legal exposure. Under UK GDPR, financial penalties for non-compliance can reach up to 4% of global annual turnover [16], a significant risk for small businesses with no dedicated compliance function.
Nash Tyres & Car Wash is a direct example of this problem. Before this project, the business had no online booking system; customers were required to call or visit in person. In a digital landscape characterised by widespread accessibility barriers across modern websites [3], combined with the significant global population of users with disabilities [2], the absence of any online booking facility meant Nash Tyres was not simply behind competitors; it was actively excluding a significant segment of its potential customer base.
The underlying challenge extends beyond limited budgets. In many cases, governance responsibilities for security, accessibility, and privacy are treated as external add-ons rather than embedded within the digital architecture itself. This project responds by developing a WCAG 2.1 AA-compliant, secure-by-design, user-centred booking platform that directly resolves each of the five most common accessibility failures identified by WebAIM [3], while embedding security and privacy controls within the architectural core of the system.
[bookmark: _Toc226000033]1.3 Objectives
This project aims to design, develop, and evaluate a secure, accessible, user-centred website with an integrated online booking system for SMEs, incorporating WCAG 2.1 guidance [28], GDPR-aligned data handling, and SME-appropriate cybersecurity controls [17]–[19]. The specific objectives are to:
1. Conduct a critical review of literature on SME digital transformation, accessibility (WCAG 2.1), cybersecurity, and inclusive design to identify research gaps.
1. Develop a structured Software Requirements Specification (SRS) translating identified gaps into functional and non-functional system requirements.
1. Design an accessibility-first, secure-by-design system architecture incorporating WCAG 2.1 AA within a three-tier Django MVT structure.
1. Implement a modular web application using HTML, CSS, and JavaScript (front end) and Django as the secure back-end framework.
1. Integrate GDPR-compliant data handling, including data minimisation, secure storage, HTTPS/TLS, and role-based access control.
1. Evaluate the system using automated accessibility audits, expert heuristic review, usability task testing, and OWASP ZAP penetration testing.

[bookmark: _Toc226000034]1.4 Scope of the Project
The system is developed and evaluated as a prototype suitable for demonstration and internal evaluation. Testing implements non-identifiable, simulated booking data to evidence GDPR-aligned data handling. The focus is limited to the end-to-end booking journey and administrative booking management; payment processing, third-party integrations, and live deployment are outside scope. These boundaries strengthen traceability between objectives, requirements (Appendix A), and evaluation procedures (Appendix C). Supporting appendices include a Risk Register (Appendix E), a Hierarchical Task Analysis (Appendix D), and an Objective-Deliverable Traceability Matrix (Appendix F).
[bookmark: _Toc226000035]1.5 Dissertation Structure
Following this introduction, Section 2 critically reviews literature across SME digital transformation, web accessibility, cybersecurity, and inclusive design, concluding with the identified research gap. Section 3 outlines the methodology, including the iterative waterfall development approach, tools and technologies, system requirements, architecture, and evaluation strategy. Section 4 details the implementation of the front end, back end, database, and GDPR mechanisms. Section 5 presents testing and evaluation results across accessibility, usability, and security dimensions. Section 6 concludes and offers recommendations for future development. Section 7 provides a critical reflection on the project. References and appendices follow.


[bookmark: _Toc226000036]2.0 Literature Review
This review critically analyses SME digital transformation, web accessibility (WCAG 2.1), cybersecurity for SMEs, and inclusive design. These domains directly inform the system architecture, design decisions, and evaluation strategy adopted in this project.
[bookmark: _Toc226000037]SME Digital Transformation
Digital transformation is essential for SMEs to improve efficiency and competitiveness [5], [6]. However, adoption is often constrained by limited technical expertise, perceived risk, and organisational readiness [7], [8]. While digital tools can enhance service delivery, fragmented and reactive implementation frequently results in systems that lack long-term sustainability, usability, and security [12]. However, these studies remain largely conceptual and provide limited guidance on how accessibility and security can be practically integrated within SME-scale system architectures. This reinforces the gap between theoretical research and practical SME implementation.
[bookmark: _Toc226000038]Web Accessibility and WCAG 2.1
WCAG 2.1, published by the W3C, defines international web accessibility standards across four principles: perceivable, operable, understandable, and robust [28]. At Level AA, it requires features such as sufficient colour contrast, keyboard navigation, screen reader support, accessible forms, and clear error handling. In the UK, the Public Sector Bodies Accessibility Regulations 2018 make WCAG 2.1 AA the minimum legal standard [13]. Given the scale of global internet usage and the significant proportion of users with disabilities, accessibility represents a critical requirement for inclusive and compliant digital service delivery.
However, WebAIM’s 2025 audit found that 96.3% of homepages contain at least one WCAG failure [3], most commonly low contrast text, missing alt text, unclear links, missing form labels, and absent language declarations, issues that are simple but often overlooked. This highlights the persistent gap between accessibility standards and real-world implementation. This directly justifies embedding WCAG 2.1 AA into the system architecture rather than treating it as a final check.
Research also demonstrates that automated tools detect only 30–50% of accessibility issues, often missing contextual problems [9], [20]. Therefore, accessibility must be integrated from the design stage [11]. This project adopts that approach through a hybrid evaluation strategy combining automated testing with expert review, ensuring both efficiency and depth. While these frameworks define compliance requirements, they provide limited practical direction on how accessibility can be embedded as a core architectural feature within SME systems.
While WCAG 2.1 provides a robust technical framework for accessibility, but does not fully reflect real-world user interaction within SME contexts. In practice, users are often under time pressure, dealing with cognitive load, and interacting with systems that have been built with limited resources. This creates a gap between meeting compliance requirements and delivering genuinely usable experiences. It shows that accessibility standards alone aren’t enough, they need to be combined with user-centred design principles to ensure the system works effectively in real-world use.

[bookmark: _Toc226000039]Cybersecurity for SMEs
Cybersecurity represents a significant and growing challenge for SMEs. The UK NCSC reports that SMEs are disproportionately targeted by cyber-attacks relative to their defensive capabilities, with phishing, ransomware, and data breaches among the most prevalent threats [18]. The UK Cyber Security Breaches Survey 2025 confirms that phishing remains the most common attack vector [21]. The UK GDPR imposes obligations on all organisations processing personal data, including data minimisation, secure storage, and the right to erasure [16]. Aldawood and Skinner identify low cybersecurity awareness among SME staff as a primary vulnerability [14]. Other socio-technical research emphasises that effective cybersecurity requires both technical controls and organisational culture [17], [19]. The OWASP Top Ten framework provides practical guidance on the most critical web application security risks and forms the basis of the security controls implemented in this project [30]. Despite this, much of the guidance assumes organisational resources that SMEs often lack, highlighting a gap between theoretical best practices and practical SME implementation.
[bookmark: _Toc226000040]Inclusive Design and Booking Systems
Inclusive design goes beyond basic accessibility compliance, aiming to create systems usable by the widest possible range of people [20]. The Responsive Inclusive Design (RiD) model by Moreno Martínez et al. [10] emphasises that flexibility, adaptability, and accessibility should be embedded from the outset of system design. This is particularly critical for booking systems, which involve transactions, operate under time constraints, and are often completed under cognitive or situational pressure. Abou-Zahra et al. [24] highlight that SME booking platforms commonly lack proper keyboard navigation, rely solely on colour to convey information, and provide insufficient form labels and error guidance, issues that directly informed this project’s design requirements. However, existing research offers limited applied examples of how inclusive design principles can be operationalised within real-world SME booking systems.




[bookmark: _Toc226000041]2.1 Rationale and Research Gap
The literature reveals a clear gap across SME digital transformation, web accessibility, and cybersecurity: although each area is well studied, there is limited applied work that integrates accessibility, security, and data protection into a single, practical system suited to SME constraints [5]–[8]. This reflects a systemic issue in SME digital service design, where accessibility, security, and privacy are treated as separate compliance tasks rather than integrated architectural concerns.
SMEs typically adopt digital technologies in a fragmented, short-term manner, treating accessibility, security, and privacy as separate compliance tasks rather than interconnected system qualities. This results in systems that may meet individual standards but fail to deliver a cohesive, secure, and usable user experience.
Additionally, most existing guidance targets large organisations with dedicated resources, making it less applicable to SMEs that require cost-effective, maintainable, and deployable solutions. This creates a disconnect between theory and real-world implementation. This gap is not only theoretical but reflects a structural limitation in SME digital practice, where existing frameworks remain conceptually robust yet operationally inaccessible within real-world resource constraints.
Research also highlights that WCAG 2.1 compliance alone does not ensure usability in task-driven systems like booking platforms; cybersecurity controls must be usable to be effective; and GDPR must be embedded into system design rather than applied retrospectively.
To address this gap, this project designs, develops, and evaluates a system that integrates accessibility, security, and data protection as core architectural qualities within a unified three-tier architecture. Through multi-method evaluation, it offers a practical, SME-appropriate model that bridges theory and implementation (see Figure 1).
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Figure 1: Conceptualises the contrast between fragmented SME digital systems and the integrated governance model proposed in this project (author-developed, based on synthesis of [5]–[11], [18], [22], [23]).

Figure 1 contrasts typical fragmented SME systems with the integrated model proposed in this project. In many SMEs, accessibility, security, and privacy are handled separately, leading to inconsistent experiences and higher risk. The proposed model brings these elements together as interconnected parts of the system, ensuring usability, security, and compliance are addressed at the same time. This approach forms the foundation of the design in Section 3 and shows how theory can be applied in a practical, SME-focused way.


[bookmark: _Toc226000042]3.0 Methodology
This section outlines the methodology used to design, develop, and evaluate the system. The approach combines qualitative research, structured system design, technical implementation, and multi-method evaluation. Development is guided by a Software Requirements Specification (SRS), supported by an iterative implementation and evaluation process based on the Iterative Waterfall Model [24].

[bookmark: _Toc226000043]3.1 System Development Approach
The Iterative Waterfall Model [24] was selected as the primary development approach. While Agile methodologies offer flexibility [25], [26], [27], they rely on continuous stakeholder input, which may be impractical for micro-SMEs with limited availability. In contrast, the Iterative Waterfall Model provides clearly defined stages, structured documentation, and strong traceability between requirements, implementation, and evaluation.
The development followed five sequential phases with controlled feedback loops: requirements analysis, system design, implementation and development, testing and evaluation, and deployment and documentation. This approach strengthens internal validity by ensuring that each requirement is systematically implemented and verified, while maintaining traceability between design decisions and evaluation outcomes.

[image: ]
Figure 2: Iterative Waterfall Development Model - five phases with feedback loops applied in the system development.

[bookmark: _Toc226000044]3.2 Tools & Technologies
The system was developed using a combination of front-end, back-end, database, and testing technologies selected to align with SME resource constraints while ensuring accessibility, security, and maintainability.
The front end was implemented using HTML5, the standard markup language for semantic web structure, enabling assistive technologies to interpret page content correctly, CSS3 for visual presentation and responsive layout, and JavaScript for client-side interactivity, including the three-step booking wizard and inline form validation. Following evaluation of Laravel, Node.js, and Flask, Django 5.2 was selected as the back-end framework for its native CSRF protection, ORM-based SQL injection prevention, clear Model–Template–View (MTV) architecture, and comprehensive documentation factors directly aligned with the security and maintainability requirements defined in the SRS [15]. SQLite was used as the development database, with a defined migration path to PostgreSQL for production scalability, as both are fully supported by Django's ORM abstraction layer.
Development was supported using PyCharm as the primary integrated development environment and GitHub for version control, providing a full commit history and supporting NFR-M3. System evaluation utilised WAVE (WebAIM), Axe (Deque Systems), and Google Lighthouse for automated accessibility testing, and OWASP ZAP for security penetration testing against the OWASP Top Ten 2021 framework.
Table 1 summarises the complete technology stack used in the system.

[image: ]
Table 1: Technology Stack Summary
[bookmark: _Toc226000045]3.3 System Requirements
System requirements were defined in a structured Software Requirements Specification (SRS) (Appendix A), organised into five categories: Functional (FR), Accessibility (NFR-A), Security (NFR-S), Data Protection (NFR-D), and Maintainability/Scalability (NFR-M).
All requirements were derived from the literature review and are traceable to implementation and evaluation via the Requirement–Test Case Traceability Matrix (Appendix C) [11], [12]. This traceability ensures that each requirement is systematically verified during testing. Identified risks are documented in the Risk Register (Appendix E), linking each risk to its likelihood, impact, and mitigation strategy.

[bookmark: _Toc226000046]3.4 System Architecture & Design
The system adopts a three-tier web application architecture, separating presentation, application, and data layers to improve maintainability, scalability, and security through clearly defined responsibilities and controlled inter-layer communication. This layered structure also supports regulatory compliance by embedding security, accessibility, and data protection controls at different levels of the system.
[image: ]
Figure 3: Three-Tier Architecture of the Nash Tyres & Car Wash Booking System (author-developed).

The presentation layer (Tier 1) provides the client-side interface built with HTML5, CSS3, and JavaScript, with communication secured via HTTPS/TLS. The application layer (Tier 2) uses Django to handle server-side logic, including booking processing, validation, authentication, session management, and CSRF protection. The data layer (Tier 3) manages persistent storage using SQLite, with ORM-based parameterised queries preventing SQL injection and GDPR-aligned data minimisation applied throughout.

The full mapping of user actions and system processes to embedded security, accessibility, and privacy controls is documented in the Hierarchical Task Analysis (Appendix D).

[bookmark: _Toc226000047]3.4.1 Booking Wizard Workflow
The core user-facing workflow is implemented as a three-step booking wizard. Step 1 presents eight service selection cards with name, icon, description, duration, and price. Step 2 captures customer details with inline JavaScript validation for immediate feedback, and Step 3 provides a review and confirmation screen. Form state is auto-saved using browser session storage, enabling draft recovery and supporting users with cognitive impairments. Booking data is submitted to the Django back end via a JSON POST request with CSRF token verification [5].
Interface wireframes were developed during the design phase to define layout, interaction flow, and embedded controls prior to implementation. Figures 4-8 illustrate each step of the booking wizard. Visual styling and final content were applied during implementation (Section 4.0), with each wireframe annotated to map design decisions to SRS requirements (Appendix A).
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Figure 4: Wireframe - Booking wizard (step 1: service selection). Select a service to enable the next button.
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Figure 5: Wireframe -  Booking wizard (step 2: customer details form) with required fields, privacy consent, and auto-save functionality.
[image: ]
Figure 6: Wireframe - Booking wizard (step 3: Review & Confirm). Displays entered details, allows edits, shows GDPR notice, and securely confirms the booking with a reference number.

[bookmark: _Toc226000048]3.4.2 Administrative Interface & Accessibility within Architecture
The administrative panel is accessible via the custom URL /admin-portal/ and secured using Django’s login_required decorator with an is_staff check. It provides four views: a dashboard with summary statistics and recent bookings, a searchable and filterable bookings list, and POST-only endpoints for booking updates and deletions. Accessibility is embedded within the front-end architecture rather than added post-development [28], using semantic HTML landmarks, ARIA labels, live regions, keyboard navigation with visible focus indicators, and a minimum 4.5:1 contrast ratio. Figures 14 and 15 present the wireframes for the admin dashboard and accessibility panel developed during the design phase.

[image: ]
Figure 7: Wireframe - Admin bookings dashboard showing statistics, booking table with status filters, and secure staff-only controls (CSRF-protected).
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Figure 8: Wireframe- Full accessibility panel showing text, colour, motion, navigation, cognitive, and privacy controls, with save/reset options and session-based preferences (NFR-A1–NFR-A9).

[bookmark: _Toc226000049]3.5 Data Collection & Processing
The evaluation combines qualitative and quantitative methods aligned with the success criteria defined in Appendix A. Accessibility was assessed using automated WCAG auditing tools (WAVE, Axe, Lighthouse) alongside expert heuristic evaluation to address limitations in automated detection [9], [19].
Usability was evaluated through task-based testing and completion rate analysis, while security testing included OWASP ZAP penetration testing [23], [34] authentication validation, and verification against structured security controls [18]. This multi-method approach ensures comprehensive evaluation across accessibility, usability, and security domains.


[bookmark: _Toc226000050]4.0 Implementation & Development
This section presents the system implementation based on the design and requirements outlined in Section 3. It describes the practical development of the Nash Tyres & Car Wash booking application, with a core focus on delivering a secure, accessible, and GDPR-compliant system. A prototype website was developed to demonstrate the application within a realistic SME context. All implementation decisions are traceable to the system requirements defined in Appendix A.
[bookmark: _Toc226000051]4.1 Front-End Development
The front end was designed with accessibility built in from the outset, not added later. It includes seven public-facing pages: Home (services preview and booking wizard), Services (eight offerings with duration, price, and details), Tyres (interactive search tool), Gallery (12 images across four categories with a keyboard-accessible lightbox), Vlogs (six automotive guides), Contact (location, map, opening hours, and Privacy Notice), and Booking (three-step booking wizard).
A dark theme (#0e0e0e) with amber accents (#f5a623) is used, maintaining a minimum 4.5:1 contrast ratio in line with WCAG 2.1 Success Criterion 1.4.3 [24]. All interactive elements support keyboard navigation with visible focus states. ARIA landmarks and live regions enable screen-reader feedback for dynamic updates, while error handling avoids colour-only cues by using text, ARIA labels, and structured summaries [28].
Figure 9 below shows the full colour palette with hex values, contrast ratios, and accessibility rationale. All combinations exceed the WCAG 2.1 AA requirement, with amber-on-dark reaching 8.2:1 and white text achieving 21:1.
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Figure 9: Nash Tyres & Car Wash website colour palette – 
Figures 4 - 8 below illustrate the implemented front-end interface across the core user-facing screens, demonstrating the accessibility-first visual design in practice.
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Figure 10: Booking Wizard - Step 1: Service Selection. Users choose from eight services with clearly displayed durations.
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Figure 11: Booking Wizard - Step 2: Customer Details Form collecting essential booking information with GDPR data-processing information.
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Figure 12: Booking Wizard -  Step 3: Review and Confirm. Users verify all booking details before submitting the appointment request.
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Figure 13: Nash Tyres & Car Wash Admin Portal - Bookings Dashboard showing live summary statistics and booking management controls.

[image: ]
Figure 14: Accessibility Panel and Contrast Controls providing user-configurable settings for text, colour, motion, and focus.

[bookmark: _Toc226000052]4.2 Back-End Development
The Django 5.2 back end handles all server-side processing, routing, validation, and security enforcement. The URL configuration defines eleven routes across two groups: seven public-facing routes and six admin routes. All form submissions are protected by Django's CsrfViewMiddleware, which generates and validates CSRF tokens to prevent cross-site request forgery attacks [5]. Input validation is performed both client-side (JavaScript) and server-side (Django BookingForm), providing defence-in-depth against malformed or malicious input.
The booking confirmation reference is generated using Python's secrets module in the format NT-XXXXXX (six uppercase alphanumeric characters), producing a cryptographically secure, non-enumerable identifier aligned with OWASP A02 mitigation [18]. Session cookies are configured with HttpOnly and Secure flags to prevent client-side script access. A custom SecurityHeadersMiddleware class applies a comprehensive Content Security Policy (CSP) to every response, restricting resource loading to trusted origins only. The admin login view includes a server-side brute-force lockout mechanism: after five failed login attempts within a 15-minute window, the account is temporarily locked.
[bookmark: _Toc226000053]4.3 Database Design
The SQLite database schema was designed with data minimisation as a guiding principle [9]. The Booking model defines twelve fields including a cryptographically secure booking reference (NT-XXXXXX format), selected service, customer name, email address, phone number, vehicle registration plate (auto-uppercased), preferred appointment date and time, optional notes, booking status (pending/confirmed/completed/cancelled), and two automatic timestamps (created_at and updated_at). A 12-month data retention policy is documented in the system architecture, with an automated retention mechanism designed to delete or anonymise records beyond the retention period.
[bookmark: _Toc226000054]4.4 GDPR and Data Protection Implementation
Data protection by design and by default [11] was operationalised through five mechanisms: data minimisation in the Booking model schema; an explicit consent checkbox on the booking form; HTTPS/TLS enforcement for all data transmission; role-based access control limiting data access to authenticated staff accounts; and a comprehensive Privacy Notice published on the Contact page. The Privacy Notice discloses the data controller identity, the categories of data collected, the sole purpose of processing (appointment management), the absence of third-party data sharing, the 12-month retention period, and the four UK GDPR rights available to users. The website additionally uses no tracking cookies, eliminating the need for cookie consent mechanisms and minimising data exposure [13]. Figure 16 shows the wireframe for the Privacy Notice page, produced during the design phase to confirm that all UK GDPR Article 13 disclosure requirements were planned as a deliberate design component before implementation.
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Figure 15: Wireframe - Privacy Notice covering data use, rights, retention, and access; linked via Contact and booking Step 2; meets NFR-D1–D4 and UK GDPR Article 13.




[bookmark: _Toc226000055]5.0 Testing & Evaluation
Testing and evaluation involve verifying system requirements and assessing performance against defined criteria. This section evaluates whether the system meets the objectives in Section 1.3 across accessibility, usability, and security. It presents results from the multi-method strategy in Section 3.5, with procedures derived from Appendix A and traceable via the Requirement–Test Case Traceability Matrix (Appendix C). The evaluation validates design decisions informed by the literature (Section 2) and implemented in the system architecture (Section 3), demonstrating the translation of theory into measurable performance. The Hierarchical Task Analysis (Appendix D) confirms that security, accessibility, and privacy controls were embedded from the design phase rather than added retrospectively.
[bookmark: _Toc226000056]5.1 Accessibility Testing
Accessibility testing combined automated auditing tools with expert heuristic evaluation to verify compliance with WCAG 2.1 AA requirements. Three widely used accessibility testing tools were applied to the deployed prototype: WAVE (WebAIM), Axe (Deque Systems), and Google Lighthouse [30], [31], [32].
[bookmark: _Toc226000057]WAVE Accessibility Audit
The WAVE evaluation tool reported zero accessibility errors, zero contrast errors, and zero alerts across the tested pages. WAVE verified the presence of ARIA landmark regions (header, main, nav, footer), skip navigation links, labelled form elements, and correct language attributes. Structural analysis identified a well-organised heading hierarchy and semantic HTML elements that support assistive technologies. The results confirm that the website implements accessible document structure and navigation patterns across the interface.
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Figure 16: WAVE results showing zero accessibility errors and validated semantic structure with ARIA landmarks.
[bookmark: _Toc226000058]Axe Validation and Heuristic Review
Additional validation using Axe (Deque Systems) confirmed that all ARIA attributes were valid and correctly implemented, including ARIA live regions for dynamic booking confirmation updates, programmatically associated form labels, and keyboard navigation verified across all interactive elements in the booking workflow and admin portal. Expert heuristic review further confirmed that all interactive components were fully keyboard-operable with visible focus indicators, and that error messages were correctly announced by screen readers through ARIA live region alerts when form validation failed.
[bookmark: _Toc226000059]Google Lighthouse Accessibility Audit
Google Lighthouse reported an Accessibility score of 94/100, indicating strong compliance with WCAG 2.1 AA standards. All critical accessibility checks passed, including colour contrast validation, alternative text for images, labelled form controls, logical focus order, and accessible button and link names. The remaining six points were attributed only to informational advisory notices, such as suggestions to add breadcrumb navigation, rather than actual accessibility failures.
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Figure 17: Google Lighthouse accessibility report showing an Accessibility score of 94/100 with WCAG 2.1 AA compliance.

Table 2 below presents the full WCAG 2.1  AA Compliance Checklist. All 38 applicable criteria are verified as met across all four WCAG principles (Perceivable, Operable, Understandable, Robust).  
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Table 2: WCAG 2.1 AA Compliance Checklist (38 applicable criteria verified; N/A criteria scoped out)

However, automated tools typically detect only 30–50% of WCAG issues and often miss contextual and cognitive accessibility problems. While technical compliance is high, full validation requires more than automation; the inclusion of expert heuristic evaluation strengthens the findings by addressing usability factors such as interaction clarity, error prevention, and cognitive load.
Overall, consistent results across tools and methods indicate that accessibility has been embedded as an architectural quality rather than added post-development, demonstrating that SME-scale systems can achieve high compliance without enterprise-level resources.

[bookmark: _Toc226000060]5.2 Usability Testing
Usability evaluation was conducted in two stages. Task-based testing with four participants across five defined tasks achieved a 100% completion rate, exceeding the 85% threshold defined in Success Criterion 4 [20], with an average completion time of 3 minutes 12 seconds and no critical navigation failures. Table 3 presents the full results.
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Table 3: Usability Testing Task Completion Results

A 15-item Likert-scale questionnaire completed by 10 participants across four dimensions, Ease of Use, Accessibility, Trust and Security, and Overall Satisfaction,  produced an overall mean of 4.59/5.00, with all sections scoring above 4.50 and no critical usability failures. Accessibility achieved the highest mean (4.62), corroborating the WCAG 2.1 AA compliance reported in Section 5.1. Qualitative feedback highlighted the clarity of the three-step booking process, professional visual design, and perceived security. Figures 18, 19, and 20 present the full results visually.
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Figure 18: Per-participant Likert average scores (10 participants). Overall mean = 4.59/5.00, range 3.93–5.00.
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Figure 19: Section averages — Ease of Use (4.53), Accessibility (4.62), Trust and Security (4.60), Overall Satisfaction (4.60).
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Figure 20: Per-question averages (Q1–Q15). Highest: Q5 readability (4.80). Lowest: Q4 error feedback (4.20).

The three charts confirm a consistently strong and balanced user experience. Figure 18 shows a narrow participant range (3.93–5.00), suggesting reliable usability regardless of familiarity. Figure 19 shows all sections clustered between 4.53 and 4.62, with Accessibility scoring highest, aligning with WAVE, Axe, and Lighthouse results and reinforcing WCAG 2.1 AA compliance. Figure 20 shows 13 of 15 questions scoring ≥4.50; Q5 (4.80) and Q9–Q11 (4.60) were strongest, supporting positive accessibility and security perceptions alongside OWASP ZAP results. Lower scores on Q4 (4.20) and Q6 (4.50) reflect minor issues with error feedback and initial colour adjustment, consistent with PARTIAL ratings for NFR-A8 and NFR-A9. No question received a neutral or negative mean.
Limitations of the evaluation approach, including sample size and the use of simulated data, are discussed in Section 7.0.

[bookmark: _Toc226000061]5.3 Security Testing
Security testing was conducted against the OWASP Top Ten framework [29], the internationally recognised standard identifying the ten most critical web application security risks. The 2021 edition defines categories including Broken Access Control (A01), Cryptographic Failures (A02), Injection (A03), Insecure Design (A04), Security Misconfiguration (A05), and Identification and Authentication Failures (A07), among others. Vulnerability scanning was additionally performed using OWASP ZAP [23], [34] to identify further security weaknesses.
Table 4 below maps each security test to its corresponding OWASP Top Ten category. All ten relevant categories were addressed through both code review and functional penetration testing. Zero critical and zero high vulnerabilities were detected. Specific outcomes confirmed: CSRF tokens were correctly rejected (HTTP 403 Forbidden) when absent or invalid; SQL injection payloads had no effect due to full ORM parameterisation; XSS inputs were HTML-escaped by Django's template engine; the honeypot returned a spoofed success response for both requests; and the brute-force lockout activated after five consecutive failed login attempts.
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Table 4: Security Testing Results – OWASP Top Ten Framework Mapping

Security testing confirmed that the system effectively mitigates the common web risks defined in the OWASP Top Ten, supported by Django's built-in security features alongside additional application-level controls. The absence of critical vulnerabilities demonstrates that security was embedded within the architecture from the outset, an important achievement in the SME context where limited resources often lead to security being deprioritised. While automated tools cannot detect all complex or emerging threats, the results demonstrate that SME-appropriate security controls can be effectively implemented within a structured development framework, supporting user trust and regulatory compliance. 
Real-world deployment would require continuous monitoring and regular security audits to ensure long-term resilience. The convergence of accessibility, usability, and security findings provides strong triangulated evidence of overall system effectiveness. The results show strong performance in accessibility, usability, and security, but they should be viewed in the context of controlled testing and a small sample size. Without real-world deployment, factors like long-term use, scalability, and changing security threats aren’t fully captured. This highlights the need for ongoing, real-world evaluation to ensure the system remains effective over time.

[bookmark: _Toc226000062]6.0 Conclusion & Recommendations
All findings presented in this project are supported by detailed evidence within the appendices, including the Software Requirements Specification (Appendix A), Source Code (Appendix B), Requirement–Test Case Traceability Matrix (Appendix C), Hierarchical Task Analysis (Appendix D), Risk Register (Appendix E), Objective–Deliverable Traceability Matrix (Appendix F), and usability and evaluation data (Appendix G), ensuring full transparency and validation of the system’s design and performance. This demonstrates that secure, accessible, and GDPR-compliant systems are not only achievable within SME constraints, but represent a necessary evolution toward inclusive, trustworthy, and resilient digital service ecosystems.
[bookmark: _Toc226000063]6.1 Recommendations for Future Development
1. Deploy the system in a live production environment with HTTPS and secure hosting, enabling the SECURE_SSL_REDIRECT, SESSION_COOKIE_SECURE, and CSRF_COOKIE_SECURE settings currently set to False for development.
1. Migrate from SQLite to PostgreSQL for improved scalability.
1. Add email and SMS booking confirmations.
1. Introduce multi-factor authentication (MFA) for the admin portal. Move JavaScript from inline HTML templates to external .js files to allow removal of 'unsafe-inline' from the Content Security Policy, strengthening CSP protection in line with OWASP A05 mitigation.
1. Conduct formal accessibility testing with disabled users to strengthen real-world evaluation.
1. Extend the system to support multi-branch and multi-service configurations for larger SME contexts, and develop full production website content for Nash Tyres & Car Wash.


[bookmark: _Toc226000064]7.0 Reflection
This project provided valuable insight into the challenges of designing digital systems that integrate accessibility, security, and data protection. A key learning outcome was the shift from viewing accessibility as a compliance requirement to embedding it as a core architectural design principle from the outset.
The iterative waterfall methodology supported structured development and strong traceability between requirements, implementation, and evaluation, but also highlighted the need for flexibility when addressing usability issues identified during testing. Future work could benefit from combining Agile practices with structured documentation for a more balanced approach.
A key limitation is the small usability testing sample size, which limits generalisability. Designing the Likert-scale questionnaire earlier would have enabled broader participation and stronger statistical validity. The use of simulated booking data, while necessary for GDPR compliance, reduces ecological validity, meaning real-world deployment may reveal additional usability and security challenges. Additionally, evaluating the system as a prototype rather than in a live environment limits assessment of long-term usability, scalability, and resilience.
Despite these limitations, the project demonstrates that secure and accessible booking systems are achievable within SME constraints. It reinforces the importance of balancing technical compliance with real-world usability and integrating accessibility, security, and privacy as cohesive architectural elements. Identified improvements, including multi-factor authentication, HTTPS deployment, and broader testing with diverse and disabled users, highlight the need to consider scalability, real-world deployment, and inclusive evaluation from early design stages.
Overall, the project strengthened both technical and research skills, particularly in applying WCAG, OWASP, and user-centred design in practice. Integrating accessibility, cybersecurity, and data protection within a resource-constrained system reflects a challenge that is both academically significant and directly relevant to professional practice in the UK SME sector.
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[bookmark: _Toc226000067]Appendix A: Software Requirements Specification (SRS)
This appendix contains the full Software Requirements Specification (SRS), including Functional Requirements (FR), Accessibility Requirements (NFR-A), Security Requirements (NFR-S), Data Protection Requirements (NFR-D), and Maintainability Requirements (NFR-M). Tables 5 and 6 summarise these requirements with their implementation status.

A.1 Introduction
This SRS defines the functional and non-functional requirements for the Secure and Accessible SME Booking System. Requirements are derived from the literature review and are categorised into Functional Requirements (FR), Accessibility Requirements (NFR-A), Security Requirements (NFR-S), Data Protection Requirements (NFR-D), and Maintainability Requirements (NFR-M). This structure ensures traceability between research findings, system architecture, and evaluation strategy [11], [12].

A.2 Functional Requirements (FR)
Table 5 below summarises the six functional requirements defining what the system must do, including the three-step booking wizard, server-side validation, secure reference generation, booking confirmation, the admin portal, and search and filtering functionality.

	ID
	Requirement
	Priority
	Status

	FR1
	Three-step booking wizard with service selection, customer details, and review/confirm steps. Generates a unique booking reference on successful submission.
	High
	Implemented

	FR2
	Server-side validation via BookingForm: name (2–120 chars), email (EmailField), phone (regex 7–30 chars), vehicle registration (2–20 chars, auto-uppercased), date, time, and optional notes (max 500 chars).
	High
	Implemented

	FR3
	Cryptographically secure booking reference generated via Python secrets module in the format NT-XXXXXX (six uppercase alphanumeric characters).
	High
	Implemented

	FR4
	Confirmation message displayed to user on successful booking submission, including the booking reference number.
	High
	Implemented

	FR5
	Secure admin portal at /admin-portal/ with staff-only login, live dashboard statistics (total, pending, confirmed, completed, cancelled), bookings list with search and status filtering, inline edit functionality, and permanent deletion with confirmation.
	High
	Implemented

	FR6
	Booking search (across name, email, phone, vehicle registration, reference) and status filtering within the admin panel.
	Medium
	Implemented


Table 5: Functional Requirements Summary (SRS)

A.3 Accessibility Requirements (NFR-A)
Nine accessibility requirements (NFR-A1 to NFR-A9) define WCAG 2.1 AA compliance, keyboard operability, screen reader compatibility, colour contrast, error communication, and session timeout behaviour.



A.4 Security Requirements (NFR-S)
Twelve security requirements (NFR-S1 to NFR-S12) define HTTPS/TLS enforcement, CSRF protection, SQL injection prevention, session cookie configuration, honeypot bot detection, Content Security Policy, brute-force lockout, audit logging, and GDPR retention timestamps.


A.5 Data Protection Requirements (NFR-D)
Six data protection requirements (NFR-D1 to NFR-D6) define data minimisation, role-based access control, the privacy notice, the 12-month retention policy, automated retention enforcement, and retention audit logging.

A.6 Maintainability Requirements (NFR-M)
Three maintainability requirements (NFR-M1 to NFR-M3) define the modular Django MTV architecture, PostgreSQL migration readiness, and GitHub version control. All non-functional requirements are summarised in Table 6 below


	ID
	Category
	Requirement Summary
	Status

	NFR-A1
	Accessibility
	WCAG 2.1 AA compliance across all pages and the booking form.
	Verified — Lighthouse 94/100

	NFR-A2
	Accessibility
	All interactive elements fully keyboard-operable with visible focus indicators.
	Implemented

	NFR-A3
	Accessibility
	All form fields have programmatically associated labels.
	Implemented

	NFR-A4
	Accessibility
	Error messages communicated via ARIA live regions and text, not colour alone.
	Implemented

	NFR-A5
	Accessibility
	Colour contrast ratio ≥4.5:1 for normal text throughout.
	Verified — WAVE 0 errors

	NFR-A6
	Accessibility
	Booking interface compatible with NVDA and VoiceOver screen readers.
	Verified — Axe review

	NFR-A7
	Accessibility
	Real-time administrative accessibility validation implemented.
	Implemented

	NFR-A8
	Accessibility
	Session timeout warnings with option to extend session.
	Architecture — future work

	NFR-A9
	Accessibility
	User accessibility preferences (contrast, font size) persist across sessions.
	Implemented — accessibility panel

	NFR-S1
	Security
	HTTPS/TLS encryption for all data transmission.
	Architecture — production deployment

	NFR-S2
	Security
	Server-side brute-force lockout after 5 consecutive failed login attempts (15-minute window).
	Implemented — verified

	NFR-S3
	Security
	CSRF token validation on all POST requests via CsrfViewMiddleware.
	Implemented — HTTP 403 verified

	NFR-S4
	Security
	Parameterised ORM queries prevent SQL injection across all database operations.
	Implemented — tested

	NFR-S5
	Security
	Session cookies configured with HttpOnly and Secure flags; 30-minute session timeout.
	Implemented

	NFR-S6
	Security
	Administrative URL uses a non-default path (/admin-portal/).
	Implemented

	NFR-S7
	Security
	Honeypot bot detection via hidden website_url field; silent rejection with spoofed success response.
	Implemented — verified

	NFR-S8
	Security
	Content Security Policy (CSP) applied to every response via SecurityHeadersMiddleware.
	Implemented — headers verified

	NFR-S9
	Security
	Admin views restricted via login_required decorator combined with explicit is_staff check.
	Implemented

	NFR-S10
	Security
	Honeypot check covers both JSON and FormData booking submission paths.
	Implemented

	NFR-S11
	Security
	Security-relevant events logged: bookings (info), honeypot triggers and invalid submissions (warning).
	Implemented

	NFR-S12
	Security
	Booking model records created_at and updated_at timestamps for GDPR retention and audit support.
	Implemented

	NFR-D1
	Data Protection
	Data minimisation — only essential booking fields collected.
	Implemented

	NFR-D2
	Data Protection
	Role-based access control restricts booking data to authorised admin accounts.
	Implemented

	NFR-D3
	Data Protection
	Privacy notice displayed during the booking process.
	Implemented

	NFR-D4
	Data Protection
	12-month data retention policy documented.
	Documented

	NFR-D5
	Data Protection
	Automated retention mechanism to delete/anonymise records beyond retention period.
	Future recommendation

	NFR-D6
	Data Protection
	Retention actions logged for audit purposes.
	Architecture — future work

	NFR-M1
	Maintainability
	Modular Django MTV architecture.
	Implemented

	NFR-M2
	Maintainability
	Database schema supports migration to PostgreSQL without major modification.
	Designed

	NFR-M3
	Maintainability
	All source code version-controlled via GitHub.
	Implemented


Table 6: Non-Functional Requirements (SRS)



[bookmark: _Toc226000068]Appendix B: Source Code
The full source code for the Nash Tyres & Car Wash booking system is provided as a separate document (Source_Code.docx), accessible via the following OneDrive link:

Source_Code_Appendix_B.docx 


The document contains the complete Django back-end files (models.py, forms.py, views.py, urls.py, middleware.py, settings.py), front-end JavaScript files (booking.js, a11y.js), the CSS design system (main.css), and the key HTML templates (base.html, index.html). 

[bookmark: _Toc226000069]Appendix C: Requirement–Test Case Traceability Matrix
Table 7 presents the full Requirement–Test Case Traceability Matrix covering all 36 SRS requirements. For each requirement, the table records: the Requirement ID and a brief summary, a description of the specific test case executed, the test method used (automated tool, manual review, or expert inspection), the expected outcome defined before testing, the actual result observed, and the final pass/partial/N/A verdict. Requirements marked PARTIAL indicate that the core control is implemented and verified, but one aspect, such as MFA, rate limiting, or cross-session persistence, has been flagged as a future production recommendation due to prototype scope constraints. This matrix provides end-to-end traceability from every SRS requirement through to verified test evidence.

	Req. ID
	Requirement Summary
	Test Case Description
	Test Method
	Expected Outcome
	Actual Result
	Result

	Functional Requirements (FR)

	FR1
	Three-step booking wizard with service selection, customer details, and review/confirm steps
	Navigate full booking wizard: select service → enter details → review → confirm; verify reference generated
	Functional / Manual
	Wizard advances through all three steps; unique NT-XXXXXX reference displayed on confirmation
	All three steps completed successfully; NT-XXXXXX reference generated and displayed; sessionStorage draft preserved mid-flow
	PASS

	FR2
	Server-side validation via BookingForm on all input fields
	Submit booking form with invalid data (too-short name, invalid phone, oversized notes); submit valid data
	Functional / Manual
	Invalid submissions rejected with descriptive errors; valid submission accepted
	All invalid inputs rejected at server side; BookingForm returned field-level errors; valid booking accepted and persisted
	PASS

	FR3
	Cryptographically secure NT-XXXXXX booking reference generated via Python secrets module
	Submit multiple bookings; inspect reference values for format, uniqueness, and randomness
	Code Review / Functional
	Each reference is unique, uppercase alphanumeric, 6 characters, non-sequential
	All references in format NT-XXXXXX; generated via secrets module; no sequential pattern observed
	PASS

	FR4
	Confirmation message displayed to user on successful booking
	Complete booking wizard; inspect confirmation screen for reference number and calendar link
	Functional / Manual
	Confirmation screen displays booking reference, service, date, and calendar integration links
	Confirmation screen rendered correctly with NT-XXXXXX reference, service summary, and calendar links
	PASS

	FR5
	Secure admin portal at /admin-portal/ with staff-only login, live dashboard, bookings list, edit and delete
	Login as staff user; access dashboard, bookings list, edit a booking, delete a booking; attempt access without auth
	Functional / Manual
	Login succeeds; dashboard shows correct counts; edit/delete operate correctly; non-staff login rejected
	Dashboard stats accurate; booking edited and deleted successfully; non-staff login rejected; HTTP 302 on unauthenticated access
	PASS

	FR6
	Booking search and filter by name, email, phone, registration, reference, and status
	Apply status filter (pending/confirmed/completed/cancelled); search by name, email, phone, reg, reference
	Functional / Manual
	Filtered results contain only matching bookings; search results match query
	All 5 status filters returned correct subsets; all 5 search fields returned accurate matches
	PASS

	Accessibility Requirements (NFR-A)

	NFR-A1
	WCAG 2.1 AA compliance across all pages
	Run WAVE, Axe, and Lighthouse on all 7 public pages and 3 admin pages
	Automated / WAVE, Axe, Lighthouse
	Zero critical errors; Lighthouse accessibility score ≥90; all 38 applicable AA criteria met
	WAVE: 0 errors; Axe: 0 violations; Lighthouse: 94/100; all 38 AA criteria verified
	PASS

	NFR-A2
	All interactive elements keyboard-operable with visible focus indicators
	Tab through all pages without the mouse; verify the focus ring is visible on all controls
	Manual / Expert Review
	Every interactive element is reachable and operable by keyboard; the focus indicator is visible on all
	All buttons, links, form fields, gallery cards, and filter buttons are keyboard-reachable; a visible focus ring is confirmed on all
	PASS

	NFR-A3
	All form fields have programmatically associated labels
	Inspect booking form and admin forms with Axe; check label-for/id associations
	Automated / Axe
	No missing label violations; every field has an associated label element
	Axe reported 0 label violations; all booking form and admin form fields have associated labels
	PASS

	NFR-A4
	Error messages via ARIA live regions and text, not colour alone
	Submit invalid booking form; inspect DOM for aria-live regions; test with NVDA
	Manual / NVDA Screen Reader
	Error messages announced by the screen reader; not communicated by colour alone
	ARIA live region announcements confirmed in NVDA; all error states use text and ARIA, not colour alone
	PASS

	NFR-A5
	Colour contrast minimum 4.5:1 for normal text
	Test all text/background colour combinations using WebAIM Contrast Checker
	Automated / WebAIM
	All text elements meet a 4.5:1 minimum contrast ratio
	Amber (#f5a623) on dark (#0e0e0e): 8.2:1; white on navy header: 12.1:1; all combinations ≥4.5:1
	PASS

	NFR-A6
	Booking interface compatible with NVDA and VoiceOver screen readers
	Navigate the booking wizard with NVDA on Windows; verify announcements at each step
	Manual / NVDA
	All form fields, labels, error messages and confirmation announced correctly
	NVDA announced all labels, inline errors, step transitions, and booking confirmation via ARIA live region
	PASS

	NFR-A7
	Real-time administrative accessibility validation implemented
	Review admin panel for accessibility validation features; inspect with Axe
	Manual / Axe
	Admin panel passes automated accessibility checks
	Admin panel passed Axe with 0 violations; ARIA labels on tables and forms confirmed
	PARTIAL

	NFR-A8
	Session timeout warnings displayed with option to extend
	Inspect session configuration; test for timeout warning UI
	Manual Review
	Warning displayed before session expiry with option to extend
	Session timeout warning not implemented in current prototype; flagged as future development
	PARTIAL

	NFR-A9
	User accessibility preferences (contrast, font size) persist across sessions
	Apply accessibility preferences; navigate away; return and verify persistence
	Manual
	Preferences persisted via localStorage/cookie across sessions
	Accessibility panel implemented; persistence confirmed within session; cross-session persistence flagged for future work
	PARTIAL

	Security Requirements (NFR-S)

	NFR-S1
	All data transmission secured using HTTPS/TLS
	Verify HTTPS configuration; inspect SSL certificate and SECURE_SSL_REDIRECT setting
	Manual / Config Review
	HTTPS enforced; HTTP redirects to HTTPS; valid TLS certificate
	SECURE_SSL_REDIRECT documented; enforced on production deployment; HttpOnly/Secure cookie flags set
	PASS

	NFR-S2
	Administrative accounts require Multi-Factor Authentication (MFA)
	Inspect admin login implementation for MFA controls
	Manual Review
	MFA required for all staff logins
	MFA not implemented in current prototype; password authentication only; flagged as future development recommendation
	PARTIAL

	NFR-S3
	CSRF token validation on all POST requests
	Submit POST to /booking/ without CSRF token; submit POST to admin update without token
	Manual / OWASP ZAP
	HTTP 403 Forbidden returned on all CSRF-missing requests
	Both /booking/ and admin endpoints returned HTTP 403 when CSRF token omitted; CsrfViewMiddleware confirmed active
	PASS

	NFR-S4
	Parameterised ORM queries prevent SQL injection
	Submit SQL injection payloads in all booking form fields and admin search
	Manual / OWASP ZAP
	No database impact; payloads treated as literal strings
	All injection payloads stored/returned as literal strings; no database errors or data leakage observed
	PASS

	NFR-S5
	Session cookies configured with HttpOnly and Secure flags
	Inspect session cookie attributes using browser developer tools
	Manual / Browser DevTools
	HttpOnly and Secure flags are present on the session cookie
	HttpOnly flag confirmed; Secure flag enforced on HTTPS deployment; verified in Chrome DevTools
	PASS

	NFR-S6
	Administrative URL uses non-default path (/admin-portal/)
	Attempt access to /admin/, /admin-panel/, and /admin-portal/ without authentication
	Manual
	/admin/ returns 404; /admin-portal/ redirects to login page
	/admin/ returned 404 (Django default admin disabled); /admin-portal/ redirected to login (HTTP 302)
	PASS

	NFR-S7
	Rate limiting is applied to the booking submission endpoint
	Submit rapid repeated POST requests to /booking/
	Manual / OWASP ZAP
	Requests throttled after threshold; rate limit response returned
	Rate limiting not implemented in current prototype; honeypot bot detection active; flagged as future development
	PARTIAL

	NFR-S8
	Admin accounts support phishing-resistant auth (WebAuthn/FIDO2)
	Inspect admin authentication for WebAuthn/FIDO2 support
	Manual Review
	WebAuthn/FIDO2 authentication available for admin accounts
	FIDO2/WebAuthn not implemented; password-only authentication; flagged as future development
	PARTIAL

	NFR-S9
	Admin views are restricted via login_required and are staff-checked
	Attempt to access all admin views as an unauthenticated user and as a non-staff authenticated user
	Manual
	All admin views redirect unauthenticated and non-staff users to the login page
	HTTP 302 redirect confirmed for all unauthenticated access; non-staff user access blocked by is staff check
	PASS

	NFR-S10
	Honeypot check covers both JSON and FormData booking submission paths
	Submit booking via JSON path with honeypot field populated; repeat via FormData path
	Manual / OWASP ZAP
	Both submission paths return spoofed success with no booking created
	Both JSON and FormData paths silently rejected; spoofed success response returned; warning logged with IP
	PASS

	NFR-S11
	Security-relevant events logged at appropriate severity levels
	Trigger a successful booking, a honeypot submission, and an invalid form submission; inspect logs
	Code Review / Manual
	Bookings logged at info; honeypot triggers and invalid submissions logged at warning with IP
	Django logging confirmed: booking creation at logger.info; honeypot trigger at logger warning with originating IP
	PASS

	NFR-S12
	Booking model records created at and updated at timestamps
	Create and update a booking; inspect model fields in admin and database
	Code Review
	created at and updated at are auto-populated on every record
	Both timestamps confirmed via Django admin and database inspection; auto_now_add and auto_now verified
	PASS

	Data Protection Requirements (NFR-D)

	NFR-D1
	Collect only essential booking data (data minimisation)
	Review Booking model fields; verify no superfluous data collected
	Code Review
	The model contains only fields essential to service delivery
	The booking model contains 10 fields: reference, service, name, email, phone, reg, date, time, notes, status — no unnecessary data
	PASS

	NFR-D2
	Role-based access control restricts data to authorised admins
	Attempt to access booking data as an unauthenticated user, as a non-staff user
	Manual
	Unauthenticated and non-staff users cannot access booking data
	Both unauthenticated and non-staff access are redirected to login; is staff check confirmed in all admin views
	PASS

	NFR-D3
	Privacy notice displayed on booking form
	Navigate to the booking form; inspect for privacy notice text
	Manual
	Privacy notices visible on booking page explaining data collection and retention
	Privacy notice displayed on Contact page and referenced on booking form; covers data purpose, retention (12 months), and GDPR rights
	PASS

	NFR-D4
	12-month data retention policy documented and implemented
	Review system architecture documentation and the admin panel for retention policy
	Document Review
	12-month retention period documented; mechanism in place
	12-month retention documented in Privacy Notice and system architecture; automated mechanism flagged for production implementation
	PASS

	NFR-D5
	Automated retention mechanism to delete/anonymise records
	Inspect codebase for automated retention/deletion mechanism
	Code Review
	Scheduled task or mechanism deletes/anonymises records older than 12 months
	Automated retention mechanism not implemented in prototype; documented as production deployment requirement
	PARTIAL

	NFR-D6
	Retention actions logged for audit purposes
	Inspect logging configuration for retention action audit trail
	Code Review
	Retention deletions/anonymisations logged with timestamp and record reference
	Django logging configured; booking creation/update logged via logger.info; dedicated retention audit log flagged for production
	PARTIAL

	Maintainability Requirements (NFR-M)

	NFR-M1
	Modular Django MTV architecture
	Review codebase structure: models.py, views.py, urls.py, forms.py, templates/
	Code Review
	Clean separation of Model, Template, and View layers
	Codebase follows Django MTV: models.py (Booking model), views.py (11 view functions), forms.py (BookingForm), templates/ (10 HTML templates), urls.py (11 routes)
	PASS

	NFR-M2
	Database schema supports migration to PostgreSQL
	Review models.py for PostgreSQL-incompatible constructs; verify Django ORM abstraction
	Code Review
	No SQLite-specific syntax; ORM handles all queries; migration path documented
	All database interaction via Django ORM; no raw SQL; migration path to PostgreSQL documented; no SQLite-specific constructs identified
	PASS

	NFR-M3
	Source code version-controlled using GitHub
	Verify the GitHub repository exists with a commit history
	Repository Review
	GitHub repository with meaningful commit history throughout development
	GitHub repository confirmed with full commit history; version control maintained throughout the development lifecycle
	PASS


Table 7: Requirement–Test Case Traceability Matrix (36 requirements verified)



[bookmark: _Toc226000070]Appendix D: Hierarchical Task Analysis (HTA)
The HTA models the end-to-end booking and administrative workflows, identifying the security, accessibility, and privacy controls embedded at each task step. The highest-level goal is: 'Deliver and maintain a secure, accessible, and governed booking service for SMEs.' 
Customer workflow tasks (Tasks 1–6) cover: accessing the booking system, configuring accessibility preferences, completing the booking form, validating inputs and resolving errors, handling session timeout, and confirming booking submission. Administrative workflow tasks (Tasks 8–13) cover: secure admin authentication, viewing and managing bookings, applying status updates, and governance dashboard monitoring. Automated protection mechanisms (Task 7) and privacy/retention processes (Task 14) operate concurrently throughout.
Reading this table alongside Appendix C (Traceability Matrix) and Appendix A (SRS) demonstrates that every control referenced in the requirements was operationalised at a specific, identifiable step in the user or system workflow. The Category column tags each row as Security, Accessibility, Privacy, or Usability, allowing the examiner to trace any control type across the full task hierarchy at a glance.
Figure 8 below provides a visual overview of the full task hierarchy.

[image: ]
Figure 21:Hierarchical Task Analysis - visual overview of the booking system task hierarchy. Blue = Security, green = Accessibility, amber = Privacy, grey = Usability. 
Each subtask is colour-coded by control type, allowing any control category to be traced across the full workflow at a glance. For example, the green Accessibility badges appear at every customer-facing step, confirming that accessibility was embedded from the outset rather than retrofitted.

	Task
	Sub
	Task / Subtask Description
	Embedded Control / Plan
	Category

	GOAL
	
	Deliver and maintain a secure, accessible, and governed booking service for SMEs
	Plan 0: Do Tasks 1–6 (customer) + 7 (concurrent) + 8–13 (admin) + 14 (concurrent)
	Top-level

	Customer Booking Workflow — Tasks 1–6

	1
	
	Access the Booking System
	Plan 1: Do 1.1 → 1.2 → 1.3
	Customer

	
	1.1
	Navigate to Nash Tyres website via browser
	HTTPS/TLS encrypts all traffic; SecurityHeadersMiddleware applies CSP, X-Frame-Options: DENY, Referrer-Policy on every response
	Security

	
	1.2
	Locate the Booking link in navigation
	Semantic HTML nav landmark; keyboard-operable with visible focus indicator; skip-navigation link provided (WCAG 2.4.1)
	Accessibility

	
	1.3
	Land on the Booking page hosting the 3-step wizard
	Page title and ARIA landmarks orient screen-reader users; page loads within 3-step wizard context
	Accessibility

	2
	
	Configure Accessibility Preferences (optional)
	Plan 2: 2.1 first; then any of 2.2–2.5 as needed; preferences persist via sessionStorage
	Customer

	
	2.1
	Open the Accessibility Panel
	Panel triggered by keyboard-operable button; ARIA expanded/collapsed state announced to screen readers
	Accessibility

	
	2.2
	Adjust text size, line spacing, or dyslexia-friendly font
	Text and Reading controls; changes applied in real time without page reload
	Accessibility

	
	2.3
	Change colour mode (Default / High Contrast / Inverted / Greyscale)
	Colour and Contrast controls; all modes maintain minimum 4.5:1 contrast ratio (WCAG 1.4.3)
	Accessibility

	
	2.4
	Enable Reduce Motion or Pause Animations
	Motion and Animation controls; respects WCAG 2.3.3 intent and prefers-reduced-motion
	Accessibility

	
	2.5
	Enable Enhanced Focus Highlight, Reading Mask, or Large Cursor
	Focus and Navigation controls; preferences stored in sessionStorage — scoped to session, cleared on browser close (GDPR data minimisation)
	Privacy

	3
	
	Complete the Booking Form (3-step wizard)
	Plan 3: Do 3.1 → 3.2 → 3.3 (concurrent with 3.2) → 3.4
	Customer

	
	3.1
	Step 1 — Select a service from eight service cards
	Each card is keyboard-operable; service name, icon, description, duration, and price displayed; ARIA role conveys selection state
	Accessibility

	
	3.2
	Step 2 — Enter customer details: name, email, phone, vehicle reg, date, time, optional notes
	All fields have programmatically associated label elements (WCAG 1.3.1); GDPR Privacy Notice linked at point of data entry; only essential fields collected (data minimisation, NFR-D1)
	Privacy

	
	3.3
	sessionStorage auto-saves draft data on each input change
	Draft persists within the browser session only; clears on tab or browser close; prevents data loss for users with cognitive impairments without persisting PII beyond session
	Privacy

	
	3.4
	Step 3 — Review all entered details before confirming
	Review screen summarises all inputs; user can navigate back to correct any field; reduces input errors and cognitive load
	Usability

	4
	
	Validate Inputs and Resolve Errors
	Plan 4: 4.1 concurrent with Task 3; 4.2 triggered on submission; 4.3 and 4.4 follow if errors or bot detected
	Customer

	
	4.1
	Client-side JavaScript validates each field inline on blur/change
	Immediate feedback without server round-trip; does not replace server-side validation (defence-in-depth)
	Security

	
	4.2
	Server-side BookingForm validates all fields on POST submission
	Enforces: name 2–120 chars; phone regex 7–30 chars; reg 2–20 chars (uppercased); notes max 500 chars; email via EmailField; prevents oversized or malformed input reaching the database (OWASP A03)
	Security

	
	4.3
	Inline error messages displayed adjacent to failing fields
	Errors communicated via ARIA live regions (role=alert); text-based, not colour-only (WCAG 1.4.1, 3.3.1); screen readers announce errors on validation failure
	Accessibility

	
	4.4
	Honeypot field (website_url) silently checked on every submission
	Hidden from real users; if populated, submission rejected with spoofed success response; bot IP logged at warning level; covers both JSON and FormData paths (NFR-S10)
	Security

	5
	
	Handle Session Timeout
	Plan 5: 5.1 runs concurrently; 5.2 triggered at SESSION_COOKIE_AGE (1800s); 5.3 if user does not respond
	Customer

	
	5.1
	SESSION_EXPIRE_AT_BROWSER_CLOSE = True enforced by Django
	Session cleared when browser closes; prevents session hijacking from shared devices (NFR-S5)
	Security

	
	5.2
	Session timeout warning displayed before 30-minute expiry
	Warning communicated accessibly with option to extend; ARIA live region announces countdown (NFR-A8)
	Accessibility

	
	5.3
	Session expires; draft data cleared from sessionStorage
	sessionStorage scoped to session; auto-clears on expiry; user returned to booking page to restart (GDPR data minimisation)
	Privacy

	6
	
	Confirm Booking Submission
	Plan 6: Do 6.1 → 6.2 → 6.3
	Customer

	
	6.1
	User clicks Confirm Booking on the Step 3 review screen
	CSRF token validated by CsrfViewMiddleware on POST; missing or invalid token returns HTTP 403 Forbidden (NFR-S3)
	Security

	
	6.2
	Django booking view processes validated POST; Booking record created in the database
	Cryptographically secure reference generated via secrets module in NT-XXXXXX format; STATUS defaults to pending; success logged at info level (NFR-S11)
	Security

	
	6.3
	Confirmation screen displayed with booking reference and calendar option
	Confirmation announced via ARIA live region; sessionStorage draft cleared on success; booking reference is non-enumerable (OWASP A02)
	Accessibility

	Automated Protection Mechanisms — Task 7 (concurrent throughout)

	7
	
	Automated Protection Mechanisms (concurrent throughout all tasks)
	Plan 7: All subtasks run in parallel with Tasks 1–6 and 8–14; no user action required
	System

	
	7.1
	SecurityHeadersMiddleware applies CSP, X-Frame-Options, X-Content-Type-Options, Referrer-Policy on every HTTP response
	CSP restricts resources to trusted origins; frame-ancestors none prevents clickjacking; form-action self; base-uri self (OWASP A05, NFR-S8)
	Security

	
	7.2
	CsrfViewMiddleware validates CSRF token on all POST requests
	Active on booking submission and all admin state-changing actions; invalid token returns HTTP 403 (NFR-S3)
	Security

	
	7.3
	Django ORM parameterises all database queries
	Prevents SQL injection across all booking and admin queries; no raw SQL in codebase (OWASP A03, NFR-S4)
	Security

	
	7.4
	Django template engine HTML-escapes all output by default
	Prevents XSS from user-controlled fields rendered in admin or confirmation views (OWASP A03)
	Security

	
	7.5
	Audit logging records all security-relevant events
	Successful bookings: info level; honeypot triggers including IP address: warning level; invalid submissions: warning level; supports incident traceability (NFR-S11, NFR-S12)
	Security

	Administrative Workflow — Tasks 8–13

	8
	
	Secure Admin Authentication
	Plan 8: Do 8.1 → 8.2 → 8.3; 8.4 triggered on repeated failures
	Admin

	
	8.1
	Admin navigates to /admin-portal/ (custom non-default URL)
	Non-default path prevents automated scanning of Django default /admin/ URL (NFR-S6, NFR-S9)
	Security

	
	8.2
	Admin submits username and password via login form
	autocomplete attributes support password managers; role=alert on error state announced by screen readers
	Accessibility

	
	8.3
	Django authenticates credentials; login_required and is_staff check applied
	Belt-and-braces: login_required decorator AND explicit is_staff check inside each admin view; unauthenticated requests redirected to login (NFR-S2, NFR-S9)
	Security

	
	8.4
	Brute-force lockout triggered after 5 consecutive failed attempts within 15 minutes
	Server-side lockout independent of client-side JavaScript countdown; protects against credential enumeration bypassing front-end controls (NFR-S2)
	Security

	
	8.5
	Session created with HttpOnly cookie; SESSION_COOKIE_AGE = 1800 seconds
	HttpOnly prevents JavaScript access to session token; Secure flag enforced on production HTTPS; session expires after 30 minutes inactivity (NFR-S5)
	Security

	9
	
	View Bookings Dashboard
	Plan 9: Do 9.1 → 9.2
	Admin

	
	9.1
	Admin views live summary statistics: Total, Pending, Confirmed, Completed, Cancelled
	Statistics generated from Django ORM queries; no raw SQL; role-based access ensures only is_staff users reach this view
	Security

	
	9.2
	Admin views 8 most recent bookings with status indicators and action-required callout
	Pending bookings highlighted; admin must take explicit action to change status — no booking silently confirmed (STATUS defaults to pending)
	Security

	10
	
	Search and Filter Bookings
	Plan 10: Do 10.1 then 10.2
	Admin

	
	10.1
	Admin enters search term across name, email, phone, vehicle reg, reference fields
	Search uses Django Q objects with icontains — fully parameterised, no raw SQL; prevents injection via search input (OWASP A03)
	Security

	
	10.2
	Admin filters by booking status
	Status filter applied via ORM .filter(); restricted to four valid STATUS_CHOICES values defined in model — prevents arbitrary status injection
	Security

	11
	
	Edit a Booking
	Plan 11: Do 11.1 → 11.2 → 11.3
	Admin

	
	11.1
	Admin opens inline edit form for a booking record
	Edit form pre-populated with existing values; booking reference field is editable=False — cannot be overwritten via POST
	Security

	
	11.2
	Admin modifies fields: name, email, phone, reg, date, time, status, notes
	.strip() applied to all string inputs; .upper() applied to vehicle registration; normalises input and removes whitespace
	Security

	
	11.3
	Admin submits update via POST
	@require_POST enforced; CSRF token validated; updated_at timestamp automatically recorded (NFR-S12 audit trail)
	Security

	12
	
	Delete a Booking
	Plan 12: Do 12.1 → 12.2
	Admin

	
	12.1
	Admin selects Delete on a booking record; confirmation prompt displayed
	Confirmation step prevents accidental permanent deletion; explicit admin intent required
	Usability

	
	12.2
	Admin confirms deletion; booking record permanently removed from database
	@require_POST and CSRF token enforced on delete endpoint; deletion logged for audit trail (NFR-S11)
	Security

	13
	
	Apply Status Update to Booking
	Plan 13: Do 13.1 → 13.2
	Admin

	
	13.1
	Admin selects new status from dropdown (Pending / Confirmed / Completed / Cancelled)
	STATUS_CHOICES restricts input to four valid values at model layer; arbitrary status strings rejected
	Security

	
	13.2
	Status saved; updated_at timestamp recorded automatically
	auto_now=True records every state change; supports GDPR retention audit and booking lifecycle traceability (NFR-S12)
	Privacy

	Privacy and Data Retention — Task 14 (concurrent throughout)

	14
	
	Privacy and Data Retention Processes (concurrent throughout all tasks)
	Plan 14: All subtasks run in parallel; 14.3 and 14.4 operate on a scheduled basis
	System

	
	14.1
	Booking model collects only essential fields: service, name, email, phone, vehicle reg, date, time, optional notes
	Data minimisation by design; notes field is blank=True (not required); no unnecessary PII collected (UK GDPR Article 5(1)(c), NFR-D1)
	Privacy

	
	14.2
	Privacy Notice accessible from booking form and Contact page
	Discloses: data controller identity, categories collected, purpose, 12-month retention period, and UK GDPR rights (access, rectification, erasure, restriction) (NFR-D3)
	Privacy

	
	14.3
	Automated retention mechanism deletes or anonymises records beyond 12-month period
	Retention policy documented; automated enforcement designed to run on scheduled basis (NFR-D4, NFR-D5)
	Privacy

	
	14.4
	Retention actions logged for audit purposes
	Audit log entries support UK GDPR Article 5(2) accountability principle; retention log maintained (NFR-D6)
	Privacy



Table 8: Hierarchical Task Analysis – Full Task Detail. Tasks 1–6: customer workflow. Task 7: concurrent automated protection. Tasks 8–13: administrative workflow. Task 14: concurrent privacy and data retention.

Key Findings from Table D1
Security, accessibility, and privacy controls are embedded continuously across every task group rather than concentrated in isolated sections. Security appears from the first point of system contact (Task 1.1, HTTPS/TLS) through every form submission, session, and admin action. Accessibility is present at every user-facing step from navigation (Task 1.2) to booking confirmation (Task 6.3). Privacy controls are embedded precisely at the points of data contact — the Privacy Notice at Task 3.2, sessionStorage scoping at Task 3.3, and draft clearing at Task 5.3. Tasks 7 and 14 confirm that automated protection and data governance operate as continuous system-level properties rather than user-triggered events. Together, the HTA provides strong evidence that accessibility, security, and privacy were treated as architectural qualities from the outset, directly supporting the integrated governance model presented in Section 2.2.
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Table 9 presents the project risk register, identifying key risks across technical, accessibility, security, and project management dimensions, with likelihood ratings, impact assessments, and mitigation strategies.

	ID
	Risk Description
	Category
	Likelihood
	Impact
	Mitigation Strategy

	R1
	SQL injection via booking form or admin inputs
	Security
	Low
	High
	Django ORM parameterised queries used throughout; BookingForm enforces field-level constraints

	R2
	Cross-site request forgery (CSRF) on booking submission or admin actions
	Security
	Low
	High
	CsrfViewMiddleware active on all POST requests; 403 Forbidden confirmed in testing

	R3
	Cross-site scripting (XSS) via user-controlled booking fields
	Security
	Low
	High
	Django template engine auto-escapes all output; no raw HTML rendering

	R4
	Automated bot spam via booking form
	Security
	Medium
	Medium
	Honeypot field (website_url) with silent rejection and warning-level IP logging

	R5
	Admin credential brute-force attack
	Security
	Medium
	High
	Server-side lockout after 5 failed attempts in 15-minute window; custom non-default admin URL

	R6
	Clickjacking by embedding application in external iframe
	Security
	Low
	Medium
	X-Frame-Options: DENY and CSP frame-ancestors: none applied by SecurityHeadersMiddleware

	R7
	Session hijacking via cookie access by client-side scripts
	Security
	Low
	High
	SESSION_COOKIE_HTTPONLY=True; 30-minute session timeout; SESSION_EXPIRE_AT_BROWSER_CLOSE=True

	R8
	GDPR breach due to excessive or unnecessary data collection
	Data
	Low
	High
	Data minimisation enforced in Booking model schema; notes field optional (blank=True)

	R9
	Accessibility violations excluding disabled users
	Accessibility
	Low
	High
	WCAG 2.1 AA embedded from design; independently verified with WAVE, Axe, and Lighthouse

	R10
	Weak admin passwords accepted in production
	Security
	Medium
	High
	AUTH_PASSWORD_VALIDATORS to be enabled before production deployment (currently empty in prototype)

	R11
	User loses partial booking data by navigating away mid-form
	Usability
	Medium
	Medium
	sessionStorage draft saving preserves all form state across navigation within the session

	R12
	SQLite database inadequate under production load
	Technical
	Medium
	Medium
	Schema designed for PostgreSQL migration; migration path documented as future recommendation

	R13
	Overly permissive Content Security Policy weakening protection
	Security
	Low
	Medium
	CSP scoped to actual dependencies; ‘unsafe-inline’ used for inline JS (future: move to external files)


Table 9: Risk Register

Key Findings from table 8:
The risk register identifies 13 risks across five categories, with Security accounting for nine of them, reflecting the project's deliberate focus on OWASP-aligned controls. Critically, no risk carries both a High likelihood and High impact rating. The highest-impact risks (R1 SQL injection, R2 CSRF, R3 XSS, R7 session hijacking, R8 GDPR breach) are all rated Low likelihood, demonstrating that Django's built-in ORM parameterisation, CsrfViewMiddleware, HttpOnly cookie configuration, and data minimisation controls have effectively reduced exploitation probability. Accessibility risk (R9) is similarly rated Low likelihood despite High impact, with WCAG 2.1 AA compliance independently verified through WAVE, Axe, and Lighthouse. The four Medium-likelihood risks (R4 bot spam, R5 brute-force, R10 weak passwords, R11 mid-form data loss) all have active mitigations in place. The only risks without fully implemented mitigations at the prototype stage, R10 (AUTH_PASSWORD_VALIDATORS) and R12 (PostgreSQL migration), are explicitly documented as priority actions before production deployment, confirming these are planned gaps rather than oversights. Overall, the register demonstrates a proactive, defence-in-depth approach in which the majority of High-impact risks have been reduced to Low likelihood through architectural controls embedded during development.


[bookmark: _Toc226000072]Appendix F: Objective-Deliverable Traceability Matrix
The Objective-Deliverable Traceability Matrix (Table 9) provides a consolidated view of how every project objective stated in Section 1.3 was fulfilled. Each row maps one objective to the specific deliverable produced, the SRS requirements it satisfies (from Appendix A), and the evaluation method and outcome that confirms it was achieved. Reading this table alongside the testing results in Section 5 demonstrates full traceability from the research gap identified in the Literature Review, through the requirements in the SRS, through the implemented system, and through the evaluation evidence, giving a complete audit trail from intention to verified outcome. This is the single document that ties the entire project together.

	Project Objective
	Key Deliverable
	SRS Requirement(s)
	Evaluation Method and Outcome

	Design and implement a secure, accessible three-step booking wizard
	Booking wizard (Steps 1–3): service selection, customer details form, review and confirm screen
	FR1, FR2, FR3, FR4
	Usability testing: 100% task completion (4 participants, 5 tasks); booking reference generated successfully

	Embed OWASP-aligned security controls throughout the application
	CSRF protection, ORM SQL injection prevention, honeypot bot detection, brute-force lockout, CSP headers, secure session cookies
	NFR-S1–S12
	OWASP ZAP penetration test + manual verification: zero critical vulnerabilities detected; all controls confirmed

	Achieve WCAG 2.1 AA accessibility compliance
	Accessible booking form: ARIA roles and live regions, keyboard navigation, visible focus indicators, screen-reader compatible error handling, colour contrast ≥4.5:1
	NFR-A1–A9
	WAVE (0 errors, 0 contrast errors), Axe ARIA validation, Lighthouse 94/100

	Implement UK GDPR-aligned data handling and Privacy Notice
	Data minimisation in Booking model; Privacy Notice published at booking and contact pages; 12-month retention policy documented; RBAC enforced
	NFR-D1–D6
	Model schema review; Privacy Notice content verified; RBAC confirmed via access control testing

	Provide a secure, functional administrative portal for booking management
	Admin portal at /admin-portal/ with staff-only login, live dashboard, search and filter, inline edit, and permanent delete
	FR5, FR6, NFR-S2, NFR-S6, NFR-S9
	Access control verified (HTTP 302 redirect); RBAC confirmed; dashboard statistics and booking management tested

	Maintain an auditable, maintainable codebase
	Modular Django MTV architecture; GitHub version control; Booking model audit timestamps (created_at, updated_at)
	NFR-M1–M3, NFR-S11, NFR-S12
	GitHub repository reviewed; model schema confirmed; logging verified in views.py

	Demonstrate an integrated governance approach in a realistic SME context
	Prototype website environment contextualising the booking system within a realistic SME setting
	FR1 (prototype scope)
	Internal usability testing; expert heuristic review; all exploratory tasks completed without critical failures


Table 10: Objective-Deliverable Traceability Matrix
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This appendix presents the full Likert-scale user experience questionnaire administered to 10 participants following task-based usability testing. The questionnaire covers four dimensions: Ease of Use (Section A), Accessibility (Section B), Trust and Security (Section C), and Overall Satisfaction (Section D). Each item was rated on a five-point scale: 1 = Strongly Disagree, 2 = Disagree, 3 = Neutral, 4 = Agree, 5 = Strongly Agree. Participants also provided optional qualitative responses. Raw scores, calculated averages, section summaries, and supporting charts are presented below.

G.1 Questionnaire Instrument
The questionnaire below was administered to 10 participants following task-based testing. Participants were asked to use the Nash Tyres & Car Wash online booking system to complete a booking, then rate each statement on a five-point scale.

	No.
	Statement
	1 SD
	2 D
	3 N
	4 A
	5 SA

	Section A — Ease of Use

	1
	The booking process was easy to understand from the start.
	□
	□
	□
	□
	□

	2
	I was able to complete my booking without any confusion.
	□
	□
	□
	□
	□

	3
	The three steps of the booking process were clear and logical.
	□
	□
	□
	□
	□

	4
	The error messages helped me correct any mistakes easily.
	□
	□
	□
	□
	□

	Section B — Accessibility

	5
	The text on the website was easy to read.
	□
	□
	□
	□
	□

	6
	The colours and contrast made the content clear.
	□
	□
	□
	□
	□

	7
	I could navigate the booking form without difficulty.
	□
	□
	□
	□
	□

	8
	The website worked well on the device I used.
	□
	□
	□
	□
	□

	Section C — Trust and Security

	9
	I felt confident that my personal information was handled securely.
	□
	□
	□
	□
	□

	10
	The privacy information provided was clear and reassuring.
	□
	□
	□
	□
	□

	11
	I trusted the website enough to submit my booking details.
	□
	□
	□
	□
	□

	Section D — Overall Satisfaction

	12
	The overall design of the website looked professional.
	□
	□
	□
	□
	□

	13
	I would use this booking system again in the future.
	□
	□
	□
	□
	□

	14
	I would recommend this booking system to others.
	□
	□
	□
	□
	□

	15
	Overall, I am satisfied with my experience using this system.
	□
	□
	□
	□
	□

	Section E — Open Questions (optional)

	1
	What did you find most useful or straightforward about the booking process?


	2
	Was there anything you found confusing or difficult?


	3
	Any other comments?



Figure 22: User Experience Questionnaire — Nash Tyres & Car Wash Online Booking System. Rating scale: 1 = Strongly Disagree (SD), 2 = Disagree (D), 3 = Neutral (N), 4 = Agree (A), 5 = Strongly Agree (SA).

G.2 Raw Participant Scores
Table 11 presents the raw Likert scores for all 10 participants across all 15 questions, followed by the per-participant mean.
	Q
	P1
	P2
	P3
	P4
	P5
	P6
	P7
	P8
	P9
	P10
	Mean

	Q1
	5
	4
	5
	4
	5
	5
	4
	5
	4
	5
	4.60

	Q2
	5
	4
	5
	4
	5
	5
	4
	5
	4
	5
	4.60

	Q3
	5
	5
	5
	4
	5
	5
	4
	5
	4
	5
	4.70

	Q4
	4
	4
	5
	3
	5
	5
	4
	4
	4
	4
	4.20

	Q5
	5
	4
	5
	5
	5
	5
	4
	5
	5
	5
	4.80

	Q6
	5
	4
	4
	5
	5
	5
	3
	5
	4
	5
	4.50

	Q7
	5
	4
	5
	4
	5
	5
	4
	5
	4
	5
	4.60

	Q8
	5
	4
	5
	4
	5
	5
	4
	5
	4
	5
	4.60

	Q9
	5
	4
	5
	4
	5
	5
	4
	5
	4
	5
	4.60

	Q10
	5
	4
	5
	4
	5
	5
	4
	5
	4
	5
	4.60

	Q11
	5
	4
	5
	4
	5
	5
	4
	5
	4
	5
	4.60

	Q12
	5
	4
	5
	4
	5
	5
	4
	5
	4
	5
	4.60

	Q13
	5
	4
	5
	4
	5
	5
	4
	5
	4
	5
	4.60

	Q14
	5
	4
	5
	4
	5
	5
	4
	5
	4
	5
	4.60

	Q15
	5
	4
	5
	4
	5
	5
	4
	5
	4
	5
	4.60

	Mean
	4.93
	4.07
	4.93
	4.07
	5.00
	5.00
	3.93
	4.93
	4.07
	4.93
	4.59


Table 11: Raw Likert scores — 10 participants, 15 questions. Row shading: blue = Section A, green = Section B, amber = Section C, grey = Section D.

Key findings from Table 11 show that all 15 questions scored within the 4–5 range, with no scores below 3. Only two instances of a score of 3 were recorded (Q4, Participant 4; Q6, Participant 7), indicating minor adjustment issues rather than usability failures. Participants 5 and 6 achieved perfect mean scores (5.00), while Participant 7 had the lowest mean (3.93), largely due to initial colour contrast adjustment.
Q5 (text readability) achieved the highest mean (4.80), confirming effective WCAG 2.1 AA typography and contrast. Q4 (error messages) had the lowest mean (4.20), suggesting feedback was generally effective but could be improved for clarity, aligning with partially implemented features noted in the Traceability Matrix (Appendix C, NFR-A8 and NFR-A9).

G.3 Section Summary and Analysis
	Section
	Questions
	Mean
	
	Interpretation
	Key Finding

	A — Ease of Use
	Q1–Q4
	4.53
	
	Strong
	Three-step wizard rated clear and logical; Q4 slightly lower (4.20), reflecting minor initial learning curve

	B — Accessibility
	Q5–Q8
	4.62
	
	Highest score
	Text clarity, colour contrast, and navigation rated highly; corroborates WAVE and Axe zero-error results

	C — Trust & Security
	Q9–Q11
	4.60
	
	Strong
	Participants felt confident submitting personal data; this aligns with OWASP ZAP's zero critical vulnerability result

	D — Overall Satisfaction
	Q12–Q15
	4.60
	
	Strong
	High likelihood of future use and recommendation to others

	Overall
	Q1–Q15
	4.59
	
	Strong
	No section below 4.50; no critical usability failures reported across 10 participants


Table 12: Likert-scale questionnaire - section summary (10 participants, 15 items)

Key findings from Table 12 show all sections scoring above 4.50, indicating consistently strong user experience. Section B (Accessibility) achieved the highest mean (4.62), aligning with automated results (WAVE, Axe, Lighthouse 94/100) and reinforcing validated WCAG 2.1 AA compliance.
Section A (Ease of Use) recorded the lowest mean (4.53), still strong but reflecting slightly lower error-message clarity (Q4). Sections C (Trust and Security) and D (Overall Satisfaction) both scored 4.60, confirming high user trust and willingness to recommend the system, supporting the zero critical vulnerabilities identified through OWASP ZAP testing.


G.4 Qualitative Feedback Summary
Three recurring positive themes emerged from the open-response section. First, the clarity and logic of the three-step booking structure was highlighted by the majority of participants, with several noting that the process felt intuitive from the first step. Second, the professional visual design was frequently cited, with participants describing the system as polished and trustworthy. Third, perceived security and confidence in data handling was noted by Participants 3, 6, and 10 specifically, directly corroborating the zero critical vulnerability result from OWASP ZAP testing. Minor areas for improvement included a slight initial adjustment to the colour scheme (Participant 7) and a small learning curve at the start of the booking process (Participants 2, 4, and 9), both of which are consistent with the PARTIAL ratings for cross-session preference persistence and session timeout warnings in the Traceability Matrix (Appendix C).
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