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Global supply chains have become increasingly interconnected over the last two decades as organisations seek lower production costs, access to specialised suppliers and improved operational efficiency (Christopher, 2023). While globalisation has enabled manufacturers to improve competitiveness, it has also increased exposure to operational disruptions that extend far beyond individual organisations. Recent events, including the COVID-19 pandemic, the global semiconductor shortage, the blockage of the Suez Canal and increasing geopolitical instability, demonstrated that disruptions affecting a single supplier or transport route can rapidly spread throughout an international supply network (Ivanov and Dolgui, 2021; World Economic Forum, 2024). These events have shifted both academic and industrial attention from supply chain efficiency towards supply chain resilience, highlighting the need for organisations to balance cost reduction with operational flexibility.
The automotive industry represents one of the most complex examples of international supply chain management because vehicle manufacturers depend on thousands of interconnected suppliers located across multiple continents. Toyota Motor Corporation provides an appropriate case study due to the scale of its global operations and its long-standing reputation for operational excellence. The company's Toyota Production System (TPS), supported by Lean manufacturing and Just-in-Time (JIT) production, has become an international benchmark for reducing waste and improving productivity (Toyota Motor Corporation, 2024). Nevertheless, the same practices that have delivered significant competitive advantages have also increased vulnerability to disruptions when critical components or logistics networks become unavailable. The semiconductor shortage, for example, demonstrated that highly synchronised production systems may struggle to absorb prolonged interruptions despite sophisticated supplier relationships (Ivanov, 2021).
This report critically analyses Toyota's international supply chain using Failure Mode and Effects Analysis (FMEA) to identify and prioritise the most significant operational risks. Building upon the findings of the FMEA, the report evaluates six strategies that could improve supply chain resilience while recognising the trade-offs between operational efficiency, financial performance and long-term sustainability. Rather than proposing a single solution, the discussion argues that resilience should be viewed as a dynamic organisational capability requiring continuous adaptation as global risks evolve.
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Toyota Motor Corporation operates one of the world's largest and most sophisticated automotive supply chains, manufacturing vehicles across Asia, Europe, North America and other international markets. The company's production network relies on thousands of suppliers, logistics providers, distribution centres and manufacturing plants working together to deliver components at the required quality, quantity and time. Unlike many organisations that compete primarily through price, Toyota has traditionally built its competitive advantage around operational excellence, long-term supplier relationships and continuous improvement through the Toyota Production System (TPS) (Toyota Motor Corporation, 2024; Christopher, 2023).
A defining characteristic of Toyota's supply chain is its multi-tier supplier structure. Tier 1 suppliers provide complete assemblies, including braking systems, engines, electronic modules and vehicle interiors, while Tier 2 and Tier 3 suppliers manufacture specialist components and raw materials such as semiconductors, aluminium, steel and battery minerals. This layered structure allows Toyota to benefit from supplier specialisation, economies of scale and technological innovation. However, it also increases operational complexity because disruptions occurring several stages upstream may remain undetected until they affect final vehicle production (Ivanov and Dolgui, 2021). The growing dependence on lower-tier suppliers has therefore become one of the most significant challenges facing global automotive manufacturers.
Despite these strengths, recent global disruptions have exposed important limitations within highly synchronised production systems. The COVID-19 pandemic, followed by the global semiconductor shortage, resulted in temporary production suspensions across the automotive sector as manufacturers struggled to obtain critical electronic components (Ivanov, 2021). Although Toyota initially managed these disruptions more effectively than several competitors due to lessons learned following the 2011 Tōhoku earthquake, prolonged shortages demonstrated that resilience cannot depend solely on efficient inventory management or strong supplier relationships (Toyota Motor Corporation, 2024). When essential components are sourced from a limited number of specialist manufacturers, even well-established procurement strategies become vulnerable to global supply constraints.
The international nature of Toyota's operations creates additional challenges beyond manufacturing. Components frequently travel through multiple countries before reaching assembly plants, making production dependent upon shipping companies, ports, road freight operators, rail infrastructure and customs procedures. Disruptions such as the blockage of the Suez Canal, extreme weather events, geopolitical tensions and changing international trade policies have demonstrated that logistics networks can become major sources of operational risk (World Economic Forum, 2024). While global sourcing enables Toyota to reduce production costs and access specialist expertise, it also extends lead times and increases exposure to events that remain largely outside the company's direct control.
Another emerging challenge is digital dependency. Modern supply chains increasingly rely on Enterprise Resource Planning (ERP) systems, cloud computing, artificial intelligence and real-time data sharing to coordinate purchasing, manufacturing and logistics activities. These technologies improve visibility and support faster decision-making but simultaneously increase exposure to cyber threats affecting both Toyota and its suppliers (Ivanov and Dolgui, 2021). Consequently, supply chain resilience now depends not only on physical infrastructure and supplier performance but also on the security and reliability of digital information systems.
Overall, Toyota's international supply chain demonstrates that operational efficiency and supply chain resilience are not always complementary objectives. Lean manufacturing, global sourcing and long-term supplier partnerships have delivered considerable competitive advantages over several decades. Nevertheless, recent disruptions indicate that strategies designed primarily to maximise efficiency may reduce organisational flexibility when unexpected events occur. This does not suggest that Toyota should abandon the Toyota Production System. Instead, it highlights the need to adapt established operational practices to an increasingly uncertain global environment. The following Failure Mode and Effects Analysis (FMEA) identifies the most significant risks affecting Toyota's supply chain and provides the foundation for evaluating strategies that could improve its long-term resilience.
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[bookmark: _Toc235917964]3.1 Overview of Failure Mode and Effects Analysis
Failure Mode and Effects Analysis (FMEA) is a proactive risk assessment methodology used to identify potential failures before they disrupt organisational performance. Originally developed within the aerospace industry and later adopted extensively by the automotive sector, FMEA enables organisations to evaluate where failures may occur, assess their potential consequences and prioritise corrective actions according to risk severity (Stamatis, 2019). Unlike reactive risk management approaches, which focus on responding after failures occur, FMEA encourages organisations to anticipate vulnerabilities and implement preventative measures before operational performance is affected (Heizer, Render and Munson, 2023).
The methodology evaluates each potential failure mode using three criteria: Severity (S), Occurrence (O) and Detection (D). Severity measures the impact of a failure on organisational performance; Occurrence estimates the probability of the failure taking place and Detection evaluates the likelihood that existing controls will identify the problem before it affects operations. These three values are multiplied to produce the Risk Priority Number (RPN), allowing organisations to rank risks and allocate resources towards those presenting the greatest operational threat (Stamatis, 2019).
FMEA is particularly suitable for Toyota because its international supply chain consists of thousands of suppliers, multiple logistics providers and manufacturing facilities operating across different geographical regions. This complexity increases the number of potential disruption points while making it difficult for managers to identify which risks require immediate attention. A structured assessment allows Toyota to distinguish between lower-impact operational issues and failures capable of causing significant interruptions to vehicle production (Christopher, 2023).
Despite its widespread use, FMEA has several recognised limitations. The methodology depends heavily on expert judgement when assigning Severity, Occurrence and Detection scores, meaning different assessors may produce different RPN values for the same risk. Furthermore, traditional FMEA evaluates risks individually and may not fully capture the interconnected nature of global supply chains where one disruption can trigger multiple cascading failures across suppliers, logistics networks and manufacturing facilities (Ivanov and Dolgui, 2021). Consequently, the findings should be viewed as a decision-support tool rather than an exact prediction of future disruptions.
Nevertheless, FMEA remains one of the most appropriate techniques for analysing Toyota's supply chain because it provides a systematic framework for identifying, prioritising and mitigating operational risks. The following assessment focuses on six failure modes that have significantly affected the automotive industry in recent years and provides the foundation for evaluating practical strategies capable of improving Toyota's long-term supply chain resilience.
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3.3 Discussion of FMEA Findings
The FMEA demonstrates that semiconductor shortages represent the greatest operational risk to Toyota's international supply chain, with an RPN of 560. This reflects the exceptionally high severity of electronic component shortages within modern vehicle manufacturing, where a single missing semiconductor can prevent the completion of an entire vehicle. The disruption experienced by the automotive industry between 2020 and 2023 illustrated how dependence on a relatively small number of specialist chip manufacturers created production bottlenecks across global markets (Ivanov, 2021). Although Toyota entered the crisis with greater inventory resilience than many competitors following lessons learned from the 2011 Tōhoku earthquake, prolonged shortages still resulted in production constraints, demonstrating that inventory alone cannot eliminate systemic supply risk.
The second highest risk concerns single-source supplier dependency, with an RPN of 378. Toyota has historically developed long-term relationships with suppliers, allowing close collaboration, improved quality and continuous process improvement. While these partnerships have contributed significantly to operational efficiency, they may also reduce organisational flexibility when alternative suppliers are unavailable. Excessive dependence on a single supplier increases exposure to financial failure, geopolitical instability and operational disruptions occurring outside Toyota's direct control. Recent research suggests that supplier diversification has become increasingly important as supply chains become more globally interconnected and vulnerable to external shocks (Christopher, 2023).
Global logistics disruption represents the third most significant risk. International automotive supply chains depend upon ports, shipping companies, rail freight, road transport and customs procedures operating efficiently across multiple countries. Events such as the COVID-19 pandemic, congestion at major ports and the blockage of the Suez Canal demonstrated how disruptions within transport networks can rapidly affect manufacturing schedules worldwide (World Economic Forum, 2024). Although Toyota works with multiple logistics providers, increasing geopolitical uncertainty means that greater visibility across transport networks and more flexible routing strategies are becoming essential.
Cybersecurity has emerged as another critical area of concern. As Toyota continues to digitalise procurement, manufacturing and logistics operations, operational performance increasingly depends on the availability, integrity and security of information systems. Cyberattacks affecting either Toyota or its suppliers could interrupt production planning, inventory management and supplier communication, creating disruptions that extend well beyond information technology functions. Consequently, cyber resilience should now be considered an integral component of supply chain resilience rather than a separate technical issue (Ivanov and Dolgui, 2021).
Natural disasters remain an unavoidable risk because many suppliers and manufacturing facilities operate in regions vulnerable to earthquakes, floods, typhoons and other extreme weather events. While these events occur less frequently than supplier or logistics disruptions, their consequences can be severe when critical production facilities or infrastructure are affected. Toyota's investment in business continuity planning has improved preparedness; however, increasing climate-related uncertainty suggests that additional regional manufacturing flexibility may be required to maintain production continuity.
Finally, supplier quality failures received the lowest RPN of the six identified risks. This relatively lower score reflects Toyota's well-established supplier development programmes, rigorous quality management systems and continuous improvement culture. Nevertheless, the financial and reputational consequences of defective components remain substantial, particularly where safety-critical systems are involved. Continued investment in predictive quality monitoring and real-time supplier performance analytics would help reduce the likelihood of quality failures while supporting Toyota's commitment to continuous improvement.
Overall, the FMEA indicates that Toyota's greatest vulnerabilities are associated with global interdependence rather than internal manufacturing capability. The highest-ranked risks originate from external suppliers, international logistics networks and increasingly complex digital systems. These findings suggest that future competitive advantage will depend not only on operational efficiency but also on the organisation's ability to anticipate, absorb and recover from disruptions. The following section evaluates six resilience strategies designed to address the risks identified through the FMEA while recognising the practical trade-offs between resilience, cost and operational performance.
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[bookmark: _Toc235917967]4.1 Supplier Diversification
The FMEA identified supplier dependency as one of Toyota's highest-priority risks, demonstrating that reliance on a limited number of suppliers can significantly increase operational vulnerability. While Toyota has historically favoured long-term supplier relationships to encourage collaboration, quality improvement and cost efficiency, recent global disruptions suggest that excessive dependence on single-source suppliers may reduce organisational resilience. The semiconductor shortage highlighted how production can be severely affected when critical components are available from only a small number of manufacturers, regardless of the strength of existing supplier relationships (Ivanov and Dolgui, 2021).
Supplier diversification offers one practical solution by reducing dependence on individual suppliers and distributing procurement across multiple geographical regions. Research suggests that organisations operating diversified supplier networks generally recover more quickly from supply chain interruptions because alternative suppliers can absorb part of the lost production capacity (Christopher, 2023).
However, diversification is not without challenges. Establishing additional supplier relationships increases procurement costs, requires more extensive supplier audits and may reduce purchasing economies of scale. Managing multiple suppliers also introduces greater operational complexity, particularly where technical standards and quality requirements differ between manufacturers. Consequently, diversification should be applied selectively to components that present the greatest operational risk rather than across the entire supply chain.
For Toyota, the most effective approach would involve identifying critical components with limited global availability, including semiconductors, battery materials and specialised electronic systems, before developing qualified secondary suppliers. This targeted strategy would improve resilience while preserving the long-term collaborative relationships that remain central to the Toyota Production System. 
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Increasing digital visibility has become one of the most important developments in modern supply chain management. As Toyota's international operations involve thousands of suppliers, logistics providers and manufacturing facilities, real-time access to operational data enables managers to identify disruptions before they develop into significant production problems. Technologies including cloud-based information systems, artificial intelligence, digital twins and Internet of Things (IoT) sensors allow organisations to monitor inventory levels, supplier performance and transport movements continuously, supporting faster and more informed decision-making (Ivanov, 2024).
The benefits of digital visibility extend beyond operational monitoring. Predictive analytics can identify patterns indicating future shortages, transportation delays or supplier performance issues, allowing Toyota to intervene before production schedules are affected. Digital technologies also improve collaboration by enabling suppliers and manufacturers to share information more effectively, reducing uncertainty throughout the supply chain. During periods of disruption, improved visibility supports quicker responses, more accurate forecasting and better allocation of available resources.
Despite these advantages, implementing advanced digital systems requires substantial investment in technology, employee training and cybersecurity infrastructure. Smaller suppliers may lack the financial or technical capability to adopt compatible digital platforms, potentially limiting the effectiveness of fully integrated information sharing. Increased digital connectivity also creates greater exposure to cyber threats, making robust cybersecurity measures essential for protecting sensitive operational data.
For Toyota, digital visibility should therefore be viewed as both a technological and organisational capability. Investment in artificial intelligence, real-time supplier dashboards and predictive analytics would strengthen decision-making while improving resilience across the wider supply network. Nevertheless, digital transformation should be accompanied by common data standards, supplier training and strengthened cybersecurity to ensure that greater connectivity does not introduce additional operational vulnerabilities.
Recent research also suggests that digital technologies such as artificial intelligence and advanced analytics improve visibility and enable organisations to respond more rapidly to supply chain disruptions (Bag et al., 2021).

4.3 Strategic Inventory and Safety Stock
Toyota's Just-in-Time (JIT) production system has long been recognised as a cornerstone of operational efficiency, enabling the company to minimise inventory holding costs and eliminate waste throughout the manufacturing process (Liker, 2021). While this approach has delivered considerable financial and operational benefits, recent global disruptions demonstrated that extremely low inventory levels may reduce an organisation's ability to respond effectively to prolonged supply interruptions. The semiconductor shortage illustrated that manufacturers operating with minimal stock were often unable to maintain production when critical components became unavailable.
Introducing strategic inventory for selected high-risk components would improve Toyota's resilience without abandoning Lean manufacturing principles. Rather than increasing inventory across all product categories, Toyota should maintain safety stock only for components identified through risk assessment as having high operational importance and limited supplier availability. This targeted approach would provide temporary protection against short-term disruptions while avoiding the excessive storage costs associated with traditional inventory management.
However, increasing inventory inevitably involves financial trade-offs. Additional stock requires greater warehouse capacity, increases inventory carrying costs and may expose the organisation to component obsolescence, particularly within rapidly evolving technologies such as semiconductors and electric vehicle electronics. Excess inventory can also reduce the operational efficiency that has historically distinguished Toyota from many competitors.
For this reason, strategic inventory should complement rather than replace the Toyota Production System. Combining predictive demand forecasting with selective safety stock would allow Toyota to preserve the efficiency of JIT while improving its ability to withstand temporary supply disruptions. This balanced approach reflects the growing recognition that resilience and efficiency should operate together rather than being viewed as competing objectives (Christopher, 2023).
4.4 Regionalisation and Nearshoring
Toyota's global manufacturing network enables access to specialised suppliers, competitive production costs and international economies of scale. Nevertheless, increasing dependence on long-distance transport networks has exposed manufacturers to disruptions arising from geopolitical tensions, trade restrictions, shipping delays and extreme weather events. Recent disruptions demonstrated that highly globalised supply chains often experience longer recovery times because alternative production capacity may be located thousands of kilometres from affected markets (World Economic Forum, 2024).
Regionalisation, sometimes referred to as nearshoring, provides an opportunity to reduce these vulnerabilities by locating selected suppliers and manufacturing activities closer to major assembly plants or customer markets. Shorter supply chains generally reduce transportation lead times, improve communication between suppliers and manufacturers and increase operational flexibility when unexpected disruptions occur. Local sourcing may also reduce carbon emissions associated with international freight, supporting Toyota's wider environmental sustainability objectives.
Despite these advantages, regionalisation is not universally appropriate. Manufacturing costs are often higher in developed economies due to labour expenses, energy prices and regulatory requirements. Some specialised components, including advanced semiconductors and battery materials, are produced by only a limited number of suppliers worldwide, making complete regionalisation impractical. Excessive localisation may therefore reduce access to global expertise and increase production costs without fully eliminating supply risk.
A more balanced strategy would involve regionalising production only for selected high-risk components while maintaining a diversified global supplier network for specialist technologies. Establishing additional regional distribution centres and increasing manufacturing flexibility across existing plants would further strengthen Toyota's ability to respond to regional disruptions without fundamentally changing its international operating model. This selective approach recognises that resilience is achieved through adaptability rather than complete localisation, allowing Toyota to retain the economic benefits of global sourcing while reducing exposure to major international disruptions.





4.5 Supplier Collaboration and Strategic Partnerships

Toyota has traditionally developed long-term relationships with suppliers rather than relying solely on short-term contractual arrangements. This collaborative approach has supported continuous improvement, product quality and operational efficiency for many years and remains a defining feature of the Toyota Production System (Liker, 2021). Strong supplier relationships encourage knowledge sharing, joint problem-solving and greater alignment between manufacturers and suppliers, allowing production issues to be addressed before they escalate into significant operational disruptions.
In the context of increasing global uncertainty, supplier collaboration should extend beyond quality improvement and cost reduction to include supply chain resilience. Toyota could work more closely with key suppliers by sharing demand forecasts, production schedules and risk information in real time. Greater transparency would improve planning accuracy and enable suppliers to respond more quickly to changes in customer demand or unexpected disruptions. Joint contingency planning, regular resilience assessments and collaborative business continuity exercises would further strengthen the ability of both organisations to recover from supply chain interruptions.
However, collaborative relationships also present challenges. Sharing operational information may increase concerns regarding confidentiality and intellectual property, particularly where suppliers operate across multiple competing manufacturers. Close partnerships can also create excessive dependence if Toyota relies too heavily on a limited number of strategic suppliers. Maintaining collaborative relationships therefore requires an appropriate balance between trust, transparency and supplier diversification.
For Toyota, supplier collaboration should be viewed as an ongoing strategic investment rather than a procurement activity. Combining long-term partnerships with shared digital platforms, supplier development programmes and regular risk assessments would improve communication throughout the supply chain while preserving the operational advantages that have historically contributed to Toyota's competitive success.

4.6 Supply Chain Risk Management and Scenario Planning

The increasing frequency of global disruptions demonstrates that organisations can no longer assume supply chains will operate under stable conditions. Events such as pandemics, geopolitical conflicts, cyberattacks and extreme weather have shown that unexpected disruptions are becoming more common and more difficult to predict (World Economic Forum, 2024). Consequently, supply chain resilience depends not only on responding effectively to disruptions but also on preparing for them before they occur.
Scenario planning provides a structured approach for evaluating potential future disruptions and assessing how different events could affect supply chain performance. By simulating supplier failures, transportation delays, cyber incidents and natural disasters, Toyota can identify vulnerabilities before they develop into operational crises. These exercises also enable managers to evaluate alternative response strategies, allocate resources more effectively and improve organisational preparedness.
Risk management should also be supported by continuous monitoring using key risk indicators, supplier performance metrics and predictive analytics. Rather than conducting risk assessments only after major disruptions, Toyota should integrate risk monitoring into routine operational decision-making. Advances in artificial intelligence and machine learning provide opportunities to identify emerging risks by analysing supplier performance, inventory levels and logistics data in real time (Ivanov, 2024). This proactive approach allows corrective action to be taken before disruptions significantly affect manufacturing operations.
Nevertheless, scenario planning has limitations. It is impossible to anticipate every potential disruption, and excessive planning may consume significant organisational resources without guaranteeing successful outcomes. Organisations must therefore avoid relying solely on predefined scenarios and instead develop adaptable decision-making processes capable of responding to unforeseen events. Resilience should be viewed as an organisational capability based on flexibility, learning and continuous improvement rather than a fixed set of procedures.
For Toyota, combining scenario planning with digital risk monitoring, regular supplier reviews and cross-functional crisis management teams would significantly strengthen supply chain resilience. This integrated approach would improve the organisation's ability to anticipate, respond to and recover from disruptions while supporting long-term operational performance in an increasingly uncertain global environment.
Overall Evaluation of the Six Strategies
The six recommendations should not be implemented independently. Supplier diversification, digital visibility, strategic inventory, regionalisation, supplier collaboration and proactive risk management reinforce one another and collectively address the highest-priority risks identified in the FMEA. Together, they demonstrate that resilience is achieved through a balanced combination of operational efficiency, technological capability and strategic flexibility rather than through any single initiative. This integrated perspective reflects current supply chain research, which increasingly argues that competitive advantage depends on an organisation's capacity to adapt to disruption while maintaining efficient operations (Christopher, 2023; Ivanov, 2024).
Recent studies indicate that post-pandemic supply chain resilience increasingly depends upon proactive risk monitoring, organisational agility and digital decision support (Dolgui and Ivanov, 2023).
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This report critically analysed Toyota's international supply chain using Failure Mode and Effects Analysis (FMEA) to identify the principal risks affecting operational performance. The findings demonstrated that semiconductor shortages, supplier dependency and global logistics disruptions present the most significant threats to supply chain continuity, while cybersecurity, natural disasters and supplier quality failures also require continued management attention. These risks reflect the increasing complexity of global supply chains, where disruptions originating outside the organisation can rapidly affect manufacturing performance across multiple regions.
The analysis also highlighted that Toyota's operational success has largely been built upon the Toyota Production System, Lean manufacturing and Just-in-Time production. These practices have enabled the organisation to minimise waste, reduce costs and maintain high levels of product quality over several decades. However, recent global events have demonstrated that strategies designed primarily to maximise efficiency may reduce organisational flexibility when prolonged disruptions occur. Rather than suggesting that Toyota should abandon its established production philosophy, this report argues that Lean principles should be adapted to incorporate greater resilience within an increasingly uncertain operating environment.
The six resilience strategies evaluated in this report provide complementary solutions to the risks identified through the FMEA. Supplier diversification reduces dependence on individual suppliers, while digital supply chain visibility improves operational awareness and supports faster decision-making. Strategic inventory provides protection against temporary shortages of critical components, whereas regionalisation reduces exposure to international transport disruptions. Supplier collaboration strengthens long-term operational relationships, and proactive risk management enables Toyota to prepare for future uncertainties through continuous monitoring and scenario planning. Although each strategy offers distinct advantages, none should be implemented in isolation. Their greatest value lies in their combined ability to improve flexibility, responsiveness and long-term resilience while preserving the operational efficiency that has traditionally distinguished Toyota from its competitors. These findings are consistent with recent literature highlighting resilience as a long-term source of competitive advantage in global supply chains (World Economic Forum, 2025).
Future research could extend this analysis by applying alternative risk assessment methodologies, including Bayesian networks, simulation modelling or digital twin technology, to compare their effectiveness with FMEA in evaluating complex global supply chains. Additional research could also investigate how artificial intelligence and predictive analytics influence supply chain resilience within the automotive industry as digital technologies continue to evolve. Finally, comparative studies involving other international vehicle manufacturers, such as Volkswagen, Tesla or Hyundai, would provide further insight into how different supply chain strategies influence organisational resilience under varying market conditions.
Overall, the evidence presented in this report suggests that the future competitiveness of global manufacturers will depend not solely on operational efficiency but on their capacity to anticipate, absorb and recover from disruption. For Toyota, maintaining this balance between efficiency and resilience will be fundamental to sustaining long-term competitive advantage in an increasingly complex and uncertain global business environment.
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Table 3.1: Failure Mode

Failure Mode

Semiconductor
shortage

Potential Effect

Production delays, factory
shutdowns and inability
to meet customer demand

10

560

and Effects Analysis (FMEA) of Toyota’s International Supply Chain

Existing Controls

Limited strategic inventory,
long-term supplier
agreements

Recommended Action

Diversify suppliers, increase
strategic stock and improve
demand forecasting

Single-source
supplier failure

Component shortages
causing production
interruptions

378

Supplier monitoring and
quality audits

Develop dual sourcing and
strengthen supplier
resilience programmes

Global logistics
disruption

Delayed deliveries,
increased transport costs
and longer lead times

280

Multiple logistics providers
and route planning

Increase regional sourcing,
diversify transport routes
and improve logistics
visibility

Cybersecurity
attack

Loss of operational data,
production disruption and
supply chain communication
failures

270

Firewalls, cyber security
policies and system
monitoring

Invest in advanced cyber
security, supplier security
standards and employee
training

Natural disasters

Factory closures,
infrastructure damage and
disruption to material supply

225

Business continuity plans
and disaster recovery
procedures

Increase regional
manufacturing flexibility
and maintain emergency
inventory

Quality failure
at supplier

Product recalls, warranty
costs and reputational
damage

160

Supplier audits, quality
inspections and continuous
improvement programmes

Increase predictive quality
monitoring and real-time
supplier performance
analytics

Source: Developed by the author using the FMEA framework described by Stamatis (2019).




