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“The Web as I envisaged it, we have not seen it yet. The future is still so much bigger than the past.”
Tim Berners-Lee

1. [bookmark: _Toc39957997][bookmark: _Toc40126073][bookmark: _Toc40126229]Introduction


The modern IPv6 and the current IPv4 exist side-by-side for many years. A wide range of techniques has been designed to make the coexistence possible and to provide a smooth network transition. But the network will have to support an increase of different type of devices that are using IPv6 , and that is because of very few of IPv4 addresses left available, and the numbers keep going down constantly. Nowadays, we have all kinds of IP devices, some of which require update or total replacement to go to IPv6. And if we find out how to compensate for updates, most of the IPv6 routers today are software-based, save for some high-end routers. This indicates that the efficiency of the IPv6 transfer is much lower, but more detailed information about its issues and advantages will be described in the following topics. This report I will show my point of view in this massive step for the world’s society starting with a general overview of the topic.
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The Internet Protocol (IP) is a set of rules for routing and addressing data so that they can travel across networks, locate computers and arrive at the correct destination states BBC ( Bitesize, 2020) and that makes it understandable for everyone. This address is created of eight hexadecimal groups of four. And when split down, we'll end up with an IP address of 128 bits. Internet Protocol version 6 (IPv6) have extended the amount of network address bits from 32 (as in IPv4) to 128 bits, offering way more than enough unique global IP addresses for any devices that require network on the planet. There's not an exact way to find out how many unique IP addresses this system can create, but it's about 340 trillion, trillion, trillion! IETF (2006) tells us that the world won't be running out of IP addresses using IPv6 anytime soon or ever. But is not all about addressing thought, it’s about sustainability and modernisation in the industry. Those unlimited address spaces supplied by IPv6 will give the population  the chance to receive better user experience as well as  enhanced and improved security (The value of IPv6, cisco - www.cisco.com). In order to support the development of the Internet and private intranets, IPv4 would inevitably have to be substituted, the faster it will happen, the advantages of its substitute protocol will be put in use.
There hasn’t been settled a date yet for switching to IPv6, therefore both IPv4 and IPv4 will be used at the same time as it might take several years the transition to finish. Which is actually an advantage for those companies that still use IPv4 but they intend to expand the business by implementing IPv6 in their system. In order to support network administrators , the IETF (Internet Engineering Task Force) has developed different protocols and instruments that can be divided in three categories: Dual Stack, Tunnelling and Translation (IPv4 and IPv6 Coexistence, www.netacad.com). 
They have also implemented few scenarios as how the transition or coexistence would take place . Some of them are between IPv6 network to the IPv4 Internet or IPv4 Internet to an IPv6 network, and there are others but as an example I will show in the figure below one of the them  : 
[bookmark: _Toc39957999][image: ]Figure1. 
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IPv6 provides changes in fields such as routing and autoconfiguration of the network. In specific, plug-and - play apps would be the latest gadgets that link to the Internet. With IPv6, the dynamic configuration of any reported local IP address, entry address, subnet mask, or any other requirement is not necessary. When attached to the network, the device automatically obtains the required configuration. The advantages of IPv6 can be listed like this:
· Scalability:  IPv6 has 128-bit addresses versus 32-bit IPv4 addresses with IPv4, IP address is 232or (3.4 ×1010). IPv6 offers a 2128 or 4.3 ×1039, unique node addresses. IPV6 would not only bind more users to the Internet but will also allow the usage of all sorts of on-line devices: cell phones, sensor devices, tv-sets, digital radios, coolers, air conditioning devices, cars (Hagen, 2004). 

· Higher Security: IPv6 includes security features, such as payload encryption and authentication of the source of communication in its specifications (John and Daniel, 2008, p. 6) .
· Real-time applications: To provide better support for real-time. Through this mechanism, routers can recognize the end-to-end flow to which transmitted packets belong (John and Daniel, 2008, p. 6). 
· Plug-and-play: IPv6 includes a plug-and-play mechanism that facilitates the connection of equipment to the network. The required configuration is automatic (John and Daniel, 2008, p. 6).
· Mobility: IPv6 includes more efficient and enhanced mobility mechanisms, particularly crucial for mobile networks (John and Daniel, 2008, p. 6). 
· Optimized protocol: IPv6 embodies IPv4 best practices but removes unused or obsolete  IPv4 characteristics.  It results in a better-optimized Internet Protocol (John and Daniel, 2008, p. 6).

· Addressing and routing: simplified header and hierarchal addressing structure of IPv6 improved the addressing and routing hierarchy, routing information from a source to destination (John and Daniel, 2008, p. 6).
· Extensibility: IPv6 has been designed to be extensible and offers support for new options and extensions (John and Daniel, 2008, p. 6).
· Higher Packet Processing Efficiency: IPV6 has a revised capability for packet processing. IPV4 packets admitted checksums that were processed at each node. Despite efficient means of computing IPV4 checksums were matured, the checksum has been removed from in IPV6 as the most data-link layer protocols have their checksums, and transport protocols also have their checksums (Eddy, 2006).
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Even after many years of preparations, deployment of IPv6 have faced some obstacles. And some of them have been mentioned at one of the TENCON IEEE Conferences (2014) that the existing Internet protocol does not use new identifiers, and secondly the Internet protocol should be improved to meet usage requirements. Internet Protocol version 6 (IPv6) has been applied to fix the second issue. IPv6 has almost infinite address space. And it also has an essential feature in that it helps the host to create and customise its own ipv6 addresses. It was named the Stateless Address Auto Configuration (SLAAC). With all due respect to the network management system protection I am willing to say that this function has its imperfections. One of them can unauthorized hosts may enter the network and target sensitive information like finance records. Users risk threats such as data fraud.  And a host management system for monitoring and defending against illegitimate or unwanted hosts is required to solve this problem. There is another problem for the regular users is that all application on the devices are supposed to be able to communicate between each other, but that is not possible unless you have a hybrid let say phone. I has to be either IPv4 or IPv4, which will likely bring the user at the point where it’s obligated to purchase a new device that can support the new configurations.
Another explanation is that there is no spare capital to spend in modern equipment and applications. It makes little sense for an organisation to set up a short-term IPv6 business scenario. However, the absence of consumer interest is not a major issue, because the implementation of IPv6 would  happen anyways. Customer requirements are similar to websites and apps, such as Google, Yahoo, and much more, which are not used in the protocol being utilised, so IPv6 does not have these modern technologies. But the countries that are already implementing IPv6 would have an advantage because modern IPv6 enabled equipment would be used instead of spending in some infrastructure upgrade. The central network is now capable of managing IPv6. 
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In the last two decades technology industry has evolved enormously. Therefore, to keep track with the growth of population and the devices that are in use many organisations that provide and promote Internet standards had to come up with a strategy that will allow society to move smoothly to IPv6 and still coexisting with IPv4. And despite the danger that comes along with the transition. 
In this report I have looked at the opportunities and issues of IPv6. The concerns of what IPv6 would do to the network, what has to be prepared with an update and when, and eventually how the change will be achieved in compliance with IPv6 's complexities. Mainly I used sources from internet like articles and some reliable web sites, as for the exact numbers the source was IETF. I included a short brief of the problems about IPv4 and their limited address spaces. Which obviously IPv6 is supposed to resolve those issues by giving us an enormous amount of addresses, and that means an improved header, and that’s the extension of it is actual key of this improvement. The fact that IPv6 is more or less new(depends which way you look at it, some people still don’t know that there is a day called IPv6 Day Launch) is quite a challenge for the organisations that are implementing it. But even so, those challenges are created only because of is structure and principles but the networks design have not been modified. 
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Figure 1. Scenario of connectivity between IPv4 Network and IPv6 Internet
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The main goal for this task was to design a hierarchical IP addressing scheme for Faculty’s networks: School of Automotive Engineering, School of Architecture, Built and Natural Environment , School of Engineering, Manufacturing and Logistics or how I renamed them: School B, C and D.
The table below is created  for suitable network address to support more than 2000 users (in our case 1604) and future growth. The Faculty has four Schools. 
For this addressing scheme I will use a private IP Address from class B and that would be 172.16.0.0/19. The chosen amount of host will be 8192. In those calculations I was using the tables from Figure 1, 2 and 3. 
	Subnet Name
	Needed Size
	Allocated Size
	Address
	Mask
	Dec Mask
	Assignable Range
	Broadcast

	A
	704
	1022
	172.16.0.0
	/22
	255.255.252.0
	172.16.0.1 - 172.16.3.254
	172.16.3.255

	C
	337
	510
	172.16.4.0
	/23
	255.255.254.0
	172.16.4.1 - 172.16.5.254
	172.16.5.255

	B
	285
	510
	172.16.6.0
	/23
	255.255.254.0
	172.16.6.1 - 172.16.7.254
	172.16.7.255

	D
	278
	510
	172.16.8.0
	/23
	255.255.254.0
	172.16.8.1 - 172.16.9.254
	172.16.9.255





Figure 1.
	Subnet
	1
	2
	4
	8
	16
	32
	64
	128
	256

	Host 
	256
	128
	64
	32
	16
	8
	4
	2
	1

	Subnet Mask
	/24
	/25
	/26
	/27
	/28
	/29
	/30
	/31
	/32

	

Figure 2.

	Network
	128
	64
	32
	16
	8
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	2
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	64
	32
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	8
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	1
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	16384
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	2048
	1024
	512
	256
	128
	64
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	16
	8
	4
	2
	1
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Figure 3.
	Subnet 
	1
	2
	4
	8
	16
	32
	64
	128
	256
	512
	1024
	2048
	4096
	8192
	16384
	32768
	65536

	Host 
	65536
	32768
	16384
	8192
	4096
	2048
	1024
	512
	256
	128
	64
	32
	16
	8
	4
	2
	1

	Subnet Mask
	/16
	/17
	/18
	/19
	/20
	/21
	/22
	/23
	/24
	/25
	/26
	/27
	/28
	/29
	/30
	/31
	/32






1. School of Applied Computing (A)
In this step I will assign IP addresses to network devices and verify connectivity. First it will show all the addresses assigned for the labs and staff devices, then I will procced with expanding and assigning them to the interfaces of network devices such as routers and servers.

	
Subnet Name
	Subnet Address
	Subnet Mask
	First IP Address
	Last IP Address
	Broadcast Address

	 Open Access- 245
	172.16.0.0
	/24
	172.16.0.1
	172.16.0.254
	172.16.0.255

	 Lab308-120
	172.16.1.0
	/26
	172.16.1.1
	172.16.1.126
	172.16.1.127

	 Lab410-60
	172.16.1.128
	/26
	172.16.1.129
	172.16.1.190
	172.16.1.191

	 Lab301-50
	172.16.1.192
	/26
	172.16.1.193
	172.16.1.254
	172.16.1.255

	 Lab306-40
	172.16.2.0
	/26
	172.16.2.1
	172.16.2.62
	172.16.2.63

	 Lab412-36
	172.16.2.64
	/26
	172.16.2.65
	172.16.2.126
	172.16.2.127

	 Lab302-30
	172.16.2.128
	/26
	172.16.2.129
	172.16.2.190
	172.16.2.191

	 Lab303-30
	172.16.2.192
	/26
	172.16.2.193
	172.16.2.254
	172.16.2.255

	 Lab411-30
	172.16.3.0
	/26
	172.16.3.1
	172.16.3.62
	172.16.3.63

	 Staff-25
	172.16.3.64
	/27
	172.16.3.65
	172.16.3.94
	172.16.3.95

	Lab305-20
	172.16.3.96
	/27
	172.16.3.97
	172.16.3.126
	172.16.3.127

	Test Centre-18
	172.16.3.128
	/27
	172.16.3.129
	172.16.3.158
	172.16.3.159





2.  School of Architecture, Built and Natural Environment (B)

	
Subnet Name
	Subnet Address
	Subnet Mask
	First IP Address
	Last IP Address
	Broadcast Address

	 Lab301-80
	172.16.6.0
	/25
	172.16.6.1
	172.16.6.126
	172.16.6.127

	 Lab206-55
	172.16.6.128
	/26
	172.16.6.129
	172.16.6.190
	172.16.6.191

	 Lab301-50
	172.16.6.192
	/26
	172.16.6.193
	172.16.6.254
	172.16.6.255

	 Lab102-35
	172.16.7.0
	/26
	172.16.7.1
	172.16.7.62
	172.16.7.63

	 Lab103-30
	172.16.7.64
	/26
	172.16.7.65
	172.16.7.94
	172.16.7.95

	 Lab101-25
	172.16.7.96
	/27
	172.16.7.97
	172.16.7.126
	172.16.7.127

	Staff-20
	172.16.7.128
	/27
	172.16.7.129
	172.16.7.158
	172.16.7.159

	Lab205-20
	172.16.7.160
	/27
	172.16.7.161
	172.16.7.190
	172.16.7.191

	CAD Lab-20
	172.16.7.192
	/27
	172.16.7.193
	172.16.7.222
	172.16.7.223 






3. School of Architecture, Built Natural (C)

	
Subnet Name
	Subnet Address
	Subnet Mask
	First IP Address
	Last IP Address
	Broadcast Address

	Lab409-60 

	172.16.4.0
	/26
	172.16.4.1
	172.16.4.62
	172.16.4.63

	Lab201-54 

	172.16.4.64
	/26
	172.16.4.65
	172.16.4.126
	172.16.4.127

	Lab410-45 

	172.16.4.128
	/26
	172.16.4.129
	172.16.4.190
	172.16.4.191

	Lab404-35 

	172.16.4.192
	/26
	172.16.4.193
	172.16.4.254
	172.16.4.255

	Staff-32
	172.16.5.0
	/26
	172.16.5.1
	172.16.5.62
	172.16.5.63

	Lab203-30

	172.16.5.64
	/27
	172.16.5.65
	172.16.5.94
	172.16.5.95

	Lab205-28
	172.16.5.96
	/27
	172.16.5.97
	172.16.5.94
	172.16.5.127

	Lab408-28
	172.16.5.128
	/27
	172.16.5.129
	172.16.5.158
	172.16.5.159

	Lab202-25
	172.16.5.160
	/27
	172.16.5.161
	172.16.5.190
	172.16.5.191






4. School of Engineering, Manufacturing and Logistics (D)

	
Subnet Name
	Subnet Address
	Subnet Mask
	First IP Address
	Last IP Address
	Broadcast Address

	Lab208-90
	172.16.8.0
	/25
	172.16.8.1
	172.16.8.126
	172.16.8.127

	Lab206-50
	172.16.8.128
	/26
	172.16.8.129
	172.16.8.190
	172.16.8.191

	Lab101-35
	172.16.8.192
	/26
	172.16.8.193
	172.16.8.254
	172.16.8.255

	Lab102-30
	172.16.9.0
	/27
	172.16.9.1
	172.16.9.30
	172.16.9.31

	Lab103-30
	172.16.9.32
	/27
	172.16.9.33
	172.16.9.62
	172.16.9.63

	Lab105-25
	172.16.9.64
	/27
	172.16.9.65
	172.16.9.94
	172.16.9.95

	Staff-18
	172.16.9.96
	/27
	172.16.9.97
	172.16.9.126
	172.16.9.127





Assigning IPv6 for the routers MP and ISP. I this case I decided to use unicast addressing as in my opinion is the most reasonable solution for this network. 

Routers Configurations:

	Router Name
	Interface
	To Router
	IPv4/IPv6
	Subnet mask
	CIDR

	MP-Router
	Serial0/0/1  
	To School D
	172.16.11.9 
	255.255.255.252
	/30

	MP-Router
	Serial0/1/0
	To School C
	172.16.111.5  
	255.255.255.252
	 /30

	MP-Router
	Serial0/1/1
	To School B
	172.16.11.1 
	255.255.255.252
	 /30

	MP-Router
	Serial0/2/0  
	To Test Centre Router
	172.16.11.13 
	255.255.255.252
	 /30

	MP-Router
	Serial0/2/1   
	To Access Lab Router
	172.16.11.17
	255.255.255.252
	 /30

	MP-Router
	Serial0/0/0
	To ISP
	 2001:DB8:1:A001::2
	 
	/64

	School D
	Serial0/0/0
	TO MP-Router
	172.16.11.10  
	255.255.255.252
	 /30

	School C
	Serial0/0/0
	TO MP-Router
	172.16.11.6  
	255.255.255.252
	 /30

	School B
	Serial0/0/0
	TO MP-Router
	172.16.11.2 
	255.255.255.252
	 /30

	Test Centre
	 Serial0/2/0
	TO MP-Router
	 172.16.11.14
	255.255.255.252
	 /30

	Access Lab
	Serial0/0/0
	TO MP-Router
	 172.16.11.18 
	255.255.255.252
	 /30



As well as for the  Registry, Finance, FTP, DNS, Email and Print servers.

	Device
	Interface
	IPv6 Link Local 
	IPv6 Address
	prefix
	

	Switch to Router
	Gig0/0
	FE80::1
	2001:DB8:1:1::1
	/64
	

	DNS
	fa0/1
	FE80::1
	2001:DB8:1:1::2
	/64
	

	Email
	fa0/2
	FE80::1
	2001:DB8:1:1::3
	/64
	

	Finance
	fa0/3
	FE80::1
	2001:DB8:1:1::4
	/64
	

	Registry
	fa0/4
	FE80::1
	2001:DB8:1:1::5
	/64
	

	File Server
	fa0/5
	FE80::1
	2001:DB8:1:1::6
	/64
	

	Print Server
	fa0/6
	FE80::1
	2001:DB8:1:1::7
	/64
	




Because I had issues creating a complete table for routers. I attached below a partial topology(Figure 4.) of how the network would look like in my opinion. You can see that each building has got its own routers and as per MP and ISP servers I assigned the IPV6 address using dual-stack method where the IPv4 and IPv6 can coexist. In reality each lab would’ve get as many switches as they require per number of hosts, and because of that reason I only created a very basic topology for better understanding of my thoughts.
Figure 4.[image: ]

Figure 5. IPv6 Chart

	Prefix
	/48s
	/56s
	/64s
	Bits

	/24
	16M
	4G
	1T
	104

	/25
	8M
	2G
	512G
	103

	/26
	4M
	1G
	256G
	102

	/27
	2M
	512M
	128G
	101

	/28
	1M
	256M
	64G
	100

	/29
	512K
	128M
	32G
	99

	/30
	256K
	64M
	16G
	98

	/31
	128K
	32M
	8G
	97

	/32
	64K
	16M
	4G
	96

	/33
	32K
	8M
	2G
	95

	/34
	16K
	4M
	1G
	94

	/35
	8K
	2M
	512M
	93

	/36
	4K
	1M
	256M
	92

	/37
	2K
	512K
	128M
	91

	/38
	1K
	256K
	64M
	90

	/39
	512
	128K
	32M
	89

	/40
	256
	64K
	16M
	88

	/41
	128
	32K
	8M
	87

	/42
	64
	16K
	4M
	86

	/43
	32
	8K
	2M
	85

	/44
	16
	4K
	1M
	84

	/45
	8
	2K
	512K
	83

	/46
	4
	1K
	256K
	82

	/47
	2
	512
	128K
	81

	/48
	1
	256
	64K
	80

	/49
	 
	128
	32K
	79

	/50
	 
	64
	16K
	78

	/51
	 
	32
	8K
	77

	/52
	 
	16
	4K
	76

	/53
	 
	8
	2K
	75

	/54
	 
	4
	1K
	74

	/55
	 
	2
	512
	73

	/56
	 
	1
	256
	72

	/57
	 
	 
	128
	71

	/58
	 
	 
	64
	70

	/59
	 
	 
	32
	69

	/60
	 
	 
	16
	68

	/61
	 
	 
	8
	67

	/62
	 
	 
	4
	66

	/63
	 
	 
	2
	65

	/64
	 
	 
	1
	64
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Scenario 4: An IPv4 Network to the IPV6 Internet

Due to technical or economical constraints, the network is IPvd-only,
and IPva-only hosts (applications) may require communicating with the
global IPV6 Internet.

|
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