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[bookmark: _Toc135508043]Introduction

[bookmark: _Toc135508044]Key functions for operating systems	
Typically the storage of an operating system is on either an SSD or HDD however, a modder managed to run tiny11 off a graphics card [1]. The key functions for operating systems differ in terms of layout and included features for example windows includes an anti-virus whereas Linux does not, this is due to the structure of linux if the user does contract a virus it will be very unlikely to do any long term harm.
[bookmark: _Toc135508045] Resource Management
One of the main functions for an operating system is the ways in which it controls resources, and the monitoring of which can be done through the logs created in the resource monitor. For new users, for an example look for figure 1 of the resource monitor
[bookmark: _Toc135508046]Task Manager
the task manager allows users to end processes, see the resource impact for specific processes, and a way to turn off applications from starting on boot. however, some important features are hidden such as the efficiency mode for specific applications, see figure 2 for an image of the task manager.
[bookmark: _Toc135508047]Security
windows gives a few methods of security such as an antivirus within the operating system and a firewall, these are both enabled by default however, can both be configured by the user to allow or deny specific applications/traffic. whereas Linux/Ubuntu has no firewall or antivirus enabled at startup,  to enable a lightweight firewall the user must do a command in the terminal ubuntu discusses the role of the firewall here [2]. They do not carry an inbuilt Antivirus as the  programs are run as a user not as a root user, Ubuntu has more examples here [3]. see figure 3 for the firewall settings
[bookmark: _Toc135508048]file solution
The file solution on windows is pretty simple to understand, however the basis of their operating system is ran off this, once the user ends the process on task manager, when this happens the start menu and task bar are unusable, however no permanent damage is done with this, as a simple launch of explorer exe using the run executable will add these back [4]. windows gives the user a display for giving user the option to change user permissions whereas ubuntu the user has to go through the terminal to change that permission. see figure 4 for the file management.

[bookmark: _Toc135508050]CLI commands in Windows
Ipconfig
the Ip configuration command provides the ipv4 address this command has different parameters a full list can be found here [5]. see figure 5 for the image.
[bookmark: _Toc135508052]netstat
This command monitors the ports which are taken by applications, the user can interpret this command and block the ports which may be malicious. see figure 6
[bookmark: _Toc135508053]group policy update
the group policy update happens automatically every 90 minutes, however the gpupdate command is to force it to happen, this command updates the user group policy, which ensures that the correct user has the correct permissions to read/write or execute programs and files [6]. see figure 7 for an example of this command

[bookmark: _Toc135508054]CLI commands in a Linux OS
the CLI commands for Ubuntu are very different from windows, these commands are executed from the terminal.
DF
the df command checks how much space a hard drive has left and a detailed report [7] for an example see figure 8.
LS
the LS command has many different options the -l displays information about each file in a directory [8] see figure 9 for an example.

[bookmark: _Toc135508055]Batch scripts in a Windows
the batch script I did was based around opening settings, I find myself a number of times forgetting the areas so I thought it would be a good idea to create an application with a number of ways to access the specific settings such as display, firewall, general and explorer, this list can be added onto in the future by simply using “start ms-settings:’AREA’”. when creating this script the explorer.exe would not launch in future I would swap the explorer.exe for another setting such as NVIDIA control panel.
[bookmark: _Toc135508056]Batch code
@echo off
:menu
cls
echo.
echo 1. Goto Firewall settings
echo 2. Open settings
echo 3. Display settings
echo 4. Disk storage
echo 5. Exit
echo.

REM the if statements to load the correct setting
set /p choice=Enter your choice: 
if "%choice%"=="1" goto activateFirewall
if "%choice%"=="2" goto Settings
if "%choice%"=="3" goto DisplaySettings
if "%choice%"=="4" exit	DiskStorage
if "%choice%"=="5" exit
goto menu

REM the if statements for the correct settings
:activateFirewall
start control firewall.cpl
goto menu

:Settings
start ms-settings:
goto menu

:DisplaySettings
start ms-settings:display
goto menu

:DiskStorage
start explorer
goto menu



[bookmark: _Toc135508057]Bash scripts in a Linux OS
The bash scripting involved for linux was a menu system to enable the firewall as previously discussed it is not enabled on default startup, the future could be upgraded to include more if statements for other areas such as display. when the bash scripts The gnome control centre, takes the user to the settings page on linux. a number of differences with this type of coding is the wildcard usage, compared to c# and python, bash and batch files use a lot more Wild cards and sometimes can be confusing.
[bookmark: _Toc135508058]Bash code
while true; do
    echo "1. Turn on firewall"
    echo "2. Go to settings"
    echo "3. Exit"
    read -p "Enter your choice: " choice
    case $choice in
        1)
            sudo ufw enable;;
        2)
            gnome-control-center &;;
        3)
            break;;
        *)
            echo "Invalid choice";;
    esac
done
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figure 6 group policy update
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figure 7 df file command
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figure 8 is the output for the application 
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C:\Users\Hork>gpupdate
Updating policy...

Computer Policy update has completed successfully.
User Policy update has completed successfully.




image8.png
] Ubuntu 64-bit - VMware Workstation 17 Player (Non-commercial use only) - o ox

Payer | 1 - & T3 B
Activities ) Terminal 20May 2339 0 &0 O
a@a-virtual-machine: ~ Q = - 8 %
To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.
a@a-virtual-machine:~§ df
Filesysten 1K-blocks Used Available Use% Mounted on
tmpfs 610388 2124 608264 1% /run
/dev/sda3 19946696 12764096 6143460 68% /
tmpfs 3051924 12752 3039172 1% /dev/shm
tmpfs 5120 a 5116 1% /run/lock
/dev/sda2 524252 6216 518036 2% /boot/efi
tmpfs 610384 2408 607976 1% /run/user/1000
/dev/sro 129834 129834 © 100% /media/a/CDROM
/dev/sr1 3737140 3737140 © 100% /media/a/Ubuntu 22.64.1 LTS am
dea

a@a-virtual-machine:~$





image9.png
"4 Ubuntu 64-bit - VMware W

kstation 17 Player (Non-commercial use only)

Payer ~ | || ~ S [T DGR ™ S ®
Activities ) Terminal 20May 23:40 0
" a@a-virtual-machine: ~ Q
[
a@a-virtual-machine:~$ s
Desktop Downloads Pictures snap Videos
Documents Music Public Templates

a@a-virtual-machine:~$ I





image10.png
PROBLEMS ~ OUTPUT  DEBUGCONSOLE  TERMINAL

To run a command as adninistrator (user "root"), use "sudo <command>".
See "man sudo_root” for details.

a@a-virtual-machine:~/Desktop$ ./bashScript.sh
1. Turn on firewall

2. Go to settings

3. Exit

Enter your choice: 1

[sudo]_password for a:

Firewall is active and enabled on system startup
1. Turn on firewall

2. Go to settings

3. Exit

Enter your choice: ~[[All




image11.png
Goto Firewall settings
Open settings

Display settings

Disk storage

Exit

1.
2.
3.
4.
5.

Enter your choice: o




image1.png
(® Resource Monitor
Eile Monitor Help
[Overview] CPU Memory Disk  Network

Py M 55 o Usage 7, 100% Maximum Frequenoy (A >
O image. PID  Descrip.. Status  Threads CPU Averag.. A cPu
O tockapp.exe 735 LockAp... Suspe. " 0 0.00
O systemsettings.exe 11168 Settings  Suspe. 7 0 0.00
O calculatorapp.exe. 6640 Calcula... Suspe. 2 0 0.00
O Microsoft Photos.exe 10376 Micros...  Suspe. 7 0 0.00
O perfmon.exe 7700 Resour.. Runni. 2 u  nm
[ searchapp.exe 6272 Search.. Runni. & 2 116
O system 4 NT Ker.. Runni 135 1 039 60 Seconds. 0%
O senicesexe ™ Run s T o Disk 1K/sec
D tng e 56 i w1 o
Disk 1 416256 Bsec Disk 1O W 2% HighestAdie Tme (v
Network M 240 kops Netwrk 10 B % Network Utization (v
g
0 Hard Fautssec 503 Used Pysica Memoy (.
Memory L] V ] i 1 Network

1 Mbps

Memory

100 Hard Faults/sec





image2.png
5 Task Manager - o x
Eile Options View

Processes Performance App history Startup Users Details Services

- 23% 51% 1% 0%
Name St 0| Memoy|  Dik| Newok | Poweruage | Poverusaget
Apps 8) B
> @ Firefox (32bit) (9) 19% 2788MB  OMB/s  OMbps Verylow ]
> K Microsoft Teams (&) 0% M8MB  OMB/s  OMbps Verylow i)
> @l Microsoft Word @) 0% 165MB OMB/s  OMbps Verylow Very low
» © Resourceand Peformance M. G0 wEME OMEE  OMbp: Veylow  Veylow
> & Snipping Tool 0%  22MB OMB/s  OMbps Verylow i
> 5 Tk Manager WEs TmeMe  02wEs  OMeps Medewe  Low
B Windows Command Proceso . © eSME  OMEE  OMbp: Veylow  Veylow
> B Windows Command Procesor © 0sME  OMEE  OMbps Veylow  Veylow

Background processes (56)

> [ Antimalware Service Executable 0% 153MB OMB  OMbps Veylow Very low
[ Application Frame Host 0% 29MB OMB/s  OMbps Verylow Very low

> [ Caleultor ) 9 0% 04MB  OMBE  OMbps Veylow Very low
[ COM Surrogate 0% 28MB OMB/s  OMbps Verylow Very low
[ COM Surrogate 0% 07MB  OMB/s  OMbps Verylow Very low

> [ COMSurogste 0% LIMB  OMBE  OMbps Veylow Very low
B CTF Losder 0% 26MB OMBs  OMbps Veylow Very low
[ Host Process for Windows Tasks 0% 09MB  OMB/s  OMbps Verylow Very low
[ Host Process for Windows Tasks 0% 23MB OMB/s  OMbps Verylow Very low

> ¢ Microsoft Distributed Transacti 0%  06MB  OMB/s  OMbps Verylow Very low
@ Microsoft Edge 0% 1SMB  OMBs  OMbps Veylow Very low
@ Microsoft Edge 0% 22MB OMBs  OMbps Veylow Very low
@ Microsoft Edge 0% 160MB  OMBs  OMbps Veylow Very low
@ Microsoft Edge 0% 36MB OMB  OMbps Veylow Very low
@ Microsoft Edge 0% 0SMB  OMBs  OMbps Veylow Very low

> [ Microsoft Network Restime . 0% 17MB  OMB  OMbps Veylow Very low
> € Microsoft Office Click-to-Run (... 0% 52MB OMB/s  OMbps Verylow Very low
Mictosoft OneDrive 0% S0MB  OMBs  OMbps Veylow Very low

& Microsoft Teams 0% 1030MB OMBs  OMbps Veylow Very low
& Microsoft Teams 0% UBTME  OMBs  OMbps Veylow Very low
& Microsoft Teams 0% 14MB  OMB  OMbps Veylow Very low
& Microsoft Teams 0% G6MB  OMBs  OMbps Veylow Very low

> [ Microsoft Text nput Appliction 0% 3IMB  OMBs  OMbps Veylow Very low
£ Microsoft Windows Sesrch Fie... 0% 10MB  OMBs  OMbps Veylow Very low

> £ Microsoft Windows Search In 0% 10SMB  OMBs  OMbps Veylow Very low
£ Microsoft Windows Sesrch Prot... 0% 12MB  OMBs  OMbps Veylow Very low
[ Office Performance Monitor 0% 16MB OMB/s  OMbps Verylow Very low

(7) Fewer details Endtask





