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This report has been written to explain ransomware and discuss devastating effects it can have to people on a personal level and the impacts it can have on businesses.
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[bookmark: _Toc151185477]Understanding what Ransomware is

Ransomware is a type of malware which is deployed to prevent users from accessing their personal files or system, ranging from simply locking the system to the more advanced varieties which encrypt files. Cybercriminals who use this technology then demand ransom payment for them to decrypt the victim’s files and allow them to regain access. Although the similarity, ransomware is typically classified as a different form of malware than a virus. This type of program has been evolving since it first emerged in the 1980’s but the threat that is imposes of one’s privacy has increased along with it. [1]
This malware has become so popular among cybercriminals for many reasons; the most prominent being the fact that there is practically no escape for the victim. The idea being that the only recovery option for the files is by paying the ransom directly to the criminal, it seems to be a foolproof and effective method of extortion. 
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Ransomware can invade your system through many typical ways viruses and such like threats do. Mostly, malicious software is distributed in emails or advertisements which broadens the range of people that could be affected. Spam emails are sent with a corrupt attachment, while the advertisements pop-up on screen even on secure websites. 

As ransomware can access documents, the criminals behind the attack can access the information you hold. This can be devastating for companies which relies on confidentiality for customers – therefore allowing the ransom price to raise. Not only the attack affects the company but the aftermath – complaints of leaked private information, legal action against the company and then the forever tarnished reputation. Not only could the company be out of work for a period of time, but future work is also affected.
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Early 2023 Royal Mail was attacked by ransomware linked to Russian criminals. In this attack, the criminal used the malware “Lockbit” used primarily for financial gain. This specific piece of ransomware has been named “the fastest encryption software all over the world”. It’s also been known that Lockbit operators commit “double extortion” whereby they not only encrypt the data but steal it and threaten to release it to the public. The ransom for the Royal Mail was held at $80million though they refused to pay. Luckily, due to it being critical national infrastructure, it has managed to regain access and ability to carry on as normal. This ransomware was used against a massive company, the damage it could do to a small business is undeniable. [2] [3] [4]
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	There are many ways you can lower your risk to cyberattacks. Doing research on types of malware helps you know how you can properly protect your data as it shows how cybercriminals target their victims. The first preventative measure you should take to keep your system safe is the ensure your computer is patched and up to date. This means to be current on updates to your device as they could be correcting of improving the system. Another highly recommended way to keep you safe from a cyberattack is to practice safe browsing habits; including using ad blockers and using a VPN. More safe browsing techniques are attached in appendices. 
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Ransomware is a serious threat to a person and business. It is a good idea to be well educated on current malwares that can affect you and your data. Another way to avoid a situation such as this is to take preventative measures that have been mentioned in this report. Though it is a very serious problem, you can make yourself less at risk. 
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What are Safe browsing habits? Your Guide to Responsible Internet Use (reasonlabs.com)
