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Labstats Pre-Requisites

Multi Factor Authentication (MFA)

To connect to a workstation on Campus — users must have been enabled and registered for 0365
Multi Factor Authentication (MFA).

Users can Self-enrol for MFA using the Labstats Remotepc Dashboard

Please see Appendix at the end of the guide on how to Self-enrol for MFA

Labstats Connection
To connect to the University PC’'s remotely please follow the steps below.

Step 1.

Go to https://remotepc.uwtsd.ac.uk/ and log in using your @student.uwtsd.ac.uk email
address and password.

Step 2.

Select the dashboard for your relevant campus from the options available.

Adeilad 1Q Campws Caerfyrddin Campws Llambed
1Q Building Carmarthen Campus Lampeter Campus

Dashfwrdd / Dashboard Dashfwrdd / Dashboard Dashfwrdd / Dashboard
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https://remotepc.uwtsd.ac.uk/

Step 3.

Select the Computer Lab to view the machines available in that lab and then click on
Connect next to one of the available PC’s.

Please Note: To Connect to a non Uni.Local Domain joined device i.e. (SOAC.local) — Please See
Appendix at the end of the guide.

University of Wales Trinity Saint David - Swansea
OTE CON

= VIPUTER

Computer Labs Swansea -1Q 108
Swansea - 1Q 108 28 computers available

Swansea-1Q 112
58 sS0889 $0889 Connect

58 S0884 $0884 Connect
58 S0678 $0678 Connect

5§ S0890 $0890 Connect

58 S0691 50691 Connect

Step 4.

Click on Download.

Connect to s0278 X

O—0
Follow these steps:

1. Download and open the connection file

2. Press the 'Connect’ button

3. Log in with your username and password
You may need to choose 'More choices’ and ‘Use a different
account' to enter your correct username

Step 5.

Once the RDP file has downloaded to your PC, click on it to start the remote desktop
connection. (From the Web Browser or the Downloads folder)

s0278.rdp

*—“' Cpen file
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Step 6.

When the following window appears, please click Connect.

by

ﬁ The publisher of this remote connection can't be identified. Do you want to connect

This remote connection could harm your local or remote computer. Do not connect unless you know
where this connection came from or have used it before.

*_ Publisher: Unknown publisher

. £2) Type: Remote Desktop Connection
Remote computer: s0278
Gateway server: ras.uwtsd.ac.uk

|:| Don't ask me again for connections to this computer

> Show Details Connect Cancel

Step 7.

When prompted for a username and password, enter your @student.uwtsd.ac.uk email
address and password
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Windows Security x

Enter your credentials

These credentials will be used to connect to the following
computers:

1. ras.uwtsd.ac.uk (RD Gateway server)
2. 50277 (remote computer)

Other User

Joe.Bloggs@student.uwtsd.ac.uk

D Remember me

More choices

oK Cancel

or

enter your university credentials. At the beginning of your username, make sure you enter uni\
first.

Windows Security *

Enter your credentials

These credentials will be used to connect to the following
computers:

1. ras.uwtsd.ac.uk (RD Gateway server)
2. S0277 (remote computer)

Other User

uni\Joe.Bloggs

D Remember me

More choices

QK Cancel
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Step 8.

It will pause at this stage while configuring the gateway, waiting for you to accept the Microsoft

Authenticator prompt on your phone.

" Remote Desktop Connection X

k Connecting to:
¢ 50278
I

Initiating remote connection...

Step 9.

Approve your connection request on your phone. If you don’t receive the notification, try

opening the Authenticator app and it should be waiting.

© Authenticator * 40

Approve sign-in?
@uwtsd.ac.uk

DENY  APPROVE

Important — Disconnect any Active Sessions

Please log out of any RDP workstation Sessions when you have finished using them.

Step 1.

Right Click the Start Button on the workstation and choose Sign Out

Shut down or sign out

Disconnect

Sign out

or

Click Power followed by Disconnect

Ends your connection to this remote PC.

5 Disconnect

Power

L Type here to search

Step 2.

Close your Labstats Web Brower session
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Appendix

Self-enrol for Multi Factor Authentication (MFA)
Users can Self-enrol for MFA by using the steps below.
MFA is a 2 step process.

1. You enable your account for MFA
2. You register your preferred MFA Authentication Method when prompted.
The only supported MFA Authentications methods for Labstats RemotePC

are:
e Microsoft Authenticator App
or
e Phone Call

Please Note: If MFA is already enabled for your account the screens below will not be visible.

Step 1.

Go to https://remotepc.uwtsd.ac.uk/ and log in using your @student.uwtsd.ac.uk email
address and password. (Please read the MFA Information Screen)

Mewngofnodi / Log In

Cyfeiriad e-bost y Brifysgol / University email address (@

Cyfrinair / Password @

Mewngofnodi / Login

If you have recently requested If you have recently requested
MFA MFA
| gadw eich cyfrif yn ddiogel, bydd angen i To keep your account safe and secure, you
chi sefydlu Dilysiad Aml-ffactor (MFA) pan will need to setup Multi-Factor
fyddwch yn mewngofnodi nesaf i'ch cyfrif Authentication (MFA) when you next login
yn Y drindod Dewi Sant. to your UWTSD account.
o Dilynwch ein Canllaw Sefydlu MFA e Follow our UWTSD Office 365 MFA
Office 365 Y Drindod Dewi Sant Setup Guide
e | gwblhau'r broses sefydlu MFA, ewch * To complete the MFA setup process,
i www.outlook.com/uwtsd.ac.uk visit www.outlook.com/uwtsd.ac.uk
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https://remotepc.uwtsd.ac.uk/

Step 2.
Once you've logged in to the Labstats Remotepc Dashboard:

Click the button “Galluogi MFA/Enable MFA” to enable MFA for your account.

Rhybudd / Warning

Mae'n rhaid i chi alluogi Dlysu Aml-Ffactor You must have Multi-Factor Authentication
Er mwyn defnyddio’r gwasanaeth hwn, mae'n rhaid i chi alluogi Dilysu Aml- enabled

Factor (I\{IFA] ar E'?h cyfrif m.ewngofnodl. Cliciwch ary botwm isod i In order to use this service, Multi-Factor Authentication (MFA) must be
ddechrau'r broses i'w alluogi. enabled on your logon account. Click on the button below to start the

| gael gwybodaeth bellach am gwblhau gosod a dewis dull dilysu, darllenwch process to enable it.

y dudalen MFA ar wefan PCYDDS os gwelweh yn dda. For further information on completing setup and choosing an authentication

method please read the MFA web page on the UWTSD website,

Galluogi MFA / Enable MFA

Step 3.
Enabling MFA may take up to 60 mins on your account.

Once enabled you will be required to register your MFA Authentication Method.

Diolch am ofyn am Ddilysu Aml- Thank you for requesting Multi-Factor
Ffactor (MFA) Authentication (MFA)

Mae'r broses i alluogi MFA wedi dechrau a gall gymryd hyd at awr i'w chwblhau. The process to enable MFA has been started and may take up to one hour to

complete.
| gael gwybodaeth bellach am gwblhau gosod a dewis dull dilysu, darllenwch y

dudalen MFA ar wefan PCYDDS os gwelwch yn dda. For further information on completing setup and choosing an authentication
method please read the MFA web page on the UWTSD website.

¥n 6l / Back
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Connect to a non Uni.Local device (SOAC.local)

Step 1.

Click on Download.

Connect to SC-208-22 X

Follow these steps:

1. Download and open the connection file

2. Press the 'Connect’ button

3. Log in with your username and password
You may need to choose 'More choices' and ‘Use a different
account' to enter your correct username

Step 2,

Click Show Folder or navigate to C:\Downloads

Open

Always open files of this type

Show in folder

Copy download link

M=
ance

SC-208-22.rdp -_— SC-208-10.rdp
% Open file % Open file
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Step 3.

Right Click and Edit the Remote Desktop Connection File

| Documents ~ [J Mame

= Pictures

~ Taday (1)

Shared Documents
= cr "‘}B-ZE.rdp

Connect
Edit
& Move to OneDrive p
7-Zip >
CRC SHA 5
Step 4.

e C(Click the Advanced Tab

e  Click Settings

e Untick Use my RD Gateway credentials for remote computer
(setting should be blank)

B2 RD Gateway Server Settings *

| Remote Desktop
“»¢) Connection

Connection settings
() Automatically detect RD Gateway server settings
(®) Use these RD Gateway server settings:

Server name: |ras.uMsd.ac.uk

Log-on method: Allow me to select later k4

[ 1Bypass RD Gateway server for local addresses

() Do not use an RD Gateway server

Log-on settings
Usemame: Maone specified

You will be asked for credentials when you connect to this RD
Gateway server.

[ ] Use my RD Gateway credentials for the remote computer

Cancs

e Click Ok
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Step 5.

Click Connect

%% Rernote Desktop Connection —

| Remote Desktop
>¢) Connection

General Display Local Resources  Experience  Advanced

Log-on settings
E:,LI Enterthe name of the remote computer.
-

Computer:

Usemame: | |

You will be asked for credentials when you connect.

[] Allow me to save credentials

Connection settings

Save the cument connection settings to an RDP file or open a
J. saved connection.

Save Save As... Cpen...

([~ Hide Options Help

Step 6.

Click Connect again

& Rernote Desktop Connection

>

F The publisher of this remote connection can't be identified. Do you want to connect

anyway?

This remote connection could ham your local or remote computer. Do not connect unless you know

where this connection came fram ar have used it before.

..| ' Publisher: Unknown publisher
. Type: Remote Desktop Connection

Remote computer: SC-208-22

Gateway server: ras.uwtsd ac.uk

[ ] Dont ask me again for connections to this computer

> Show Details
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Step 7

When prompted for a username and password, enter your @student.uwtsd.ac.uk email address and
password

Windows Security >

RD Gateway Server Credentials

| Enter your credentials to connect to ras.uwtsd.ac.uk

Joe Bloggs@5Student.uwtsd.ac.uk

Domain: Student.uwtsd.ac.uk

D Remember me

OK Cancel

Step 8

It will pause at this stage while configuring the gateway, waiting for you to accept the Microsoft
Authenticator prompt on your phone.

& Remote Desktop Connection >
Connecting to:
1yt SC-208-22

I Cancel

Initiating remote connection...

Step 9.

Approve your connection request on your phone. If you don’t receive the notification, try
opening the Authenticator app and it should be waiting.

© Authenticator o 40

Approve sign-in?
@uwtsd.ac.uk

DENY  APPROVE
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Step 10
Now enter your Non Uni.local credentials to log on to the machine by clicking on

Use a different account - (make sure you enter soac\ first).

Windows Security >

Enter your credentials

These credentials will be used to connect to SC-208-22.

soac\joe.bloggs ‘

Domain: soac

|:| Remember me

More choices

Richard Thomas
UNDRjts-srt

e Use a different account

OK Cancel

Step 10.
Click Yes if prompted

%Y Rernote Desktop Connection

? The identity of the remcte computer cannot be verified. Do
/' you want to connect anyway?

The remote computer could not be authenticated due to problems with its
security cerificate. It may be unsafe to proceed.

Certificate name

_ﬁJ MName in the certificate from the remote computer:
SC-208-22 soac local

Certficate emors

The following emors were encountered while validating the remote
computer's certificate:

/1 The cerificate is not from a trusted cerdifying authority.

Do you want to connect despite these certfficate emors?

[[] Dont ask me again for connections to this computer

View certfficate... Yes
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