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1.1: Installation of Routing and Remote Access Service:
Screenshot showing the installation of the servers on the server
[image: A screenshot of a computer

AI-generated content may be incorrect.]
1.1: Modification of Firewall rules to allow ICMP Traffic:
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer
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1.2: Site to site VPN
I was unable to complete this
1.3: Creation of forest 
[image: A computer screen shot of a black screen

AI-generated content may be incorrect.]
1.4: Creation of A Records for all servers
[image: A screenshot of a computer
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1.5: PTR records
[image: A screenshot of a computer

AI-generated content may be incorrect.]
1.6: Creation of User Accounts
Here is the script I used to import the users from the .csv file
	# Import the Active Directory module
Import-Module ActiveDirectory

# Path to your CSV file
$csvPath = "Z:\userList.csv"  #

# Define the OU path (Users container in nickg.acca domain)
$ou = "CN=Users,DC=nickg,DC=acca"

# Import CSV and create users
Import-Csv -Path $csvPath | ForEach-Object {
    $firstName = $_.first_name.Trim()
    $lastName = $_.last_name.Trim()
    $displayName = "$firstName $lastName"

    # Create sAMAccountName as first.last (max 20 characters, lowercase)
    $username = ("$firstName.$lastName").ToLower() -replace '\s',''
    $username = $username.Substring(0, [Math]::Min(20, $username.Length))  # Truncate if needed

    # Create UPN
    $userPrincipalName = "$username@$($_.domain)"

    # Read other fields
    $email = $_.email
    $jobTitle = $_.job
    $department = $_.department
    $city = $_.city
    $company = $_.company

    # Create AD user
    New-ADUser `
        -Name $displayName `
        -GivenName $firstName `
        -Surname $lastName `
        -DisplayName $displayName `
        -UserPrincipalName $userPrincipalName `
        -SamAccountName $username `
        -EmailAddress $email `
        -Title $jobTitle `
        -Department $department `
        -City $city `
        -Company $company `
        -Path $ou `
        -AccountPassword (ConvertTo-SecureString "P@ssw0rd123" -AsPlainText -Force) `
        -ChangePasswordAtLogon $true `
        -Enabled $true
}
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1.7: Assigning drive d:\
[image: A computer screen shot of a computer
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1.8: DHCP server setup
[image: A screenshot of a computer
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1.9: Joining client to domain
[image: A screenshot of a computer
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1.10: Client getting IP using dhcp
[image: A screenshot of a computer screen
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2.4: Configure DHCP Services. The range is 10.1.1.10 – 10.1.1.20. Determine other DHCP options as per the infrastructure.
Image showing the network configuration on the linux server
[image: A screenshot of a computer
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Image showing the DHCPO setup on the linus server
[image: A screenshot of a computer
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I then restored the network settings as required and restarted the DHCP service. I then checked it was running and it was as shown below
[image: A screenshot of a computer
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2.5: Join the ClientC1 to appropriate domain and assign DHCP IP address.
Image showing a request for an IP address using DHCP from the linux server
[image: A screenshot of a computer

AI-generated content may be incorrect.]
The range shows the same as what I designated which meant this was successfully done. Just to be sure though I ran a ping from the client machine again
[image: A screenshot of a computer
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I then went on to the server and checked which Ip addresses it had assigned to make sure that it has assigned the IP address and there was no coincidence
[image: A computer screen shot of a computer
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3. Testing Network Connectivity:
Here is the Windows Server pining the Debian server
[image: ]
Here is the Debian server pining the Windows Server
[image: ]
Here is the Windows Server pining the windows client
[image: ]
The windows machine, despite being connected was unable to ping the server. I manually put in the IP, I checked the firewall was off on both the client and the server, and they were obviously connected because I could see that the server could ping the host machine without any issue. What was also strange was that if the server was restarting I was able to ping from the host. I tried a tracert from the host and that times out before even a single hop. I can only think that the issue is either with the A records or PTR settings, or it is with the two NIC’s which on the server. As I checked the virtual box settings and made sure that everything was set up as needed, which the ping from the server confirmed anything. I was however unable to resolve this problem. 
This is a screenshot of the linux client connecting to the server
[image: ]
4. Sharing Disk Space, here are the permissions to allow users to edit drive D as shared earlier
[image: ]
I did not complete tasks 5 or 6. 




image1.png
T Add Roles and Features Wizard

Select server roles

Before You Begin
Instalation Type
Server Selection

Features

Select one or more roles to install on the selected server.

Roles

¥ Active Dirctory Domain Servies (instaled)
[ Active Directory Federation Services
[ Active Directory Lightueight Directory Servces.
[ Active Directory Rights Management Services.
[ Device Hesith Attestation
V] DHCP Server (Installed)
V| DNS Server (Installed)
O Fax Server.
o B File and Storage Services (2 of 12 nstaled)
[ Host Guardian Service
[ Hyperv
O Network Controller
(] Network Policy and Access Services
O Print and Document Services
. ot 3 installed)
V| DirectAccess and VPN (RAS) (Installed)
¥ Routing (nstalec)
[ Web Application Proxy
[ Remote Desktop Services
O Volume Activation Services.

- o X

DESTINATION SERVER
S-DCnickgace

Description
Remote Access provides seamiess
connectivity through DirectAccess,
VPN, and Web Application Proxy.
DirectAccess provides an Always On
and Always Managed experience.
RAS provides traditional VPN
services, including site-to-site
(branch-office or cloud-based)
connectivity. Web Application Proxy

enables the publishing of selected
HTTP- and HTTPS-based
applications from your corporate
network to client devices outside of
the corporate network. Routing
provides traditional routing
capabiliies, including NAT and other
connectivity options. RAS and
Routing can be deployed in single-
tenant or multi-tenant mode.

<preions | [ o>

Install Cancel





image2.png
@ Windows Defender Firewalwith Advanced Security

File Action View Help

e nm = H
& Windows Defender Frewall wi
&2 Inbound Rules

4 Outbound Rules
B, Connection Security Rules
> %, Monitoring

- x
Actions
Name Group - Profile  Enabled  Action  Override Local Address  Remote Address  Protocol  LocalPort  RemotePort  Authorized A || InboundRules &
@ Active Directory Domain Controller- Echo Request (CMPvd-in)  Active Directory Domain Ser... All Yes Alow  No ) o3 (P Any o3 o3 @ NewRule
Active Directory Domain Controler - Echo Request (ICMPY&-In) A Ve Alow  No Any Any MRS Any Any Any T Fiter by Prfie R
Active Directory Domain Controllr - LDAP (TCP-1n) A Ve Alow  No Any Any L& 3 Any Any
Active Directory Domain Controller - LDAP (UDP-1n) Active Directory Domain Ser... Al Ves Alow  No Any Any uop 3 Any Any V7 Filter by State 4
Active Directory Domain Controller - LDAP for Global Catalog (TCP-In) Active Directory Domain Ser... Al Ves Alow  No Any Any ps) 3268 Any Any T Fiterby Group >
Active Directory Domain Controller - NetBIOS name resolution (UDP... Active Directory Domain Ses Any uop 138 Any Any View 8
Active Directory Domain Controller - SAM/LSA (NP-TCP-In) Active Directory Domain Sef Active Directory Domain Controllr - Echo Request (CMPvé-In) Propet... X | any i<l us Any Any
Active Directory Domain Controllr - SAY/LSA (NP-UDP-1n) Active Directory Domain Se Any uop s Any Any
Active Directory Domain Controler - Secure LDAP (TCP-1n) Actve irectory Domain sef  "ocobondPorts | Scope  Aduenced localPnopals  Femole s |, i<l =3 Any Any
Active Directory Domain Controler - Secure LDAP for Global Catalo...  Active Directory Domain Sef Eonos xS s Gty Any &3 3269 Any Any
Active Directory Domain Controllr - W32Time (NTP-UDP-1n) Active Directory Domain Se “Thisis 2 predefined nde and some of £ roperies cannol Any uop 23 Any Any
Active Directory Domain Controler (RPC) Active Directory Domain Se be modied Any i<l RPCDyn.. Any Any
Active Directory Domain Controller (RPC-EPMAP) Active Directory Domain Sef ~ Generel Any &3 RPCEndp.. Any Any
Active Directory Web Services (TCP-In) Active Directory Web Servic Any &3 989 Any Any
Allioyn Router (TCP-In) Alloyn Router Any &3 905 Any Any
Alloyn Router (UDP-In) Alloyn Router Descrption Any uop Any Any Any
Border Gateway Protocol (BGP-In) Border Gateway Protocol (B ibound e forthe Active Dreciory Domai Cortroler Any i<l o Any Any
BranchCache Content Retreval (HTTP-In) BranchCache - Content Ret senice to alow Echo requesls (Bing). Any T 0 Any Any
BranchCache Hosted Cache Server (HTTP-In) BranchCache - Hosted Cac Any &3 043 Any Any
BranchCache Peer Discovery (WSD-In) BranchCache - Peer Disc Localsubnet  UDP 32 Any Any
Cast to Device functionaity (qWave-TCP-In) Castto Device functionalityl  Acion PlayTo Renderers TP am Any Any
Cast to Device functionality (qWave-UDP-In) Cast to Device functionality 5 ® Alowthe comecton PlayTo Renderers  UDP am Any Any
st to Device SSDP Discovery (UDP-In) Costto Deicefuncionlty| & ) () Ao cometon 185t any WP PlayToDis. Any any
Cast to Device streaming server (HTTP-Streaming-In) Cast to Device functionality = PlayTo Renderers TP 10245 Any Any
Cast to Device streaming server (HTTP-Streaming-In) Cast to Device functionality e Localsubnet TP 10245 Any Any
Cast to Device streaming server (HTTP-Streaming-In) Cast to Device functionality O Block the connection Any RS 10246 Any Any
Cast o Device streaming server (RICP-Streaming-In) Cast to Device functionality PlayTo Renderers  UDP Any Any Any
Cast o Device streaming server (RICP-Streaming-In) Cast to Device functionality Any uop Any Any Any
Cast o Device streaming server (RICP-Streaming-In) Cast to Device functionality Localsubnet  UDP Any Any Any
Cast to Device streaming server (RTSP-Streaming-In) Cast to Device functionality PlayTo Renderers TP 23554,235.. Any Any
Cast to Device streaming server (RTSP-Streaming-In) Cast to Device functionality Any &3 23554,235.. Any Any
Cast to Device streaming server (RTSP-Streaming-In) Cast to Device functionality Localsubnet TP 23554,235.. Any Any
Castto Device UPnP Events (TCP-In) Cast to Device functionality PlayTo Renderers TP 269 Any Any
COM- Network Access (DCOM-In) COM+ Network Access Any &3 135 Any Any
COM- Remote Administration (DCOM-In) COM-+ Remote Administrat Any &3 RPCDyn.. Any Any
@ Core Netwarking - Destinaton Uneschable (CNPvG-n) Coreetwaking o] Mo | e Any ey oy
Core Networking - Destination Unreachable Fragmentation Needed ... Core Networking A Ve Aiow Mo Any ICMPuA Any Any Any
‘Core Networking - Dynamic Host Configuration Protocol (DHCP-In)  Core Networking A Ve Alow  No Any uop & & Any
‘Core Networking - Dynamic Host Configuration Protocol for IPV(D.. A Ve Alow  No Any uop st 547 Any
Core Networking - Interet Group Management Protocol (IGMP-In) A Ve Alow  No Any 1GMP Any Any Any
‘Core Networking - IPHTTPS (TCP-In) A Ve Alow  No Any L& IPHTPS  Any Any
Core Networking - IPv5 (Py6-n) Core Networking A Ve Alow  No Any Pvs Any Any Any
‘Core Networking - Multicast Listener Done (ICMPy&-In) Core Networking A Ve Alow  No Localsubnet  ICMPY6 Any Any Any
‘Core Networking - Multcast Listener Query (ICMPy6-1n) Core Networking A Ve Alow  No Localsubnet  ICMPY6 Any Any Any
‘Core Networking - Multicast Listener Report (CMPy6-1n) Core Networking A Ve Alow  No Localsubnet  ICMPY6 Any Any Any
Core Networking - Multicast Listener Report 2 (ICMPy6-1n) Core Networking A Ve Alow  No Localsubnet  ICMPY6 Any Any Any .

<





image3.png
@ Windows Defender Firewall it

Inbound Rules

3 Outbound Rules
‘Connection Security Rules

5. Monitoring

irtualBox

Neme
@ Active Directory Domain Controller - Echo Request (CMPd-In)
© Active Directory Domain Controller - Echo Request (ICMPV6-In)
9 Active Directory Domain Controllr - LDAP (TCP-In)
@ Active Directory Domain Controller - LDAP (UDP-In)
9 Active Directory Domain Controllr - LDAP for Glob Catalog (1CP-In)
@ Active Directory Domain Controller - NetBIOS name resolution (UDP...
@ Active Directory Domain Controller - SAM/LSA (NP-TCP-In)
@ Active Directory Domain Controllr - SAM/LSA (NP-UDP-In)
@ Active Directory Domain Controller - Secure LDAP (TCP-In)
© Active Directory Domain Controller - Secure LDAP for Global Catalo.
@ Active Directory Domain Controller - W32Time (NTP-UDP-In)
@ Active Directory Domain Controller (RPC)
9 Active Directory Domain Controller (RPC-EPMAP)
€ Active Directory Web Services (TCP-In)
@ Alloyn Router (TCP-In)
@ Alloyn Router (UDP-In)
Border Gateway Protocol (BGP-In)
BranchCache Content Retreval (HTTP-In)
BranchCache Hosted Cache Server (HTTP-In)
BranchCache Peer Discovery (WSD-In)
1 Cast to Device functionality (qWave-TCP-In)
€ Cast to Device functionalty (qWave-UDP-In)
9 Castto Device SSDP Discovery (UDP-In)
) Cast to Device streaming server (HTTP-Streaming-In)
€ Cast to Device streaming server (HTTP-Streaming-In)
€ Cast to Device streaming server (HTTP-Streaming-In)

9 Cast to Device streaming server (RICP-Streaming-In)
9 Castto Device streaming server (RICP-Streaming-In)
9 Castto Device streaming server (RICP-Streaming-In)
) Cast to Device streaming server (RTSP-Streaming-In)

) Cast to Device streaming server (RTSP-Streaming-In)
) Cast to Device streaming server (RTSP-Streaming-In)
€ Cast to Device UPnP Events (TCP-In)

'COM+ Network Access (DCOM-In)

‘COM+ Remote Administration (DCOM-In)
9 Core Networking - Destination Unreachable (ICMPy6-In)
9 Core Networking - Destination Unreachable Fragmentation Needed ..
€ Core Networking - Dynamic Host Configuration Protocol (DHCP-In)
€ Core Networking - Dynamic Host Configuration Protocol for PV6(D...
9 Core Networking - Interet Group Management Protocol (IGMP-In)
9 Core Networking - IPHTTPS (TCP-In)
9 Core Networking - V6 (Pvé-n)
€ Core Networking - Multicas Listener Done (ICMPy6-In)
9 Core Networking - Multicas Listener Query (CMPV6-In)
€ Core Networking - Multicast Listener Report (CMPv6-In)
€ Core Networking - Multicas Listener Report v2 (CMPY6-In)
<

Group
Active Directory Domain Ser...
Active Directory Domain Ser.
Active Directory Domain Ser.
Active Directory Domain Ser.

Active Directory Domain Ser.
Active Directory Domain Ser.
Active Directory Web Services
Allioyn Router

Allioyn Router

Border Gateway Protocol (B..
BranchCache - Content Rt
BranchCache - Hosted Cach,
BranchCache - Peer Discove.
Castto Device functionality
Castto Device functionality
Castto Device functionality
Castto Device functionality
Castto Device functionality
Castto Device functionality
Castto Device functionality
Castto Device functionality
Castto Device functionality
Castto Device functionality
Castto Device functionality
Castto Device functionality
Castto Device functionality
COM+ Network Access
COM+ Remote Administrati

Core Networking
Core Networking

Profie  Enabled  Action  Override Local Address  Remote Address
A Ve Alow  No Any Any
A Ve Alow  No Any Any
A Ve Alow  No Any Any
A Ve Alow  No Any Any
A Ve Alow  No Any Any
A Ve Alow  No Any Any
AL ves Alow __No Any Any
Active Directory Domain Controler - Echo Request (ICMPYe-In) Propert.. X
Priocoisand Pofts | Scope  Advanced Local Pncipals | Remote Users
General Programs and Senvices Remote Conputers
Trisis 2 precfned e an some of s propeties camnat
be modfed.
ibound e forthe Acive Diectory Domain Cortroler
senice to alow Echo requesls (Bing).
1 subnet
To Renderers
To Renderers
To Renderers
1 subnet
To Renderers
1 subnet
To Renderers
1 subnet
To Renderers
vl
A Ve Alow  No Any
A Ve Alow  No Any
A Ve Alow  No Any
A Ve Alow  No Any
A Ve Alow  No Local subnet
A Ve Alow  No Local subnet
A Ve Alow  No Local subnet
A Ve Alow  No Local subnet

Protocol
ICMP4
ICMPS
TP
upp.
TP
upp.
TP
upp.
TP
TP
upp.
TP
TP
TP
TP
upp.
TP
TP
TP
upp.
TP
upp.
upp.
TP
TP
TP
upp.
upp.
upp.
TP
TP
TP
TP
TP
TP
ICMPvs
1M
upp.
upp.
1M
TP

ICMPvs
ICMPvs
ICMPvs
ICMPvs

Local Port

RC Dyna.
RPC Enc.
)

9955

any

kS

80,443
2
am
am
PlayTo Dis..
10246
10246
10246

IPHTTPS.
Any
Any
Any
Any
Any

Remote Port
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any

Any
Any
Any
Any
Any
Any

Authorized A

Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any

T Fitter by Profile

T Fitter by State

T Fitter by Group.
View

G Refresh

H P Type here to search





image4.png
@ ~  Server Manager * Local Server

@1 ===

Tools  View  Help

Dashboard

fo s

PROPERTIES

s0C
5-0C

SERVICES

s0C
s0C
5-0C

. ALl rights re:

and im

5-DC.nickg.acca
{nickg.acca)
wind
{s-DC.nickg.acca)
nickg.acca
CN-Partiti
nickg.acca
5-DC.nickg.

{0

Warning RemoteAccess
Warning RemoteAccess

Warnina_RemoteAccess

Wired AutoConfig
Update Orchestrator Sevice

Diagnostic Service Host

o

System

Sustem

dotdsve
UsoSue

iServiceHo

11/05 17

11/05 17

Stopped Manual

Running  Automatic (Delayed Start)

opped Manual

=&

o @0

Tasks v

Tasks v

Tasks v

1501
1170572005
28 W & Right cr

1502
11/05/2025

D dx @




image5.png
@ SERVERS

¥ Local Server

Al Servers
AD DS

¥ DHCP

i File and Storage Sery|
fo s
&l Remote Access

£, DNS Manager X
File Action View Help ®©
e 2 XEo=Emiaa
H %NS}DC Neme Tpe Data Timestarm|
v
e £
[ _msdesiickgacca | T
(2] nickg.acca =
) Reverse Lookup Zones || V9P
& oo Toonaorszons
2 Conion e | AFresonszenes
[Flsame ss parent folder)  Start of Authority (S0A)  [104],s-deickg.acca, ho... static
[Flsame ss parent folder) ~ Name Server (NS) sdenickg.acca, static
[Flsame ss parent folder) ~ Host (3) 17216125 o5/05/202)
[Flsame ss parent folder) ~ Host (4) 1010254 o5/05/202)
[Elpeskmop-vaisss Host (4) 172.16.1.10 06/05/202|
e Host (4) 1010254 static
Fls-dc Host (4) 172.16.1.254 static
Elserver Host (4) 172.16.1.254 static ~)
Elserver Host (4) 1010254 static
< >
SERVICES
All services | 1 total
» ® ~ O
ServerName  Display Name  Service Name Status  Start Type
soc DNSSever  DNS Running Automatic

Q Search

Bon@scnE

D dx @

11/05/2025

@l @ 3 Right Cu

1507
11/05/2025




image6.png
R Server Manager

@) SERVERS
Dashboard
£ DNSManager - o X
Local Server = nea
File Action View Help ®©
e 2 XEo=Emiaa
& DNs Neme Tpe Data Timestarm|
v B sbc [E] same as parent folder) Start of Authority (SOA)  [10],s-dc.nickg.acca, hos...  static
v Fomard cookep Zene | Kltsame s prent olcen Name Server (NS) s-denickgacca. static
R File and Storage Serv| g —,“*‘k nickgece | Firat6.4 sde. static
_ nickgacca g
Io s e tones | /25110 DESKIOP-VQis. oszze
° 7216125 S-DCnickgacca. static
i Remote Access
[ Conditional Forwarders
< 5|« >
SERVICES
All services | 1 total
Filter p ¥
ServerName  Display Name  Service Name Status  Start Type
soc DNSSever  DNS Running Automatic

H P Type here to search

1508

Q search 11/05/2025





image7.png
ColERE e e

) o @
Aaron Conley ~
Neme Type Description Reset password..
- = Ueer View resultant password settin..
Add to group..
M Dynamic Access Control b @ Asron Ferguson User group.
ron Knan jser Dissble
Authentication ) & faronkn v
2 adam Moore User Delete
2 Global Search
2 adam Philips User Move..
2 Adam Ramirez User Propertes
2 administrator User Buit-in account for adrin. Users ~
2 adrian Davis User New R
2 Adrienne Anderson User
Delete
2 Aimee Nichols User
Search under this node
& Alan Stephenson User
Properties
2 Alex Cunningham User P
2 Alexander Johnson User
2 Aleander Richard User
2 Alecandra Coleman User
2 Alecandra Dixon User
2 Aleis Medaniel User
2 Ales Owens User
2 Alfred Cantu User
2 Alfred Wallace User
2 Alica Brooks User
2 Alicia Moore User
2 Alica Summers User
2 Alsha Moreno User
2 Alison Mahoney User
2 AlkenDuran User
Aaron Conley v
User logon:  aaron.conley Expiration:  <Never>
Emal aaronconley@nickg ACCA Lastlogon: <NotSet>
Modified:  06/05/2025 14:49
Description:
Summary
WINDOWS POWERSHELL HISTORY ~

H P Type here to search

1508

2GRS S o





image8.png
irtualBox

i File and Storage Services b
fo s
&l Remote Access

@) SERVERS
R Alservers |1 total

Server Name | 1Pv4 Address.

v s Quick access

EVENTS
All events | 0 total

ServerName | ID Severity {

B Videos
Local Disk (C:)
‘SwanseaFiles (D:)

= SharedAssignment (\WVBoxSvr) Z)

SERVICES

Al services | 1 total " "

Oitems

Manageabilty Last Update
@0~ Manage
Home  Share  View | DrveTools
€ v D m THEPC > SwanseaFiles (09

Neme

Windows Activation

Date modified Tpe

“This folder is empty.

ServerName  Display Name Service Name Status  Start Type

s0C DNSServer  DNS Running Automatic

Q Search

1510

e Lo 11/05/2025

A dx @





image9.png
2 owcp
Fle Acion View Hep

L A1 IEEY)

@ oHep St Adcress End P Adcress Descrption ctons
vi ;D‘CPL‘““J accs 017216110 17216120 Address range for distribution Address Pool
(3 Server Options More Actions

v [ Scope [172.16.0.0] G User
(43 Address Pool
[ Address Leases

Reservations

3, Scope Options

Policies

Policies

Filters
e

Q Search

0@,

2025

80 & o0E @ G right cr

e

A dx @

1514
11/05/2025




image10.png
Settings
@ Hom Ahout
System Properties x
R
Find 2 %8| ComputerName  ardware Advanced  Sytem Proecton Remote b/2025
System Wedows s lewng fomaon o ey yourcompier 15,2006
ldows Feature Experience Pack 1
e —
=1 Displa For exampl: "Kichen Computer”or “Marys
Computer'
Fullcomputername:  DESKTOPJVQlS54 ickg acea
) r upgrade your edition of Windows
9 Sound rickgacea pgrade y

es Agreement that applies to our services
[ Notifid Touse awizardtojoin a domain or workgroup. Sick | Network D. o PPl

Network ID.
are Licence Terms

D Focus|  Torename this computer or change s domain or

workgroup, clck Change. (Ginoc

O Power
O Batte
= Stora

|
B System protection
. Advanced system settings
gt Multi-tasking

Rename this PC (advanced)

5 Projecting to this PC

Shared experiences @ Gethelp
(o]

H £ Type here to search b

R AN L L g O
BOh&@o E@EES R -right cr




image11.png
Settings. - X
@ Home Status
Find a setting s - o
4 [ « Network and Intemet > Network Connections s »
Network & Internet
e S e - m e
B stats
£ Ethernet Intemet Protocol Verson 4 (ICPIPv) Propertcs x
- General  Alternative Configuration
Dial-up
You can get IP settings assigned automatically if your network supports.
this capabity. Otherwise, you need to ask your network administrator
© @ or o sroprate - setongs.
(@ Obtain an TP address automatically
Fiight mode O s the oloing P addres:

[
By [E—
[E—

(O Obain DS server address automaically
(® Use the folowing DNS server addresses:

et ont e N
semmeoss [ ]
[lvadte settngs wpon ext —

152

Colde A DB 0B O

Boh@o @S [#) Right Ctrl




image12.png
gl Wserver2022 [Running] - Oracle VirtualBox

File Machine View Input Devices Help

} DHCP

33 Server Options
v [ Scope[172.16.0.0] G Use|
5 Address Pool
[ Address Leases
> [ Reservations
3, Scope Options

(&) Policies

Client IP Address

216110
w2611

Lease Expiration





image13.png
Activities [ Terminal 25Feb 09:01

user@d-server: ~

source /etc/network/interfaces.d/*

auto lo
iface 1o inet loopback

allow lo

iface ens34 inet static
address 10.1.1.1
netmask 255.255.255.0

allow 1o

iface ens35 inet statis

address 10.1.1.2

netmask 255.255.255.0
modif: I

1@ 6188 @@ E R

o001

& D @ 25/02/2025

AL
a





image14.png
Activities £ Terminal 25Feb 09:23

user@d-server: ~

GNU nano 7 c/dhcp/dhcpd. co
#Defining the network

subnet 10.1.1.@ netmask 255.255.255.0 {

range 10.1.1.100:10.1.1.200; #Addressing Range

option routers 10.1.1.1; #Gateway address

option domain-name-servers 8.8.8.8; #DNS Server (Google)
option broadcast-address 10.1.1.255;

default-lease-time 600

max-lease-time 7200

i

Write Out Execute Location
Read File @ Replace Justify

FEMEESIEL oy

0923
25/02/2025

A& HD





image15.png
Activities [ Terminal 25Feb 11:04

user@d-server: ~

usered-server:~$ sudo systemctl restart isc-dhcp-server
[sudo] password for user
usered-server:~$ sudo systemctl status isc-dhcp-server
o isc-dhcp-server.service - LSB: DHCP server
Loaded: loaded (/etc/init.d/isc-dhcp-server; generated)
Active: active (running) since Tue 2025-02-25 11:03:05 UTC; 18s ago
Docs: man:systemd-sysv-generator(s)
Process: 12775 ExecStart=/etc/init.d/isc-dhcp-server start (code=exited, st
Tasks: 1
Memory: 4.2M
CPU: 116ms

CGroup: /system.slice/isc-dhcp-server.service
[

03 d-server systemd[1]: Starting isc-dhcp-server.service - LSB: DHY
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03 d-server isc-dhcp-server[12775]: Starting ISC DHCPv4 server: dhfj

03 d-server dhcpd[12789]: Wrote © leases to leases file

03 d-server dhcpd[12789]: Server starting service

05 d-server isc-dhcp-server[12775]

05 d-server systemd[1]: Started isc-dhcp-server.service - LSB: DHCY
(END)

Bon@s WG ® Right ctl

1104
25/02/2025

A& DHD





image16.png
Activities

Terminal

25Feb 14:45

nick@clientC1: ~

oup default qlen 1000
link/ether 08:00:27:7c:9d:d7 brd ff:ff:ff:ff
3: enpos8: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu
oup default qlen 1000
link/ether 08:00:27:ac:56:83 brd ff:ff:ff:ff
inet 10.1.1.2/24 brd 10.1.1.255 scope global
valid_1ft forever preferred 1ft forever
inet6 feso::a0:27ff:feac:5683/64 scope link
valid_1ft forever preferred 1ft forever
nickeclientC1:~$ sudo dhclient -v enp@ss
Internet Systems Consortium DHCP Client 4.4.3-P1
Copyright 2004-2022 Internet Systems Consortium
A11 rights reserved

iihat
1500 qdisc fq_codel state UP gr

iihat
noprefixroute enposs

noprefixroute

For info, please visit https://waw.isc.org/software/dhcp/

Listening on LPF/enp@s8/08:00:27:ac:56:83
Sending on  LPF/enp0s8/08:00:27:ac:56:83
Sending on  Socket/fallback

DHCPDISCOVER on enp@s8 to 255.255.255.255 port 67 interval 5

DHCPOFFER of 10.1.1.100 from 10.1.1.1

DHCPREQUEST for 10.1.1.100 on enpds8 to 255.255.255.255 port 67

[DHCPACK of 10.1.1.100 from 10.1.1.1
bound to 10.1.1.10@ -- renewal in 277 seconds
nickeclientci:~s ||
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nick@clientC1: ~

nickeclientC1:~$ sudo dhclient -v enp@ss

Internet Systems Consortium DHCP Client 4.4.3-P1
Copyright 2004-2022 Internet Systems Consortium

A11 rights reserved

For info, please visit https://waw.isc.org/software/dhcp/

Listening on LPF/enp@s8/08:00:27:ac:56:83
Sending on  LPF/enp0s8/08:00:27:ac:56:83

Sending on  Socket/fallback

DHCPDISCOVER on enp@s8 to 255.255.255.255 port 67 interval 5
DHCPOFFER of 10.1.1.100 from 10.1.1.1

[DHCPREQUEST for 10.1.1.100 on enp@s8 to 255.255.255.255 port 67
[DHCPACK of 10.1.1.100 from 10.1.1.1

bound to 10.1.1.10@ -- renewal in 277 seconds

nickeclientC1:~$ ping 10.1.1.1

PING 10.1.1.1 (10.1.1.1) 56(84) bytes of data

64 bytes from 10.1.1.1: icmp_seq=1 ttl=64 time=.

64 bytes from 10.1.1.1: icmp_se tt1=64 tim

64 bytes from 10.1.1.1: icmp_se ttl=64 time

[AC

--- 10.1.1.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2819ms
rtt min/avg/max/mdev = 1.116/1.177/1.266/0.064 ms
nickeclientci:~s ||
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user@d-server: ~

server-duid "\@00\001\000\001/P\223\241\010\000' \323W;" ;

lease 10.1.1.100 {
starts 2 2025/02/25 14:44:26;
ends 2 2025/02/25 14:54:26;
cltt 2 2025/02/25 14:44:26;
binding state active;
next binding state free;
rewind binding state free;
hardware ethernet 08:00:27:ac
client-hostname "clientCl";

i

lease 10.1.1.100 {
starts 2 2025/02/25 14:49:03;
ends 2 2025/02/25 14:59:03;
cltt 2 2025/02/25 14:49:03;
binding state active;
next binding state free;
rewind binding state free;
hardware ethernet 08:00:27:ac
client-hostname "clientCl";

i

usered-server:~s |
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user@d-server: ~

user@d-server:~$ ping 10.1.0.254

PING 10.1.0.254 (10.1.0.254) 56(84) bytes of data

64 bytes from 10.1 254: icmp_seq=1 ttl=128 time=1.18 ms

64 bytes from 1@ 254: icmp_se« ttl=128 time=0.723 ms
64 bytes from 10 254: icmp_seq=3 ttl=128 time=1.02 ms

64 bytes from 1@ 254: icmp_se« ttl=128 time=1.01 ms

64 bytes from 10 254: icmp_seq=5 ttl=128 time=1.70 ms

rc o3

--- 10.1.0.254 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4123ms

TItt min/avg/max/mdev = @.723/1.127/1.699/0.321 ms +
usered-server:~$ ||

ssses
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\Users\Administrator>ping 172.16.1.12

inging 172.16.1.12 with 32 bytes of data:
eply from 172.16.1.12: bytes=32 time-3ms TTL-128
eply from 172.16.1.12: bytes=32 time=ims TTL-128

ing statistics for 172.16.1.12:
Packets: Sent = 2, Received = 2, Lost = @ (0% loss),
\pproximate round trip times in milli-Beconds:
Minimum = 1ns, Maximum - 3ms, Average = 2ms
ontrol-C
c
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From 1@
From 1@
From 1@
From 1@
AC

--- 10.1.1.1 ping statistics ---

J11 packets transmitted, © received, +8 errors, 100% packet loss, time 10604ms
pipe 4

jnickeclientC1:~$ ping 10.1.1.1

PING 10.1.1.1 (10.1.1.1) 56(84) bytes of data

64 bytes from 10.1.1 icmp_seq=1 ttl=64 time=1.39 ms

64 bytes from 10.1.1 icmp_seq=2 ttl=64 tim 76 ms

64 bytes from 10.1.1 icmp_seq=3 ttl=64 time=1.02 ms

64 bytes from 10.1.1 icmp_seq=4 ttl=64 tim 03 ms

AC

--- 10.1.1.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 427ems

Ttt min/avg/max/mdev = 1.016/1.298/1.757/@.3@5 ms

nickeclientci:~s |

TETFeTER T EEs T R s s e e

icmp_seq=5 Destination Host Unreachable
icmp_seq=6 Destination Host Unreachable
icmp_seq=7 Destination Host Unreachable
icmp_seq=8 Destination Host Unreachable

[SR R





image23.png
-

oo »

-
==

=
F

1| Permissions for SwanseaFiles (D:)
{sesinty]
Ojectname: D\

Group or user names:

82 Everyone

2 CREATOR OWNER

82 Authenticated Users

S2.5YSTEM

82 Adminisrators (NICKG\Administrators)
5 Users (NICKG\Users)

Pemissions for Authenticated
Users Alow

Fullcontrol
Modfy
Read & execute.
Listflder cortents

Local Disk (J ‘ Read





