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Introduction
[bookmark: _Hlk53414392]This report will evaluate how and why an organisation uses a digital Identity across social media platforms to promote itself. It will also explore the value of customer relationships and the benefits it provides to deliver exceptional customer experience based on collected data.  Social media platforms such as Instagram, which has 1 billion active monthly users worldwide (Instagram. 2020), Twitter which has 175 million registered users (Business insider. 2020) while Facebook has over 2.7 billion monthly active users (Clement, J. 2020). It is thought that among 500 firms, 77% have active Twitter accounts while 70% have Facebook accounts and 69% have YouTube accounts (Culp, S. 2020). Based on examples of security breaches provided, a risk management is included along with strategies to minimise potential risks. The second part of this report will explore how a company strives to create a digital identity for each of its customers as well as the security ramifications involved and compliance with data regulations.


















Executive Summary
Part 1 of this report defines digital identity and explores the benefits to companies from promoting their brands across social Media platforms such as Facebook and Twitter. It explains the results of strong customer relationships being able to drive brand by collecting data on consumers. An analysis on potential social media risk is provided based on past cyber attacks as well as implementing strategies to limit those risks.
Part2 examines how companies create digital identities for its customers as well as the need for companies to implement strong policies and procedures in compliance with data privacy regulations. It will also include Cybercrime statistics with suggestions as to how companies could prevent being targeted by hackers and ensuring consumer data is protected. Also included in this report are strategies on improving and implementing strong authentication measures to verify digital Identities.


















Main Body Part 1
Digital Identity
It is suggested that a digital identity is defined as comprised characteristics or data attributes, such as a Username and password, Online search activities like electronic transactions, Date of birth, Social security number, Medical history, Purchasing history or behaviour (Techopedia. 2020). A digital identity is used to identify individuals when connecting to the web through devices such as mobile phones, laptops, pc’s and tablets. An individual’s digital identity grows over time through ongoing exchanges of information and value.  
[bookmark: _Hlk54525823]How a company uses a digital identity on social media to promote itself
It is thought that Social media can influence consumer behaviour as businesses are able to connect with consumers online to increase brand awareness. It is suggested that a strong social media presence will dictate how a company’s brand performs. Most consumers today use online media to research a brand before trying it out, researching customer reviews. If a company can manage to create an interesting online presence then it is likely it will drive up their conversions (Agrawal, A, J. 2020), as Social media platforms allow companies to speak directly and honestly to their consumers who then creates a picture about the companies brand and what they stand for, ideally one that resonates with the consumer own beliefs and values (Highjam. 2020). 
Social commerce 
 Social commerce is a form of Internet-based social media that allows active participation in the marketing or selling of products and services in on-line marketplace and communities. The emergence of social commerce has influenced the passive behaviour of users to become active content creators on the internet. This two-way interaction promotes value creation for organisations and the consumer (Hajli, N. 2015).  Establishing a high level of customer relations is essential to the growth and financial sustainability of any businesses. It is thought that social media platforms can help organizations in developing strong relationships with customers through engaging with them and finding out their interests and in turn collecting valuable data. Studies have shown that, a high level of customer participation across an organisations social media platform can lead to an increase in the frequency of customer visits, which is essential in building a strong brand. Using social media platforms to promote an organizations brand enables companies to achieve several valuable objectives such as, communicating directly with their customers and building strong relationships with its stakeholders helps increase organizational visibility and brand value (Valentini, C. 2015).
 


Algorithms
The array of customer data that is available today drives digital conversations, whether it is transactional data, relationship data or analytical insights that help to interpret interactions and preferences and can anticipate future needs. Consumers value the familiarity they develop over time with an organisation, marketers are aiming to create exceptional customer experience using online interactions across news, social, search and commerce channels to precisely tailor each individual experience (KPMG. 2020). 
To improve and enhance customer experience, companies such as Google, Amazon, Wish, Netflix and Facebook implement algorithms based on the data collected on its customers. It is thought that, to create value for users digital businesses need to analyse a huge amount of user data such as algorithm technologies (Zakurdaieva. A. 2020).
Example of cyber-attacks on social media
Hackers are known to mislead companies and consumers by pretending that they are a particular business. They create fake social media accounts to fool and scam people and while they are conning shoppers, they are also destroying the company’s brand and reputation by using a brands name. Hackers will not hesitate to communicate with buyers, shareholders or partner organizations to defraud them.
[bookmark: _Hlk54466779][image: ]In 2013 Hackers hacked into the Twitter profile of fast-food giant Burger and changed the profile picture and description in favour of biggest rival McDonalds (BBC News. 2013) Also, it is thought that a well-known group Syrian Electronic Army (SEA) hacked Skype social media accounts at the beginning of 2014. The documents claimed that the agency had access to servers of major technology companies including Skype, Microsoft, Yahoo, Google, Facebook, YouTube and Apple (if. 2020)









Social Media Risk Management MATRIX
Creating a risk assessment matrix allows organisations to identify and manage possible threats to the organisation as well as preventing a negative impact on the brands reputation.
	 Threat
	Risk value
	How to manage Risk Strategy
	Specifics of strategy

	
Confidential information leaks
	
0.9 x £600,000 = £500,000
	


Mitigate
	

*Install a firewall and ensure security defences are up to date

	


Potential damage to brand reputation

	


0.6 x £200,000 = £80,000
	


Control
	
*Training on social media use

*Social media policy, code of conduct



	

Intellectual property theft 
	

0.8 x £100,000 = £60,000
	


Mitigate


	

*Invest in security and anti-virus software 
 

	

Legal ramifications
	

0.4 x £200,000 = £50,000
	

Share Risk
	

*Third party insurance to eliminate risk







Justification
Some of the most common threats on social media include a leak of confidential information, damage to a brands reputation and Intellectual property theft. To eliminate the risk of these cyber threats, companies need to implement a strong network of controls across social media platforms.
*A leak of confidential information gathered on its customers. This can be mitigated by ensuring internet security is up to date and appointing a chief digital officer to take responsibility and ensuring confidential information on is protected.
[bookmark: _Hlk54471392]*Potential brand reputation damage – In the case of HMV employees took to their Twitter account in 2013, tweeting throughout mass redundancy meetings which caused a giant stir on the social media platform. The Marketing Director underestimated the power of social media and the need for user guidelines and policy, with the right procedures in place and training on social media use this could have been avoided (if. 2020).
*Intellectual property theft – Ransomware is where criminals hijack personal files and platforms and hold the company to ransom. To prevent this from occurring it is essential that companies install a firewall to protect devices from being attacked. A well configured firewall can stop breaches happening before hackers penetrate deep into a network.
[bookmark: _Hlk54471888]*Legal Ramifications – It is essential for large companies to share risk for security breaches with third party insurers in the event of legal ramifications to the organisation. This will pay for critical damages and monetary charges. Furthermore, business insurance can shield you against lawsuits (Techeest. 2020).   












Part2
Why and how company creates a digital identity for its customers
A company will strive to create a digital identity for each of its customers to ensure they can continue providing exceptional customer experience and build their brand. Companies make use of customer data collected through cookies from social media and digital platforms such as Google search engines, location logins. While Facebook does not sell data on its users it does however allow companies access to profiled data on its users. Companies can then apply Facebook Pixel to their websites to ensure that when they buy targeted ad space on Facebook, the right ads are promoted to the right customers (Facebook. 2020). Each time a user clicks on a cookie they are giving permission for the data collected on their devices to be collected and shared. However, companies must use the information gathered on is customers in compliance with data protection regulations. It is essential for companies to implement strong management strategies in compliance with many privacy regulatory agencies when accessing and managing customer data, such as GDPR in order to protect themselves against privacy breaches. Customer identity and access management allows organisations to securely collect and manage customer identity by providing features such as customer registration, consent and preference management as well as multifactor authentication, access management and data governance (Mckeown, E. 2020).
General Data Protection Regulation
The GDPR is a framework of privacy and security laws in the EU. Though it was drafted and passed by the European Union (EU), it imposes obligations onto organizations anywhere in the world so long as they target or collect data related to people in the EU. The GDPR levy harsh fines against non-compliant organisations who violate the privacy and security standards of customers, with penalties reaching into the tens of millions of euros (GDPR. EU.2020). The GDPR allows more control over what companies can do with collected data and prevents companies form sharing data with third parties without the consent of consumers.
In order to comply with consent regulations and protect consumers privacy, it is essential that companies collect consent from each of its customers to store and use their data, they must also log the customers history of consent as well as complying with the customers’ consent. GDPR regulations suggest privacy control would include the right for consumers to be informed to data access, the right to access the data a company holds as well as a right to rectify and erase data. It also provides consumers with the right to restrict companies processing data obtained as well as the right to object to companies using it. 




Cybercrime Statistics
Due to identity theft common across digital platforms, digital identity authentication and validation measures are critical to ensuring security infrastructure (Techopedia. 2020). Research has shown that there is a cyber-attack every 39 seconds. 75% of cyber-attacks are thought to start with a suspicious email, 21% of online users are victims of hacking and 11% of online users have been victims of data theft. It is suggested that 72% of breaches in 2020 targeted large companies and 10% of organizations received cryptocurrency mining malware. To prevent this, it is essential to ensure the latest anti-virus software is installed on all devices and well as including firewalls. 80% of hacking breaches involve brute force or stolen credentials, 25%of these breaches involved phishing. Human error accounted for 22% and Ransomware is thought to be found in 27% of malware incidents, up from 24% in 2019 (Fintech News. 2020). Security to reduce the risk of criminals accessing, using stolen data or creating fake digital identities to defraud.
 Authentication 
There are many tools available that organisations can implement to support data management such as implementing stronger authentication to verify an individual’s digital identity.
*Multifactor factor authentication – Multifactor authentication includes a combination of elements to confirm an individual’s digital identity. Something you have such as a username, something you know such as a password or something you are such as answers to a personal question.
*Two factor authentication is well known and there are several inventions relating to it, one of those inventions in this area relates to sending a confirmation code to the user's phone by SMS and verifying this code before authentication. Although this provides a simple solution without the need for any special hardware, the service provider will incur a cost on each SMS sent, which could be very high for a large service provider with several thousand logins per day (Selvarajan, B. 2007). 
*Biometrics – Biometric is used to identify the identity of an input sample when compared to a template, used in cases to identify specific people by certain biological characteristics. *Physiological Biometrics - are related to the shape of the body and thus it varies from person to person Fingerprints, Face recognition, hand geometry and iris recognition are some examples of this type of Biometric (Bhattacharyya, D. 2009).





Conclusion
To conclude it is clear to see from the analysis provided in this report why a company uses social media to promote itself. Building strong relationships with customers helps to drive brand. Satisfied customers are likely to take it upon themselves to promote a company’s brand through evangelism, potentially generating a wider target audience and allowing companies to gather more data on current trends and provide a high level of customer experience to its customers. However, as mentioned it is essential that companies implement several risk management strategies to prevent privacy breaches as well as complying with privacy regulations. It is essential that companies provide employees with clear guidance on policies and procedures including use of social media to ensure employees know what is expected of them to limit potential damage to the reputation to the brand and company through privacy breaches. Implementing Firewalls and anti-phishing virus software to company devices will limit the possibility of criminals from accessing and taking control of a brands image as well as obtaining data collected on consumers. Implementing stronger authentication options will allow the company to verify the true identity of a customer or alert them to potential hacker trying to gain access to customer and company accounts.
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