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Abstract 
Digital Health and Care Wales (DHCW) are a National Health Service (NHS) Special Health Authority, focused on the development of digital services to be used across the NHS throughout Wales. The business is essentially spilt in to two main areas, Software Services, and Infrastructure Services. Firstly, the software teams work on developing software that is to be used by primary and secondary health care workers, in situations ranging from GP practices to Accident and Emergency (A&E) departments. The aim for developing software in house, is to achieve a single patient record where all information is available in a single digital record.
Secondly, Infrastructure Services support the hardware that is used to host the software implementations being developed. Servers are provisioned, monitored, and supported by several teams across Infrastructure services. Part of the responsibility of maintaining servers includes protecting against cyber security threats, which pose a risk to the systems as well as the data contained on the systems. 

For this reason, the Infrastructure Services Director has proposed that security be enhanced further by implementing Windows Defender Advanced Threat Protection (ATP). This report aims to research ATP, along with similar products, to ensure that the best product is selected to align with organizational needs and the within the budget available.
Methods used will generally be of an exploratory nature due to the scope of the project. 
Findings throughout the report highlight CrowdStrike and Windows providing the best offerings in regard to detection, with TrendMicro lacking in detection and usability.
Windows ATP was however the best all-around product, especially when considering the cost to the business. 
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[bookmark: _Toc112966806]Introduction
Endpoint Protection is a crucial function to include as part of a cyber security strategy. The purpose of endpoint protection is to safeguard against ever evolving threats which target computer systems. As threats evolve to become more complex, the defense mechanisms much also evolve to provide sufficient protection for systems and their users. 
Digital Health and Care Wales (DHCW) is a Special Health Authority which forms part of the National Health Service in Wales. DHCW manages and develops the infrastructure and software that supports patient facing services across Wales, such as GP practices and wards throughout hospitals. 
My role in DHCW lies in the Monitoring Team. My main responsibilities include ensuring compliance for software updates released by Microsoft, as well as using monitoring tools such as SolarWinds and Microsoft System Centre Operations Manager (SCOM) to detect faults with the network, and systems which access the network. Administrating the antivirus solution deployed to systems across NHS Wales is also managed by myself, as part of the Infrastructure Support Operations Center (ISOC) team.
DHCW is looking to enhance protection and implement a new endpoint protection solution. Microsoft Windows Defender ATP has been proposed as this solution by the director of Infrastructure Services at DHCW. Understanding the importance of selecting the best product, this report seeks to identify the most suitable options and test these products in a sandbox environment to evaluate and provide recommendation to the board to decide which product will be selected.

[bookmark: _Toc112966807]Aim
The primary aim of this project is the Investigation, evaluation, and implementation of a new endpoint protection product for Infrastructure Services and supported services at Digital Health and Care Wales (DHCW).

[bookmark: _Toc112966808]Objectives
To achieve the aim, the following objectives have been decided upon to split the aim down into smaller more easily attainable goals.
These objectives are listed below:
· Research existing/previous antivirus solutions in place at DHCW.
· Understand DHCW requirements for new endpoint solution, via discussions and researching DHCW literature regarding the topic.
· Research available endpoint protection products on the market
· Evaluate solutions in a sandbox environment to select which product will be chosen.
· Get change approved for and test deployment to small number of test dev servers
· Deploy product to all systems in a controlled manner to manage downtime for system and mitigate issues with deployment.


[bookmark: _Toc112966809]Project Structure
The Project comprises of three main sections: background information and literature review, Implementation and testing, and conclusions and reflections. These sections are split into chronological chapters, which follow the order of topics that will need to be addressed to accomplish the overall aim of the project.  The first few chapters look to establish the foundation for the project, providing an understanding of the background information required for the reader before reviewing existing literature to heighten the readers understanding beyond just background context. Lastly, the first section will discuss the research process, method, and philosophy.
 The next section will discuss problem formulation using literature reviewed in section one, before focusing on the implementation and testing of the products being reviewed, this will highlight the technical elements of product evaluation and outline any design elements in detail.
The final section will look to review the previous sections to conclude themes which are discussed throughout the document. The project will be reflected upon, to understand lessons learned about what was done well, and what can be improved upon for future projects.

Chapter one provides the reader with the context of the project, which will provide a foundation to understand later chapters throughout the document. This chapter will also provide the primary aim, and objectives for the project. 
Chapter two expands on the background information provided in chapter one, with a more holistic approach to the topics of the project. Existing literature will be explored and anaylsed.
Chapter three is all about the research approach required to achieve the primary aim for the project. Topics centered around the research comprise: overview, philosophy, methodology, process, as well as data collection methods.
Chapter four covers the implementation stage of the project, detailing the configuration of a sandbox environment for testing solutions, as well as the outcomes and explanations of decisions made as part of the process.
Chapter five will talk about whether aims and objectives have been achieved, as well as if answers provided throughout the report are as expected. 
Chapter six concludes the project, summarising all concepts discussed throughout. As part of the conclusion, recommendations will be made for further work to be completed.
Chapter seven will reflect upon the project. Reflective writing will highlight lessons which have been learned because of completing the project.





[bookmark: _Toc112966810]Research & Review of Literature

[bookmark: _Toc112966811]Introduction
This chapter of the report will review literature to provide a holistic understanding of endpoint protection platforms (EPP). Knowledge derived from the literature review will be critical in informing the decision of selecting the most effective endpoint protection product for use at DHCW. Literature will also enable key decisions to be made regarding implementation, for example, how to safely configure a sandbox environment purpose built to host dangerous malware without affecting the host system. Literature will concentrate analysis on peer-reviewed sources. However, due to the nature of research requiring extremely up-to-date information, more recent sources which have not been peer reviewed will need to be used too. Information attained from the latter will need to be more heavily scrutinized to ensure that it is accurate and reliable. 
Topics discussed throughout include different historical cyber-attacks, endpoint protection solutions, market analysis of endpoint protection solutions, suitable endpoint protection products in further detail, sandbox environment configuration, as well as DHCW processes which will need to be followed throughout the project.
[bookmark: _Toc112966812]Historical Cyber-Attack
To understand the need for endpoint protection solutions it is valuable to be aware of the enemy to endpoint protection platforms (EPP); the malicious software and malware, purpose built to enact harm to computer systems. Gov.uk [1] advise that in the last twelve months alone “39% of UK businesses identified a cyber-attack”, even this figure is likely too low, as “less cyber mature organisations in this space may be underreporting”. The reason for underreporting is down to less time and money being spent for cyber security in smaller businesses. Where products used are not as sophisticated, it is probable that these businesses have been impacted by malware and other threats without even being aware of the threat. This emphasizes the need for a strong endpoint protection platform. Of the 39% of threats identified, phishing was the most common threat vector. Phishing is where emails are sent out containing misleading links, to fool users into accessing the link and exposing their system to malware. Malware, denial of service and ransomware attacks were also commonly identified as part of the research. Examples of these types of attacks, and the methods used to breach and then harm systems are discussed below:

[bookmark: _Toc112966813]WannaCry
The accurately named WannaCry is unfortunately all too familiar to the NHS as back in May 2017, NHS England “identified 45 NHS organisations including 37 trusts that had been infected by the WannaCry ransomware. In total at least 81 out of 236 trusts across England were affected. A further 603 primary care and other NHS organisations were infected by WannaCry, including 595 GP practices” [2]. However, impact was not limited to NHS systems as the WannaCry ransomware impacted computer systems across the globe. Files would be encrypted, with extensions being changed to the different variations of a WannaCry extension such as “.WNCRY”, directories affected would then have a read me file with instructions demanding a ransom for files to be decrypted. Other systems affected were presented with a graphical interface which also stressed urgency to pay the ransom to release files.
[image: wannacry-ransomware-encrypted-files][image: WannaCry hackers had no intention of giving users their files back even if  they paid][bookmark: _Toc112966861]Figure 1WannaCry file encryption
[bookmark: _Toc112966862]Figure 2WannaCry GUI


Within the instructions hackers specified that they wanted the cryptocurrency, bitcoin, to be paid to a bitcoin address. Bitcoin was selected due to the anonymity attached to the cryptocurrency, which relies on blockchain technology to transfer. The anonymity aspect was important to cyber criminals as bitcoin is a lot more difficult to trace by authorities, compared to more common transactions such as PayPal or bank transfer. 
Cyber experts however warned that even if payment was received, it was unlikely files would be released. 
The WannaCry virus was effective due to an exploit known as EternalBlue, and backdoor called DoublePulsar. 
EternalBlue is an exploit that takes advantage of a vulnerability in mainly windows operating systems which have desktop operating systems older than and including Windows 7, and Server operating systems before Windows Server 2016; essentially all systems which still make use of the legacy SMBv1 protocol. Older operating systems have this enabled by default, whereas newer operating systems disable this by default (largely in response to the EternalBlue vulnerability). Microsoft officially class the EternalBlue exploit as MS17-010.
NHS Digital [3] describes DoublePulsar as “a backdoor tool that is pushed to a target machine with the ability to inject and run malicious code on the machine.” They also add that, “The attack is extremely stealthy with system operators unlikely to notice the intrusion unless a mistake is made by the attackers. Therefore, many compromised systems are likely to remain infected for some time before the intrusion is discovered”.  This is important to consider on the topic of endpoint protection, as the best product for DHCW will need to be effective at recognizing new threats to systems and mitigating risk when threats are discovered. 
 EternalBlue was in fact developed in house by the United States National Security Agency (NSA), around five years before the attack took place. The NSA had developed EternalBlue to add to their arsenal of tools which would be used in espionage against other nations.  EternalBlue functions by taking advantage of an SMBv1 vulnerability in Windows operating systems, Microsoft had already disabled SMBv1 in operating systems with Windows 10/Windows server 2016 or newer installed, this meant newer systems were generally safe. At the time of attack however organisations were slowly in the process of migrating to newer systems, with Windows 7 and even XP prevalent through the NHS.  The exploit is extremely effective as it was developed by the NSA, meaning it is much more sophisticated than attacks that are created by other cyber criminals who do not have the same level of resource. Another feature of the exploit which allowed it to spread so fast it the properties of self-propagation. Self-propagation means the virus spreads extremely fast across the network, this is referred to as a worm. 
The problem with such a potent cyber exploit, would always be if it got into the wrong hands. Which is exactly what happened, to trigger the global impact of WannaCry, The BBC [4] reported that the tools used for the attack were suspected to have been stolen from the NSA “by a group of hackers known as The Shadow Brokers, who made it freely available in April”. After tools were available freely, it is believed that a hacker group from North Korea was responsible for the impact on a global scale. Forbes [5] report “researchers found clues that tied the massive ransomware outbreak to a hacker crew called the Lazarus Group, long believed to be an offensive cyber unit working out of North Korea”. Although the NHS is not thought to have been a target, it was likely affected due to the large attack surface of the organisation, with a large network of devices there is always more potential for threats to affect the system. Fortunately, the attack ground to a halt when a cyber expert identified a kill switch in the code, by registering a specific domain.


[bookmark: _Toc112966814]AV vs EDR vs XPR
When considering endpoint solutions, the above acronyms will be commonly mentioned. Each of the endpoint protection options will share some features, however they hold some differences which are discussed below.
[bookmark: _Toc112966815]AV - Antivirus
Antivirus (AV) is the oldest solution of endpoint protection, which has been around for decades. AV is focused on stopping threats reaching machines in the first place by comparing known malicious file signatures to those found on endpoints through running regular scans. As technology has advanced however, so have threats, therefore AV is likely not enough protection for endpoints.
[bookmark: _Toc112966816]EDR – Endpoint Detection and Response
EDR solutions offer enhanced security features compared to solely using AV, whilst some features of AV form part of an EDR solution, EDR is more advanced. EDR relies “primarily on behavioral analysis of what’s happening on the endpoint. For example, if a Word document spawns a PowerShell process and executes an unknown script, that’s concerning. The file will be flagged and quarantined until the validity of the process is confirmed” [3]. By focusing on behavior of machines rather than just signatures, this means that newer threats have a greater chance of identification and stops threats modifying their signature slightly to bypass detection systems. EDR also offers real-time protection and is better able to quarantine threats. 
[bookmark: _Toc112966817]XDR – Extended Detection & Response
As the title suggests, XDR is another extension of its predecessor, offering further enhancements over EDR. “EDR is too narrowly focused, as it provides a view of only the endpoint. It’s time for EDR to give way to XDR where X is a far broader set of data that includes endpoint, as well as cloud, threat intelligence, network data, logging information and possibly even community data.” [4]. This shows that XDR is the most suitable solution for enterprise environments, such as DHCW, due to the additional features which allow monitoring, detection, and remediation to take place across the whole environment as opposed to each endpoint on an individual basis. Other features of XDR include, machine learning, cloud integration, and operating on multiple security layers. Essentially XDR encompasses both features of and EDR and AV system, along with added value such as AI learning. XDP is aware of more threats on a global scale, instead of just threats inside of the organisation. This extra knowledge allows XDR products to provide a more holistic package to deal with potential threats which develop daily.
To summarize the findings of the various categories of endpoint protection products; in the year 2022, a simplistic antivirus product should not be implemented. A basic AV product will not provide enough protection for the nodes throughout the organisation. As threats are developing and becoming more complex, the mechanisms used to protect against the evolving threats also need to develop to ensure the provision of sufficient protection. After disregarding AV, this leaves EDR and XDR, where the preferred option would be an XDR system as the organisation can make use of enhanced features such as a larger library of threats. However, XDR will be likely to incur additional costs compared to an EDR, so as a result it is not such a black and white decision between XDR and EDR. Products will be evaluated on an individual basis. Whilst an impressive EDR offering might provide similar features to a poor XDR solution, the EDR could be at a much more favorable price point for the business.
Market Analysis in the next section will provide this individual product analysis to decide upon the most suitable products for DHCW. 

[bookmark: _Toc112966818]Endpoint Protection Products – Market Analysis 

To research the currently available endpoint protection products available on the market, Gartner is likely the best starting point as, “Gartner Inc. (Gartner) is the largest research and advisory firm of the information technology industry worldwide “[5]. ￼  Gartner are widely regarded as a trustworthy source of information, with over 2150 dedicated researchers. Gartner work with over 1000 businesses spread globally, across 100 countries.  
Gartner has released a report [6] which identifies the most suitable options in the market, with further detail addressed in the Magic Quadrant for Endpoint Protection Platforms report [7]. To select the best options from the report the filter “number of ratings and rating high-to-low” was chosen. This would mean that only products with a large enough sample size would be researched. There were several products from smaller companies that had a 99% average rating, but under 5 ratings were submitted, which means results may not provide a robust source of evidence were skewed. Along with this Criteria for selecting the best options to further investigate from the report, Microsoft Defender ATP was selected due to this being a requested focus from DHCW’s IT Director. Out of the products which had enough ratings and good scores McAfee, Microsoft Defender ATP, Bitdefender, and Falcon were selected for further analysis. McAfee was selected as it has previously been deployed at DHCW and will serve as a comparison for the proposed products as DHCW are already aware of the desired features from McAfee, as well as the more undesirable features too.
As well as Gartner, another respected research firm is Forrester. The Forrester report [9] on Endpoint protection solutions largely returned similar findings. Forrester favored TrendMicro over CrowdStrike. However, choosing TrendMicro as their number one selection, Microsoft again placing as their second placed solution and only other solution with ‘leader’ status. CrowdStrike was closest to a leader, falling just into the ‘Strong Performer’ category. This reinforces Gartner’s research, with another large research organisation also scoring the three selected products as the best solutions currently available on the market.[bookmark: _Toc112966863]Figure 3 Gartner Endpoint Protection Products 2022
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[bookmark: _Toc112966864]Figure 4Forrester XDR Providers
Other reports were considered, which also corroborated similar results about the chosen solutions. However, with Gartner and Forrester being two of the largest and most reputable sources available with recent results, their research was highly valued. 
Below the chosen solutions, along with McAfee are discussed in greater detail. 
[bookmark: _Toc112966819]McAfee
Firstly, McAfee is an option familiar to DHCW. Before implementing Windows Defender in September 2020, McAfee was used by Infrastructure systems across DHCW. 
For reasons discussed below, McAfee is not viewed as an option for the next product to be used. McAfee is included in the report, as shortfalls from the product will be considered to ensure the product selected in this report does not have similar faults. McAfee was hosted on a Hyper-V guest server in Blaenavon data center, this server hosted the front-end ePO (ePolicy Orchestrator) console, and the ePO database [8]. The ePO console is a web-based console where technicians manage antivirus updates and agent deployments.  
To understand general opinion of McAfee, the survey area of ServicePoint (DHCWs main ITIL based call system) was searched to identify all McAfee calls logged across the period before McAfee was replaced by Defender. Comments included a GP staff member, mentioning “This seems to be happening more often than not - I was on hold for 10 minutes before speaking to a staff member who was able to do the McAfee Drive Encryption - we ran the updates - logged off - then logged on again but the system was still locked due to McAfee - very frustrating!”. Another supported user all voiced displeasure for McAfee, stating in the dislike area that “the setting of McAfee timing out for updates so quickly means I have to call and get the update done quite often”. Further feedback in the system echoed the same message of the product being obtrusive and hurting productivity, due to the product not working particularly well with the windows, which is used by most systems at DHCW. Another issue that was cause for concern with McAfee was overall machine performance.  The Welsh Clinical Portal team (WCP) logged calls regularly complaining of system performance before DHCW migrated away from the product. Since migrating to system center endpoint protection (SCEP), ISOC have not received further complaints regarding performance from the WCP service. From a support perspective, McAfee would also generate almost too much information, where it could be clear to differentiate between useful information and information which could be easily discarded as irrelevant. These aspects that were cause for frustration for the business by both support-users and end-users, should be searched for to confirm that the selected product is an improvement to the organisation and allows users to focus on more important matters involving endpoint protection.
[bookmark: _Toc112966820]Microsoft Defender ATP 
[bookmark: _Int_ZzirK99p]Gartner Identifies Microsoft Defender for Endpoint (MDE) as a market leader in the magic quadrant for Endpoint Protection Platforms (EPP). Forrester also score Defender as a market leader. Microsoft has really enhanced their reputation as a trustworthy security provider recently, with more recent reviews in 2022 scoring a noticeable difference to reviews further back around 2017, when Microsoft first shifted focus to endpoint protection. Customer perception is changing because of the work and finance Microsoft is investing to ensure they remain a leader in the field. This commitment is emphasized by Peter Scott [11], Director of Security at DXC Technology. “Microsoft is investing $20 billion in security over the next five years. Considering this investment and dedication to security, it makes sense for organizations to consider Microsoft when looking to simplify their security toolsets”. The product is of course developed by Microsoft, who dominate the market of operating systems (OS) used globally, with a controlling 69.61% share of all OS’s used globally for computer systems [9]. This is important as an endpoint protection solution that is developed by Microsoft is likely to integrate well with their own operating systems, which are the ones predominantly used by DHCW. The nearly 70% of systems are also likely to feed back in some form, to provide threat analytics and build one of the most complete global threat catalogs. Newer Operating systems for Windows are also built with security in mind before release rather than after. As a result, sensors are monitoring the system straight after install and can feed into the XDR to provide useful insights.	Comment by Lloyd Willis: Ref maybe?
 DHCW already has Microsoft 365 E5 subscription, having recently upgraded the subscription. As well as this, DHCW makes use of several offerings from Microsoft, such as azure for hosting and other cloud resources. As a result of this, the organisation receives favorable costs when purchasing additional Microsoft products. With the Microsoft 365 E5 subscription however, the business would incur no additional costs to utilize both Defender for Office 365 Plan 1 and Plan 2. Although this license has recently been purchased, the cost is around £40 per endpoint, therefore around £100,000 annually for the organisation.
Deployment of Defender is a simple process to onboard devices, with several options available. Whilst some options are more hands-on manual options, there are other options such as group policy and SCCM which would require little to no interaction from administrators.
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[bookmark: _Toc112966865]Figure 5 ATP deployment options
Within DHCW the SCCM option would likely be the best option for agent deployment, with a collection setup and a query to populate the collection with systems that will need ATP (Microsoft Defender for Endpoint). This is the existing deployment solution that Client Services also use.  A detection script is also available from the console to confirm the product is installed successfully following the chosen onboarding method. The detection script could be used within an SCCM compliance baseline, to ensure all enrolled devices are reporting correctly.
ATP boasts several features which will be of use to DHCW, which are described in brief below:
· Safe attachments & links – monitors attachments and links to protect against phishing emails.
· Real-time protection – client runs in background of systems to detect threats in real time.
· Attack simulation training – can simulate attacks to test level of protection for systems.
· Advanced hunting – use custom queries to detect known threats, and ensure systems are protected.
· Threat analytics – able to score threats to enable prioritization of mitigations. 
· Alerts/ incidents – alerts are not overloaded with information and provide a timeline of changes to the system.
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[bookmark: _Toc112966866]Figure 6 ATP Alert Timeline
· Reports – multiple reports which can be provided to key decision makers.
· Single console – console has a clean design and is simple to achieve desired actions. 
· XDR capabilities – enhanced unified security.
· Machine learning.

Overall Microsoft 365 defender is an extremely strong offering and has several features which would improve the existing infrastructure and with price being included as part of existing subscriptions this only adds to the desirability. 
 
[bookmark: _Toc112966821]CrowdStrike – Falcon
CrowdStrike was identified by Gartner as a top 2 leader and a visionary (see figure 1), therefore CrowdStrike is likely to be the biggest competitor to Microsoft Defender ATP and will be of interest to the study. Falcon was identified to be leader not only by Gartner, but also by other assessors such as IT Business Edge [10], and Forrester [9] too.  Reviews from PeerSpot [14] show mixed opinions from existing customers, a strong point for the product is detections with multiple customers advising that they have thoroughly tested the system and it has been successful in detecting malicious activity. The flip side to detections being a strong point is that many customers also feel there is room for improvement regarding how data is presented in the console, for example, one customer, Jeffery Anderson, states “There was too much information. Initially, when the user logged in. Trying to sort through it all, you can get lost easily”. Another customer, Erik Hart, mentioned that “CrowdStrike shows incidents, but what are the things that I really need to worry about as a CISO at a company?”. This demonstrates the importance for an XDR solution to output manageable actions that will result in a more secure environment, instead of just flooding users with too many alerts and information. Other complaints included regular sensor updates, which are required and can be difficult to deploy. 
Next the cost of the product is generally thought to be quite expensive compared to other XDR offerings, with certain features being additional add-ons. Such features such as Falcon-X many customers feel are required to get the most from the product. On the CrowdStrike official site [15], they advise that the cost for each endpoint is “$59.99”, which works out to be around £51.20. This works out at around £128,000 per annum for just one element of the falcon platform, whilst other add-ons which would be required for the product to be comparable to other solutions would incur additional financial outlay. 
The product is deployed using an agent installer that is run on each system to connect to the console, like ATP, this could be deployed via SCCM. As previously mentioned, some reviews from users advise that this can be a requirement to deploy newer agents on a regular basis, however. 
The platforms highlighted features include:
· Machine learning.
· Custom blocking (whitelisting and blacklisting)
· Exploit blocking.
· IOA (Indicators of Attack) prevention.
· Additional protection specific to ransomware.
· Single console.
· Security Threat Alerts
· API integration. 
· Vulnerability scanning. 
[bookmark: _Toc112966822]Trend Micro 
Trend Micro has already been adopted by health boards throughout NHS Wales, such as Cwm Taf and Swansea Bay, both of which make use of the XDR functionalities offered by Trend Micro.
Within DHCW, elements of TrendMicro have already been proposed by Identity and Collaboration Services (ICS) team and are currently being evaluated in a separate project. The ICS team deal with email for users across NHS Wales so understandably they are most interested in the email security product from Trend Micro to filter mail and ensure email security is at optimal level. This could present an opportunity to the business to bundle TrendMicro products and potentially get a discount or other value-added benefit. For this reason, as well as the fact that Trend Micro did score well in evaluations from companies including Gartner, it will be useful to highlight the features available.
As previously mentioned, the ICS team hold an interest in an email filtering product that Trend Micro provide, called Work Force One. Work Force One has been implemented alongside the existing mail filtering in place at DHCW for around 6 months. This has allowed the team to assess the value of the product, as the product will only pick up mail that has not already been filtered by the existing setup. Throughout the test, this has found to be the case where Work Force One has identified a small number of emails which have been highlighted as malicious. Work Force One is one of three individual products which combine to become a fully integrated XDR offering. The other two standalone products are Network One and Cloud One. The three products together are referred to by Trend Micro as Vision One. This is the product that is currently used by other NHS health boards.
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Description automatically generated]Firstly, the most important aspect, price. The government digital marketplace [11] lists the cost to provide endpoint protection as “£205.33 a virtual machine”, this would mean a significant expenditure of finances for infrastructure services. The above figures are the general costs proposed, however throughout research DHCW held a demonstration and meeting with TrendMicro, who confirmed that they could offer a discount to the business due to the number of endpoints and other factors. The quote provided by TrendMicro is below.[bookmark: _Toc112966867]Figure 7TrendMicro DHCW Quote [22]


The product is sold under a subscription model where licenses for systems are paid for annually. The total per annum would be £1,134,030.35. This cost would also include other features which would be utilized by other teams such as ICS (email), and Security so the budget would not be from just ISOC, and likely would come from the overall DHCW Infrastructure budget. TrendMicro is a solid solution, although slightly expensive. It does offer some unique features however when compared to other solutions, such as:
· Support for legacy systems.
· 3500 whitecap researchers to detect threats globally. 
· Integration with Microsoft API’s.
· XDR capabilities – enhanced unified security.
· Third party integration.
· Virtual preemptive patching – patches to vulnerabilities released before vendor,
· Automated sandboxing.  
· Day zero threat protection – ability to release patches for vulnerabilities before even the product vendors.


[bookmark: _Toc112966823]Conclusion
Research shows that all three products are leaders in XDR, with CrowdStrike leading in regard to detections, Microsoft following just behind in that regard. Microsoft does report better usability for users with the console being more concise and able to provide actionable responses t threats. TrendMicro is also a solid option, with interesting features such as whitecap researchers and day zero threat protection. 
The extent of a previous cyber-attack, WannaCry, was also highlighted in the chapter. This displays the need for suitable protection.
 






[bookmark: _Toc112966824]Research Methodology

[bookmark: _Toc112966825]Introduction
This chapter will concentrate on all aspects of the research to be completed as part of the project. Different attributes of the research will be discussed in sub-chapters below, these sub-chapters comprise, research overview, research process, research philosophy, research methodologies. Each chapter will discuss the methods chosen to complete research, and the reasoning behind the decision-making process, which lead to the methods being selected for this project to align with the aims and objectives.
A useful model for developing the research methodology for a project is the research onion, design method from Saunders et al. This is depicted in the figure below:
[image: ]
[bookmark: _Toc112966868]Figure 8 research onion [17]
The research onion will help make key decisions at each layer to form the research methodology, each layer will be discussed in the chapters which follow along with why decisions were made.

[bookmark: _Toc112966826]Research Overview
The research which is needed to complete the objectives of the project, is a critical component of this report. Due to the importance, the research will need to follow a structure with a clearly established methodology. The following sub-chapters will outline; philosophy, approach, choices, time horizon, and techniques & procedures.


[bookmark: _Toc112966827]Research Philosophy
The philosophy is the underpinning beliefs that research is formed upon. Pragmatism will be the philosophy for this project, largely due to the nature of the project. Pragmatism allows for a combination of approaches to be undertaken throughout research, research would be restricted if positivism or interpretivism were used as the sole methodology. Positivism would constrain research as knowledge would be either true or false or meaningless, with a focus on quantitative data, while this approach will be useful for certain aspects of research, elements of interpretivism will also be extremely beneficial, where opinion of products will help to form a decision of which product will be best suited to DHCW.  Qualitive data in the form of user’s views, will need to be studied throughout the project. Pragmatism is the best suited philosophy, as it is not limited to a single philosophy and take a practical approach to research and allows for both types of data (qualitive & quantitative), and subjectivity from the researcher.
To undertake experimentation a virtual lab will be configured using VirtualBox, a free hypervisor provided by Oracle. The Lab will contain three client systems, and a single attack system which will attack each of the client systems. When tests are run on systems this will generate quantitative data. Alongside the quantitative data, qualitative data will also be generated while products are deployed to the system as the deployment methods will be evaluated throughout the experiment. 
[bookmark: _Toc112966828]Research Approach
Research for the project would mainly take an inductive approach, despite having a focus towards Windows Defender ATP, the project will research all available solutions to generate a theory for which product is the best suited product to DHCW. An inductive approach will usually focus towards using qualitive data, this will also be the case in this project as opinions and other white papers will form the basis for research, quantitative will also be of use however, to back up knowledge learned. As literature review is completed, and more is discovered about available projects this is the knowledge that will inform the decision for which product is best suited. 
[bookmark: _Toc112966829]Research Strategy
The research strategy dictates how research is to be completed. In essence this is the “how?” aspect of the research. There are several strategies that can be applied in this section of the ‘onion’.    This project will primarily be a blend of experimental research and action research. Although these strategies are not often used together, this project will utilize both to good effect. Firstly, the experiment will take place in a largely controlled environment which is associated with experimental research, with the virtual lab being configured with certain aspects being controlled to ensure the host is safe from threats. However, the lab setup is designed to mimic a live ‘real-world’ situation which would be considered action research, which will provide knowledge in a practical format. 

[bookmark: _Toc112966830]Choices 
As alluded to in previous layers on the ‘onion’, there will be both qualitative and quantitative data being used as part of the research, therefore a mixed-methods approach will be taken. Both types of data will provide value to the research, as opinion and fact is used in equal measure regarding prospective products. Therefore, a mixed method will be adopted.

[bookmark: _Toc112966831]Time Horizon
Primarily data from the experiment itself will be longitudinal, data will be collected from multiple points in time. Data from multiple points in time will be useful to compare older solutions in place at DHCW to some of the newer offerings available. Different points in time will also be recorded when testing each solution, to compare the baseline of a safe system with protection installed, to a later version of the virtual machine which will have been subjected to malicious software.
[bookmark: _Toc112966832]Techniques & Procedures 
Data will be collected on the product by means for experimentation, systems will be tested in a virtual lab to assess how they respond to several different threats. For inform sensible decision-making, exploratory analysis will be used to explore data this will help to understand the impact of variable in the experimentation process. Descriptive analysis will also analyze the literature to describe data to make predications about outcomes in the later experiment. 




[bookmark: _Toc112966833]Conclusion
Due to the nature of the project pragmatism it the best suited philosophy as other philosophy would restrict all the required data being collected. The Approach follows suit with this, as a practical approach is taken where a deductive and inductive approach will allow an unbiased view of assessing products. The strategy of research will make use of experimental research and action research. A mixed approach is assumed for the choices area of the onion. Data will be collected from multiple points in time, following each test and reviewing older products and attacks.









[bookmark: _Toc112966834]Design & Implementation
[bookmark: _Toc112966835]Introduction
The design and implementation chapter will show the process for configuring the virtual lab and other aspects of testing. The design will highlight network configuration, and then implementation will show each stage needed to configure the client VMs and attacker VM. While results will dictate which product is favored, generally the hypothesis is that ATP will be the best solution. 

[bookmark: _Toc112966836]Problem Formulation
As discussed in other areas of this report, the main problem this report is seeking to address is to find the most suitable endpoint protection solution for DHCW. DHCW migrated from McAfee around two years ago in 2020. The reason for this migration was partially enforced from a financial perspective as the licensing costs were set to increase too drastically. As well as financial concerns with the product, overall user experience, and reports at the time indicating that there were more robust solutions available. The product chosen to Migrate too, was System Center Endpoint protection (SCEP). SCEP is essentially the same product as Windows Defender (not to be confused with Windows Defender ATP), due to the product being owned by Microsoft, Integration is extremely simple, and protection is suited to windows systems. DHCW has been pleased with the product, however ATP offers enhanced security and is an expansion on the existing setup. However, there are other products available on the market and before increasing finances to upgrade to ATP, other options will be explored to ensure value and protection are both achieved.

Endpoint protection is a large part of any organization’s security policy, therefore suggested options will need to be tested and results can then be reviewed to form data which will inform the decision of the best product for DHCW. To implement the test environment, the following tools will be utilized:
[bookmark: _Toc112966837]Oracle Virtual Box
Virtual Box is free software which allows a range of operating systems, including Linux and Windows, to host virtual machines (VMs) by acting as a type 2 hypervisor. This will be used to host four virtual machines, three of which will act as common servers used throughout DHCW, the other system will be a Kali Linux system used to launch specific attacks on systems to see how each will respond and detect threats. The three virtual machines acting as DHCW systems, will each host a different endpoint protection solution to be tested.
[bookmark: _Toc112966838]Kali Linux
As previously mentioned, one of the VMs used within the lab will be Kali Linux. Kali is a dedicated penetration testing distribution in the form of a Debian-based Linux distro. This system will attack each of the client servers with the same attacks.
[bookmark: _Toc112966839]Windows Server 2019 
The most used operating system throughout DHCW is Windows Server 2019. For this reason, each of the client systems will use a fresh install of Windows Server 2019 to simulate the environment.

[bookmark: _Toc112966840]Design 
The design section of this document will outline the process followed to setup the test environment for endpoint solutions to ensure testing is fair and consistent. The first section displays the initial configuration that each of the client VMs will have applied. Later sections will show product specific configuration, along with the attack machine configuration.
[bookmark: _Toc112966841]Virtual Network Configuration
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[bookmark: _Toc112966869]Figure 9 Network Design
Network configuration for the virtual network will take place throughout two main stages. The above diagram illustrates to two stages briefly. They are discussed in more detail below.
Firstly, the initial network configuration will allow client systems to access the internet as this is required for some products to receive definitions updates and other updates from the endpoint protection provider. 
Before starting with the first and second phase of networking configuration, there are some prerequisites which must be setup in Virtual box.
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[bookmark: _Toc112966870]Figure 10 Selecting Host Network Manager
To begin the prerequisite tasks, host network manager is accessed from the VirtualBox menu. 
Within host network manager, a host-only adaptor must be present. If this is not the case, the create option should be selected.
This will then bring up the below figure.
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[bookmark: _Toc112966871]Figure 11VB Host-only adaptor
Once added the DHCP server checkbox should be ticked. The DHCP server option will dynamically allocate IP addresses to virtual systems to allow them to access the network. 
Now for the first phase a NAT network will be setup to enable Client VMs to access the internet and therefore, protection provider for product downloads/definition updates.  To do this, each client system is connected to “NAT Network”, network name “NatNetwork”, as displayed below.
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[bookmark: _Toc112966872]Figure 12NAT Network
The NatNetwork is then setup in the network tab of VirtualBox preferences, as shown below.
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[bookmark: _Toc112966873]Figure 13Network Details
This completes phase one of the networking stage, each client VM will receive the endpoint protection software, before moving onto phase two of the networking aspect.

For phase two, systems will be attached to an internal network, which is unable to access the host system and stops the host system accessing the VMs, both client and attacker. The configuration for the internal network is shown below.  
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[bookmark: _Toc112966874]Figure 14vboxmanage dhcp
Next network adapter 1 is disabled, before enabling adapter 2 and connecting to the “Vun” (Vulnerable), aptly named as this is where testing will take place and systems are exposed to potentially harmful exploits.
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[bookmark: _Toc112966875]Figure 15 Adaptor 1 Config
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[bookmark: _Toc112966876]Figure 16 Adaptor 2 config
Both configurations for each phase will apply to each of the client VMs as the attacker system will only ever be connected to the internal network to prevent the host system from becoming infected. 
[bookmark: _Toc112966842]Implementation

[bookmark: _Toc112966843]Client Virtual Machine Configuration
Each of the client systems will follow the initial configuration stages. More customized steps will then need to be undertaken for each of the systems that will be specific to the product being tested. The initial configuration is outlined below:
Firstly, Oracle VirtualBox is downloaded from www.virtualbox.org.
[image: ]
[bookmark: _Toc112966877]Figure 17 VirtualBox site

Then the checksum is checked to verify integrity of the downloaded files. This is completed within PowerShell, using the get-filehash command.
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[bookmark: _Toc112966878]Figure 18 get-file hash
Once integrity is verified, VirtualBox is installed and launched. Next the first client machine will be implemented. Within VirtualBox, machine, new is selected. This brings up the below screen:
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[bookmark: _Toc112966879]Figure 19create VM
The Options in the screenshot are selected, with the machine being named after the Endpoint Protection solution that the system will host, in the example this is ATP.

Next, memory is allocated to the VM. Each of the machines will have 4GB of memory, only one client machine will be tested at a time to ensure other VMs running do not impact performance.
[image: Graphical user interface, text

Description automatically generated]
[bookmark: _Toc112966880]Figure 20 Client memory

After this stage a virtual Hard disk is assigned to the machine. VDI is selected, with 50GB as the size and the partition to grow dynamically if required. 
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Next, unnecessary devices are removed from the boot order, and the required boot device is set as the top option.
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[bookmark: _Toc112966883]Figure 23 client boot order
Optical is selected as the primary option, to apply the image/OS to the system an iso will be attached to the optical drive.
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[bookmark: _Toc112966884]Figure 24 load optical drive
Above shows the iso being loaded to optical drive by selecting the disk option and choosing the ‘choose a disk file option’, the iso is then selected in windows explorer as displayed below.
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[bookmark: _Toc112966885]Figure 25 select server 2019 iso

Now that the iso is loaded to the optical drive, and other configurations are set, the VM can be started to install the operating system. 
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[bookmark: _Toc112966886]Figure 26 start machine
Normal start is selected, which will then begin the installation process for windows server 2019.
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[bookmark: _Toc112966888]Figure 28 install


The language, location and keyboard options are set as per above, before clicking next. On the next screen, install now is selected to start the install. 
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[bookmark: _Toc112966889]Figure 29 OS option
Windows Server2019 standard with desktop experience is selected from the list of options. On the next page license terms are accepted to continue the install. 
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[bookmark: _Toc112966890]Figure 30 custom install
The custom install option is selected on the above window as the system will require a fresh installation.

[image: Graphical user interface

Description automatically generated with low confidence]
[bookmark: _Toc112966891]Figure 31 windows install disk
The disk created during earlier configuration is chosen to install Windows onto, after clicking next the install starts, as seen in the below image:
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[bookmark: _Toc112966892]Figure 32 install progress
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[bookmark: _Toc112966893]Figure 33 Set administrator password
Once the OS has been installed, the local administrator password is set.
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[bookmark: _Toc112966894]Figure 34 logging in with credentials set
The system is now ready to log in using the credentials set in the previous stage.
After logging into the system, the guest additions CD image is inserted. Oracle recommend this as it can assist with smoother graphics when interacting with the VM.  
[image: Graphical user interface, application, Word

Description automatically generated]
[bookmark: _Toc112966895]Figure 35 insert guest additions
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[bookmark: _Toc112966896]Figure 36 run guest additions installer
The Vbox Windows additions executable is then run from the D: drive and installed with default values, before being rebooted to complete the install.
At this point the machine is shutdown, before taking a snapshot. By shutting down the machine this ensures no files are currently being modified, which will result in the snapshot being more consistent.
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[bookmark: _Toc112966897]Figure 37 OS installed snapshot

This process will be repeated for all client systems. The attacker machine, product specific configurations, as well as the overall network configuration will be discussed in later sub-chapters.
[bookmark: _Toc112966844]Microsoft Advanced Threat Protection
Firstly, the deployment of ATP will be highlighted below.
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[bookmark: _Toc112966898]Figure 38 ATP console - device inventory
The above screen is available by accessing the web console for Microsoft security, then navigating to the devices tab. The next screen, shown below, is shown after selecting “onboard devices”.
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[bookmark: _Toc112966899]Figure 39 ATP Onboarding
In the onboarding screen, the target operating system is chosen in the top drop-down box. Next, the deployment method is selected, the available deployment methods are shown in the figure 39 above. For testing within the virtual lab, local script option is selected. Other options would likely be used if the product was to be deployed widescale throughout the organisation. Download onboarding package is then selected to begin the download. 
Next the downloaded package is loaded to the systems shared folder, which was configured earlier.
Files are then extracted to the desktop.
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[bookmark: _Toc112966900]Figure 40 ATP OnBoarding package
The extracted folder contains a single system, local onboarding script. This is run as administrator to ensure there are no issues with permissions when installing. 
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[bookmark: _Toc112966901]Figure 41 onboarding script
The script is run as administrator, which brings up the below command window. 
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[bookmark: _Toc112966902]Figure 42 command window ATP onboarding script
“Y” is entered to confirm that this system is to be onboarding with Microsoft Defender for Endpoint. The Endpoint onboarding process then begins.
After 2-3 minutes, the script is completed. [image: Text
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[bookmark: _Toc112966903]Figure 43 script completion
As advised by the Microsoft, the device can then take between five and thirty minutes to appear in the console.
After waiting closer to thirty minutes than five, the device appears in the console showing that sensors and protection are active.
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[bookmark: _Toc112966904]Figure 44 system in console

[bookmark: _Toc112966845]TrendMicro – Vision One
Next, the implementation of TrendMicro’s endpoint protection product, Vision One, is discussed. 
Firstly, the built in Windows Defender components must be disabled. This is a simple process using PowerShell, with just two commands needing to be run. The first disables scanning and the second removes the feature entirely, the first command would likely stop defender interfering with testing, however the second command makes certain that results are not affected.
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[bookmark: _Toc112966905]Figure 45 remove defender feature
Following this the system is rebooted before begin installation of the Vision One agent. 
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[bookmark: _Toc112966906]Figure 46 inventory management TrendMicro
After logging into the web-based console, the endpoint inventory option is chosen from the inventory management section down the left side menu. 
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[bookmark: _Toc112966907]Figure 47 Agent Installers
Then the agent installer tab is chosen, before selecting the windows agent to be downloaded. This is then copied from downloads, into the dedicated shared folder from the VM.
[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc112966908]Figure 48 Agent installer
This is then copied to the desktop of the VM and run as administrator, which begins the installation process.
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[bookmark: _Toc112966909]Figure 49 Agent execution
The script completed in under a minute and appeared in the console almost instantly.
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[bookmark: _Toc112966910]Figure 50 system in TrendMicro console

The system is then shutdown and checkpointed, ready for testing. 
[bookmark: _Toc112966846]CrowdStrike – Falcon
Lastly of the solutions to be evaluated is Falcon, another highly regarded solution. Like the other solutions, systems are managed via a web-based console.
Falcon will also require Defender components to be removed, for the product to be tested consistently. Again, the below process is followed to remove Defender.
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[bookmark: _Toc112966911]Figure 51 remove defender feature
The system is then rebooted, as this is required to complete removal. 
Next, to begin deployment of the Falcon agent to the test VM, the burger button is clicked on the main dashboard before selecting “host setup and management”, then “sensor downloads” under the “deploy” tab as shown below.
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[bookmark: _Toc112966912]Figure 52 Host setup and management tab - CrowdStrike
After selecting sensor downloads, the following screen is presented.
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Here the windows sensor is downloaded, and then copied to the dedicated shared folder for the system.
[image: Graphical user interface, text, application, email

Description automatically generated][image: Graphical user interface, text, application, email

Description automatically generated][bookmark: _Toc112966913]Figure 53 Sensor.exe
[bookmark: _Toc112966914]Figure 54 CrowdStrike Shared folder
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Description automatically generated]After confirming the SHA is correct for the sensor file, using the same PowerShell command as figure 18, the file is executed to install the sensor.[bookmark: _Toc112966915]Figure 55 CrowdStrike wizard
[bookmark: _Toc112966916]Figure 56 run prompt CrowdStrike


After accepting license terms and clicking install, the setup file runs through the install without user intervention.
The system is then shutdown again, before taking another checkpoint.
[bookmark: _Toc112966847]Attacker Virtual Machine – Kali Linux
The Kali Linux virtual machine will require slightly different configuration to the windows client machines, this is to adhere to the recommended setup for settings such as disk size and memory. 
The Kali Linux system to be used is downloaded from the official Kali site [12], the download format is a file archive (.7z). Firstly, the files are extracted to a suitable directory, as displayed below. 
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Description automatically generated][bookmark: _Toc112966917]Figure 57 Kali ISO progress
[bookmark: _Toc112966918]Figure 58 Kali ISO Extraction
[bookmark: _Toc112966919]Figure 59 Kali extraction

After confirming files are extracted successfully, machine, add is selected from the menu within Virtual Box. This brings up a prompt, where the file with the .vbox extension is selected from the folder where files were extracted to.
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[bookmark: _Toc112966920]Figure 60 Kali.vbox
The machine is then added into VirtualBox, after confirming storage is dynamically allocated and allocated memory is sufficient, the machine is started.
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[bookmark: _Toc112966921]Figure 61Kali Desktop
After confirming the user credentials are able to login, the machine is shut down until later stages of testing. No checkpoint is required as no changes have occurred to the downloaded image.
[bookmark: _Toc112966848]Implementation
The lab will now be used to test products and analyze how they respond to threats.
Firstly, each of the client machines have default settings adjusted, to make systems ‘vulnerable’ with extra roles being added which brings a greater attack surface, and the windows firewall being disabled.
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The windows firewall configuration is not likely to be matched with production servers, however this is disabled as the variable to be tested is the antivirus software. The firewall may prevent certain threats from allowing the EPP response being tested.
Next on the attacker machine, a couple of payloads are created which will be dropped onto systems to assess response.
This is done via the Social-Engineering Toolkit.
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[bookmark: _Toc112966922]Figure 62 SET - main menu
Option 1 is selected.
[image: Text

Description automatically generated]
[bookmark: _Toc112966923]Figure 63 SET attacks
Option 4 is selected to create a payload. In this example the common “Meterpreter Reverse_TCP X64” is selected, other payloads will also be created, following the same process.
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[bookmark: _Toc112966924]Figure 64 SET payload options
After entering options such as LHOST and port, the payload is generated.
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[bookmark: _Toc112966925]Figure 65 Payload Generation
The payload is then generated and saved to /root/.set/payload.exe. Next this is copied to the desktop to be passed to target systems. In a real-life +example this process could be competed if the user was tricked into thinking the file was a driver for the server, and downloaded and launched the file. 
This file is then copied to the desktop from a terminal with root permissions (sudo -i).
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[bookmark: _Toc112966926]Figure 66 copy payload.exe to desktop
This along with other payloads will then be run on client systems, is then moved to a shared folder, and copied across to other systems.
Other payloads are decided upon by using nmap within Kali to scan and highlight vunerable ports/services. To do so the command sudo nmap *ip addres* -sV -O -p1-65535 is run. This brings up the below screen.
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This shows that iis, RPC, DNS and SMB (445) would be suitable targets. 
As well as created payloads, when systems are in the vulnerable network, a WannaCry file will also be placed on the machine to check response from the protection product. These files were obtained from sources obtained at theZoo/EngRat.0.1.0.zip at master · ytisf/theZoo · GitHub with the purpose of testing, with ransomware and log4j being selected as these have previously affected the NHS. 

However due to the nature of the trials for XDR products, tests are also run with the systems connected to the internet, but still isolated from the host. To do these simulations will be run on each system which are provided by the XDR provider. CrowdStrike didn’t offer this function, at least in the trial, so the simulation from Microsoft and TrendMicro was run across all three client systems for comparison.  To run simulations, systems are restored to the checkpoint before malware was introduced to each of the client systems. 

[bookmark: _Toc112966849]Final Analysis
All client systems were able to block the payloads generated from the Kali Linux environment, so no product scored higher than another in this regard. CrowdStrike was the best product at detecting faults, this might have been down to the trial allowing more restricted settings to be set for the agent, however. ATP and TrendMicro didn’t allow for so much customization for the security settings, but this is likely only a limitation as part of the trial. TrendMicro performed poorly regarding blocking threats, despite detecting most. TrendMicro was especially disappointing regarding the WannaCry virus, where the VM because infected, and txt files on the desktop encrypted. 






	
	Crowd Strike
	ATP
	TrendMicro

	Payload
	Safely detected
	Safely detected
	Safely detected

	WannaCry

	Detected and blocked
	Detected and blocked
	System infected 

	MS simulation
	Detected and blocked
	Detected 
	Detected

	TrendMicro Simulation
	Detected
	Detected 
	Detected as expected

	Ransim
	Safely detected – did not even allow installation.
	Detected – threats removed.
	Detected in console but didn’t protect system



As well as effectiveness, usability for users is also to be considered. Microsoft was the leader in this department, with CrowdStrike in 2nd place, and TrendMicro last. The TrendMicro console was least simple to use, and configuration for security being confused could have had an impact on test result. 
[bookmark: _Toc112966850]Conclusion
In conclusion CrowdStrike was the most effective at detecting threats and responding to threats. ATP was also strong in detecting and responding, however CrowdStrike was marginally better regarding this. Trend Micro was extremely poor, but this could be down to misconfiguration from the console which was confusing to use without training. 
This leads onto the other important aspect to consider as part of testing, usability. Microsoft was by far the best solution, with the console easy to use and recognize threats. CrowdStrike was the second favored solution for useability, recognizing threats was not as simple and navigation to configure polices to deploy to agents was also inferior to ATP. The console was not at ‘noisy’ as some of the literature had reflected, however. 


[bookmark: _Toc112966851]Evaluation
[bookmark: _Toc112966852]Results Discussions
From the data collected throughout testing, CrowdStrike and Microsoft were the superior products out of the three that were tested. CrowdStrike was the slight leader considering detection and response locally on the endpoint, largely due to the response when threats were detected, being slightly better than ATP. This response could however just be down to the extra configurations that were allowed in the CrowdStrike Trial.  This is unsurprising however as the literature also concluded that CrowdStrike is effective at detecting threats. TrendMicro was a surprising result however, as it was expected to deal with WannaCry with ease but struggled. Results from the literature oppose these findings with TrendMicro being strong at detecting threats, for this reason I think further research could be completed with TrendMicro where potentially a longer trial is obtained to allow time to understand the console better and setup better security policies. 
Most objectives were met, except for implementing the chosen product, this being held off due to licenses taking longer to purchase that DHCW had hoped. This is now to be scheduled in mid-September.  Despite not achieving all objectives the aim is mostly complete, with just implementation to the production environment needing to be completed. 
The hypothesis of ATP being the best product was proved to be true. With detection being mostly on-par with CrowdStrike, and largely better than TrendMicro. The console and agent deployment being the best by far compared to other solutions, and cost being the best of all three products, ATP is clearly the best solution for DHCW. 
If the experiment was to be completed again, it would be beneficial to try and work with providers to get an extended trial. Throughout an extended trial, more systems could be added to assist with machine learning. This would also test out the XDR functionality to a greater degree. 












[bookmark: _Toc112966853]Conclusions & Recommendations
[bookmark: _Toc112966854]Summary 
Throughout research, literature was first reviewed to form a greater understanding of DHCW requirements. Literature also looked a historical attack, to understand the profile for threats and how to protect against them. Then the market for endpoint protection platforms was examined, reviewing sources from market leading research organisations such as Gartner and Forrester as well as other review platforms from verified customers. This then allowed options to be filtered more granularly to select products for further analysis. Additional literature was then collated using data collection methods, specific to products.
Sources of information needed to be as current as possible, when researching cyber security. This is because cyber security is constantly evolving, and journals from even five years ago will likely contain information that is much less applicable to modern systems. For this reason, sources needed to be reviewed, to ensure they are current, reputable, and credible.  Some sources also needed to take bias into account, when information is provided by the product providers themselves it is likely to involve exaggeration of good features, and underestimate impact of poor features.  
After analysis, products were trialed within a virtual lab to test their detection rates, responses, and overall function to manage and deploy endpoint protection. Throughout testing, CrowdStrike and Microsoft yielded the best results for detection and response. With TrendMicro performing poorly in testing. Microsoft offered the best console, and deployment options. With other solutions being a lot more difficult to use and presented alerts in a difficult format to make meaningful action to protect systems.

After reviewing literature and testing each deployment Microsoft ATP was proved to be the best suited solution regarding function, cost, and detection. For this reason, ATP is the recommend implementation. Due to time constraints however, implementation will not be covered as part of this report, with licenses not being purchased in time to be implemented before mid-September. 
[bookmark: _Toc112966855]Future Work
This project has looked into solutions in detail, however as previously discussed, the lab setup could be improved upon for testing products with a long trial time. In the future TrendMicro could be tested further with configuration having more time to be setup to ensure testing is completed to the product with suitable settings. With API integration to Microsoft TrendMicro could be looked at again in the future, which could result in a license being purchased for all of NHS Wales, where DHCW, Cwm Taf, and Swansea Bay health boards can all share an XDR to make greater use of XDR functionalities, such as machine learning and threat analytics. This would then mean great support for legacy systems and zero-day vulnerability patching, which are both extremely strong features being offered by the system. 






[bookmark: _Toc112966856]Reflections

[bookmark: _Toc112966857]Introduction
After completing the project, reflections can exhibit lessons to be learned regarding what was done well, and aspects that can be improved upon. 
[bookmark: _Toc112966858]Summary

All the tasks undertaken the work to test each product have helped to develop skills such as ethical hacking and setting up virtual environments. While skills have been improved, there is still scope for skills to develop further, this project has shown that skills such as ethical hacking as desirable to the organisation and on a personal level. The project has been testing and stressful to complete alongside work commitments, but this has shown that with work and commitment it is possible to undertake the challenge and show value to the organisation.

[bookmark: _Toc112966859]Improvements
The below aspects could have been improved to complete the project to a higher standard:
· Time-management – some aspects of work were delayed due to work commitments and relying on other colleagues. This is something that can always be improved on.
· Knowledge – ethical hacking is a substantial topic; a greater knowledge would benefit future work similar to this project.
· Trial time – as previously mentioned the time constraints on each of the trial made is difficult to make lots of customization to fully test products.
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This script is for onboarding machines to the Microsoft Defender for Endpoint services, including security and complianchd
e products.

Once completed, the machine should light up in the portal within 5-36 minutes, depending on this machine's Internet conn)
ectivity availability and machine power state (plugged in vs. battery powered).

IMPORTANT: This script is optimized for onboarding a single machine and should not be used for large scale deployment.
For more information on large scale deployment, please consult the MDE documentation (links available in the MDE portal
under the endpoint onboarding section).

Press (Y) to confirm and continue or (N) to cancel and exit:
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