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Introduction
An operating system (OS) is the most important software on a computer. It is a collection of programs that manages, maintains, and controls the computer and allows humans to communicate with the computer without needing to speak the language of the computer. An OS is an essential component, without which, a computer is useless. [1] [2]
This report outlines key functions of an OS and considers various commands and scripting languages that allow users or administrators interact with the OS.


[bookmark: _Toc164087562]Task 1: Key functions of general Operating Systems
A general-purpose OS is usually found on desktop and laptop computers in homes, offices, and educational institutions. They’re designed to serve a wide range of tasks as opposed to specialised applications [3]. Examples include:

Microsoft Windows – Microsoft’s OS, installed on most new personal computers, making it the most popular desktop operating system. New versions are released every three to five years. [4]

Apple’s Mac OS - popular OS known for simplicity and user-friendliness, used with Apple desktops and laptops. Mac OS is known for limiting bugs and protecting against hackers. [4]

Linux – free, open-source OS, allowing easy customisation. A popular choice for servers. [1]

The Kernel
The essential foundation of an OS, the core providing basic services for all other parts of the OS, with three primary jobs; user & application interface, application management and hardware device management [5]. Due to the critical role the Kernel has, it must be protected by the system’s memory.
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Figure 1: Kernel file on MacBook Air.
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Figure 2: Simplified image of the Kernel’s interactions [6].
[bookmark: _Toc164087563]Main functions within a modern general OS
[bookmark: _Toc164087564]Memory and process management
Memory management within an OS refers to how a computer handles and organises its primary memory. Each byte in the system’s memory is tracked and decisions made on how to allocate each byte to suit system requirements. [7]

A computer has limited memory capacity, therefore it’s imperative that OSs allocate memory appropriately to optimise use of available resources, using techniques such as swapping spaces to appropriately store inactive pages. Optimisation of memory management leads to faster speeds and better multi-tasking, improving user experience and stability of the OS. [7]

A useful way of tracking memory usage is through the task manager. 

[image: A computer screen shot of a computer
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Figure 3: Task manager memory usage on Windows OS.
In the example (figure 3), less than half the available memory is being used.
Process management refers to activities related to creating, scheduling, and terminating processes within an OS and is responsible for allocating system resources. A process can be running, ready or blocked. An essential component is process scheduling, which swaps processes (threads) as appropriate so that processes can be executed in an efficient manner. Where two or more threads run at the same time on one CPU core, this is known as context switching or multi-threading, which improves performance. [8]
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Figure 4: Task manager process usage on Windows OS.
Figure 4 shows that 8 applications are open simultaneously, with a further 131 background processes running.
[bookmark: _Toc164087565]System Security
OS security measures protect an OS from viruses, malware, and other threats, preventing unauthorised interference and can be applied by performing regular updates, using antivirus software, firewalls and securing user accounts with authentication and encryption. [9]

Figure 5 shows security technology installed on MacOS, designed to ensure only trusted software can run.
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Figure 5: Gatekeeper antivirus software on MacBook Air.
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How an OS uses, operates, and maintains devices (for example a monitor or mouse). The OS is the interface that communicates with devices using drivers, allows users to communicate with these devices and keeps track of these devices using a program called an input-output controller. [10] 


[image: ]
Figure 6: list of connected USB devices.
[bookmark: _Toc164087567]File & Directory Management 
Processes and techniques used in creating, organising, accessing, and controlling files in storage devices like hard drives or network drives, with functions such as creation, deletion, protection permissions, ownership, and hierarchy. Managing files is an essential component of an OS, and it allows data to be shared, secure and compressed to save space. [11]

Figure 7 shows an example of a directory named documents in Linux, the removal of the file linux.txt and directory Work and the subsequent checks to see if the action was successful.
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Figure 7: Linux directory.
[bookmark: _Toc164087568]System performance monitoring & management 
The process of collecting, displaying and interpreting information about the health and behaviour of an OS, tracking CPU usage, memory, and disk usage. It can be used to find and troubleshoot issues, optimise resources, and improve user experience. 

The following figures provide examples of possible steps to undertake effective system performance monitoring within an OS.
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Figure 8: Start up impact in Windows OS task manager.
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Figure 9: Reliability monitor on Windows OS.
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Figure 10: Details of the critical event on 26th January 2024.

Event Viewer

An error identified on the 11th April 2024 via the event viewer (figure 11). Options available to view event properties and investigate the error by searching for the Event ID: 7031
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Figure 11: Event viewer Windows OS.

Performance Monitor

Steps taken to review the real time performance of the OS and investigate errors.
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Figure 12: Performance monitor.
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Figure 13: Monitoring tool.
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Figure 14: System diagnostics report.

Resource Monitor
Offering more detailed information on processes, threads, and impact in real time.
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Figure 15: Resource monitor.

[bookmark: _Toc164087569]Task 2: Use of Windows OS CLI commands 
Supported versions of Windows and Windows server have console commands built in, designed to automate tasks using scripts or scripting tools. Batch were first built into Windows, for purposes such as account management. PowerShell was designed to expand on these abilities by providing more effective scripting using cmdlets. [12]

1. List a directory’s files and subdirectories using the dir command [13]. Figure 16 shows the top-level directory for a user.
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Figure 16: Top-level directory Batch.

2. Test the computer name and IP address using ping command [14]. 

[image: A screenshot of a computer program
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Figure 17: Ping test Batch.

3. Display current running processes in list form using the command Tasklist [15]. In figure 18, a list of open processes is displayed, showing the process ID (PID), name and memory usage. The PID is useful for troubleshooting.

[image: A screen shot of a computer screen
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Figure 18: task list Batch.

4. A useful method of opening applications is via the CLI. In figure 19, Notepad has been opened by using the command notepad.

[image: A white screen with black border
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Figure 19: Opening a program using Batch.

5. Change the foreground or background colours in the prompt window for the current session using the color command [16]. In figure 20, the colour 1f has been selected to change the colour of the command window from black to blue.

[image: A blue rectangle with white dots
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Figure 20: Color in Batch.

6. powercfg commands are used to control power states of individual devices and analyse the system for energy-efficiency and battery-life issues [17]. In figures 21 and 22, an energy report has been generated and energy efficiency problems identified. The energy report has generated a .html power efficiency diagnostic report file, providing greater detail on errors and warnings, enabling problem resolution.

[image: A blue screen with white text
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Figure 21: Energy efficiency summary Batch.
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Figure 22: Detailed energy report in .html.

7. Check version to provide an understanding of what PowerShell features are available [18]. Figure 23 shows version details using the psversiontable command.

[image: A screenshot of a computer program
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Figure 23: PowerShell version check.

8. Get-Process command returns information about active processes and supports the start/stop of processes. [19]. Figures 24 and 25 show active processes, then formatted into a list for a better user experience. 
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Figure 24: List of active processes PowerShell.

[image: A screenshot of a computer program
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Figure 25: Active processes formatted as a list PowerShell.

9. Display information about PowerShell commands and concepts using the Get-Help command [20]. 
[image: A blue screen with white text
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Figure 26: Help PowerShell.

10. Get-Help command can be paired with another command, as shown in figure 27 [20]. The Get-Help Get-Process command shows more detailed help specific to the cmdlet Get-Process.
[image: A blue screen with white text
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Figure 27: Get-Help Get-Process.


[bookmark: _Toc164087570]Task 3: Use of Linux OS CLI commands 
Linux is an open source, community developed OS used in computers, mobile devices, and servers [21]. It is used by many of the world’s biggest companies, such as Google, Amazon, Facebook, and it’s stable, fast, and smooth running has made it the OS choice of Android systems. 

Advantages of using Linux are:
· It’s free.
· Reliable.
· Backwards compatible.
· Range of configurations.
Some disadvantages:
· High support costs.
· Steep learning curve.
· Non-standardisation.
· Unsupported hardware from some manufacturers.

Several different distribution names are available, [22] including:

Ubuntu – Used by over 34% of websites using Linux.
Debian – Introduced in 1993.
Red Hat Enterprise Linux (RHEL)
CentOS Linux
Gentoo
Fedora – Launched in 2003

Linux uses a file directory structure based on UNIX, providing information storage and retrieval for general files (image, text, program), directory files (folder system) and device files (hard drives, CD-ROM). Linux commands are known as Bash.

[image: Linux Directory Structure]
Figure 28: Linux file directory structure [23].

Some top-level directory definitions [23]:
· / - Root directory: The absolute path of any file.
· /bin – Binaries: executable files for basic commands.
· /dev – Device files: Special files for devices.
· /home – User personal data: personal directories of users.
· /mnt – Mount directory: Used for mounting a filesystem.
· /sbin – System binaries: executable files that can only be run by root or sudo user.
· /usr – User binaries and program data: read only files, including libraries and system programs.

1. ls is a Bash command to list computer files and directories [24]. Figure 29 shows a list of directories for a user. Figure 30 shows directories and files within the Documents directory.
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Figure 29: ls user directory.
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Figure 30: ls Documents directory.

2. -l provides the list in long listing format, -r provides files in reverse order. Figure 31 shows the user directory, with information about access rights (r=read, w=write, x=execute) and reverse sorted.
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Figure 31: User directory with more information.

3. Default Head and Tail commands print first (Head) or last (Tail) 10 lines of a specified file [25]. Figure 32 show the top and bottom 10 lines of the alpha.txt file previewed.

[image: A screenshot of a computer
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Figure 32: Head and Tail to preview file content.

4. Allow user to carry out tasks such as moving or renaming files using mv command, allowing folders to be quickly tidied [26]. Figure 33 shows animals.txt being renamed to zoo.txt.

[image: A screenshot of a computer
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Figure 33: mv command to rename a file.

5. Figure 34 shows a file named linux.txt and a directory named Work being removed using the rm command and subsequent checks to see if the action has been successful.
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Figure 34: Removing a file using rm.

6. grep is used to search for text and strings in a given file [27]. Figure 35 shows various methods to find text within red.txt file.
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Figure 35: grep to find text.

7. The recommended and safe way to shutdown Linux computers using shutdown command. Figure 36 shows a planned shutdown with relevant messaging.
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Figure 36: Shutdown with message.

8. ifconfig stands for "interface configuration” and used to view and change the configuration of network interfaces on a system [28]. Figure 37 shows all network interfaces currently in operation.

[image: A screenshot of a computer

Description automatically generated]
Figure 37: ifgonfig network interfaces.

9. Provide a straightforward and effective way to modify user passwords using passwd [29]. Figure 38 shows a password being updated successfully, ensuring that the account is logged in as admin.
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Figure 38: Password update.

10. The useradd command can be used to create new users [30]. Figures 39 and 40 show a new user being created in admin mode, and subsequent login to new account.
[image: A screenshot of a computer program

Description automatically generated]
Figure 39: Adding new user.

[image: A screen shot of a computer
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Figure 40: Log-in to new user account.


[bookmark: _Toc164087571]Task 4: Use of Windows OS scripts
There are two popular types of Windows OS scripts. Batch (Bat), created by Tim Paterson in the 1980s while at Seattle Computer Products is a command and scripting language, still used today. Bat scripting helps automate routine tasks without requiring user input and uses .bat files [31].

PowerShell, built on .net framework, is like Batch with automation of routine tasks. PowerShell works with objects as opposed to text. It began as propriety software only available on Windows, but in 2016 Microsoft open sourced it [32].

Both scripting languages are designed to make very complex tasks easier to carry out. 

[bookmark: _Toc164087572]Variables – Bat
There are two types of variables in Batch, One for command line arguments, called when the file is executed, and the other using the set command in a script [33]. 

Figure 41 shows simple variables using the set command and figure 42 shows the output. The variables child1, child2 and child3 have been set, set again within a variable info and they have been printed using the echo command.
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Figure 41: Bat variables.
[image: A black screen with white text
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Figure 42: Bat variables output.
[bookmark: _Toc164087573]Goto command - Bat
Directs command processing to a line identified by a label. When the label is found, processing continues [34]. This works like a bookmark, to go from one part of the script to another. 

Figure 43 shows a section of script being bypassed by setting a Goto label as JumpHere, and setting another :JumpHere label further down the script. 
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Figure 43: Bat Goto.
[bookmark: _Toc164087574]if statement – Bat
Allow decision-making using if. It allows a condition to be evaluated and if true, it executes the instruction [35]. If false it will carry out another instruction using else.

Figure 44 shows an if else script, where the user is allowed to input variables. The first option was incorrect so the user selected no, and the code ran through the script once more using a goto command.
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Figure 44: Bat if.
[bookmark: _Toc164087575]for Loop – Bat
The for statement can move through a range of values, and coupled with in and do, provides an output.

Figure 45 shows a range of colours printed out in list form.

[image: A screenshot of a computer
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Figure 45: Bat for loop.
[bookmark: _Toc164087576]Array – PowerShell
A data structure designed to store collections of items, which can be the same or different data types [36]. 

Figure 46 shows a list of names printed from an array. The first name in the list would be item 0, and the last name item 2.

[image: A blue screen with green text
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Figure 46: PowerShell Array.

[bookmark: _Toc164087577]Function – PowerShell
Useful when finding that scripts are having to be modified often for different scenarios. To avoid this repetition, a function can be developed [37]. 

In figure 47, a user login has been created using function userLogin. Care needs to be taken when naming functions to avoid protected words.

[image: A screen shot of a computer program
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Figure 47: PowerShell function.

[bookmark: _Toc164087578]User Input /p switch – PowerShell
The switch statement is like a series of if statements, but simpler. It lists each condition and an optional action. Figure 48 shows a switch statement used to allow a user to select an option from a list.
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Figure 48: PowerShell user input.


[bookmark: _Toc164087579]Task 5: Use of Linux OS scripts
Often referred to as Shell scripting, Linux scripts are text-based commands using command-line interface. Shell scripts can be written in a text editor, word processor or GUI. Shell scripting is designed to be simple and efficient. However, great care must be taken to avoid mistakes as these can be costly to rectify when dealing with large scripts [38]. 
[bookmark: _Toc164087580]Variables
A shell variable is a character string in a shell that stores some value [39]. Figure 49 shows variables created and then printed out using echo, with the output shown below.

[image: A screenshot of a computer
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Figure 49: Shell variables.
[bookmark: _Toc164087581]User Input
Allows the script to interact with users, by prompting for information, option selection or confirming actions [40]. A useful tool for building effective scripts. Figure 50 shows a simple request for a user to input a name and age using read command, with the output shown below.

[image: A computer screen shot of a program
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Figure 50: Shell user input.
[bookmark: _Toc164087582]if statement
These statements help execute different code branches based on certain conditions (also known as conditional statements). They use a true or false (Boolean) expression to determine the code branch to follow [41]. Figures 51 and 52 show a simple game of guess my age to demonstrate outputs of both true and false code branches.
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Figure 51: Shell if statement false.

[image: A screenshot of a computer program
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Figure 52: Shell if statement true.
[bookmark: _Toc164087583]Until Loop
The Until loop is one of three types of loop in Shell scripting. The loop runs through the list of commands while an entry is false. When an entry is true, the code moves onto the next stage of code [42]. Figure 53 shows a user attempt at guessing an age correctly, with two incorrect guesses and one correct. 

[image: A computer screen shot of a program
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Figure 53: Shell until loop.
[bookmark: _Toc164087584]Array
An array in Shell is a variable that holds multiple values, treated as a string data type [43]. Figure 54 shows an array echoed out in two different forms, firstly taking the element named Rosie and then returning all elements using the @ command. 
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Figure 54: Shell array.
[bookmark: _Toc164087585]Case statement
An alternative to having multiple if statements in a script, used for when multiple choices are available [44]. Figures 55, 56 and 57 show a simple game of age guessing, with yes/no answers and an option for an invalid response. The code accepts many forms of user entry for yes and no (such as Y, y, Yes, N, No).
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Figure 55: Shell case statement true.
[image: A screenshot of a computer program
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Figure 56: Shell case statement false.
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Figure 57: Shell case statement invalid.
[bookmark: _Toc164087586]Function
Functions allow code to be broken down into smaller sub-sections, which can be called upon to perform their commands if needed [45]. Figure 58 shows a predetermined response by man which is echoed out within the code.
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Figure 58: Shell function.


[bookmark: _Toc164087587]Conclusion
This report has underlined the importance of Operating Systems in most technologies that are used today. From laptops to personal computers, space to science, and even small devices. They are often taken for granted in our daily lives. Most users only ever see a GUI, with little to no knowledge of what happens below the surface. 

This report has outlined key functions and ways to interact with an OS and provided reasoning. OSs are a complex subject, but this report does offer insight into how important those early innovations in computing have been, and how some of the legacy technology still plays a vital part, even in today’s advanced age.
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[bookmark: _Toc164087589]Appendices
[bookmark: _Toc164087590]Appendix A: Tutorial Activity on OS Types from OS Tutorial 1

1. What is an operating system?
An operating system is the most important software on a computer. It is a collection of programs that manages, maintains, and controls the computer and allows humans to communicate with the computer without needing to speak the language of the computer. An operating system is an essential component, without which, a computer is useless. [1]
An operating system is a collection of programs that manages, maintains, and controls the computer. It allows users to control the use of the computer, however, details of how this are done hidden from the user. [2]
They interact with a device’s hardware and coordinate the functions between software and applications, enabling devices to run smoothly. [4]
2. What does an operating system do?
An operating system manages a computer’s memory, processes, software, and hardware. Modern computers require several different programmes to run at the same time, and the job of the operating system is to co-ordinate the central processing unit (CPU), memory and storage to allocate resources appropriately. It ensures each program gets what it needs, and the computer runs smoothly. [1]
The main functions provided by an Operating System are [2] [4]:
· file management.
· memory management
· process management.
· hardware management
· user interface management
· security
· Booting/power up
[bookmark: _Toc164087591]General-purpose operating systems

A general-purpose operating system is usually found on desktop and laptop computers in homes, offices, and educational institutions. They are designed to serve a wide range of tasks as opposed to specialised applications. [3]

Examples of General-purpose operating systems include:

Microsoft Windows – Microsoft’s own operating system, it is installed on most new personal computers, making it the most popular desktop operating system. New versions of Windows are released every three to five years. [4]

Apple’s Mac OS - a popular operating system known for its simplicity and user-friendly experience, for use with Apple desktops and laptops. Mac OS is also known for limiting bugs and protecting well against hackers. [4]

Linux – a free, open-source operating system, allowing easy customisation. A popular choice for servers. [1]
[bookmark: _Toc164087592]Mobile Operating systems

Modern mobile devices have become ever closer to home PCs, with ever more functionality and performance available as time goes on. Mobile devices have their own operating systems, brining advanced functions and portability that once seemed science fiction.  [46]

Examples of mobile operating systems include:

Apple iOS – limited to Apple devices only, it is a multi-touch, multi-tasking operating system and runs on iPhone and iPad. [46]

Android – Owned by Google, powered by the Linux kernel, it’s an open-source operating system available on a wide range of devices. It’s the current market leading mobile operating system due to its wide spectrum of users. [46]

[bookmark: _Toc164087593]Network Operating systems (NOS)

Designed primarily to support workstations and PCs on a local area network (LAN), allowing multiple devices within a network to share resources (e.g. printers, file servers) and communicate. A NOS provides basic network services supporting multiple input requests in a multiuser environment and can be classed as either peer-to-peer (P2P) where resources are shared in a common and accessible location or client-server where resources are unified under one file server regardless of location. [47]

Examples of a NOS include [47]:
Microsoft Windows Server – Powerful, stable, and secure, this is the most widely used NOS and designed for data storage, networking, and application hosting.

Unix OS – typically used for web servers, desktop computers and laptops, with many different versions such as FreeBSD in use today.

Cisco IOS – uses a package of routing, switching, internetworking and telecommunications functions.

Junos OS – provides increased network availability, flexibility, and operational efficiency.

[bookmark: _Toc164087594]Embedded & Real-time OSs

Highly specialised operating systems, which are very accurate and can provide responses within tens of milliseconds and so are used for specialised tasks. They lack many features but is streamlined to execute tasks quickly and effectively. Due to this streamlining, RTOSes are used within products for [48]:
· Aerospace and defence - drones
· Telecommunications – 5G
· Transportation – safety systems
· Medical – surgical equipment
· Manufacturing – robotics
[bookmark: _Toc164087595]AI & Quantum Operating systems

This is the next stage of operating system development, replacing bits and bytes with quantum processing and will facilitate adaptive and super processing systems.  

AI operating systems

With the future destined for more and more use of AI, foundations need to be put in place to modernise operating systems to cope with this change. 

Kaba AI OS - A hybrid system that can boot from disk or run on top of existing systems, Kaba is the first and only full operating system with AI at the helm. It delivers a private, secure experience unique to each user and gives both consumers and enterprises alike a level of control and transparency never before achieved. [49]

Quantum Operating systems

There is no quantum version of Windows, IOS or Linux and therefore, with the development of Quantum computers, which are expected to outperform conventional computers, a new operating system is required. 

Riverlane’s Deltaflow Quantum OS - A company called Riverlane is leading a consortium to develop a project that will deliver Deltaflow.OS, which will allow the same quantum software to run on different types of computer, using different qubit technologies including silicon, photonics, superconducting and trapped ion qubits. [50]



[bookmark: _Toc164087596]Appendix B: Continuous Professional Development (CPD) – Linux Unhatched course
The following screenshots are evidence of a CPD course completed to build knowledge of Linux. At the end of the course, I took a test and achieved 70%.
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Checks for state of system services v
Survey of Windows Management Ifrastructure supported devices.

D) S ENG
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iicrosoft Windows [Version 16.0.19045.3936]
(c) Microsoft Corporation. All rights reserved.

C:\Users\soac-azure>dir
Volume in drive C is Windous
Volume Serial Number is 82C5-5B50

Directory of C:\Users\soac-azure

01/26/2024 2 AN <DIR>
01/26/2024 11:02 AM  <DIR>

01/26/2024 AM <DIR> 3D Objects
01/26/2024 AM <DIR> [
01/26/2024 AM <DIR> Desktop
01/26/2024 AM <DIR> Documents
01/26/2024 AM <DIR> Downloads
01/26/2024 AM <DIR> Favorites
01/26/2024 AM <DIR> Links,
01/26/2024 AM <DIR> Music
01/26/2024 AM <DIR> Onebrive
01/26/2024 AM <DIR> Pictures
01/26/2024 AM <DIR> saved Games
01/26/2024 AM <DIR> Searches
01/26/2024 AM <DIR> Videos

© File(s) © bytes

15 Dir(s) 169,942,501,376 bytes free

C:\Users\soac-azure>
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:\Users\soac-azure>Ping

Usage: ping [-t] [-a] [-n count] [-1 size] [-f] [-i TTL] [-v ToS]
[-r count] [-s count] [[-J host-list] | [-k host-list]]
[-w timeout] [-R] [-5 srcaddr] [-c compartment] [-p]

[-41 [-

count
size

-c

P
-4
-6

Tos

count
count
host-1ist
host-list
timeout

srcaddr
compartment

6] target_name

Ping the specified host until stopped.

To see statistics and continue - type Control-Break;

To stop - type Control-C.

Resolve addresses to hostnames.

Number of echo requests to send.

Send buffer size.

Set Don't Fragment flag in packet (IPvé-only).

Time To Live.

Type O Service (IPva-only. This setting has been deprecated
and has no effect on the type of service field in the IP
Header).

Record route for count hops (IPvd-only).

Timestamp for count hops (IPva-only).

Loose source route along host-1ist (IPva-only).

strict source route along host-list (IPvd-only).

Timeout in milliseconds to wait for each reply.

Use routing header to test reverse route also (IPv6-only).
Per RFC 5605 the use of this routing header has been
deprecated. Some systems may drop echo requests if

this header is used.

Source address to use.
Routing compartment identifier
Ping a Hyper-V Network Virtualization provider address.
Force using IPva.

Force using IPV6.

:\Users\soac-azure>




image18.png
C:\Users\soac-azure>Tasklist

Image Name PID Session Name Session#  Mem Usage

System Idle Process © Services ° 8 K
system 4 Services ° 136 K
Secure System 56 Services o 38,124K
Registry 104 Services e 16,888 K
smss . exe. 468 Services ° 1,144 K
csrss.exe 584 Services ° 4,468 K
wininit.exe 660 Services ° 4,856 K
csrss.exe 680 Console 1 3,884 K
winlogon.exe 756 Console 1 7,952 K
services.exe 864 Services o 12,152 K
LsaTso.exe 812 Services ° 2,260 K
1sass.exe 828 Services o 18,160 K
svchost.exe 960 Services © 26,800 K
fontdrvhost .exe 984 Console 1 2,264 K
fontdrvhost .exe 992 Services ° 2,436 K
svchost.exe 8 Services o 13,876 K
svchost.exe 864 Services ° 8,888 K
LogonUT . exe 1072 Console 1 50,264 K
dum. exe 1084 Console 1 40,352 K
svchost.exe 1144 Services © 101,816 K
svchost.exe 1172 Services ° 3,964 K
svchost.exe 1300 Services o 11,260 K
svchost.exe 1296 Services ° 4,004 K
svchost.exe 1366 Services ° 8,828 K
svchost.exe 1400 Services o 20,164 K
svchost.exe 1416 Services ° 4,708 K
svchost.exe 1452 Services o 14,356 K
svchost.exe 1526 Services o 12,656 K
svchost.exe 1576 Services ° 8,506 K
svchost.exe 1684 Services ° 9,588 K
svchost.exe 1760 Services ° 6,064 K
svchost.exe 1712 Services ° 8,932 K
svchost.exe 1746 Services ° 5,760 K
svchost.exe 1888 Services ° 9,640 K
svchost.exe 1912 Services ° 6,220 K
svchost.exe 1924 Services ° 4,784 K
svchost.exe 2008 Services ° 4,588 K
svchost.exe 2036 Services ° 4,668 K
svchost.exe 2088 Services ° 5,724 K
svchost.exe 2252 Services ° 8,724 K
taskhostu.exe 2280 Services e 80,328 K
svchost.exe 2288 Services ° 6,612 K
svchost.exe 2304 Services o 93,088 K
svchost.exe 2324 Services ° 4,476 K
svchost.exe 2366 Services ° 6,596 K
emory Compression 2426 Services o 15372 K
svchost.exe 2466 Services ° 7,132 K
svchost.exe 2544 Services ° 6,868 K
svchost.exe 2552 Services ° 8,020 K
svchost.exe 2664 Services o 12,808 K
svchost.exe 2700 Services ° 7,364 K
svchost.exe 2732 Services ° 6,340 K
svchost.exe 2888 Services ° 8,640 K
svchost.exe 2908 Services ° 6,472 K
svchost.exe 2976 Services ° 9,980 K
svchost.exe 2988 Services ° 8,452 K
svchost.exe 2136 Services o 11,884 K
spoolsv.exe 3160 Services o 18,588 K
svchost.exe 3188 Services o 18,356 K
svchost.exe 3336 Services ° 5,312 K
svchost.exe 3444 Services o 13,584 K
svchost.exe 3466 Services o 24,612 K
svchost.exe 3468 Services © 40,880 K
svchost . exe 3476 Services e  20.004 K
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C:\Users\soac-azure>color 1f

C:\Users\soac-azure>
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C:\Users\soac-azure>powercfg -energy
Enabling tracing for 66 seconds...
Observing system behavior...
Analyzing trace data...

Analysis complete.

Energy efficiency problems were found.
8 Errors
1 Warnings

19 Informational

See C:\Users\soac-azure\energy-report.html for more details.
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C File | C:/Users/soac-azure/energy-reporthtml

Power Efficiency Diagnostics Report

Computerfiame  IMGWLaAzure
Scan Time 2024-02-12715:

312
Scan Durtion 60 seconds

System Manufacturer Microsoft Corporation
System Product Name Virtual Machine

£105 Dste 12/07/2018
£105 Varsion 00008

05 Build 19045

Platform Rale PlatformRoleDesktop.

Plugged In true

Pracass Count 151

Thread Count 1378

Report GUID {d6f6882e-4866-448-89cc-da6d3blegaf7}

Analysis Results

Errors

Power Policy:Power Plan Personality is High Performance (Plugged In)
The current powier plan personalty is High Performanca when the system is plugged in.

Power Policy:Display timeout disabled (Plugged In)
The display s not configurad to turn off ater a pariod of inactivity.

Power Policy:Sleep timeout s disabled (Plugged In)
The computer is not configured to automaticaly slesp aftar 2 period of insctivity.

Power Policy:Minimum processor performance state is 1009% (Plugged In)
The procassor s not configured to automaticaly reduce povier consumption based on activity.

Power Policy:PCI Express ASPHM is disabled (Plugged In)
“The currant povrer polcy for PCI Express Active State Sorar Managemsnt (ASPM) is configurad to O

Platform Power Management Capabilities:System firmware (8105) does not support S3.
Th hardvare in this computar doss not support the 53 sieep state.

Platform Power Management Capabilities:System firmware (B10S) does not support 4 (Hibernate).
The harduare in this computer doss nat support the S (Hibemats) state,

Device Drivers:
Devices with missing or misconfigured drivers can increase power consumption.

Davice tiame Unknown Device
Device 0 VMBUS\{C376C1C3-D276-48D2-90A9-C04748072C60}\ {C4ESE7D1-D748-4AFC-979D-633167910A55}
Davice Status ox1802400

Davice Problem Code Ox1c

Warnings
Power Policy:Dim timeout is long (Plugged In)

The display s configurad to automaticaly dim after longer than 10 minutes.
Timsout (seconds) 885

Information

Platform Timer Resolution:Platform Timer Resolution

“The default platform timer resolution is 15.6ms (15625000ns) and should be used whenaver the system is idie. If the timer rasolution i Incraased, processor powar management technologies may not be effective. Tha timer resolution may be incraased due to multimedia playback or graphical

anmatians.
Currant Timer Resalution (100ns units) 156250

Power Policy:Active Power Plan
The current powie plan n use.

Plan Name  OEM High Performance

H P Type here to search

Closed road on a4 /.

) T d) b ENG

b e o @ x

e o
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[PS C:\WINDOWS\system32> Spsversiontable
Value

5.1.19041.4046

Desktop
PScompatibleversions 1.0, 2.0, 3.0, 4.0.
Builaversion 10.0.19041.4046
LRVersion 4.0.30319.42000
janStackversion e
psremotingprotocolversion 23
rializationVersion 11.e.1

s C:\unDous\system32>
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PS C:\WINDOWS\system32> Get-Process
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PS C:\WINDOWS\system32> Get-Process | Format-List

Ia : 15768
Handles : 499

cPu 0545875

ST 11

Name ActivationNotifier
Ia 12212

fandles : 380

cPu 0545875

ST 11

Name  : Adobe Crash Processor
Ia 21176

fandles : 817

cPu 9.578125

ST It

Name Adobe Desktop Service
Ia 11480

fandles : 401

CPU ¢ 0.09375

ST 11

Name AdobeCol1absync
Ia 16572

fandles © 385

cPu 13.03125

ST 11

Name AdobeCol1absync
Ia : 1820

fandles : 219

cPu 5.734375

ST 11

Name AdobeIPCBroker

Ia 5656

Handles : 270

cPu

ST °

Name : AdobeUpdateService
Ia 16645

fandles © 346

cPu 51.234375

ST s

Name ADPClientService
Ia 19216

Handles : 422
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PS C:\WINDOWS\system32> Get-Help

TOPIC
Windows PowerShell Help System

SHORT DESCRIPTION
Displays help about Windows PowerShell cmdlets and concepts.

LONG DESCRIPTION
Windows Powershell Help describes Windows PowerShell cmdlets,
functions, scripts, and modules, and explains concepts, including
the elements of the Windows PowerShell language.

Windows Powershell does not include help iles, but you can read the
help topics online, or use the Update-Help cmdlet to download help Files
to your computer and then use the Get-Help cmdlet to display the help
topics at the command line.

You can also use the Update-Help cmdlet to download updated help files
as they are released so that your local help content is never obsolete.

Without help files, Get-Help displays auto-generated help for cmdlets,

Functions, and scripts.

ONLINE HELP
You can find help for Windows PowerShell online in the Techliet Library
beginning at http://go.microsoft.com/fulink/3LinkID=108518.

To open online help for any cmdlet or function, type:
Get-Help <cmdlet-name> -Online

UPDATE-HELP
To download and install help files on your computer:

1. Start Windows Powershell with the "Run as administrator” option.
2. Type:

Update-Help
After the help files are installed, you can use the Get-Help cmdlet to
display the help topics. You can also use the Update-Help cmdlet to
download updated help iles so that your local help files are always
up-to-date.
For more information about the Update-Help cmdlet, type:

Get-Help Update-Help -Online

or go to: htty

/go-microsoft . com/Fulink/?LinkID=210614

GET-HELP
The Get-Help cmdlet displays help at the command line from content in
help files on your computer. Without help files, Get-Help displays basic
help about cmdlets and functions. You can also Use Get-Help to display
online help for cmdlets and functions.

To get help for a cmdlet, type:
Get-Help <cmdlet-nane>

To get online help, type:
Get-Help <cmdlet-name> -Online

The titles of conceptual topics begin with "About_".
To get help for a concept or language element, type:

Get-Help About_ctopic-nane>

To search for a word or phrase in all help files, type:
Get-Help <search-term>

For more information about the Get-Help cndlet, type:

Get-Help Get-Help -Online
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PS C:\WINDOWS\system32> Get-Help Get-Process

NAME
Get-Process

SYNTAX
Get-Process [[-Name] <string[]>] [-ComputerName <string[]>] [-Module] [-FileVersionInfo] [<CommonParameters>]

Get-Process [[-Name] <string[]>] -IncludeUserName [<CommonParameters>]
Get-Process -1d <int[]> -IncludeUserName [<CommonParameters>]
Get-Process -Id <int[]> [-ComputerName <string[]>] [-Module] [-FileVersionInfo] [<CommonParameters>]
Get-Process ~InputObject <Process[]> -IncludeUserName [<CommonParameters>]
Get-Process -InputObject <Process[]> [-ComputerName <string[1>] [-Module] [-FileVersionInfo] [<CommonParameters>]
ALTASES

s
ps

REMARKS
Get-Help cannot find the Help files for this cmdlet on this computer. It is displaying only partial help.
- To download and install Help files for the module that includes this cmdlet, use Update-Help.
- To view the Help topic for this cmdlet online, type: "Get-Help Get-Process -Online” or
£0 to https://go.microsoft. com/fulink/2LinkID=113324.

£ \WINDOWS\system32>
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Every part of the command is normally case-sensitive, so Ls is incorrect
and will fail, but 1s is correct and will execute.

:~$ LS

-bash: /usr/games/LS: Permission denied

Most commands follow a simple pattern of syntax:

command [options..] [arguments..]

In other words, you type a command, followed by any options and/or arguments
before pressing the Enter key. Typically options alter the behavior of the
command and arguments are items or values for the command to act upon.
Although there are some commands in Linux that aren’t entirely consistent with
this syntax, most commands use this syntax or something similar.

In the example above, the 1s command was executed without any options or
arguments. When this is the case, it’s default behavior is to return a list of files
contained within the current directory.

:~$ 1s
Desktop Documents Downloads Music Pictures Public Templat

>_ Ubuntu PC

* Starting domain name service... bind9
Welcome to Ubuntu 14.04 LTS (GNU/Linux 4.4.0-101-generic x86_64)

* Documentation: https://help.ubuntu.com/
The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

This lab has two user accounts (username :: password )

netlabl23
netlabl23

Press the key to begin...
~$ s

Desktop Documents Downloads Music Pictures Public Templates Videos

He ]

© Mon 25 Mar 22:05

veral

prox.

lere-

atch
, cite

ash
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>_ Ubuntu PC

10 An argument can be used to specify something for the command to act upon.
i The 1s command can be given the name of a directory as an argument, and it The programs included with the Ubuntu system are free software;

- . the exact distribution terms for each program are described in the
111 will list the contents of that directory. In the next example, the Documents individual files in /usr/share/doc/#/copyright.
12 directory will be used as an argument: veral
13 Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by prox.

applicable law. B
14 :~$ 1s Documents ere-
141 School alpha-second.txt food.txt linux.txt
. Work alpha-third.txt hello.sh longfile.txt This lab has two user accounts (username password )

14.2

adjectives.txt alpha.txt hidden.txt newhome. txt netlabl23
15 alpha-first.txt animals.txt letters.txt numbers.txt netlabl23
16
17 . ) . X ) X . Press the key to begin...

The resulting output is a list of files contained with the Documents directory.
18 ~$ s
19 Because Linux is open source, there are some interesting secrets that have been | Desktop Documents Downloads Music Pictures Public Templates Videos B
: ; i~$ 1s Documents 4
20 added by developers. For example, the aptitude command is a package School alpha-second.txt food. txt Linux. txt 05, csv  cite
21 management tool available on some Linux distributions. This command will Work alpha-third.txt hello.sh longfile.txt people.csv
accept moo as an argument: adjectives.txt alpha.txt hidden.txt newhome.txt profile.txt
22 ) alpha-first.txt animals.txt letters.txt numbers.txt red.txt ash
~$

22.1

:~$ aptitude moo

There are no Easter Eggs in this program.

There is more to this trick than meets the eye, keep reading!

ther

M e
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>_ Ubuntu PC

1ls -1r
Templates
Videos
As explained above, -1 gives a long listing format while -r reverses the i~$ Is -r
- . . . s . . Videos Templates Public Pictures Music Downloads Documents Desktop
listing. The result of using both options is a long listing given in reverse order: n§ 1s -1 -r veral

Videos prox.
i~ Templates
Public | o
Pictures
sysadmin Videos Music
sysadmin Templates Downloads
sysadmin Public Documents
i ) Desktop
sysadmin Pictures i~$ 1s -rl
sysadmin Music
sysadmin Downloads sysadmin sysadmin Videos
dmi sysadmin sysadmin Templates
Sy[SE IR Documents | sysadmin sysadmin Public
sysadmin Desktop sysadmin sysadmin Pictures tch
~$ sysadmin sysadmin Music , cite
sysadmin sysadmin Downloads
. . sysadmin sysadmin Documents
sysadmin Videos sysadmin sysadmin Desktop ash
sysadmin Templates ~$ 11
sysadmin Public
sysadmin Pictures
sysadmin Music
sysadmin Downloads
sysadmin Documents
ther

Ultimately, commands can use many combinations of options and arguments.
The possibilities for each command will be unique. Remember the aptitude ‘ ’ I

easter egg?

%
023-0...t17.42.31
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In the example above, all twenty-six lines of the file are displayed.

To filter the output and view lines from the top of the alpha.txt file, use the
command:

sysadmin@localhost:

is for

is for
is for
is for
is for
is for
is for
is for
is for

is for

b H QM BED QD P

Apple
Bear
Cat
Dog

Elephant

Flower
Grapes
Happy
Ink

Juice

$ head alpha.txt

Then, to view lines at the bottom of the alpha.txt file, you use the

command:

sysadmin@localhost:

Q is for
R is for
S is for
is for
is for
is for
is for

is

Quark
Rat
Sloth
Turnip
Up
Velvet
Walrus
Xenon

$ tail alpha.txt

>_ Ubuntu PC

Z is for Zebra
sysadmin@localhost:
A is for Apple

is for Bear

is for Cat

is for Dog

is for Elephant
is for Flower

is for Grapes

is for Happy

is for Ink

is for Juice
ysadmin@localhost:
is for Quark

is for Rat

is for Sloth

is for Turnip

is for Up

is for Velvet

is for Walrus

is for Xenon

is for Yellow

is for Zebra
sysadmin@localhost:

N<XE<CcCcHULIOWULUHIOTMTMON®

= Toggle onscreen keyboard

$ head alpha.txt

$ tail alpha.txt
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of zoo.txt:

52428800 bytes (52 MB) copied, 0.557544 s, 94.0 MB/s
:~$ cd ~/Documents
:~/Documents$ mv people.csv Work
:~/Documents$ 1s Work

mv animals.txt zoo.txt

people.csv veral
:~/Documents$ mv numbers.txt letter.txt alpha.txt School prox.
:~/Documents$ 1s mv: cannot stat 'letter.txt': No such file or directory B
School alpha-second.txt newhome.txt r :~/Documents$ mv numbers.txt letters.txt alpha.txt School - G
. ' . ; :
Work alpha-third.txt hidden.txt 0s.CSV mv: cannot stat 'numbers.txt': No such.flle or directory
i X i mv: cannot stat 'alpha.txt': No such file or directory
adjectives.txt i~/Documents$ 1s School
linux.txt passwd Art Engineering Math alpha.txt letters.txt numbers.txt
alpha-first.txt food.txt longfile.txt profile.txt i~/Documents$ 1s
:~/D. £s$ imal School alpha-second. txt newhome.txt red.txt
Bl i) Y QTR EHE HER0 e Work alpha-third.txt hidden.txt 0S.CSV
:~/Documents$ 1s adjectives.txt animals.txt linux. txt passwd
School alpha- | alpha-first.txt food.txt longfile.txt profile.txt
second.txt hidden.txt .OS-CSV . :;::2::::::: T‘s’ animals. txt z00. txt !tCh
Work alpha-third.txt linux.txt passwd School alpha-second.txt hidden.txt 0S.CSV , Cite
adjectives.txt food.txt longfile.txt profile.txt Work alpha-third.txt  linux.txt passwd
alpha-first.txt newhome. txt red.txt adjectives.txt  food.txt longfile.txt profile.txt
alpha-first.txt newhome. txt red. txt ash

:~/Documents$

Consider This

Permissions can have an impact on file management commands, such as
the mv command. Moving a file requires write and execute permissions on
both the origin and destination directories.

%
023-0...t17.42.31

PP-R08% DOB AT
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character except for the new line character. The pattern r..f would find any
line that contained the letter r followed by exactly two characters (which can
be any character except a newline) and then the letter £ :

sysadmin@localhost:
reef
roof

The same concept can be repeated using other combinations. The following will
find four letter words that start with r and with d:

sysadmin@localhost:
reed
read

This character can be used any number of times. To find all words that have at
least four characters the following pattern can be used:

sysadmin@localhost:
reef

reeed

roof

reed

root

reel

read

The line does not have to be an exact match, it simply must contain the pattern,
as seen here when r. .t is searched for inthe /etc/passwd file:

BEPH00ICOOF PN «~ &

«$ Share ~ © Help ~

>_ Ubuntu PC

sysadmin@localhost:
reef

roof
sysadmin@localhost:
reed

read
sysadmin@localhost:
reef

reeed

roof

reed

root

reel

read
sysadmin@localhost:

$ grep 'r..f' red.txt
$ grep 'r..d' red.txt

$ grep '...."' red.txt

= Toggle onscreen keyboard
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The system is going down for maintenance in 1 minute!

Broadcast message from sysadmin@localhost
(/dev/pts/0) at 1:51 ...

The system is going down for maintenance NOW!

The command also has an optional message argument, indicating a
message that will appear in the terminals of all users. For example:

root@localhost:~# shutdown +1 "Goodbye World!"

Broadcast message from sysadmin@localhost
(/dev/pts/0) at 3:07 ...

The system is going down for maintenance in 1 minute!

Goodbye World!

shutdown: Unable to shutdown system

root@localhost: ~#

Broadcast message from sysadmin@localhost
(/dev/pts/0) at 3:08 ...

The system is going down for maintenance NOW!
Goodbye World!

4 Previous

@ content.netdevgroup.com ©

o Apple iCloud e Google @Yahon mBing Wikipedia § Facebook Twitter  jn Linkedin

L4 Operating systems - On... ©F Mail - David Sheppard (23... m Course: NDG Linux Unhatc...

BEPH00ICOOF PN «~ &

©Onh + O

The Weather Channel . Yelp TripAdvisor n BBC @ Save to RefWorks » #

(NJ NDG Linux Unhatched - ... Buy PANASONIC TX-65MX...

«$ Share ~ © Help ~

>_ Ubuntu PC

Broadcast message from sysadmin@localhost
(/dev/pts/@) at 23:58 ...

The system is going down for maintenance NOW!
root@localhost:~# date

Mon Mar 25 23:59:26 UTC 2024
root@localhost:~# shutdown 01:00

Broadcast message from sysadmin@localhost
(/dev/pts/@) at 23:59 ...

The system is going down for maintenance in 61 minutes!
“~Cshutdown: Shutdown cancelled
root@localhost:~# shutdown +1 "Goodbye World!"™

Broadcast message from sysadmin@localhost
(/dev/pts/@) at 0:00 ...

The system is going down for maintenance in 1 minute!
Goodbye World!

= Toggle onscreen keyboard
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>_ Ubuntu PC

device used by the system when sending network-based data to Itselt.

“~Cshutdown: Shutdown cancelled
:~# ifconfig
ethe ink encap:Ethernet HWaddr 02:42:c0:a8:01:02

The ifconfig command can also be used to temporarily modify network -
inet addr:192.168.1.2 Bcast:192.168.1.255 Mask:255.255.255.0

settings. Typically these changes should be permanent, so using the ifconfig UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:53 errors:@ dropped:@ overruns:@ frame:

TX packets:57 errors:@ dropped:@ overruns:@ carrier:@
collisions:® txqueuelen:1000

RX bytes:4006 (4.0 KB) TX bytes:3656 (3.6 KB)

command to make such changes is fairly rare.

The ping command is used to verify connectivity between two computers. It
does this by sending packets to another machine on a network. If the sender

f P . . Link encap:Local Loopback

receives a response it should be possible to connect to that machine. inet addri127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:65536 Metric:l
Information is sent using “packets”; the encapsulated unit of data sent over a RX packets:2 errors:0 dropped:@ overruns:@ frame:®
network. In order for the packets to find the other computer, they will need an TX packets:2 errors:0 dropped:@ overruns:@ carrier:@

address. The ping command uses IP addresses to identify a computer on the collisions:0 txqueuelen:1000

RX bytes:100 (100.0 B) TX bytes:100 (100.0 B)
network that it wants to connect to. |
:~# ping
By default, the ping command will continue sending packets until the break Usage: ping [-aAbBdDfhLnOqrRUVWV] [-c count] [-i intervall [-I interface]
command (CTL + C) is entered at the console. To limit how many pings are sent, {_r: T,Zit]ets[lfeﬁ’mt[f:fﬁaﬁﬂ;]m?]-t [ttl‘])re[}‘T'a:]ime[siaz;fthg;gz]Jn][ @ osl
use the -c option followed by the number of pings to be sent. The example [-w deadline] [-W timeout] [hopl ...] destination

=3

below shows ping being limited to 4 iterations with -c 4.

If the ping command is successful, you will see output like the following:

:~# ping -c 4 192.168.1.2
PING 192.168.1.2 (192.168.1.2) 56(84) bytes of data.
64 bytes from 192.168.1.2: icmp reg=1 ttl=64 time=0.051
64 bytes from 192.168.1.2: icmp reg=2 ttl=64 time=0.064
64 bytes from 192.168.1.2: icmp reg=3 ttl=64 time=0.050
64 bytes from 192.168.1.2: icmp reg=4 ttl=64 time=0.043

--- 192.168.1.2 ping statistics ---
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>_ Ubuntu PC

netlabl23 as the password:
cowsay

@ upgraded, 1 newly installed, @ to remove and @ not upgraded.

Need to get @ B/18.5 kB of archives.

After this operation, 90.1 kB of additional disk space will be used.

~C :~$ debconf: apt-extracttemplates failed: No such file or di
rectory

:~$ su root

Password:

:~$ passwd
Changing password for sysadmin.

(current) UNIX password:
The root user can change the password of any user. If the root user wants to Enter new UNIX password:

change the password for sysadmin , they would execute the following Retype new UNIX password:
command:

passwd: password updated successfully
:~$ passwd -S sysadmin
sysadmin P 03/26/2024 @ 99999 7 -1
:~$ su root

:~# passwd sysadmin

Password:
Enter new UNIX password: |

:~# passwd sysadmin
Enter new UNIX password:

Retype new UNIX password:

passwd: password updated successfully
~# exit

Retype new UNIX password:
passwd: password updated successfully

exit

Follow Along ~$

Exit the root account using the exit command:

PRERINORe-2OE® D06 ART
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[sudo] password for lasoac:
Sorry, try again.
[sudo] password for l4soac:
sudo: 3 incorrect password attempts
1as0ac@INGHLAAzZuUre : /mnt/c/Windows/system32$ sudo adduser david_sheppard_test
[sudo] password for l4soac:
Sorry, try again.
[sudo] password for lasoac:
Sorry, try again.
[sudo] password for l4soac:
sudo: 3 incorrect password attempts
1450ac@INGHLAAzZUre : /mnt/c/Windows/system32$ sudo adduser david_sheppard_test
[sudo] password for 14soac:
Adding user “david_sheppard_test
Adding new group ~david_sheppard_ test' (1001)
Adding new user “david_sheppard_test' (1001) with group “david_sheppard_test’
reating home directory °/home/david_sheppard_test"
opying files from ~/etc/skel’ ...
INew password:
Retype new password:
passud: password updated successfully
hanging the user information for david_sheppard_test
Enter the new value, or press ENTER for the default
Full Name []: David Sheppard
Room Number []: 123
vork Phone []: 67399444555
Home Phone []: 1792878768
Other []:
Is the information correct? [Y/n] Y
14s0ac@IMGHLAAzZUre : /mnt/c/Windows/system32$
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14s0ac@IMGWL4AZure: /mnt/c/Windows/system32$ su - david_sheppard_test
Password:
1come to Ubuntu 22.84.3 LTS (GNU/Linux 5.15.146.1-microsoft-standard-WSL2 x86_64)

* Documentation:
* Management :
* Support:

/help.ubuntu.com
/landscape. canonical.com
/ubuntu. com/advantage

[This message is shown once a day. To disable it please create the
/home/david_sheppard_test/.hushlogin file.
david_sheppard_test@IMGWL4Azure:~$ _
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echo what is your name?
set /p InputName=Name:

echo How old are you?
set /p Inputhge:

2 |echo How many children do you have?
10 |set /p InpucChildren=Number of children:

o
13 |::(echo My name is iInputNamet and i am iInputAgest years old. I have :InpucChildrent children)

if InpucChildres

20 |echo Name: sInputwamet
21 |echo Age: sInputages
22 |echo Children: schildis, schilazs, schila3s

26 [echo sinfor

28 pause

(else My name is sInputNames and i am $InputAgess years old. I have $InpucChildrent children)

24 |ast tnfomity name 1s stnputianes and 1 am SInputhged| years old. I have SInputChildrens childzen: Schildls, Sehildzs, and Schilds

Batch file

Ln:24 Col:52 Pos:613

Windows (CRLF)  UTF-8 INS
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what is your name? ~
Name :David

How old are you?

Age:38

How many children do you have?

Number of children:3

Name: David
Age: 38

Children: Ryan, Jackson, Rosie

My name is David and i am 38 years old. I have 3 children: Ryan, Jackson, and Rosie
Press any key to continue .
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19el0g. £ [ test bat scripts.bat £ |

Gecho off
Goto JumpHere

set name=David

set /A age=38

echo #name®

echo tage®

set info=My Name is: Snames, Age:
echo #infot

sages, I am Young :0).

Echo You have successfully jumped some lines of code

pause

B C:\Windows\system32\cmd.exe
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PS C:\WINDOWS\system32> SArray = @('fyan”, Jac
>> foreach (Selement in $Array)

>> {echo Selement}

Ryan

Jackson

Rosie

PS C: \WINDOWS\system32>
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PS C:\WINDOWS\system32> function UserLogin {
> echo “$([char]27) 4nsy=ten

>>  SUseriane = Read-Host 'cnte
>>  Write-Output 'User: S{UserName}
>>  Write-Output 'Log-in Su

> 3

>> ~KUserLogin

System Logi

Enter Username: David
User: David

Log-in Success.

PS C: \WINDOWS\system32>

1 $(Lchar]27) 240
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Write-Host
>> "Ksnum = Read-Host
>> Switch ($num)

> {

>> 1 {'Run Actic
>> 2 {'Run Acti
>> 3 {'Run Acti
> default { 1o
> 3

>

User Menu

List Users
Add User

3: Remove User

Please enter a number?:
Run Action code 1

3

£ \WINDOWS\system32>

lease enter a number

1
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1 #1/bin/bash

2 #TEE - Try Edit Experiment: Echo: Hello World

3

4 varName="David"

5 varAge=38

6 varLocation="Swansea”

7 varMork="Hywel Dda University Health Board"

8

9 “ho "Hello, my name is” $varName”. T am” $varAge "years old and live in" $varlocation”. T work at” $varWork
10

ello, my name is David. I am 38 years old and live in Swansea. I work at Hywel Dda University Health Board

...Program finished with exit code 0
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Language Bash

# Online Bash Shell.
# Code, Compile, Run and Debug Bash script online.
# Write your code in this editor and press "Run" button to execute it.

#!/bin/bash

echo "What is your name?"

read User_name

10 <cho "Hello, $User_name"

11 echo "How old are you?"

12 read User_age

13 echo "So, you're name is $User_name and you are $User_age years old."

Loo~NOUVTA WN B

v &S input
What is your name?

David

Hello, David

How old are you?

38

So, you're name is David and you are 38 years old.

...Program finished with exit code 0
Press ENTER to exit console.|]
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Language Bash

1 # Online Bash Shell.

2 # Code, Compile, Run and Debug Bash script online.
3 # Write your code in this editor and press "Run" button to execute it.
4

)

6 #!/bin/bash

7

8 echo "Guess my age: "

9 read age
10 if [ $age == 38 1];
11 then

12 echo "Congratulations, You guessed my age correctly. I am 38."
13 else

14 echo "Sorry, I am not $age. I am 38."

15 fi

v oS input
Guess my age:

35
|Sorry, I am not 35. I am 38.
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Language Bash

1 # Online Bash Shell.

2 # Code, Compile, Run and Debug Bash script online.
3 # Write your code in this editor and press "Run" button to execute it.
4

)

6 #!/bin/bash

7

8 echo "Guess my age: "

9 read age
10 if [ $age == 38 1];
11 then

12 echo "Congratulations, You guessed my age correctly. I am 38."
13 else

14 echo "Sorry, I am not $age. I am 38."

15 fi

v [ B S input
Guess my age:

38
Congratulations, You guessed my age correctly. I am 38.
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Language Bash

)
6 #!/bin/bash
7
8

UserInput=null
9 until [ $UserInput = "38" ]

10 do
11 echo "Guess my age correctly to exit the program:"
12 read UserInput
13 if [ $UserInput == "38" ];
14 then
15 echo "Congratulations. You guessed right. You're Free."
16 else
17 echo -e "\e[1;47m \e[1;31m << Incorrect guess, please try Again. >> \e[@m"
18 fi
19 done
v B S input

Guess my age correctly to exit the program:

program:

Guess my age correctly to exit the program:

Congratulations. You guessed right. You're Free.

...Program finished with exit code 0
Press ENTER to exit console.
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Language Bash

# Online Bash Shell.
# Code, Compile, Run and Debug Bash script online.
# Write your code in this editor and press "Run" button to execute it.

#!/bin/bash

declare -A Array3=(

[Ryan]="Ryan: Eldest child, likes piano"
10 [Jackson]="Jackson: Middle child, likes football"
11 [Rosie]="Rosie: Youngest child, likes dancing"

Ooo~NOUTHS WN -

)
13 o ${Array3[Rosiel}
14 c<cho ${Array3[@]}

v & N input
Rosie: Youngest child, likes dancing

Rosie: Youngest child, likes dancing Ryan: Eldest child, likes piano Jackson: Middle child, likes
football

...Program finished with exit code 0
Press ENTER to exit console.[]
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7

11
12
13
14
15
16
17
18
19

20 esac

8 echo "Do you know how old I am?"
9 read -p "Yes/No?" Answer
10 case $Answer in

Yeslyes|Yly)
echo "You must be a very good friend."

)
NoInoINIin)
echo "Let's get to know each other."

5
echo "Invalid selection: enter Yes or No."

)

Do you know how old I am?
Yes/No?Yes
You must be a very good friend.

...Program finished with exit code 0
Press ENTER to exit conmsole.
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7

11
12
13
14
15
16
17
18
19

20 esac

8 echo "Do you know how old I am?"
9 read -p "Yes/No?" Answer
10 case $Answer in

Yeslyes|Yly)
echo "You must be a very good friend."

)
NoInoINIin)
echo "Let's get to know each other."

5
echo "Invalid selection: enter Yes or No."

)

Do you know how old I am?
Yes/No?No
et's get to know each other.

...Program finished with exit code 0
Press ENTER to exit console.[]
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7
8 echo "Do you know how old I am?"
9 read -p "Yes/No?" Answer
10 case $Answer in

11
12
13
14
15
16
17
18
19

20 esac

Yeslyes|Yly)
echo "You must be a very good friend."

L)
NoInoINIin)
echo "Let's get to know each other."

5
echo "Invalid selection: enter Yes or No."

e ———

Do you know how old I am?
Yes/No?yip
Invalid selection: enter Yes or No.

...Program finished with exit code 0
Press ENTER to exit conmsole.
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# Code, Compile,
# Write your code in this editol

#!/bin/bash

Man() {

echo "My name is David."
1

echo "What's your name?"
Man
echo "Hi David!"

RPRRP R R
UDAWNRPOWOWONOU AWN

What's your name?
y name is David.
Hi David!

...Program finished with exit code 0
Press ENTER to exit conmsole.
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NDG Linux Unhatched English 0324b

Find answers to many of your Networking everal
PaN Academy questions: gro-
Welcome to NDG Linux Unhatched! Your progress @ be re-

Messages

NetAcad Virtual Assistant
I% Front Page

This entry-level Linux course is offered by the Network Development Group (NDG). The skills taught in this course
are applicable to a wide range of careers including networking, software development and Linux administration.

Calendar

To Get Started: e

is, cite
1. Click on Course Content.

2. Check the box to accept Terms and Conditions, click Submit.
3. Close the Terms and Conditions window, refresh the previous window, and reload the content. Bash

Need Help?

Click on the Help & Resources module below for Frequently Asked Questions. Please ensure you have read the
course FAQ completely before contacting NDG Online Support.

NDG Linux Unhatched Version 2.1 (SP) 1

.|I|NDG

www.netdevgroup.com

CL I PELEEI T NELELICLE NN

100G =
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>_ Ubuntu PC
v T Wy 1y
4 * Starting domain name service. bind9
5 Welcome to Ubuntu 14.04 LTS (GNU/Linux 4.4.0-101-generic x86_64)
6 Welcome! * Documentation: https://help.ubuntu.com/ I
7 veral
s Hello, and welcome to the NDG Linux Unhatched Module! We are very excited The programs included with the Ubuntu system are free software; 128
. . . . the exact distribution terms for each program are described in the
9 to offer you this short introduction to the world of Linux. Before you get started, individual files in /usr/share/doc/*/copyright. ere-
10 we would like to take the opportunity to explain the intent and scope of this
dul Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
11 module. applicable law.
11.1 Do not be concerned if you have little or no Linux experience. This module is
12 designed as an introduction for beginning learners without previous Linux This lab has two user accounts (username :: password )
13 training. If you find this material useful, you may consider continuing with our netlabl23
14 or courses to build additional | :: netlabl23
14.1 knowledge. Additional information regarding these courses can be found at the press the key to begin. .. atch
142 end of this module. , Cite
~$

15 As you may already be aware, the Linux kernel has found its way into an
16 incredible number of diverse systems. It can now be found in everything from ash
17 automobiles to rockets, watches to televisions, and netbooks to the fastest
18 supercomputers. Linux only accounts for a relatively small percentage of the
19 operating systems found on desktop computers, but has gained widespread use
20 in servers, Internet of Things (IoT) devices, networking equipment, smartphones,
21 and many other devices you may not think of as even being computers. From
22 the home router providing your Internet connection to the server this course is
221 hosted on, it is likely that multiple Linux powered devices are currently enabling ther

you to read this page.

1.
We hope that you find the NDG Linux Unhatched Module helpful. ‘ ’
Congratulations on taking your first steps into the world of Linux!

N+0E=ENEN0BBOSRERNORP 206w 006 A
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>_ Ubuntu PC

This lab has two user accounts (username :: password )

:: netlabl23

netlab123 veral
prox.

Press the key to begin... B

lere-

:~$ pwd
/home/sysadmin
:~$ cd Documents
:~/Documents$ cd/
-bash: cd/: No such file or directory
J I I I :~/Documents$ cd /
:/$ cd /home/sysadmin
:~$ pwd

/home/sysadmin
| :~$ cd Documents
—T 1 :~/Documents$ cd school/art atch

-bash: cd: school/art: No such file or directory , Cite
:~/Documents$ cd School/Art
:~/Documents/School/Art$ pwd

/home/sysadmin/Documents/School/Art Bsh
:~/Documents/School/Art$

Use the relative path as an argument to the cd command to move into the
Art directory.

:~/Documents/$ cd School/Art

:~/Documents/School/Art$

Use the pwd command to confirm the change: ther

:~/Documents/School/Art$ pwd
/home/sysadmin/Documents/School/Art

%
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>_ Ubuntu PC

It can sort by other methods as well.

kern. log
lastlog
Follow Along syslog
. . . . . . upstart
The options in examples below will be combined with the -1 option so the wtmp veral

relevant details of the files are displayed. Notice fields corresponding to the i~$ 1s -1t /var/log |

h i total 824
search option. syslog adm 13097 Mar 25 22:17 syslog B

syslog adm 380 Mar 25 H auth. log
root utmp 292584 Mar 25 H lastlog
root utmp 384 Mar 25 22:17 wtmp

The -t option will sort the files by timestamp: syslog adm 227 Mar 25 22:17 cron.log

syslog adm 106 Mar 25 H kern.log

root root 18047 Dec 20 alternatives.log
root root 32064 Dec 20 faillog

root adm 85083 Dec 20 dmesg

syslog adm 19573 Oct syslog | root root 325238 Dec 20 dpkg. log

:~$ 1s -1t /var/log

total 844

—rW-r-----

[

drwxr-x root adm 72 Dec 20 apache2
drwxr-xr-x 1 root root 41 Dec 20 apt atch
-rw-r--r-— 1 root root 47816 Dec 7 bootstrap. log , Cite
drwxr-xr-x 2 root root 38 Dec 7 fsck
-rw-rw———- 1 root utmp ] 7 btmp
drwxr-xr-x root root 6 Apr 11 upstart

—-rw-r-— syslog adm 1346 Oct auth.log
syslog adm 547 Oct cron.log
root utmp 292584 Oct lastlog

root utmp 384 Oct wtmp

—Irw-r-
—IW-IXw-Ir-—

—IW-Irw—-Ir-—-—

—rw-r- syslog adm 106 Oct kern.log i ash
-rw-r--r- root root 18047 Dec alternatives.log i

—-rw-r—-r-- root root 32064 Dec faillog

—-rw-r-— root adm 85083 Dec dmesg

—-rw-r-— root root 325238 Dec dpkg.log

drwxr- root adm 4096 Dec apache2

drwxr-xr-x root root 4096 Dec apt

—-rw-r—-r-- root root Dec bootstrap.log

drwxr-xr-x root root Dec fsck ther

—IW-rw---- root utmp Dec btmp

MNP NMNRERRPRNRPRRPRRRRERRRE B

drwxr-xr-x

root root Apr upstart ‘ ’ &

Tha _c antinn will enrt tha filae hy fila ciza

N+0E=NEE0IR0SRERNENP - 2089 DOB AT

%
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:~/Documents$ 1ls -1 hello.sh

-rw-r--r-- 1 sysadmin sysadmin 647 Dec 20 2017 hello.sh

Below is a review of the fields relevant to permissions.
File Type Field

- rw-r--r-- 1 sysadmin sysadmin 647 Dec 20 2017 hello.sh

The first character of this output indicates the type of a file. Recall that if the first
character is a -, this is a regular file. If the character was a d , it would be a
directory.

Permissions Field

- rw-r--r-- 1 sysadmin sysadmin 647 Dec 20 2017 hello.sh

After the file type character, the permissions are displayed. The permissions are
broken into three sets of three characters:

Owner

- rw- r--r-- 1 sysadmin sysadmin 647 Dec 20 2017 hello.sh

The first set is for the user who owns the file. If your current account is the
user owner of the file, then the first set of the three permissions will apply
and the other permissions have no effect.

>_ Ubuntu PC

sysadmin sysadmin Dec 20 Videos
sysadmin sysadmin Dec 20 Templates
sysadmin sysadmin Dec 20 Public
sysadmin sysadmin Dec 20 Pictures
sysadmin sysadmin Dec 20 Music
sysadmin sysadmin Dec 20 Downloads
sysadmin sysadmin 4096 Dec 20 Documents
sysadmin sysadmin 6 Dec 20 Desktop
:~$ aptitude moo
There are no Easter Eggs in this program.
:~$ aptitude -v moo
There really are no Easter Eggs in this program.
:~$ aptitude-vvvvvvvv
-bash: aptitude-vvvvvvvv: command not found
:~$ aptitude -vvvvvvvv
~# exit
logout
:~$ sudo sl
[sudo] password for sysadmin:
:~$ cd ~/Documents
:~/Documents$ 1ls -1 hello.sh
hello.sh

:~/Documents$ i

veral
Drox.

lere-

atch
, cite

ash

ther
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>_ Ubuntu PC

-rw X r--r-- 1 sysadmin sysadmin 647 Dec 20 2017 hello.sh

:~$ sudo sl
Finally, attempt to execute the script again. Use the command syntax shown [sudo] password f°_r~;yszgmi%ocuments
below: :~/Documents$ ls -1 hello.sh
hello.sh veral
:~/Documents$ cd ~/Documents prox.
-/hello.sh 1~/Documents$ 1s -1 hello.sh
hello.sh e
:~/Documents$ 1ls -1 hello.sh
:~/Documents$ ./hello.sh hello.sh
:~/Documents$ ./hello.sh
-bash: ./hello.sh: Permission denied
:~/Documents$ chmod u+x hello.sh
:~/Documents$ 1ls -1 hello.sh

( Hello World!

:~/Documents$ ./hello.sh

| ( Hello World! )

atch
, Cite

Consider This ash

:~/Documents$

Notice that to execute the script in the previous example, a ./ character
combination was placed before the script name.

./ hello.sh

This indicates the "command" should be run from the current directory.
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>_ Ubuntu PC

The result of executing the previous command would create a copy of the ﬁ::‘{gw
contents of the /etc/passwd fileinthe Documents directory, since that is i Zebra

our current directory. This can be confirmed using the 1s command: X i~/Documents$ head -n 5 alpha.txt

Apple veral
Bear prox.
:~/Documents$ ls Cat k.
School alpha-third.txt hidden.txt numbers.txt «r gigphant
Work alpha.txt letters.txt 0S.csv :~/Documents$ tail -n 5 alpha.txt
adjectives.txt animals.txt linux.txt Velvet
Walrus
. . Xenon
alpha-first.txt food.txt longfile.txt people.csv Yellow
i Zebra
:~/Documents$ cd ~/Documents
:~/Documents$ cp /etc/passwd .
| :~/Documents$ 1s
Consider This School alpha-third.txt hidden.txt numbers.txt red.txt atch
L . 5 Work alpha.txt letters.txt 0s.csv , cite
Permissions can have an impact on file management commands, such as adjectives. txt animals. txt linux. txt passwd

the cp command. In order to copy a file, it is necessary to have execute alpha-first.txt  food.txt longfile.txt people.csv
. . A alpha-second. txt newhome. txt profile.txt

permission to access the directory where the file is located and the read i~/Documents$

permission for the file being copied.

ash

It is also necessary to have write and execute permission on the directory
the file is being copied to. Typically, there are two places where you should
always have write and execute permission on the directory: your home
directory and the /tmp directory.

ther

%

PN .. .V]
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>_ Ubuntu PC

:~/Documents$ grep '[~0-9]' profile.txt

When other regular expression characters are placed inside of square brackets,

they are treated as literal characters. For example, the . normally matches any 37

one character, but placed inside the square brackets, then it will just match 2

itself. In the next example, only lines which contain the . character are host:~/Documents$ grep ‘[.1' profile.txt
Hello my name is Joe

matched. I am 37 years ol

My favorite food is avocados

. I have 2 dogs
- ' '
:~/Documents$ grep '[.]' profile.txt :~/Documents$ cat red.txt

Hello my name is Joe red
I am 37 years old reef
My favorite food is avocados rot(
I have 2 dogs See

| rod
roof

Match a Repeated Character Or Patterns reed

- root
Wlth * reel
read

The regular expression character * is used to match zero or more occurrences i~/Documents$

of a character or pattern preceding it. For example e* would match zero or
more occurrences of the letter e :

:~/Documents$ cat red.txt





image66.png
Content

14.1
14.2
15
16
17
18

Objectives

Linux for Cisco Certified CyberOps
Associate

Congratulations on finishing this short introductory Linux course! You have just
learned many Linux concepts that can help you go further in your IT journey. We
highlighted that Linux is everywhere. We also stressed that learning Linux is
beneficial for a wide variety of technology careers. You may consider continuing
your IT studies in a variety of areas, including networking, loT and one of the IT
specialties most currently in-demand, cybersecurity.

One of the most important challenges we face in our digital universe today is
cybersecurity. There is an increasing amount of smart devices that can be
connected to networks, which is convenient for users who want to stay
connected. However, this can also make networks vulnerable to individuals and
organizations who are attempting to gain malicious access to devices and
networks. As a result, the field of cybersecurity is growing and in recent years,
training cybersecurity professionals has become a priority for information




image67.png
Previous Attempts [ Warning |
You received a grade of 70% on your last attempt. If you take

1 attempts with unlimited remaining this assessment again your new grade will replace your previous
grade.
March 26, 2024. 12:25 a.m 70% 21/30 View You have taken this assessment 1 times. You have an unlimited

number of attempts remaining. Click the Begin button to get
started. Make sure you complete all questions and submit your
answers when you are done.

Begin Assessment




image1.png
00 R CiKernel.h — Locked
/* CoreImage - CIKernel.h

Copyright (c) 2014 Apple, Inc. :arch: ' This Mac Recents
All rights reserved. */
#ifndef CIKERNEL_H Name Kind Date Last Opened v
#define CIKERNEL H wR Operating systems assignment Microso...(.docx)  Yesterday, 21:51
#ifdef  0BIC E= OS 6 - Intro. to Bash Scripting.pptx PowerP...n (.pptx) 11 March 2024, 10:02
- "2 0S1- Intro - History Types.pptx PowerP...n (.pptx) 9 March 2024, 10:50
#impont <CoreImage/CoreImageDefines-h> B PEARSO~1.PDF PDF Document 6 November 2023, 11:11
#import <CoreImage/CIImage.h>
#import <Foundation/Foundation.h> B 10MenuScript.sh Plain Text ==
NS_ASSUME_NONNULL_BEGIN B crilterh Plain Text -
B Climage.h Plain Text --
/* Block callback used by Core Image to ask what rectangles of a kernel's input images ol P h Plai
* are needed to produce a desired rectangle of the kernel's output image. A climageProcessor. ain Text -
€3 ClKernelMetalLib.h Plain Text ==
* 'index' is the @-based index specifying which of the kernel's input images is being queried. . L. .
* 'destRect' is the extent rectangle of kernel's output image being queried. B CiRenderDestination.h Plain Text -
* ClSampler.h Plain Text -
* Returns the rectangle of the index'th input image that is needed to produce destRect. . £ .
* Returning CGRectNull indicates that the index'th input image is not needed to produce B Coreimage.h Plain Text -
destRect. . . . . B CorelmageDefines.h Plain Text =
* The returned rectangle need not be contained by the extent of the index'th input image. - - . =
*/ [ main.e4c283b5.js JavaScript script  --
typedef CGRect (~CIKernelROICallback)(int index, CGRect destRect); . Operating Systems Assignment prep 190224.docx Microso...(.docx) -

. @ Macintosh HD > B System > [ Library > @ Frameworks > [ Corelmage.framewc > [l Versions > il A > [ Headers > [ ClKernel.h




