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Abstract
This paper brings together a study of a selection of software options available for the purpose of computer forensics, their major features, similarities, and differences, using a combination of sources from peer review articles, web site reviews and comparisons, and individual first-hand use opinions, to gain a greater perspective of the use and value of the tools available to the individual and commercial user of such tool. This is followed by a case study report and a sample invoice
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Abstract- This paper is intended to examine the differences and similarities inherent in the various software options available to both the professional and home user in the field of computer forensics, and data recovery.
i. Introduction
With the increasing spread of the reach of the internet into every corner of the planet, and the proliferation of digital media, and communication techniques into every day life, the inherent threat that the ease which this information can be disseminated and accessed must be countered at every level. In times gone past those guilty of crimes would be brought in front of a court with physical evidence used to prove either their guilt or innocence. The digital world is no different but instead of the use of physical evidence to gain a successful prosecution we are looking for digital information to sway the decision. Unfortunately, digital information in its many forms can quite easily be erased leaving little or no trace, and it is the responsibility of computer forensics to discover and piece together what information can be fount in order to present this to a court and seek justice.
	To fill the requirements of law enforcement agencies, government agencies, businesses, both large and small, and the individual, a burgeoning market for computer forensics tools has emerged, with an ever growing number of software options now on the market to meet every need from the individual, business, and government agencies trying to protect or recover files on any of the multiple devices they have access too, to the law enforcement attempting to prosecute malicious actors responsible for cybercrimes. It is in the midst  of this market that we need to find the right tools for the right job, but where to begin.

ii.	What is a Computer Forensics Tool
Computer Forensic Tools[1, 2, 3] are tools that are designed to be user to preserve, identify, and recover information from digital based systems, whether these be computers, smartphones, tablets or any other system capable of storing, transporting and sharing digital data.  The choice of tool used is often based on the requirements of the task being undertaken, as not all computer forensics tools are equal, some performing better than others at some tasks whilst worse than others at other tasks. 
Due to the ever-changing face of digital technology and the cyber crimes that plague it, the technologies employed to combat the ever-changing approaches to cybercrime, mean that many vendors of computer forensics tools have either chosen to specialise in certain aspects of computer forensics, or have created specialist standalone tools work alongside their main systems to provide greater functionality.

iii.	Tools Review
In order to analyse the various tools available, it is important to identify the basic requirements of a computer forensic tool, and while not all tools are capable of carrying out all of these requirements, using multiple tools in a toolset can achieve this goal. H.Poston[4] lists these requirements as, the ability to capture disks, and data. Analysis tools for files, registry entries, internet, and email. Forensic tools for networks and databases, in addition to analysis tools for mobile devices. It is important to mention that these tools should ideally be able to deal with multiple file systems as whilst many people use modern Windows based devices, these are not the only ones available.
For the purpose of this review, I have selected the Encase, Caine, FTK, and FTK Imager, and whilst many of these share similar attributes this review is intended to display the differences inherent in their designs, and thus under which circumstances they may be more appropriately be used.
A. Encase Forensic
	Encase Forensic is a professional, commercial solution produced by opentext[5], is described as a multiplatform, having support for Windows, Mac and Linux based devices. Whilst B. Alexander[6], covers the successful use of this software in significant legal cases, where the investigators with the aid of this software were able to provide evidence. Both opentext[5] and GettApp[7] cover the ability of this software to recover data from multiple sources from actual hardware devices to cloud and social media sources.
	Whilst Encase is a very feature packed software suite and has proved popular with many government agencies and law enforcement agencies, that is not to say that it is not without its drawbacks with many of these being highlighted by users of G2.com[8], where many issues are listed by users of the software. Among these issues are the speed with which the software is able to analyse large files, and drives, the lack of recent meaningful upgrades, and a limited search and filter criteria. Though it is worth noting that the same reviewers also commented positively about the comprehensive set of features available with this software and its all around ability to perform any task required of it, as well as the easy to use graphical interface, again reasserting why this software is so popular, despite the cost associated, listed by S. Lavi[9] as $3,500 per license,  this software is still currently considered an industry leader.
B. Caine
	 Computer Aided INvestagative Environment better known as CAINE is described by J. Lehr[10] as a distribution of Linux created by the Italian based Digital Forensics project, which provides a complete working environment for computer forensics, designed to enable the integration of existing forensics software tools through a user friendly graphical interface. As part of the Linux family of operating systems this distribution and all of the attached software services are free to use, but are also distributed without warranty, and if there is an intent to modify and distribute this software under a different name then it must be distributed as free software, giving credit to the original author.
	The most current version of this operating system available is CAINE version 13.0 also known as WARP[10], DistroWatch.com[11] also points out that as this is a complete forensics investigation environment, that it is designed to support the investigator through all four of the investigative stages, providing a reliable and easy to use graphical interface. Though it is worth noting that of the few reviews present on this sight it is notable that there are a few operational issues, possibly in part due to the steep learning curve that can come with using Linux based systems for the uninitiated, as supported by S. Sharma[12], who in his review of the earlier version 8 of this operating system noted that there was a distinct lack of help and documentation, which may be down to the small niche that this distribution is meant to fill, which would be occupied by those familiar with both Linux and computer forensics. 
	B. Alexander[6] points out that whilst the tools contained as standard in this operating system are quite extensive and powerful, including tools to examine encrypted windows operating systems and Bitlocker encrypted drives, the open source nature of the software included can cause issues as the open source software is not accredited for use in law enforcement and therefore any data collected from the investigation may not be fully acceptable or endorsed in a court of law. That put aside would not limit its use by business or home users where the lack of accreditation could pose less of an issue.
	As Caine is a derivative of the Ubuntu Linux operating system J.M. Germain[13] points out that it shares one of that operating systems, which can be a great boon in forensic investigations, in that it can be run from a bootable pen drive, which would allow for investigation to be undertaken on a system which cannot at that time be taken away to be investigated, without risking the integrity of the drives contained within the subject device. Another of the standard features which J.M. Germain[13] makes note of is that all mounted devices are mounted in read-only mode, yet another sign that this operating system is first and foremost designed for forensic investigation.
C. FTK – Forensic Toolkit
[bookmark: _Hlk133231061]	Exterro’s[14] (Developed by AccessData) FTK or Forensic Toolkit is listed on its website as being the gold standard for digital forensics and as with Encase Forensics has a wide range of tools for use in a digital forensics investigation which, whilst medium.com[15] states is popular with law enforcement agencies, GetApp[16] lists intended users as small to large businesses, and Freelancers. C. Dodt[17] further explains that FTK has been designed to be a complete digital forensics solution, bringing together a collection of the most commonly used forensic tools to give an investigator a one stop shop for investigations. One of the features that sets FTK apart from other selections in this field is its ability to utilize multiple processor cores whilst processing data, this is backed up the benchmarking tests done by binary foray[18] as part of the GetApp[16] comparison tests, where during the carving test FTK recorded a 98-99% usage across all cores of the test system. This one feature could prove an invaluable boost when processing large amounts of data to a tight schedule as it will allow the full processing power of the computer system being used to be utilised at the same time, providing a potential boost in performance and shaving time off processing without compromising precision and the reliability of the results. Though some of the reviews on gartner.com[19] point out that some of the drawbacks of this particular software suite are its general complexity, making it less than ideal for someone who does not have access to the formal training that is provided at a cost, coupled with the lack of publicly available documentation, and the initial cost of the licence then this suite is not ideal, or it seems intended for the casual or home user.
D. FTK Imager
	FTK Imager is the free counterpart to exterro’s[20] main forensic software suite FTK Forensic Toolkit. Therefore, it comes as a stripped down version of the main suite, whilst still maintaining many of its big brothers core elements, and is advertised by exterro[20] as a tool for imaging and previewing digital data, ideal in use to determine if further analysis is required. A.Al-Sabaawi and E.Foo[21] describe the use of FTK Imager to image and mount data from Android devices, both damaged and undamaged, by using the free version that is also available for Linux, and along with other free tools available on that platform, they were able to retrieve that data, showing that this would be a possible alternative to the tech savvy to using the full suite of software. Though it is worth pointing that M. Syed et al.[22] found that FTK imager does not have a built in system for verifying who has accessed the data, and that the hashing system used to verify the data integrity of the images produced can be circumnavigated with some ease, both of which make any data gathered from this software potentially unsuitable for use in criminal digital forensic investigations. Despite this S. Reimers[23] concluded in his research that FTK Imager was both reliable and accurate when tested by the US Food and Drug Administration, for the purpose of imaging various types of media, and validating the known contents of those media.
	For user experience of FTK Imager, the reviews vary github.com[24] has a couple which cover opposite ends of the spectrum from how great and easy a program this is to use, to how it would be a choice of last resort due to its lack of intuitive tools, whilst both of the reviewers comment on the performance of the software in a very positive light.
	All of this supports the claims of exerro[20] that FTK Imager can be used to create forensic images of data contained on multiple sources including hard drives and removable devices, from entire directories to folders or even individual files. A user can verify the integrity of captured images using hashing, and view the created images in a read only fashion through Internet Explorer.

iv	Conclusion
	After examining the different capabilities of the four software options chosen the first thing to note is that by and large the majority of the options available share a great number of attributes in common. They are all, after all is said and done designed to perform the same or very similar tasks. The degree to which they are able to perform these tasks can be directly linked to the type of user they are designed for. For the professional user the individual price of a licence can often range from $3,000-3500, as is the case for Encase and FTK Forensics Toolkit, and in return for the cost the user gets a highly polished system that for the initiated or properly trained is highly user friendly, whilst for those who are not used to using digital forensic software the learning curve coupled with often sparse public documentation can prove daunting.
	Whereas the free software examined whilst often offering many of the same features as the commercial options, also has its advantages and drawbacks. Primarily the main advantages are the cost and ease of access to the software, which means that anyone who needs or has an interest if digital forensics, or data recovery can venture into this field with little or no initial outlay. The downside of the free options would have to be the lack of features offered with FTK Imager, where to get full use out of its abilities it will often require additional software which will either be under commercial software, or would require looking down the Linux route, which brings us to CAINE, and whilst this is not the only Linux option available for those wishing to follow the digital forensics path, it is one of the main options that offers a fully integrated, purpose built digital forensics environment. This is unfortunately not always the best option though for many users as those more familiar with the Windows graphical user interface may find that the Linux terminal approach, with its powerful command line interface, and use of text commands to achieve results may offer a very steep learning curve. Added to the community based structure of the program development, and lack of accreditation for software can mean that this option is not best suited for anything but the hobbyist or small time data recovery and, analysis enthusiast, rather than a n alternative to the professional, commercial software options favoured by law enforcement and government entities.
	Whilst this is only a small sample of the available software options, it is worth noting that to a greater or lesser extent, most of the other options are going to fall into these categories, commercial software will almost always offer a more 
streamlined, user-friendly approach, with support and training available at extra cost, whilst free software will offer more informal support through forums and other user interactions, and a slightly less polished user experience. That is not to say that this is not a viable option, or that the user experience for both free and commercial are worlds apart, as can be seen from the table below, but at the end of the day the old adage still holds true that you get what you pay for.
A breakdown of the features of the software packages featured in this report can be found in table 1 below.



	 Tools
	Features
	Licence
	File Systems
	Operating System

	
	Capture
	File Analysis
	Mobile Analysis
	Network Forensics
	Database Forensics
	
	
	

	Encase
	Y
	Y
	Y
	Y
	Y
	Commercial
	Windows
Mac
Linux
Android
	Windows

	Caine
	Y
	Y
	Y
	Y
	Y
	Free
	Windows
Mac
Linux
Android
	Linux

	FTK
	Y
	Y
	Y
	Y
	Y
	Commercial
	Windows
Mac
Android
	Windows

	FTK Imager
	Y
	N
	N
	N
	N
	Free
	Windows
Linux
Android
	Windows
Linux


Table 1 
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Case Summary
B. Lynch Digital Investigations was commissioned in February 2023, by CEC Mobile Manufacturing(CEC), to undertake a forensic investigation of the work place workstation of one of its former employees, Mr. Rob Jengelley (Mr. Jengelley). It was discovered shortly after Mr. Jengelley departure from CEC that crucial files that Mr. Jengelley had been working on, but which still remained the intellectual property of CEC, were missing from his workstation. Subsequently it is believed by CEC that Mr Jengelley deliberately sabotaged the files stored on his workstation after making copies which he could then sell to CEC’s competitors.
 
Objectives
The purpose of this investigation is to ascertain whether any evidence can be discovered on the internal hard drive of the workstation used by Mr. Jengelley, as his sole workstation within the company. Primarily this report will consider three avenues, firstly whether any remnants of the supposed design documents are present on the internal hard drive of the workstation. Secondly had any unauthorised external storage devices been attached to the workstation, and finally is there any evidence that Mr. Jengelley was in contact with any of CEC’s competitors via the companies e-mail system.

Evidence Acquisition
Further to the request by CEC’s CEO Ms. Dee Rod, and in line with current operating procedures for a digital forensics’ investigation, the following items were removed from the former office of Mr. Jengelley:
	1 x 1 terabyte Western Digital hard drive
	1 x 32 gigabyte Kingston USB drive
Chain of custody documentation for both of these items was created for each of these items, including photographic evidence to document the seizure, to ensure that the validity of all evidence should CEC wish to act on the results of any data recovered.
Using FTK Imager, 2 bit-for-bit forensic copies were made of each of the media, on to previously whipped storage media, with the validity of the images being assured by matching the hash values of the copies compared with the original source hash values. The original sources then being sealed and stored in a secure location. The second copy of each source was also sealed and stored in a separate secure location, to be presented to any defence council in the event of litigation.
Having imaged the source files these images can then be mounted to a live system with the mounted images write protected to prevent evidence degradation or accidental tampering, to ensure that all recovered data is valid and can be later used as the basis of a prosecution if required.

Investigation Process
In accordance with legal standards the analysis, using Exterro’s[14]   FTK – Forensic Toolkit, the drives were first searched for any files that would be compatible with Autodesk Maya’s[25] file saving structure. The file extensions searched for were PNG, TIFF, BMP, SWF, AI, and SVG. In addition, the search was used to encompass all variations of Word files, PowerPoint, Excel, or Access, which may have been used to document presentations, production notes, any financial or technical numerical data on the project. To narrow this down further the keywords of Samsung, Galaxy, and S20 plus were used.   This search returned a large number of hits, but none of these were date stamped within the timeframe required to be part of the missing documentation, all being produced prior to the start date of the current project, and thus easily identifiable as older projects.
Next the registry is examined to determine if any unauthorised external devices have been attached to the workstation to determine if an external copy of the missing information could have been made. The registry entry for all USB devices can be found in: HKLM:\SYSTEM\CurrentControlSet\Enum\USBSTOR
Examining this registry location gives a list of all external devices attached to the system, confirming whether or not the user, Mr. Jengelley attached anything other than the USB drive provided by the company.  Using FTK registry viewer it is also possible to see when the individual devices were first and last used.
To determine if any email communication has been sent or received again FTK, was used as it is able to recover not only currently live messages but deleted messages, providing the data has not been overwritten, and even then, it is possible to recover, in some cases partially overwritten data. Again, when searching through the emails it is necessary to ensure that only those pertaining to the case are discovered so emails were searched using many keywords, including Samtech, the name of a key competitor for CEC, all of the above listed file extensions, as well as any reference to the Samsung S20 plus, as this is the project that the files are missing for.
To attempt to recover any deleted data from the drives FTK is used to search any unallocated space on the drives, and the slack space found between the end of a file and the end of the cluster the file is stored in, any files that are deleted and not overwritten can simply be recovered and viewed in their native program. This is more difficult with partially overwritten files as it may require some work to assemble the various bits of remaining data into a mor readable format to be analysed.
Each of the files produced by the listed search methods then had to be manually checked to verify their pertinence to the case at hand, any that were not relevant were set to one side to enable the investigation to be able to concentrate on the key, relevant information. No data recovered was destroyed, if this were to be taken further then all retrieved data would need to be made available not just was deemed relevant by the investigative team. 


Findings
During this investigation there was a vast amount of technical data to analyse, and it was important to minimise the possibility of false negatives within the case. Whilst analysing the data recovered from the drives it was possible to recover a large quantity of data which would appear to have been recently deleted due to the majority of the files being complete. This meant that much of the missing data was still present on the workstation and able to be fully recovered, whilst some of the data initially recovered had no bearing on the investigation, including a few personal documents which had little or nothing to do with the company at all. Some of these files had only been created in the last few weeks before Mr. Jengelley’s departure from the company, one of which was his letter of resignation to the company.
On the subject of the use of unauthorised external devices, it is clear that Mr. Jengelley has been using such devices for some time though it is not possible to ascertain whether the devices were used to remove data from the workstation or to transfer data to the workstation, it is clear that several USB drives, apart from the authorised drive issued by the company, have been used over a great deal of time by Mr.Jengelley. Whilst this is a clear breach of protocol for CEC, this in and of itself cannot determine whether this was the method of removal, or if there was such a method. Only that unauthorised external media was introduced. Without access to the extra media, it is impossible to be certain on this issue.
There is clear evidence from Mr. Jengelley’s e-mails that he had been in contact with CEC’s main competitor Samtech, though there was no clear evidence that the project at issue was discussed, and certainly none to suggest that any of the project files had been sent to Mr. Jengelley’s contact within Samtech. There are many conversations around Mr. Jengelley becoming a valued member of the team at Samtech, and continuing his work in a more conducive environment, which both parties seemed to express a large amount of enthusiasm for. It is also clear from the communication that this was not the only method of communication open to the parties as there were many references to prior conversations of which no record can be found within the recovered data.

Conclusion
Whilst it is clear that a great deal of interaction occurred between Mr. Jengelley and Samtech, this communication in and of itself does not seem remarkable as he was preparing to join the company. When this level of conversation is added to the amount and timing of the missing files the picture becomes more suspect, as the nature of the majority of the files missing, and the company to which Mr.Jengelley was leaving, must be considered. Whilst it is clear that Mr. Jengelley was an expert in his field, it appears that he lacks some basic knowledge of cybersecurity, and data security, as he made little effort to cover his tracks other that deleting large amounts of data and emails. This appears to have been done during his last days at CEC making the data easily recoverable. It is impossible to say what may or may not have been transported on the removable USB media, but due to the confidential nature of Mr. Jengelley’s work, and the workstation only being accessible to him we can be certain that Mr. Jengelley deleted the data, and introduced the external storage devices to the workstation.
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