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Active Directory
  Active Directory is a Microsoft ® software which arranges and provides access to information in the directory of an operating system. It is a connexion between "objects" and "values”. Active Directory offers a standard mechanism for managing and preserving resource-related knowledge shared with multiple network directories.
  We can associate Active Directory as the “contacts” or "WhatsApp”, "Viber" app on our mobile device. The “contacts” app or "WhatsApp”, "Viber" itself would be our Active Directory. Our individual contacts would be the “objects”, and the address, email and phone information for each contact would be the “values” in our Active Directory. The "objects" can be such as users, computers, devises, printers and so on.
  Active Directory allows us to coordinate people, machines, of our organization. Active Directory is useful for organising which machines belong to a network, what our profile picture looks like or which users have access to the storage space.
  There are several reasons industries use directory services such as Active Directory. The key explanation for this is comfort. Active Directory helps users to sign in and access a variety of services from one site to another. Login authorisations are unified so that many devices can be managed more easily without the need to enter account details to access each individual machine.
  The combination of two very separate structures it contains is what makes Active Directory (AD) a very strong tool: a logical structure and a physical framework. The logical structure includes forests, domains etc. The physical structure is represented by the Domain Controllers (DCs), servers, physical subnets, etc. (KEARY, 2020), (intermedia.net, 2015) (latfeefsbo.com/bg/microsoft, n.d.), (windows-active-directory, n.d.), (Кирилов, n.d.)



Structure of Active Directory
  Managing data bases is a system of active directory. It uses a graded structure consisting of objects, domains, trees, and forests, to organise its data. Active Directory for example will define a user by name, location and sector. With these attributes added in detail, IT companies are better prepared to track and manage significant network objects.
  In Active Directory, objects can better be recognised as physical network entities — Active Directory objects contain computers, servers, hardware tools, shared files and directories, and even end-users.
  The domain consists of things conveyed in a special tree structure, which is secure and separate. Many servers can be holding a single domain-each of which has the ability to store multiple items. In this case, the organisational data is presented in various locations, so that there may be many sites for one domain.
  Our website name is a domain name. A domain name is the address from which online visitors can reach the website. A domain name is used to search computers on the Internet and to classify them. Any mix of letters and numbers can be a domain name which can be used in combination with the various domain name extensions such as .com, .net and more. (website.com, n.d.)
  Domains can be designed in a forest to provide data and device autonomy (but not isolation) and optimise replication with a given region. This isolation of logical and physical structures increases manageability and cuts operating costs as improvements in the physical system do not influence the logical structure. (microsoft.com, 2014), (Кирилов, n.d.), (dnsstuff.com, 2019) 
Forest: All trees or domains created under the same root are called forests. A forest can have different domains. The forest is the highest level hierarchy for the organisation. Inside an individual, a forest is a defensive boundary. A forest permits classification of authority delegation within a single area. This provides an administrator with full administrative rights and permissions, but only with a limited subset of facilities.
Child domain: The child domain has the same namespace as the parent. If we create an additional domain in a current forest the domain is a domain of the child and is considered a domain of the parent.
Tree: A tree is a group of domains that share the same domain name. A grouping or hierarchical arrangement of one or more Windows domains that we make by adding to an existing domain one or more child domains. It is created if multiple domains share general scheme, relationship of security trust. (paessler.com, n.d.), (latfeefsbo.com/bg/microsoft, n.d.), (http://ww2.cs.fsu.edu, n.d.)

Domain Controller
  One of the first things you have to do by using Active Directory is to set up a controller for the domain. A domain controller is a central computer that reacts to requests for authentication, and authenticates other computers across the network. The domain manager holds all other device and printer login credentials.
  Domain controllers are part of the network system at Microsoft. A server to the Windows domain manages requests for device authentication. When a user tries to enter the network, the request is answered by the domain controller. The domain controller tests to let the user in, runs the login procedure and controls permissions (controlling the network sections the user can see). That is a vital feature of defence. Domain controllers maintain that only authenticated users are given entry to the network, thereby helping to prevent hacker attacks.
  Domain controllers were split into two groups in their initial Windows implementation: primary domain controller, and backup domain controller (DC). The first-line domain controller managing user-authentication requests is a primary DC.
  In case the primary domain controller goes down, a backup domain controller operates as a fail-safe. 
   Directory Services Restore Mode (DSRM) is a special Active Directory boot mode for restoring or recovering. It is used to sign into our machine when Active Directory fails or needs to be restored.
  In AD DS, a read-only domain controller (RODC) is much like a standard domain controller (DC) in that it provides users and computers in an AD DS domain with authentication services. The distinction is that a DC keeps writable files that contain personal details for all users and devices all over the world, such as passwords. (MSP, 2019), (Osson, 2016), (https://u-tools.com, n.d.)

Active Directory Services
  Active Directory Services has multiple directory services:
-Domain Services
[bookmark: _Hlk49626121]-Lightweight Directory Services
-Certificate Services
-Federation Services  
-Rights Management Services

  After installing the Active Directory Domain Services, we can implement our private domain, it provides centralised authentication and authorisation for our domain resources and operators. Stocks unified data and handles user-domain communication; provides password authentication and search features
  Lightweight Directory Services is Lightweight directory Access Protocol (LDAP). LDAP makes AD widely accessible. It provides a mechanism used to connect to, search and modify Internet directories. This light version of Domain Services reduces some complexities and advanced features to provide only the basic directory service capabilities, without the use of domain controllers, forests or territories. Often found in network settings with small, independent offices. 
[bookmark: _Hlk49627027]Active Directory Certificate Services
  After installing Active Directory Certificate Services, we can create private certificate for our organization. Certificates used for security purpose. This service will store, verify, generate and remove public key attributes that are used for encryption
[bookmark: _Hlk49627296]  Active Directory Federation Services is used for Single Sign-On purpose. Single Sign - On is used for web (Internet) based applications authorization and authentication. 
  Active Directory Rights Management Services, it is all about the rights management centrally. It increases the security strategy of our organization by protecting documents using information rights management. This is a rights protection service that breaks down authority within a specification given permission or refused access and controls what a person can do with individual files or records. (https://techterms.com, 2017), (paessler.com, n.d.)
Advantages and Disadvantages of Active Directory

There is couple of benefits:
- Allows users to log in using usernames and passwords used somewhere else;
- Computer rules can be created to automatically update and secure computer unit;
- All user can easier share information such as files and printers;
- It is more secure than other directory services;
- It is easy to manage, administrate and control;
- Simple identity management as we can view all user information;
Disadvantages:
 - The active directory is created only to works with Windows server software;
 - Strong maintenance costs;
- If it's incorrect it will take time and money to uninstall it and reset it; 
- If the Active Directory goes down your network will do so;
- The infrastructure costs can be high;
(a201165.wordpress.com, n.d.)
DNS and DHCP Services
  DHCP and DNS are two most important IT networking services. As a DHCP server sends information that clients use to connect with other machines and services, DNS ensures their names can be used to locate computers, clients, and services.
DNS service
  Nobody has to recall IP addresses thanks to DNS – the Domain Name System is a system that names computers, utilities and so on, linked to the internet or a private network. DNS is constituted of thousands of servers that function together. If one server is unable to resolve a name or IP-address, it will contact another server which will then request for the following one, and so on.
DHCP service 
[bookmark: _GoBack]  The Dynamic Host Configuration Protocol dynamically assigns devices within a network to the IP addresses and other configuration options. Thereby, introducing new computers, tablets, or smartphones is very simple – administrators no longer need to manually configure each devices, as the DHCP server does the job. This is why DHCP is perfect for wider networks with ever changing customers. (www.univention.com, 2019)



Conclusion
  With the advancement of technology and business development, there is a need to control information. Advances in information technology and computer systems require the centralization of their management. All this is achieved with good coordination and a perfect computer system. Such a system is the so-called client-server. A client on the network may be called the user's computers, and a server is a computer which provides the client with some information. We name this centralized system-Active Directory (AD). (vikiwat.com, n.d.)
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