


Forensics Assignment:
Task 1

List of tools:  Wireshark, MD5 calculator, Win Prefetch and Autopsy

Computer forensics is the act of gathering evidence on digital devices. When a computer attack happens computer forensics scan the devices that were attacked to help identify who did the attack. There are many different tools that are used by computer forensics that can gather information, for example network traffic. The computer forensic can look at the network traffic at the time of the attack and begin to investigate where the attack came from. In this task I will be looking at multiple tools used by computer forensics.
First of we have Wireshark. Wireshark shows the traffic of the network the device is connected to. 
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In the image above you can see what the interface of Wireshark looks like. As you can see it records and shows the data that is being sent in and out of the network. The content of the data is encrypted apart from when you access a HTTP website then the data isn’t encrypted and you are more vulnerable to your data being stolen. As you can see it shows the time the data has been sent and received which can be very useful for computer forensics. For example, if an attack happened at 3PM the computer forensic can look at the traffic at 3PM. Then potentially find the IP address responsible for the attack which could then be used as evidence. Any traffic that is irregular could potentially be responsible for the attack.  A type of attack you could identify using Wireshark is a DDoS attack. You see the massive sudden increase of traffic from different sources which could be the forming of a distributed denial of service.
You can also view the traffic with filters on, meaning you can only look for specific IP addresses which makes looking for potential culprits easier. [1] Other filters include ports, specific subnets and protocols. Without the filters going through the packets would take a long time but this software makes it easy to search for something specific. This software is easily accessible and is free to download, you also don’t need specific privileges on the network to see this data. Meaning this tool can be easily implemented by computer forensics to gather evidence on a specific network.
Another aspect of Wireshark is the statistics and graphs. When you have finished capturing the traffic you can look at the statistics of the traffic. These statistics can range from the amount of packets that have been sent in and out of the network, the average packet size, the time span and more. Computer forensics may find irregularities in these statistics or compare them to other statistics taken from the same network at different times. These statistics can be displayed in graphs which makes it easier to visualize the data.
[image: ]The image above shows one of these graphs, this graph shows the amount of packets sent over a specific time period. This visualization would be useful if it was used as evidence as it can easily display a sudden increase of traffic which may be an indication of a distributed denial of service attack. Filters can also be displayed on these graphs for example, showing the amount of packets from a specific port.
The next tool is MD5 calculator. This is a tool that produces a md5 hash code for different files, simply upload a file then the md5 hash will be calculated. The MD5 that will be generated is a 128 bit hash value that is unique. [2]  Although MD5 is not as secure as other hash codes, MD5 calculator is still a useful tool. MD5 works using algorithms to generate unique 128 bit hash from any message, which is useful for passwords.  Which is 
Cryptographic checksum is when a mathematical value is created using algorithms, then use that produced hash to compare in the future. This way you can see if there has been any changes to the original source. Which is the use of the MD5 calculator and why it is an important computer forensic tool. In the tool there are ways to compare two files against each other, which could be used to identify when a file has been changed as the hash will be different. The potential changes to a file may have occurred from faulty file transfer or a disk error. It’s faster to compare the hashes to identify if there’s been a change in the source than looking for any changes yourself. This saves time for the computer forensics team who want to check the data integrity of certain files. It is also quick for the hash values to be produced. 
The same data must generate the same checksum, meaning any change to the file will mean a change to the hash value. This allows users to check the data integrity of files. Another use of this hash calculator is searching for potential viruses in the file. If a user is uncertain about a file they can generate the MD5 hash value, which can then be pasted into other online tools such as virustotal.com. Then it will tell you how secure that file is and if there are any major security concerns regarding that file. It does this without you having to open the file which is another great use for this tool.
Other tools such as hash calculator also give you the MD5 hash value along with other hash values such as SHA1. This tool works the same way where you select the file then the hash values are generated, however this option does not let you compare hash values as easily.
Moving on the next tool is WinPrefetch View which is a small tool that allows you to view prefetch files. Prefetch files contain data on a file such as first and last time opened, when an executable was run and the path is was executed on. This data can be very useful to computer forensics so this tool is a viable one.
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The image above is what the tool looks like in action. As you can see it provides data on different files on the users device. We can see the created time, modified time, run counter and last run time which can be useful for forensic analysis. For example, a malware file that is installed on someone's computer must be run for it to take action. Meaning it will have its own prefetch file, that file would be very useful in court to provide evidence of the attack. Also, the dates and times are very useful for computer forensics as they can create a timeline of events. They can make a timeline as the last 8 times the application was run is recorded and can be viewed using this tool. This data can then be compared to when specific attacks happened to see if that file was responsible. Or if a file has been corrupted you can check the modified date to see when this may have occurred. This tool is all about providing information that computer forensics may find useful.
Some attackers may try to delete files after an attack to cover their tracks using tools such as SDelete. Looking at the prefetch files for SDelete you can see what was deleted, this can help give an idea of the tactics used by the attacker. So other prefetch files can be useful in an investigation as you may be able to see what other files the malicious one interacted with. This can help computer forensics identify what the attacker was trying to do, for example delete files to cover their tracks.
Next tool we have is Autopsy. This is a widely used tool that allows multiple examiners to be on the same case. [3]  When you start this tool you have the option to start a new case or continue on a previous case. When you start a new case you have to provide the data source, this may be a local disk, a virtual machine and more. When you specify the data source you can then conduct your examination. If you have made a new case using certain files and directories, you can use autopsy’s tools and resources to conduct an examination on those files.
One of the resources provided by autopsy is the keyword searching. If there is something specific you are looking for during the examination the keyword search could save you a lot of time. Instead of searching through the files yourself to find specific data, this tool can speed up the examination. Another very useful resource is the graphical analysis, for example bar charts. There can be bar charts that tally the number of events over a set time. Computer forensics need to produce a timeline as it may need to be presented in court, which is why this tool is widely used by a number of computer forensics.
The data in the prefetch files can be accessed and analysed, we have previously discussed how useful that data can be for computer forensics. So another reason why this tool is important when it comes to forensics. Also that data can then be presented in a chart, for example the number of times a file has been modified over a set time. This data could potentially show malicious activity and if it is visualized it is easier to share that evidence. Filters can be applied to these charts so you can show more specific data.
Registry analysis is another tool provided by autopsy. Windows registry contains information on the users on a device, applications installed on the device and more. With this data being examined the origin of malicious software could be tracked down.
A lot of information that could be used as evidence can be found in web browser artifacts. [5] These artifacts may be how malicious software ended up on the device, so analyzing this data can help give an idea of events. The data included in these artifacts range from browser history, downloads and cookies. Online activity can be easily identified with this tool which means the culprit may be found using this data. For example if a certain user was trying to download potential malicious software at a certain time you can see who was logged on during that time to find the one responsible. When these tools are used together, they can help provide a clear timeline of events that can be easily visualized so anyone can understand the situation.
Next up is email analysis. Even if some emails have been deleted the autopsy tool can recover them so they can be examined by the forensics team. Any attachments from these emails can be analyzed for any malicious activity. Autopsy makes it easy for the forensics team to scan through emails and look for something specific meaning the time taken to find malicious activity is drastically reduced.
File carving is incredibly important when it comes to a computer forensics investigation. This is a tool that allows you to recover files that have been deleted or damaged which may hold very valuable information when trying to construct a timeline of events. Attackers may try to delete certain files to help cover up what they have done, this tool allows for them to be recovered. These files may hold more evidence on a certain crime that will be very helpful for the police. For example, before a criminal is caught they may try to delete as much as possible so they can not be found by law enforcement. However, this tool allows us to get as much back as possible. If it is trying to find more evidence on an already caught criminal or recovering files to piece together a time line, file carving is a very useful tool. 
After you or a team has finished examining all the files and data you can, autopsy makes a report which is very useful as it may needed to be shown in court. There are different report options such as HTML, excel or just a text file.
The final tool that will be discussed is FTK which stands for forensic toolkit. [4] This is a software that is full of multiple tools to help computer forensics gather evidence. It has similar tools to autopsy while having some unique tools as well.  These tools can be used on the affected computer system to gather evidence; however it is good practice to get copies of the files and systems data then use the tools on the copies. Similar tools that FTK uses that autopsy also uses are email analysis, data carving and web viewer. Data carving and web viewer are very useful tools that make FTK a viable option for computer forensics. This is because a lot of evidence can be found in corrupted files or files that attackers tried to delete. Then a lot of evidence can be found on the web viewer that could be useful in an investigation.
FTK also contains tools like file decryption. This is a very commonly used tool that allows you to decrypt entire files and crack passwords. Which means you can find evidence in files that may not have been accessible before, that makes FTK a useful software for computer forensics.  Another tool is called ‘ceberus’ which is a tool that finds malware on a system then gives you suggestions on what to do. If it was malware that caused the victims' computer to be damaged this tool will be able to identify it, then the computer forensics will be aware of the situation.
So FTK contains many tools to gather evidence from different aspects of a computer system, even data from the computer that has been damaged or corrupted. Once the evidence has been gathered it needs to be presented. As previously discussed, having this evidence presented in a more digestible format is very beneficial. Which is why FTK also contains data visualization techniques so this data can be shown in court, and everyone can clearly understand what the evidence is trying to show. This ranges from multiple graphs such as bar charts and pie charts. There are many filters you can apply so that you only show the data you intend to show.
To summarize, there is not one tool that will do all the tasks you need it to. That is why it is good to have an understanding of a wide range of tools. For example, you could be using autopsy for file recovery but you also want to look at the traffic on the network so you can use a tool like Wireshark. By using this knowledge of multiple computer forensics tools, you can gather as much evidence as possible that can then be presented in court.






















Task 2: 

Layout - 
Intro, summary, examination/ analysis, conclusion

Intro:
The purpose of this report is to help show the step-by-step actions needed to recover the lost files on Rich Daley’s computer. Methods will be shown for how to investigate what happened to those design files. This report will include the tools necessary for these files to be retrieved. 


Summary: 
Rich Daley works for Cyfusion Mobile Manufacturing Company located in London. This company designs phone interfaces and GUI for popular vendors. He had created multiple designs which millions of dollars were spent on research and development for these designs.
He had communications with a competitor to CMMC and agreed to sell them the designs. A week after these communications Rich Daley left CMMC. Other engineers discovered that on Rich Daley’s computer many designs were missing, this computer was never backed up due to the confidentiality of the files. And Rich Daley only had access to these files.
An investigation will be conducted to determine what were done with the files and what the intent was. This investigation will give evidence if an act of sabotage was commited. Sabottage in computing refers to actions taken to damage or destroy computer systems so they will not be able to be used or to disable their intended function.

Statement of Compliance:
I understand that it is my job as an expert witness to give guidance on how to deal with this issue. An unbiased view will be present throughout the entire report.



Examination: 

The primary tool that will be used during the examination is called “Autopsy”. This is a computer forensics tool that allows you to take files and conduct an investigation on said files. Autopsy allows for a comprehensive review of the evidence that can be gathered from the files the examination has taken place on. This review can then be taken and presented in court. This software contains multiple tools that can be used to retrieve lost files or data. There are also tools on Autopsy that can be used to help give a better understanding of what happened to those files. In court a timeline of events is crucial evidence which is why it is important to use Autopsy. As it has features like timeline analysis. Autopsy can conduct an examination on Rich Daley’s computer, or a copy of his hard drive can be made and then the investigation can be conducted on the copy.
Another tool that will be useful in the investigation is a tool called WinPrefetch. This is a tool that allows you to see the contents of prefetch files. These files contain data about files such as the last several times it has been opened, the last time it had been modified and also the last time an executable had been run. This information will be very useful when trying to construct a timeline of events.
To help gain access to certain files, a tool that can decrypt passwords would be very useful for that purpose. So the next tool to be used in the investigation is Passware password recovery kit. This is a widely approved tool that allows for the recovery of files or removing protection from eighty plus file types. If a file is protected and other users cannot gain access, this tool can bypass that protection and allow that file to be viewed by others. This tool has been used for high profile investigations for many years and allows for fast and efficient results.
Depending on the rules of the organization a copy of Rich Daley’s hard drive can be made or the investigation can be done on his work computer. Either way the investigation can begin by creating a new case on Autopsy. When selecting the files for where the investigation will be done, select the entire hard drive. As we need to recover lost files so we need to investigate the entire hard drive. If there all multiple people conducting the investigation you can add them to the case now. When the case has been started we should now try to recover the lost files using the data carving tools provided by Autopsy. Go to the ingest module settings to make sure PhotoRec Carver is enabled, make sure “process unallocated space” is selected. This allows for files that may have been hidden to be carved. Any files the software has been able to recover will be in a folder called “carved files”. The image below shows what this will look like.
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If the software is able to recover anything it will be placed in that folder. You will be able to see hex, strings, metadata, results, text and media for that file. Depending on how corrupted the file is you may not be able to view certain aspects of the file. If there are any important files related to Rich Daleys missing work you can extract these files and save them to another location. You may not have full access to these files as Rich only had access to these files. Meaning they still might be protected. For now extract all files that you can and save them to another location on the hard drive. These files can be used for evidence later. If the prefetch files have been recovered as well that can be used for evidence. In the prefetch files you can find when the last several times the file has been opened, the last time it had been modified and the last time an executable had been run on that file. This data can then be used when creating a report on the investigation. If the prefetch files have not been located or recovered check the metadata of the files. If that has been recovered then that can be used as evidence. This is because metadata contains valuable information such as data created and date modified. This evidence can help create a timeline of events. The image below shows what recovering the files look like and how you can view the contents within that file.
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As you can see from the screenshot there are multiple files in the carved folder. These are the files the Autopsy tool found in the unallocated space. A preview of the text from the file can be viewed using Autopsy. Export the files you can into a different folder on the hard drive or a separate storage device used to store evidence.
Autopsy can also recover deleted files on the system it is investigating. Its able to recover these files and perform data carving because when you delete a file the data is not erased from the computer. For the data to be permanently deleted that space on the hard drive needs to be over written, otherwise it can be recovered using tools such as Autopsy. When you delete a file on your computer the reference to the file is deleted, which essentially means the computer does not acknowledge that file and you cannot find it in a normal file explorer. The Autopsy software places all these deleted files into a folder that you can export. Export them to another location just like the data carved files so they can be used as evidence. Once these deleted files are in another location and can be viewed, the prefetch data must be analysed for further evidence. The more files recovered the better the time line that can be presented in court.
Once the designs have been recovered it is time to put together some evidence. Autopsy has many features that can be used to put together compelling evidence. Different tables and graphs can be made which show computer activity at different times. For example, bar charts can be produced that show when files were being used over different days which will help build a timeline of events. You can use the previously mentioned tool Windows Prefetch or Autopsy’s built in prefetch viewer, that is if the prefetch files were able to be recovered. In the prefetch files you can see the last eight executables that were run on that file, you can find unusual activity here. Also, you can see the dates of when these executables were run. Bar charts can be made with that data, such as when specific files were opened or when an executable was run on that file.
There’s still actions to be taken to make sure we can fully recover these files. It was said that only Rich Daley had access to these files, which means they are protected files that we do not have access to. There may still be files on the computer that were never deleted or damaged, however we still cannot acces them. Which is why we need the Passware Password Recovery Kit. This is a very reliable tool that will allow us to fully recover these files, and everyone can have access to them. There are costs involved with this solution, however it has been a trusted solution that has been used in countless investigations for many years. There are many features this software provides, such as searching for encrypted files. So, if there are any files that may have not been recovered by Autopsy this software may be able to scan and find them. If found it can decrypt them which allows us to view them. Another feature is that it can reset the Administrator password, so if you are unable to get onto his computer due to these restrictions Passware can provide the solution so you can gain access to his computer. Full disk encryption is also provided with this software, which means if Rich Daley tried encrypting his disk this software is very crucial for recovering the design files. The image below shows what the software looks like. It provides the features that will help recover these files.
[image: ]

The files you were able to recover from Autopsy that are password protected can be selected here. The results are very fast and the password will be reset on those files you have selected. Any other files on Rich Daley’s computer that were password protected should also be selected here so their passwords can be reset giving you full access to those files.
Once all these steps have been taken you have hopefully recovered the design files on Rich Daleys computer. A lot depends on what can be recovered by Autospy, especially with the data carving aspect. There is no guarantee that all files can be recovered, however if the files are still on his hard drive following these steps is a good way of recovering what you can. If you are unhappy with the Autopsy software there are other alternatives that you can try which deliver similar results. One being FTK. This software is very similar to Autopsy where you can start a case and scan certain files to create evidence. This is a tool used by law enforcement when conducting investigations. Like Autopsy, FTK can also recover files that have been deleted as long as they have not been overwritten because then they are unrecoverable. This solution is not free however and a license for the current software is £3,489. You can pay extra for training if you feel unsure how to use this software. The latest version of this software is FTK 8.1. 
As previously mentioned, Passware Password Protection is not free. The Passware Kit Ultimate that provides the features I have discussed is priced around £3468.72, this is the annual price. There is also a three-year plan which is priced around £10414.84. There is another Passware option called Passware Kit forensic which is a lot cheaper and still contains the necessary features needed to recover these files. This other version is priced at £1037.88 for a year. This is a very good option as it is better financially but contains the necessary features needed for this scenario. Passware Kit forensic and Passware Kit Ultimate both provide password resets on over 380 file types. 
Autopsy is a more financially accessible software as you can download it now for free. Currently we have Autopsy version 4.22.1 that can be downloaded straight from their website. There are additional add-ons you can get, for example the training packages. There are options to do either online training or in person training. Each option is around eight hours long and takes you through how to make cases, adding data sources and analyzing data. The online training costs $373.09 and the in-person training costs £376.10. These training packages are optional, however if no one in the organization has any computer forensics skills then the training may be beneficial. There are many features with this software and all of them can be used for gathering evidence, so having knowledge on how these features work will make the case easier.
WinPrefetchView is a free software that works on systems starting from Windows XP to Windows 10. So depending on Rich Daley’s operating system this tool may be obsolete. If his computer still uses Windows 10 this tool will help read the data stored on his prefetch files.

Conclusion:
The tools that will be used for the investigation:
Autopsy version 4.22.1 - Free download
Passware Kit forensic - £1037.88 annually

Optional tools:
WinPrefetchView – Free download

Alternate tools:
FTK 8.1 (Forensic Toolkit) - License Only is £3,446

Autopsy is the software that is suggested as you already are paying for the Passware Kit Forensic, so it was a cheaper option. It still gives us what is needed however. Using Autopsy you will try to recover these lost files. Start by making a case and adding any collaborators if there are any. Follow the steps discussed to recover these files and put together evidence. If the files are recovered, they can be used as evidence in court to show potential sabotage. Using the instructions provided perform data carving and recover deleted file using the Autopsy software. Any files recovered can be exported to another location, for example a USB stick. Examine the activity on his computer and the history of the files to put together a timeline of events.
When evidence has been gathered and files have been recovered you will still need to use Passware Kit Forensic. Some of the lost files or other design files still on Rich Daleys computer may be encrypted and passowrd protected. Meaning only, he has access to them. Using the Passware software you can quickly unencrypt these files to get access to them. Now you have successfully retrieved the design files.
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