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[bookmark: DocInfoTable][bookmark: SignOffTable]Abstract
Facial recognition technology has emerged as a powerful tool for secure and automated access monitoring. This project aims to develop an AI-driven facial recognition system to monitor staff movements as they enter and exit a designated secure area. The system integrates real-time image processing with a structured biometric database to identify and log personnel access events, ensuring accuracy, efficiency, and security. As the deployment site has no internet access, the system is designed to operate entirely offline, requiring all processing and data storage to be handled locally.

The project is divided into three key phases: First, a critical analysis of existing facial recognition technologies is conducted, evaluating libraries such as OpenCV and Facenet to determine the most effective model for real-time implementation. Next, a prototype system is developed, incorporating a video processing pipeline, facial feature extraction, and database-driven access logging. Finally, the system is evaluated for accuracy, computational efficiency, and robustness, testing against real-world conditions such as varying lighting, occlusions, and different facial angles.

The results of this study will contribute to the field of biometric access control, demonstrating the feasibility of using AI-based facial recognition as a non-intrusive, efficient, and scalable alternative to traditional authentication methods. Additionally, the project will assess ethical considerations, including privacy concerns and data security, ensuring responsible implementation within a fully self-contained, offline environment.
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Chapter 1. [bookmark: _Toc204323400]Overview
The project began at a secure unit, where replacing the manual visitor logbook inspired the idea of facial recognition for automated monitoring. The system aimed to improve entry logging, streamline fire warden checks, and reduce reliance on manual input. Facial recognition was preferred over simpler interfaces to ensure automation, efficiency, and reduced risk of user oversight. This paper outlines the design, implementation, and evaluation of that system.
1.1 [bookmark: _Toc204323401]Aims
The aim of this project is to develop and create a facial recognition system that accurately identifies individuals entering and exiting a designated office or secure unit.
The system will utilise real-time image processing techniques and a database of registered facial biometrics to log access events while ensuring reliability, efficiency, and privacy compliance. 
By integrating facial recognition technology with a structured database and user interface, the project seeks to demonstrate a practical and non-intrusive approach to automated access monitoring.
1.2 [bookmark: _Toc204323402]Objectives
The objective is to critically analysis current literature to gain an understanding of current models of facial recognition.
To achieve the aim of developing a facial recognition-based access monitoring system, this project will be undertaken in three key phases:
Phase 1: Critical Analysis of existing literature to understand the available Technologies and Frameworks for facial recognition.
· Conduct a comprehensive review of existing facial recognition libraries and technologies, to determine the most suitable approach for real-time facial recognition.
· The results from this can be viewed in Section 2.
Phase 2: System Development and Dataflow Implementation
· Design a modular architecture for the access monitoring system, integrating a facial recognition model.
· Implement the designed real-time facial recognition for access monitoring system 
· The results of this design phase can be seen in Section 3.
Phase 3: Performance Evaluation and Model Optimization
· Evaluate the developed FRM model using well known evaluation metrics such as accuracy precision recall F1 score... 
Phase 4: Develop a local interface to integrate the developed facial recognition system in real life environment
· Perform user testing and feedback collection to assess usability, effectiveness, and overall system reliability. 
· Refine the system based on evaluation results, optimizing the facial recognition pipeline, database queries, and overall performance for improved accuracy and efficiency. 
1.3 [bookmark: _Toc204323403]Report Sections

Section 1 – Abstract, Aims and Objectives
Section 2 – Research Literature
Section 3 – Research Methods
Section 4 – Experiments and Results
Section 5 – Conclusion 




1.4 [bookmark: _Toc204323404]Definitions

	AI (Artificial Intelligence)
	The simulation of human intelligence by machines, particularly computer systems, enabling them to perform tasks such as recognition, decision-making, and prediction.

	Biometric Data
	Data derived from human physiological characteristics (such as facial geometry), used to uniquely identify individuals. Under UK GDPR, this is classed as special category data and subject to strict handling rules.

	CNN (Convolutional Neural Network)
	A type of deep learning algorithm particularly effective in image analysis and facial recognition tasks.

	DeepFace
	An open-source Python library that wraps multiple facial recognition models and simplifies embedding generation, comparison, and analysis.

	DPIA (Data Protection Impact Assessment)
	A formal process to assess risks involved in processing personal or biometric data.

	Embedding
	A numerical vector representation of a face (typically 128-dimensional), capturing its unique features for matching and comparison.

	FaceNet
	A deep learning model that generates 128D facial embeddings, used in this project for identity comparison.

	FPS (Frames Per Second)
	A measurement of how many video frames are processed or displayed every second. Critical for real-time systems.

	GDPR (General Data Protection Regulation)
	A UK and EU regulation governing data protection and privacy for individuals. The UK version (UK GDPR) is enforced alongside the Data Protection Act (DPA) 2018.

	GUI (Graphical User Interface)
	The visual interface that allows users to interact with the system.

	Haar Cascade
	An object detection method based on machine learning, used in OpenCV to detect facial regions quickly but less accurately than deep models.

	KNN (k-Nearest Neighbour)
	A machine learning algorithm used here for classifying facial embeddings based on proximity to known vectors.

	TP / FP / FN / TN (True/False Positives/Negatives)
	Standard classification terms used in performance evaluation to quantify system accuracy.





Chapter 2. [bookmark: _Toc204323405]Research Literature
This chapter critically reviews seven research papers that inform the development of this project’s access monitoring system using facial recognition. Each subsection presents a paper, summarising its research methods, technology used, and key findings. This structured approach helps identify the most suitable technologies and practices for real-time, offline facial recognition systems.
2.1 [bookmark: _Toc204323406]IEEE Standard for Performance Evaluation of Biometric Information: Facial Recognition 
This paper sets out a formal standard for evaluating the performance of facial recognition systems. Developed by the IEEE Emerging Technology Standards Committee, (IEEE 2884-2023) outlines both system requirements and testing methodologies for biometric technologies. It highlights the importance of consistent test environments, face image quality, and biometric comparison metrics. This standard forms the benchmark against which all systems in this study are evaluated. Its relevance is foundational, particularly as this project must operate reliably without online services.[1]
2.2 [bookmark: _Toc204323407]A Comprehensive Review of Face Recognition Techniques, Trends, and Challenges
 Gururaj and colleagues review a wide range of face recognition techniques, comparing classical machine learning with modern deep learning methods. They emphasise the superiority of CNNs in achieving robust accuracy and scalability. This paper also considers ethical concerns such as surveillance, bias, and privacy, which directly align with this project’s offline requirement and data handling responsibilities. Their work provides a panoramic view of the field and helps justify the use of CNN-based frameworks in the system.[2]
2.3 [bookmark: _Toc204323408]EfficientNet-Lite and Hybrid CNN-KNN for Facial Expression Recognition on Raspberry Pi 
This study evaluates lightweight CNN models combined with KNN classifiers on constrained devices like Raspberry Pi. The authors conclude that EfficientNet-Lite delivers high accuracy with minimal computational resources, making it suitable for edge devices. Though the primary goal was expression recognition, the findings support this project's use of embedded hardware for biometric matching, where computational cost is critical. Their successful hybrid approach offers inspiration for efficient architecture choices.[3]

2.4 [bookmark: _Toc204323409]Exploring Machine Learning and Deep Learning for Occluded Face Recognition 
Muhamada et al. focus on recognising partially obscured faces, this paper surveys both traditional and deep learning methods. The authors stress the limitations of conventional algorithms under occlusion and find CNN-based approaches (such as those leveraging attention mechanisms or data augmentation) significantly more resilient. While occlusion is not the primary focus of this project, this paper informs robustness planning, especially given potential real-world variability in lighting and partial visibility.[4]
2.5 [bookmark: _Toc204323410]Masked Face Recognition with CNNs and Local Binary Patterns 
Vu et al. propose a fusion model that combines CNNs with local binary pattern (LBP) features for improved recognition when subjects wear masks. Their study finds this hybrid model outperforms CNN-only approaches under COVID-era conditions. This technique may influence future iterations of this system or be considered for expansion where face coverings are expected. The inclusion of LBP as a hand-crafted feature extractor complements CNN-based embeddings.[5]
2.6 [bookmark: _Toc204323411]Deep Learning vs Traditional ML for Facial Expression Recognition in Ageing Adults 
Caroppo et al. compare CNNs with traditional machine learning techniques (e.g. SVM and random forest) in recognising facial expressions in older individuals. Results indicate CNNs provide superior performance and generalisation, especially when ageing affects facial structure. This has implications for this system’s inclusivity across diverse age groups, underscoring the need for CNN-based embedding generation (e.g. via DeepFace) rather than simpler models. [6]
2.7 [bookmark: _Toc204323412]Optimizing HAR Systems with Enhanced SVM and k-NN Classifiers 
Shdefat et al. focused on human activity recognition, this research applies 12 ML models to IoT-based sensor data, showing that KNN often outperforms SVM in accuracy and speed. This indirectly informs model selection for lightweight client-side classification, particularly where DeepFace embeddings might later be classified using a lightweight KNN method offline. Their work reinforces earlier findings on the value of hybrid CNN-KNN approaches.[7]
2.8 [bookmark: _Toc204323413]Facial Recognition Technologies 
Facial recognition has evolved from feature-based methods to deep learning models such as CNNs. These networks extract hierarchical facial features and outperform traditional classifiers like SVMs or k-NN in both accuracy and generalisation. Lightweight CNNs, such as EfficientNet-Lite, support real-time deployment, and hybrid approaches (e.g., CNN-KNN) combine accuracy with interpretability — aligning with the offline, efficient goals of this system.
The IEEE 2884-2023 standard provides an important framework for evaluating these systems, focusing on recognition accuracy, false acceptance/rejection rates, and robustness to environmental variations. Efficient CNN architectures, such as EfficientNet-Lite, are particularly suitable for real-time and embedded applications due to their lower computational requirements. Research has also explored hybrid models—such as CNN-KNN or CNN-LBP—that combine the strengths of deep feature extraction with efficient, interpretable classifiers.
These developments support the project’s approach of using CNNs for feature extraction and k-NN for final classification within an offline system, ensuring high performance without dependence on external computational resources.

2.9 [bookmark: _Toc204323414]Facial Recognition Tools 
Implementing a facial recognition system requires a robust toolkit of software libraries and frameworks that can support image acquisition, face detection, feature extraction, and classification. Several open-source libraries have become standards in this domain:
· OpenCV is one of the most widely adopted libraries for computer vision tasks. It provides efficient tools for image preprocessing, face detection (e.g., Haar cascades), and region-of-interest extraction. Numerous studies including Vu et al. (2021) and Gururaj et al. (2024) rely on OpenCV for early-stage image handling.
· DeepFace is a Python library built on Keras and TensorFlow that wraps several state-of-the-art facial recognition models including FaceNet, VGG-Face, ArcFace, and OpenFace. As shown in practical implementations, it simplifies the process of generating facial embeddings (typically 128D vectors) and comparing faces using cosine similarity or Euclidean distance.
· TensorFlow/Keras and PyTorch provide the deep learning backend for custom CNN architectures and training procedures. They are particularly useful when model fine-tuning or custom loss functions are required. Their widespread adoption in facial recognition research is evidenced in Wahab et al. (2021) and Muhamada et al.
Together, these libraries provide the functional backbone for this project’s implementation of a modular, offline-capable facial recognition system.

2.10 [bookmark: _Toc204323415]CNN Architecture 
CNNs underpin modern facial recognition due to their ability to extract spatial features from images. They use convolutional layers, pooling, and fully connected layers to generate embeddings. In this project, CNNs weren’t used for direct classification but to create 128D embeddings, which were later compared using cosine similarity.
Efficient architectures like FaceNet are preferred for this project due to their ability to maintain accuracy while reducing computation—critical for real-time processing in a local environment. The embedding generated (e.g., 128D vector in DeepFace) captures the unique geometry of an individual’s face and can be compared efficiently against a stored database.

2.11 [bookmark: _Toc204323416]Facial Recognition Process 
To ensure standardized and comparable results across individuals and environments, preprocessing raw images is essential. The facial recognition process in this project follows these steps:
1. Capture Image – Acquire a frame from the webcam.
2. Detect Face – Use OpenCV’s haarcascade_frontalface to identify facial regions.
3. Crop & Resize – Isolate the face and resize to around 180x200 pixels for input consistency.
4. Convert to Grayscale (Optional) – Some models may perform better with grayscale images.
5. Normalize Pixel Values – Scale intensities from [0, 255] to [0, 1] to stabilise model input.
6. Extract Features – DeepFace generates a 128-dimensional feature vector embedding.
7. Match with Database – Compare the embedding with stored entries to verify identity.
This modular pipeline supports efficient, real-time recognition and provides a clear path for future upgrades or model replacements.

2.12 [bookmark: _Toc204323417]Conclusion of Research papers:
OpenCV and DeepFace provide a solid foundation for real-time facial recognition. CNN-based models are widely recognised for their strength in handling occlusion, age variation, and resolution limits, backed up by the reviewed literature. IEEE standards offer reliable evaluation methods, and hybrid CNN-KNN approaches show promise for future improvements in accuracy and performance under constraints.


Chapter 3. [bookmark: _Toc204323418]Research Methods

This chapter outlines the research approach and methodology underpinning the development and evaluation of the facial recognition access monitoring system. A layered methodology model has guided the design decisions, progressing from research philosophy through to practical implementation. This structure ensures alignment between theoretical foundations and system-level experimentation. This is known as the Research Onion, developed by Saunders et al (2019) and is shown below in figure 3.1:
[image: | Research onion (Saunders et al., 2019, p. 108).]
Figure 3.1: Research Onion (Saunders et al)
While predominantly data-driven, some qualitative observations supported iterative design decisions, placing the project at the boundary of quantitative and mixed-methods.
3.1 [bookmark: _Toc204323419]Research Philosophy and Approach 
The philosophical underpinning of this project is positivism, which assumes that knowledge is best obtained through observable and measurable facts. This is appropriate for the study, as performance evaluation of the facial recognition system depends on measurable outcomes such as accuracy, precision, and false positive rates.
A deductive approach was used. Based on established theory and literature (see Chapter 2), a prototype system was developed to test how well real-time facial recognition performs under controlled conditions. Hypotheses regarding recognition accuracy and reliability were tested through systematic experimentation.
While primarily quantitative, some elements of mixed methods were incorporated, particularly where subjective evaluation was relevant. For example, informal observations were made during live testing and system demonstrations, where users interacted with the face capture interface. Instances of confusion, hesitation, or misalignment provided qualitative insights into usability and interface design. Additionally, the manual image review tool introduced subjective labelling of image quality (e.g. partial face, blur, or angle), allowing human judgement to influence the evaluation process. Despite these qualitative aspects, therojectt remains mainly a data-driven, quantitative methodology.
3.2 [bookmark: _Toc204323420]Research Design 
The study adopts a cross-sectional design, collecting all system performance data within a limited testing window rather than over time. The recognition system was tested using real-time webcam feeds in different lighting and angle conditions, reflecting realistic deployment scenarios.
The work also includes an experimental component. The recognition system was subjected to known inputs (faces from a test dataset), and its outputs (correct identification or not) were measured. The experiments varied environmental factors and face presentation to assess robustness.

3.3 [bookmark: _Toc204323421]System Architecture and Model 
The core of the system is the DeepFace framework, which integrates face detection (via RetinaFace), face alignment, and embedding generation using FaceNet. 
[image: ][8]
Figure 3.2: Five Face Landmark Regression  
The five facial landmarks (in figure 3.2) can be seen in the description of the results from RetinaFace in section 4.1.3.a. 
It works by using feature pyramids (figure 3.3) from the pixels of the image being built up as described by Deng et al in their journal ‘RetinaFace: Single-stage Dense Face Localisation in the Wild’:
[image: ][8]
Figure 3.3: RetinaFace feature pyramids.
However, although the DeepFace framework provides RetinaFace for face detection and FaceNet for the face embeddings, there is another technology for face detection which is Haar Cascades.

DeepFace provides an output of a 128-dimensional vector that uniquely represents an individual’s facial features. Another model that is available through the wrapper of DeepFace is VGG_Face, however, it uses 4096 dimensional vectors and is considered processor heavy for this application of monitoring a live feed which requires speed.
[image: ]
Figure 3.4: Diagram of models and libraries used. Author created
This model was selected due to its proven accuracy in benchmark datasets and ability to operate offline. It balances performance and resource efficiency, suitable for use on local machines without cloud dependencies. A data/process flow is shown in Figure 3.4. 

3.4 [bookmark: _Toc204323422]Data Collection and Analysis
The system was tested against a predefined dataset of faces collected from staff and volunteers. Each subject contributed multiple images, ensuring variability in lighting, angle, and expression.
Performance was evaluated using standard classification metrics:
· True Positive (TP): Correctly identified individual.
· False Positive (FP): Incorrect identification.
· False Negative (FN): Failure to identify a known individual.
· True Negative (TN): Correct rejection of unknown face.

From these, the following metrics were calculated:
· Accuracy = (TP + TN) / Total Cases
· Precision = TP / (TP + FP)
· Recall = TP / (TP + FN)
· F1 Score = 2 × (Precision × Recall) / (Precision + Recall)
This quantitative analysis forms the basis for system evaluation in Chapter 4.
3.5 [bookmark: _Toc204323423]Data Protection and Consent
Although this project was conducted outside of formal deployment within the originating organisation, any future operational use would require a Data Protection Impact Assessment (DPIA) in compliance with the UK Data Protection Act 2018 (DPA 2018) and the UK General Data Protection Regulation (UK GDPR). Under these regulations, biometric data is classified as “special category data”, requiring a lawful basis for processing and additional safeguards.[9]
Within the organisation, the Information Asset Owner (IAO) — typically the Head of Department — is responsible for reviewing DPIAs and issuing recommendations. A corresponding Record of Processing Activities (ROPA) would be maintained. Where procurement involves third parties, they would be subject to vetting and completion of an Information Security Questionnaire to assess any high-risk processing.
Consent should be clearly communicated, typically through an on-screen message or written agreement, outlining the purpose of data collection, how long the data will be stored, and how it can be withdrawn. If consent is not given, no data should be retained.
Biometric data should be stored temporarily, with access restricted and protected using appropriate technical safeguards (e.g. full-disk encryption). Data should be minimally identifiable (e.g. using initials or pseudonyms where possible), and subject to timely deletion as part of a defined retention policy.
These measures ensure compliance with both ethical obligations and legal requirements, and they must be evaluated through a Data Protection Impact Assessment (DPIA) and a Record of Processing Activities (ROPA) before any live deployment.

3.6 [bookmark: _Toc204323424]Research Materials
The following libraries were implemented during this project. Standard Python libraries have been included in Appendix A at the end of this document.
3.6.1 [bookmark: _Toc204323425]Software
· Python 3.11.7
The project was developed using Python 3.11.7, a high-level, interpreted programming language with a wide number of third-party libraries for tasks such as image processing, facial recognition, and user interface design.
· cv2 (OpenCV)
An open-source computer vision library used for real-time image processing, face-detection, and camera interaction. Used for webcam feeds, image cropping, and drawing boxes. It is also used for Haar cascade face detection.[10]
🔗 https://docs.opencv.org/4.x/
· deepface (DeepFace)
A Python framework for face recognition, emotion analysis, age/gender/race estimation, and facial similarity. It integrates several state-of-the-art models like FaceNet, VGG-Face, and uses RetinaFace for detection.[11]
🔗 https://github.com/serengil/deepface
🔗 https://github.com/serengil/deepface?tab=readme-ov-file#readme
· scipy.spatial.distance.cosine
Part of SciPy’s spatial module, this function calculates cosine distance — useful for comparing facial embeddings (i.e., how "far apart" two faces are in vector space).
🔗https://docs.scipy.org/doc/scipy/reference/generated/scipy.spatial.distance.cosine.html
[image: ][12]
Figure 3.5: Cosine distance formula
· numpy (np)
A powerful library for numerical computations. You use it here to manage vectors and convert blobs into arrays for face embeddings.[13]
🔗 https://numpy.org/doc/stable/user/index.html
GUI Library (Qt for Python)
These come from PySide6, the official Python bindings for Qt 6:
· PySide6.QtWidgets
Includes UI widgets like windows, buttons, labels, and layouts for designing your application’s interface.[14]
🔗 https://doc.qt.io/qtforpython-6/PySide6/QtWidgets/index.html
· PySide6.QtCore
Includes core features like signals/slots (Signal), timers (QTimer), and Qt constants (like Qt.AlignCenter).[15]
🔗 https://doc.qt.io/qtforpython-6/PySide6/QtCore/index.html
· PySide6.QtGui
Used for handling images (QImage) and rendering to widgets (QPixmap).[16]
🔗 https://doc.qt.io/qtforpython-6/PySide6/QtGui/index.html



3.6.2 [bookmark: _Toc204323426]Hardware:
· Laptop/PC with Intel Core i5 processor or equivalent
· Integrated or external webcam (minimum 720p)(recommended 2K)
· Local storage for offline biometric database
These materials enabled the development and testing of a fully offline facial recognition system suited to the project’s context.

In the next chapter, the system implementation and its performance under testing conditions will be discussed in greater detail, highlighting the practical results of the methods outlined here.


Chapter 4. [bookmark: _Toc204323427]Experiments and Results

The first section of the Experiments and Results concerns the code that was written for the project. It is written chronologically and describes the evolution of how the system was developed. There are essentially 6 Stages in the creation of a system that would capture biometrics, store in a database and then monitor a live video feed in relation to the staff’s biometrics from the database.
The second section describes the testing that was undertaken after utilising the written code that is decribed in Section 4.1.
4.1 [bookmark: _Toc204323428]Programming Code
4.1.1 [bookmark: _Toc204323429] Webcam access and display Stage 1
The first step in developing the system was to ensure that the webcam could be accessed programmatically, and that a basic GUI could allow manual image capture. This early prototype was written in Python using OpenCV for video capture and Tkinter for a basic GUI. A short description of the libraries is below:
· OpenCV (cv2) was used for video feed access, face detection, and image processing.
· tkinter was used to create the basic graphical interface to trigger image capture and display feedback messages to the user. 
The following code snippet illustrates this initial functionality:
[image: ]
Figure 4.1: Import Libraries
[image: ]
Figure 4.2: Define the ‘take_picture’ function

This script opens a webcam feed when the GUI is launched and allows the user to manually capture a still image. The captured image was saved with a static filename, which was later improved to include timestamped filenames and session identifiers.
While this implementation was extremely simple, it confirmed the ability to connect to camera hardware, capture live frames, and store them — all of which are fundamental to biometric data collection. At this point, no face detection or recognition was implemented. This stage laid the groundwork for more complex behaviour introduced later.
Initially, the internal laptop webcam defaulted to index 0 and the external webcam to index 1. However, during testing, these indices switched unexpectedly. As the final system will use a single USB webcam, this issue is unlikely to recur. Nevertheless, a small routine was developed to allow the user to select the active camera at startup, enhancing system robustness.
4.1.2 [bookmark: _Toc204323430] Face Detection Stage 2
Building on the basic webcam access established in the first stage, the second version of the application introduced live face detection using Haar cascades and a more sophisticated user interface powered by PySide6 (the Qt for Python toolkit).
· PySide6 was used to construct a clean and responsive GUI, including live video display and clickable thumbnails of detected faces.
· The Haar cascade classifier built into OpenCV provided fast, real-time detection of frontal faces from grayscale frames.
· The datetime module was used to create timestamped filenames for saved face images, improving traceability.
There were a number of iterations of this code as initially I tested whether the code could output a face and then compare two faces to determine that they were different, this was done with a simple piece of code that is shown below:
[image: ]
Figure 4.3: Use Deepface.verify to compare two images of faces
This worked and therefore I was able to determine that DeepFace should be usable for distinguishing between faces, obviously, this was a very simple test but I had to prove that this was a library that provided the correct functionality.
In the next version of code I determined that live video could be monitored, faces detected and tracked on the feed with a bounding box.
The GUI displayed a live video feed and detected faces in real time, drawing bounding boxes around them and presenting cropped thumbnails beneath the feed. These thumbnails could be clicked to save individual faces, or all could be saved at once via the “Capture All Faces” button.
A condensed snippet of the script is shown below:
[image: ] 
Figure 4.4: Utilise haarcascades from OpenCV library

[image: ]
Figure 4.5: Capture a frame and convert to greyscale

[image: ]
Figure 4.6: Detect faces using Haar Cascades from OpenCV

[image: ]
Figure 4.7: Loop for number of faces detected and create clickable thumbnails to save
This step also marked a significant feature, the enabling of the capture of individual face images from the video feed — a function needed to gather staff biometric data for the later embedding code and monitoring code. It also allowed testing of detection reliability in various lighting and background conditions. The code included camera reconnection handling and a scalable interface to support real-time operation.
4.1.3 [bookmark: _Toc204323431]Biometric Capture – Stage 3
During the development of Stage 3, RetinaFace was selected for face detection due to its accuracy and robustness. However, early attempts to run RetinaFace within Visual Studio’s environment failed due to compatibility issues with required Python packages. This prompted a transition to Visual Studio Code (VSCode), which allowed for more flexible environment management, and the use of versions of Python and DeepFace libraries that were compatible. 
From this point on, all biometric capture routines were developed and tested using a virtual environment (venv) within VSCode, ensuring compatibility with RetinaFace’s dependencies.
To track the development of the facial biometric capture system, three key versions of the code were documented. These represent major milestones in functionality, from simple detection and demographic analysis to full-featured multi-pose biometric capture integrated with database storage. 
The table below outlines the major changes, additions, and refinements across these versions, illustrating the technical and evolution of the project.

Summary of Biometric Capture Code Evolution

	Feature
	Initial Demo
	Behind-the-Scenes Inspector
	Final Registration System

	GUI
	Basic Tkinter button
	PySide6 live feed with button & results
	Full PySide6 with animated guidance, text prompts, consent, preview thumbnails

	Face Detection
	None
	RetinaFace (RetinaFace only used for captured image)
	Haar Cascade for alignment, RetinaFace for embedding

	Face Alignment
	None
	Elliptical zone, live smoothing, alignment trigger
	Guide box + yellow line limiters, three-pose dot animation

	Face Capture
	Manual single capture
	Manual aligned capture + saved aligned copy
	Three captures (centre/left/right) with pose prompts

	Biometric Extraction
	None
	128D vector with DeepFace (FaceNet)
	Three 128D vectors stored as BLOBs in database

	Additional Metadata
	None
	Age, gender, race, emotion, eye landmarks
	Removed – only vector + name/PayRef/retention

	Database Use
	None
	None
	Staff biometrics DB – inserts staff & embeddings

	Staff Input
	None
	None
	Name + PayRef + consent + retention choice

	Error Handling
	Minimal
	Face not aligned = error
	PayRef validation, duplicate check, graceful retry

	Thumbnails
	None
	None
	Preview of 3 captured faces shown before save

	Retention Settings
	None
	None
	User chooses retention (2 weeks or 2 years)






A number of further tests and code routines were utilised during the development of the system and these are described below.
a) RetinaFace Behind-the-Scenes Access
From version 2 (RetinaFace insights):
For the purposes of testing this version of the code returns the flattened image from RetinaFace and stores it as a file. Figure 4.8 shows an image of the author during testing where the flattening process has occurred.
[image: ]			[image: ]
Figure 4.8: Flattening of image before embedding
The code that produced the aligned, flattened image is in Figure 4.9:
[image: ]
Figure 4.9: Code to recover flattened image
And as the flattened image has already been created the following line in Figure 4.10 then sends that prepared image to DeepFace.represent.
[image: ]
Figure 4.10: Skip detection if image cropped
This demonstrates how the system retrieves an aligned face directly from RetinaFace and ‘skips’ the detection if it has been done, when creating embeddings, improving both speed by only providing the detected face and control as the image can be displayed, stored and or verified first. RetinaFace is not particularly quick at Face detection as we see in the next section about monitoring.
By using a formatted output we can view the result calling DeepFace.represent on the image of the author above:
[{'embedding': [0.3142728805541992, -0.7510958909988403, …..    
…..   0.8804627060890198, -0.7056463360786438],
'face_confidence': 1.0,
 'facial_area': {'h': 115,
                  'left_eye': (59, 49),  
      'mouth_left': (57, 91), 'mouth_right': (24, 91),
                  'nose': (35, 73),
                  'right_eye': (20, 49),
                  'w': 80,
                  'x': 4,
                  'y': 3}}]
The ‘Keys’ in the result dictionary are :
['embedding', 'facial_area', 'face_confidence']
Where embedding is the 128D biometric vector. 
b) Guided Pose Animation for Face Capture
Earlier versions captured a single frontal face image, but testing revealed that pose changes significantly impacted recognition. To improve consistency, the system was adapted to capture three angles — front, left, and right — and the database was modified to accommodate multiple embeddings per user. This enhancement improved recognition robustness and is reflected in the face_embedding schema described in Section 4.1.5.
What became apparent when recording the biometrics is that although it was easy to record a direct face, the user is facing the screen and the prompts are clearly visible, when recording angled face images, the users would turn too far or not enough. Therefore, a guiding circle was displayed on the screen for the user to follow. The code for this is in figure 4.11:
[image: ]
Figure 4.11: Animated circle for user’s face to follow
This animation guides the user visually to change pose before capture. It’s a small user experience (UX) improvement but significantly improves data quality by helping to ensure consistency in embeddings. The screenshots below in figures 4.12 – 4.14 describe the guided pose animations:
First a warning if the subject is too close:
[image: ]
Figure 4.12: Subject too close
[image: ]
Figure 4.13: Take direct face image
[image: ]
Figure 4.14: Look left follow circle as it moves
[image: ]
Figure 4.15: Look right
[image: ]
Figure 4.16: Enter staff details
If the Payref is left blank, at the point shown in Figure 4.16, an incremental number is added instead for temporary staff to be able to be stored.



c) Consent Dialog and Retention Policy
Also from the last iteration of the code is the code snippet where users are requested to give permission for their biometrics to be recorded and that the data will be deleted at the end of the project shown in Figure 4.17 & 4.18:
[image: ]
Figure 4.17: In-app consent form code

[image: ]
Figure 4.18: In-app consent form
And a retention period can be applied to the data, 2 weeks for temporary staff and 2 years for permanent staff. This would be a reasonable timescale for biometrics to last with the advent of aging; however, the test period of this project is not long enough to determine the optimum refresh rate for biometric data. The code that allows this selection is below:
[image: ]
Figure 4.19: Retention period code
This snippet shows GDPR-inspired data governance, providing a user-controlled retention period for captured biometrics.
Another strange anomaly was discovered when utilising webcams on a PC, was that at the author’s home the video footage being displayed for the biometric capture mirrored the user correctly. However, when the system was tested at other locations the webcam would flip the feed, making biometric capture awkward for the user.
This was due to the webcam being plugged into a USB hub at the house but on location the webcam was plugged directly into the side USB port. I could not get an exact answer as to why this should occur, it could be that the device is enumerating slightly differently on a different port, and the registry has defaulted to flip on that instance, but this was a repeatable issue.
To account for this anomaly, a toggle switch was implemented on the screen that allows the user to toggle whether the feed is flipped or not. To flip the feed is a simple command within OpenCV as shown in Figure 4.20:
[image: ] 
					Figure 4.20: Flip video feed					
4.1.4 [bookmark: _Toc204323432]Monitoring Code – Stage 4
The monitoring code evolved through three stages. The initial version used OpenCV and DeepFace to extract embeddings. In Stage 3, this was extended to compare vectors against stored data using cosine similarity, displaying the top three matches. Later iterations improved crop quality, reduced false positives, and enabled automatic saving of matched faces with names, scores, and timestamps — forming the basis for evaluation in Section 4.2. 
Testing showed that applying RetinaFace to full video frames dropped framerate to 0.2 fps — unworkable for real-time use. Switching to Haar Cascades to crop faces first allowed RetinaFace to be used with detector_backend="skip", boosting speed to ~5 fps — a 25× improvement. This change made live monitoring viable.  
The final version improved face crop quality, introduced confidence thresholds, and automatically saved matched faces with scores and timestamps. These improvements enhanced reliability and traceability. This dataset was used in later testing, with results described in Section 4.2. The following table shows the monitoring code’s evolution.
	Feature
	Stage 4
	Stage 5
	Final Monitoring Code

	Face Detection Method
	OpenCV Haarcascade used for real-time face detection.
	Same as Stage 4; OpenCV Haarcascade continues to detect faces.
	Continues with Haarcascade but slightly tweaked detection parameters (scaleFactor, minNeighbors).

	Embedding Extraction
	RetinaFace used only for extracting 128D embedding on cropped face.
	Same approach using `detector_backend='skip'` to bypass detection.
	Same embedding method using RetinaFace + FaceNet with skip, applied to better cropped face.

	Database Integration
	None 
	Compares extracted embedding against staff database with cosine similarity.
	Loads embeddings from `face_embeddings` table and joins with staff names for richer match info.

	Match Display
	Shows size of face and confirms if vector was extracted.
	Displays top 3 matches from database along with cosine similarity scores.
	Shows top 3 matches with names, scores, and pose labels in status area.

	Visual Feedback
	Face preview thumbnails and status label showing embedding status.
	Same as Stage 4, with similarity scores added.
	Adds bounding box with name and score overlay to live feed video.

	Match Filtering & Saving
	None
	None
	Saves cropped face to `testing_score0-6/` folder if score ≥ 0.60 and 1s has passed since last save.

	Data Structure Used
	Single dictionary from DeepFace output used for embedding.
	List of name-vector tuples from SQLite.
	Embeddings list includes staff_id, name, label, and vector from joined tables.


During informal testing with family, one interesting outcome emerged: in a database of 11 people, the author’s parents were often the top match, with the author ranking second. Although not a statistically significant sample, it suggests that family resemblance can affect similarity scores — a potential consideration for systems deployed in environments with related individuals.
See Figure 4.21 below for a screenshot of the monitor code running, it was done after the capture in figures 4.12 - 4.16 above, it is clear that LCG (biometrics taken at that time) is the top score, with Charles second, which is myself but with biometrics taken elsewhere and third is Martyn, who is relatively similar looking to me, similar age, hair and glasses, with scores that are consistent with this.
[image: ]
Figure 4.21: Live monitoring with recognition

The below code snippets show in figures 4.22 – 4.24 show the main part of how the top 3 matches were found, 
[image: ]
Figure 4.22: Code to find top 3 matches
Sorted,
[image: ]
Figure 4.23: Code to sort
and displayed:
[image: ]
Figure 4.24: Code to display
The above created an effective similarity measure using cosine similarity and demonstrates a meaningful comparison being provided. This was invaluable for me to determine the effectiveness of the biometrics whether this could be compared during a live feed rather than just extracting embeddings.
 This would enable the user to see, live, how effective the code was at recognising the individual in the live video feed.
This was achieved in part with the following lines in figure 4.25, which follow on from the code above populating best_matches[ ][ ]:
[image: ] 
Figure 4.25: Display name and score above face frame

Then within the latest version of the code the following code saves images beyond a threshold value and only once per second per staff_ID.
[image: ]
Figure 4.26: Store images of access per staff_ID per second
It was this code in figure 4.26, that stored the images for manual review and provided the datasets in Sections 4.2 – 4.8.
4.1.5 [bookmark: _Toc204323433]Database schema

The database contains three tables which are described below:

Table: staff_biometrics
	Field
	Type
	Constraints

	id
	INTEGER
	PRIMARY KEY AUTOINCREMENT

	pay_ref
	INTEGER
	UNIQUE, NOT NULL

	name
	TEXT
	NOT NULL, max 50 chars

	present
	BOOLEAN
	DEFAULT 0

	added_on
	TEXT
	NOT NULL

	retention_until
	TEXT
	NOT NULL


Sample Data:
	id
	
	pay_ref
	name
	present
	added_on
	retention_until

	1
	
	123456
	Alice Smith
	1
	2025-07-01
	2026-07-01

	2
	
	234567
	Bob Jones
	0
	2025-06-20
	2026-06-20







Table: face_embeddings
	Field
	Type
	Constraints

	id
	INTEGER
	PRIMARY KEY AUTOINCREMENT

	staff_id
	INTEGER
	NOT NULL, FK → staff_biometrics(id)

	vector
	BLOB
	NOT NULL

	label
	TEXT
	Optional


Sample Data:
	id
	staff_id
	vector
	label

	1
	1
	<BLOB>
	front

	2
	1
	<BLOB>
	left

	3
	1
	<BLOB>
	right

	4
	2
	<BLOB>
	front




Table: entry_logs
	Field
	Type
	Constraints

	id
	INTEGER
	PRIMARY KEY AUTOINCREMENT

	staff_id
	INTEGER
	FK → staff_biometrics(id)

	timestamp
	TEXT
	NOT NULL

	recognised
	BOOLEAN
	DEFAULT 1

	image_filename
	TEXT
	Optional


Sample Data:
	id
	staff_id
	timestamp
	recognised
	image_filename

	1
	1
	2025-07-21 09:23:00
	1
	Alice_0.98_2025-07-21 _0923.jpg

	2
	2
	2025-07-21 09:25:45
	1
	Bob_0.94_2025-07-21 _0925.jpg



The layout of this database allows for a 1 to many relationship, that gives flexibility to the way that the biometrics are stored. It is now relatively easy to store more or less biometric vectors per staff member with this layout.

4.1.6 [bookmark: _Toc204323434]Test dataset review code
After one day of testing the system live and having collated my colleague’s biometrics with their consent, around 3000 images were captured in one day. The system was designed to store faces every second per staff_ID, as it probably only takes around 2-3 seconds to walk past the camera.
As the filenames of the images records the predicted name of the face, the cosine similarity score and the date and time, we had a rich dataset with which to analyse the accuracy of the system. 
However, I still needed a way to review all of the images, check them for accuracy and then store the actual name of the person if the predicted name was incorrect.
This was achieved with another Python script that was written to provide that functionality. A screenshot of that code running is found in figure 4.27 below:
[image: ]
Figure 4.27: Image Review program 
The top of the screen displays the predicted name and the score, and the base of the screen has toggle options for Partial face, Angled face, Blurred, No face and Wide angle (for when the face detected takes most of the frame). Then there is the option for Correct, Wrong and Unknown (for when the person is unknown to the system (and would therefore not be able to be truly predicted). If wrong is selected a drop-down is displayed that allows the user to select the actual person in the image from the list of known biometrics stored. This allowed for the rich datasets that are analysed in the next section.  
The export of that program was a CSV file that contained the following style data shown in figure 4.28 below:
[image: ]
Figure 4.28: Example of Image Review CSV file entries
It was a collation of this data that provided the metrics that are discussed next.
4.2 [bookmark: _Toc204323435]Unfiltered direct face results

The following results were gained by setting the camera up to directly face the door, capturing staff’s faces, initially the camera was setup at a 45 degree angle to the L shaped entrance, however, as discussed in Section 4.7 this had limited success and so the main dataset for testing is this one, set face on to the entry of staff.
4.2.1 [bookmark: _Toc204323436] Full results including ‘no_face’ at score >0.2
The raw confusion matrix below includes all data, including entries where no face was detected. The overwhelming number of "wrong" classifications is due to the system attempting to match on frames that could have been filtered out earlier if further restrictions on the Haar Cascades face detection was used, or some form of smoothing and re-checking. 
	
	Predicted correct

	Actual correct (TP)
	152

	Actual wrong (FP)
	2520



This was intentional however, as the system ran with a reasonable frame-rate and the trade-off then would have been a much slower frame-rate. This table gives a true full picture of the number of face images taken through a day in the unit.
It is of note that the system is finding the closest match from the face detected and will always predict someone. Therefore, there is no full confusion matrix with False Negative and True Negative for this dataset.

4.2.2 [bookmark: _Toc204323437]Full results excluding no_face at score >0.2
Obviously, no_face results can be filtered out, as this can be addressed within the monitoring code to reduce the number of no_face instances or by altering the acceptance level based upon the testing providing the figures for the scores achieved by no_face images.

	
	Predicted correct

	Actual correct
	152

	Actual wrong
	540



By removing images where no face was detected, the confusion matrix becomes a more accurate reflection of recognition performance on meaningful data.

	Metric
	Score

	Accuracy
	0.2197

	Precision
	0.2197

	Recall
	1.0

	F1 Score
	0.3602




Confusion Matrix Values:
· True Positives (TP): 152 — Correctly matched identities
· False Positives (FP): 540 — Incorrect matches (wrong/unknown)
· True Negatives (TN): 0 — Not possible, since system always makes a prediction
· False Negatives (FN): 0 — Same reason, system never says “I don’t know”
 Resulting Metrics:
· Accuracy: 21.97%
· Precision: 21.97%
· Recall: 100% (because every actual match was predicted as a match)
· F1 Score: 36.06%
These numbers reflect what we’d expect when the system always makes a guess, regardless of confidence. The recall is artificially high, but the precision and accuracy are meaningful — and will improve significantly when we add score thresholding.
4.2.3 [bookmark: _Toc204323438]Performance on Clear (Unflagged) Images
While Sections 4.2.1 and 4.2.2 examined overall system performance on both raw and filtered data, further insight can be gained by isolating images that were manually tagged as clear and unflagged — meaning no face quality issues such as blur, partial occlusion, off-angle view, or wide framing were present. These "none" entries represent ideal conditions and offer a performance benchmark for the face recognition system under optimal input.
Out of the 2,700+ entries recorded at the doorway camera, a total of 114 images were marked with the "none" flag. Of these:



	Condition
	Count

	Total entries
	114

	Correct matches
	59

	Incorrect matches
	35

	Unknown person
	20



From this, the resulting metrics are:
	Metric
	Value

	Accuracy (overall)
	51.75%

	Precision (excl. unknowns)
	62.11%



These figures show a significant improvement over the broader dataset analysed in Section 4.2.2, which returned only 21.97% accuracy and 21.97% precision even after filtering out "no_face" entries. In contrast, the "none" subset demonstrates that when the image quality is high, the system’s performance improves by nearly a factor of three — reaching a 62% precision rate.
However, even under these ideal conditions, nearly one in three recognitions was still incorrect, and 17.5% of entries could not be associated with any known identity. This highlights both the benefits and the current limitations of the system: while the cosine similarity approach does respond positively to clear input, there remains substantial room for improvement, particularly in cases of visually similar staff or suboptimal enrolment biometrics.
This result reinforces the conclusion that input quality is critical to recognition accuracy and supports future development focusing on:
· Real-world, in-situ biometric registration (see Section 4.5.1)
· Improved image filtering or frame selection in the monitoring routine
· Enhanced handling of borderline or ambiguous matches
4.3 [bookmark: _Toc204323439]Filtered Full results 
The above section dealt with the whole dataset and then removed images with no face present, this section always excludes images with no face, but the threshold for saving an image has been increased from 0.2 to 0.4 and 0.6 to determine the efficacy of each. 
4.3.1 [bookmark: _Toc204323440]Filtered at score >0.4

	
	Predicted correct

	Actual correct TP
	130

	Actual wrong  FP
	263



	Metric
	Score

	Accuracy
	0.3308

	Precision
	0.3308

	Recall
	1.0

	F1 Score
	0.4971


Confusion Matrix Values:
· True Positives (TP): 130 — Correctly matched identities score > 0.4
· False Positives (FP): 263 — Incorrect predictions despite exceeding threshold
· True Negatives (TN): 0 — Not possible due to always predicting someone
· False Negatives (FN): 0 — Also not possible under current logic
Resulting Metrics:
· Accuracy: 33.08%
· Precision: 33.08%
· Recall: 100%
· F1 Score: 49.71%
This result reflects a meaningful improvement in precision although the perfect recall is still misleading — this could not be considered effective as a monitoring system as there are still far too many erroneous results.

4.3.2 [bookmark: _Toc204323441] Filtered at score >0.6

	
	Predicted correct

	Actual correct TP
	72

	Actual wrong  FP
	6



	Metric
	Score

	Accuracy
	0.9231

	Precision
	0.9231

	Recall
	1.0

	F1 Score
	0.96



Confusion Matrix Values:
· True Positives (TP): 72 — High-confidence correct matches
· False Positives (FP): 6 — Still some incorrect matches even at high scores
· True Negatives (TN): 0 — Not measurable, system always returns a name
· False Negatives (FN): 0 — Not possible under current logic
Resulting Metrics:
· Accuracy: 92.31%
· Precision: 92.31%
· Recall: 100%
· F1 Score: 96.00%
These results show that score >0.6 provides excellent reliability, though with fewer matches — making it ideal for high-security use cases. This data can be used as a marker for when to determine that an unknown person has entered. If the person is unknown it can be set to record a picture of the activity.
4.4 [bookmark: _Toc204323442]Score sweep: Precision, Recall, F1 Accuracy v Threshold
The following graph in figure 4.29 displays the results of the metrics above plotted onto one graph providing cut-off points where accuracy becomes (in the current dataset) perfect. This occurs at a score threshold of between 0.7 and 0.9. 
[image: ]
Figure 4.29: Score sweep showing Precision, Recall, F1 Score and Accuracy across cosine similarity thresholds.
Note: Precision and accuracy overlap throughout the range, especially at low thresholds. This is expected due to the system’s behavior and is reflected by overlapping lines in the sweep chart.
To evaluate the impact of varying score thresholds on recognition performance, a sweep was performed across cosine similarity thresholds ranging from 0.0 to 1.0 in steps of 0.05. At each step, the binary classification metrics — precision, recall, F1 score, and accuracy — were calculated based on manually graded image results.
The chart below illustrates how these metrics change in response to threshold adjustments:
· Recall remains at 1.0 across all thresholds, as the system is configured to always return a match when a score is above the threshold.
· Precision and accuracy start very low (around 0.22) but increase sharply with higher thresholds, indicating a reduction in false positives as weak matches are filtered out.
· F1 Score peaks between thresholds of 0.4 and 0.5, where the balance between precision and recall is optimal.
To improve visual clarity, the accuracy line (orange dotted) has been slightly offset vertically, since it follows a very similar trajectory to precision (blue dotted). This offset does not alter the underlying data but makes the chart easier to interpret.
The result suggests that a threshold between 0.4 and 0.6 offers the best trade-off between reliability and inclusiveness, with thresholds above 0.6 providing near-perfect precision at the cost of reduced match volume.
This would be generally accepted in the evaluation of such data, however, we are looking at providing a perfect system that can accurately record the movements of staff in and out of the unit.
To this end we are now going to provide figures for the most accurate and least accurate faces that are being detected.
4.5 [bookmark: _Toc204323443]Face Accuracy

4.5.1 [bookmark: _Toc204323444]Person 1 best score
The individual with the highest recognition accuracy was Evan Far, achieving a perfect 100% accuracy across 31 captured images. Every prediction involving this person was correct.

	Predicted Person
	Total Images
	Correct Matches
	Accuracy
	Most Confused With
	Times Mislabelled

	Evan Far
	31
	31
	1.0000
	None
	0



This result is particularly noteworthy because Evan Far was the only person whose biometric embedding was recorded at the actual scene of the monitoring system — facing the same camera, at the same distance and lighting. All other staff biometrics were captured separately at a desk under controlled lighting with a plain background. This strongly suggests that capturing biometrics under real-world operational conditions greatly improves recognition performance and should be adopted as standard practice in future deployments.
4.5.2 [bookmark: _Toc204323445]Person 2 best score
The second-highest scoring person was LMM, with an accuracy of 85.71% across 14 captured images. Although two predictions were incorrect, only one misidentification occurred, and that was with a single individual.

	Predicted Person
	Total Images
	Correct Matches
	Accuracy
	Most Confused With
	Times Mislabelled

	LMM
	14
	12
	0.8571
	Katie
	1



This indicates a generally reliable recognition pattern, with a very low tendency for confusion. Further review of the incorrect match may reveal whether factors like angle or lighting were responsible.
4.5.3 [bookmark: _Toc204323446]Person 3 best score
The third-best match rate belonged to Martyn, with an accuracy of 70.00% over 10 captured images. While most identifications were correct, the system misidentified Martyn three times, and in two of those cases, the predicted name was Cerys.

	Predicted Person
	Total Images
	Correct Matches
	Accuracy
	Most Confused With
	Times Mislabelled

	Martyn
	10
	7
	0.7000
	Cerys
	2



This may suggest visual similarity between Martyn and Cerys in specific poses or lighting conditions. Reviewing those images may provide useful insights — such as whether face angle, shadowing, or misalignment could have influenced the system’s embedding comparison. This case highlights the importance of examining lookalike bias in real-world facial recognition systems.
4.5.4 [bookmark: _Toc204323447]Worst Recognition Accuracy
A key aspect of evaluating the system's reliability is identifying which individuals consistently failed to be recognised correctly. Three individuals achieved 0% recognition accuracy, meaning the system never successfully matched their face to the correct identity.
	Predicted Person
	Total Images Predicted As
	Correct Matches
	Accuracy
	Most Confused With
	Times Mislabelled
	Times Seen as Actual

	Aled
	7
	0
	0.0
	Callum
	3
	0

	Helen
	62
	0
	0.0
	Emily
	9
	0

	Tristan
	1
	0
	0.0
	Martyn
	1
	0



While three of these cases (Aled, Helen, and Tristan) did not appear at all as the actual identity in any graded images, their presence in the “Predicted As” column suggests that their biometric embeddings were incorrectly selected as the closest match for other individuals. This is an expected side effect of how cosine similarity behaves in the absence of strong matches — the system always returns the most similar embedding, even when no good match exists.
The figure for Helen being ‘predicted as’ 62 times, seems very high and may be indicative of some issue during the biometric capture,
Aled, Helen, and Tristan were absent during testing, yet their embeddings were sometimes incorrectly matched to active users. This underscores the risk of including staff in the recognition pool who aren't present — they can still be falsely predicted, which may confuse interpretation unless that context is considered.
	Predicted Person
	Total Images Predicted As
	Correct Matches
	Accuracy
	Times Seen as Actual

	Darren
	4
	3
	75%
	38



Darren was seen 38 times but matched correctly only three times. His embedding likely suffered from poor lighting or an unrepresentative image at enrolment. This case highlights how poor initial biometric quality — due to lighting, resolution, or alignment — can significantly reduce recognition reliability during live testing.
This reinforces the importance of quality and realism in the biometric registration phase. Capturing reference images under lighting, angle, and resolution conditions that closely match the monitoring environment significantly improves recognition success — as demonstrated earlier in Section 4.4.1 with Evan Far.
It is of note that the biometrics were taken in a controlled environment with supervision to maintain quality, although two locations had to be used.
Please see section 4.9 for an analysis of the biometrics taken.


4.5.5 [bookmark: _Toc204323448]Worst Recognition Accuracy (Recognised Group)
In contrast to the individuals with 0% accuracy discussed in Section 4.4.4, the following users were all correctly identified by the system at least once, but still exhibited low overall recognition performance. These cases represent the lower threshold of functional recognition — users for whom the system occasionally worked, but mostly failed.
	Predicted Person
	Total Images
	Correct Matches
	Accuracy
	Most Confused With
	Times Mislabelled

	CJ
	85
	2
	2.35%
	Charles
	12

	Cerys
	11
	1
	9.09%
	Evan
	2

	Niall
	32
	3
	9.38%
	Callum
	5

	Callum
	127
	15
	11.81%
	Matthew 
	20

	James
	45
	6
	13.33%
	Darren
	6



The decision to present these entries as a combined table rather than as individual case studies was made to support cross-comparison of recognition performance. This format is especially useful here because two of the entries, CJ and Cerys, refer to the same individual, but captured under different conditions. CJ reflects a re-enrolment under improved lighting conditions. Although this update led to a marginal improvement in performance, the overall match accuracy remained poor, which suggests persistent embedding quality issues.
Moreover, Callum, despite having the highest number of image captures (127), showed only an 11.8% match accuracy. This suggests that frequency of exposure to the camera does not guarantee improved accuracy — especially if the original biometric vector or environmental conditions are suboptimal. This pattern strengthens the case for targeted re-enrolment with guidance on lighting, angle, and distance.
To further explore whether any of these poor performers had promising individual comparisons, the highest cosine similarity score observed for each of them is shown below.

	Person
	Best Score
(Highest)

	Callum
	0.82

	Niall
	0.63

	James
	0.62

	Cerys
	0.50

	CJ
	0.49



Despite poor average accuracy, a few individuals had relatively high maximum scores — Callum, in particular, achieved a best match of 0.82, which would typically indicate a strong similarity. This suggests that in ideal frames, the system was capable of identifying these individuals, but those events were rare. It is likely that many frames suffered from issues such as motion blur, poor alignment, or inconsistent lighting — all factors that can significantly degrade matching accuracy.
The presence of these higher scores reinforces the idea that quality of input is critical, and that some individuals may benefit substantially from retraining or recapturing their biometric vectors under more controlled or representative conditions
4.6 [bookmark: _Toc204323449]Flag based trends
To better understand how specific image conditions affected recognition accuracy, each image was tagged with one or more descriptive flags during the manual review process. These flags represent known challenges in facial recognition performance — such as motion blur, angled views, and poor framing — and were assigned to help assess the system’s robustness in real-world conditions.
The table below summarises performance across four key flag categories:

	Flag
	Total Images
	Correct Matches
	Accuracy
	Average Score

	Angled Face
	369
	64
	17.34%
	0.4284

	Blurred
	478
	72
	15.06%
	0.4213

	Partial Face
	203
	26
	12.81%
	0.4312

	Wide Angle
	43
	0
	0.00%
	0.3919



From these figures, several insights can be drawn:
· Angled face images exhibited the highest accuracy among flagged conditions at 17.34%, suggesting that the system could still occasionally succeed when faces were off-centre, though performance remained low overall.
· Blurred images made up the largest subset (478 samples), with only 15.06% accuracy, highlighting how even slight motion or focus issues significantly hinder identification.
· Partial face images were especially problematic, achieving just 12.81% accuracy, despite having one of the highest average similarity scores. This may indicate that some facial regions still produced relatively high cosine similarity values — possibly causing false positives — but lacked enough data to reliably confirm identity.
· Wide-angle shots performed worst, with 0% recognition accuracy. These images typically included small or distant faces, and the average similarity score (0.3919) suggests that such conditions fail to yield meaningful matches.
These results reinforce the importance of high-quality image conditions in biometric recognition. While the system did attempt to match all incoming faces regardless of visual quality, the flagged categories highlight specific areas where algorithmic performance degrades — guiding future improvements in camera positioning, frame filtering, and preprocessing.


4.7 [bookmark: _Toc204323450]Side-Angled Camera Test (45° View)
A short-term test placed the camera at a 45-degree angle to assess whether X-axis movement could reveal entry or exit direction. The unit’s entrance layout required left turns on entry, and this setup was intended to offer spatial cues for tracking. However, angled views proved less effective for consistent recognition.
However, during observation, it quickly became apparent that the angled view degraded face recognition performance significantly. The system repeatedly misidentified individuals, even at close distances, and it became necessary to manually test varying positions and distances to assess accuracy. These interventions, while informative, likely introduced inconsistencies into the dataset, as they were not part of natural ingress/egress behaviour.
The 45° camera angle was intended to infer movement direction via X-axis tracking. However, live tests showed it produced unreliable recognition. The system struggled with pose variation at this angle, prompting further testing to identify distances and positions where recognition became more consistent.
This live testing phase introduced bias, especially as the author's own face was repeatedly used to trial different angles and distances. As a result, Charles (the author) appears disproportionately in the dataset, and his recognition metrics do not reflect typical conditions. For this reason, Charles’s entries have been excluded from the following results.
After removing both no_face and Charles entries, the dataset consisted of 459 valid face images. Of these, only 42 were correctly matched, yielding a recognition accuracy of just 9.15% — substantially lower than the head-on camera setup analysed previously.


	Metric
	Value

	Total images (after removing no_face and Charles)
	459

	Correct predictions
	42

	Incorrect predictions
	417

	Accuracy
	9.15%

	Precision
	9.15%

	Recall
	100%

	F1 Score
	16.77%



These metrics confirm that the 45-degree setup significantly hindered recognition accuracy, most likely due to face angle distortion, partial profiles, and inconsistent lighting on facial features. Despite some successful matches, the system was generally unable to reliably identify individuals under this condition.
These results strongly reinforce the conclusion that face-on alignment is critical for reliable biometric recognition. Angled perspectives not only reduce visual symmetry and increase occlusion, but they may also distort key facial features used by the embedding algorithm, particularly in lower-resolution scenarios. The poor accuracy seen here directly informed the decision to revert to a head-on camera position for subsequent monitoring trials — as seen in Section 4.2 and beyond.
These results show a drop in overall performance compared to the forward-facing camera configuration (see Section 4.2), where precision reached 0.2197 at the same threshold. It reinforces the earlier decision to abandon this setup. 
The result highlights that even a moderate oblique camera angle can significantly degrade embedding consistency, possibly due to 3D facial geometry distortion — leading to poor cosine similarity alignment with stored reference embeddings. While the recall remains artificially perfect (due to the system always selecting a match), the high false-positive rate and lower F1 score confirm that a 45-degree camera placement is not suitable for reliable recognition in this setup.
4.7.1 [bookmark: _Toc204323451]Analysis of "no_face" Image Scores
During the manual review of system performance, a surprising finding emerged: a subset of images marked as no_face — that is, frames where no visible face was apparent — nonetheless returned relatively high cosine similarity scores. Across 604 total entries in the dataset, 114 were labelled as no_face. When these were isolated for closer inspection, their average match score was 0.48, and the highest score observed reached 0.65.
This result was unexpected, as one would assume that frames without a visible face should return low similarity scores if the biometric comparison system is working effectively. Two key factors may help explain this anomaly:
1. Timing Delay Between Detection and Capture
It is likely that some of the no_face images are not truly blank — rather, they may reflect a lag between the system’s detection of a valid face and the saving of the image for review. If a person moves rapidly past the camera, or if the frame rate or polling interval is suboptimal, it is possible that:
· The face was correctly detected and matched in real time,
· But by the time the image was captured and saved for analysis, the face had already exited the frame.
In this case, the stored image appears to contain "no face," but the score returned is from a face that was seen earlier — albeit briefly — and thus the similarity score may still be moderately high.

2. Cosine Similarity Always Finds the Nearest Match
The biometric comparison in use is based on cosine similarity, which compares the angle between two embedding vectors — not their magnitude. Even poor or invalid embeddings (generated from blurry, partial, or misaligned inputs) still result in a position within the embedding space.
Because the system is designed to always return the most similar identity, even when the input is noisy or lacks a valid face, it will still generate a match — often with a non-trivial score, simply because:
· The embedding lies closer to one identity than others,
· And no threshold is enforced to discard weak matches in this context.
This leads to scores in the 0.4–0.6 range, even when the prediction is essentially meaningless.
4.7.2 [bookmark: _Toc204323452]Interpretation and Implications of no_face results
This behaviour illustrates an important characteristic of face recognition systems that rely on cosine similarity: in the absence of a true match, they will still report a “best guess.” Without a clear mechanism for rejecting low-confidence embeddings, these guesses can be misleading — particularly when evaluating recognition performance manually.
This reinforces the importance of:
· Implementing a threshold cutoff (as explored earlier in Section 4.3) to prevent false matches on weak inputs,
· Ensuring high-confidence face detection (via bounding box quality or alignment thresholds) before proceeding with embedding and comparison,
· And considering real-time timestamp logging between detection and capture to verify whether saved images truly reflect the detected event.
These additional controls would help mitigate misleading high scores from non-face frames, and support more consistent and interpretable performance in future system iterations.

4.8 [bookmark: _Toc204323453]High Threshold (0.6) Recognition Test

This dataset was collected under conditions where only facial recognition matches scoring above 0.6 were stored, reflecting a confidence-led approach to recognition accuracy. Unlike previous datasets, all recorded images had relatively strong biometric match scores, as lower-confidence predictions were filtered out by the monitoring code. In addition, image flags show that many captures were of high quality (i.e., marked as none), further supporting an expectation of improved performance.
This test occurred on a quieter day within the unit, with fewer staff present and fewer captured entries as a result. Nonetheless, the data provides a useful comparison, demonstrating how the system behaves under stricter quality constraints.
The following recognition metrics were calculated after excluding no_face entries (which were minimal due to the threshold). Performance improved considerably compared to earlier datasets:

Recognition Metrics (Excluding no_face)
	Metric
	Score
	

	Accuracy
	0.9505
	

	Precision
	0.9505
	

	Recall
	1.0000
	

	F1 Score
	0.9747
	


These values reflect a near-perfect performance. The high threshold effectively eliminated most incorrect matches, boosting both accuracy and precision. A recall of 1.0 is expected, as the system always provides a name for images exceeding the threshold.


Top Performers
	Predicted Person
	Total Images
	Correct Matches
	Accuracy
	Most Confused With
	Times Mislabelled

	CJ
	8
	8
	1.0000
	None
	0

	Evan Far
	7
	7
	1.0000
	None
	0



Both top scorers achieved 100% recognition, showing that under ideal conditions (clear images, high threshold, and perhaps consistent lighting), the system performs flawlessly for certain individuals.

Lowest Performer
	Predicted Person
	Total Images
	Correct Matches
	Accuracy
	Most Confused With
	Times Mislabelled

	James P
	7
	6
	0.8571
	Darren
	1


While still achieving a respectable 85.71% accuracy, James P was the only individual in the dataset not to reach 100%. One misidentification occurred, with the system mistakenly labelling his image as Darren. This illustrates that even with a high score threshold, occasional misclassifications can happen — particularly when individuals have similar biometric profiles or when lighting and pose conditions vary subtly.
In summary, this high-threshold dataset offers compelling evidence that setting a minimum score threshold of 0.6 or higher dramatically improves recognition reliability. While fewer images are captured overall, the quality and correctness of predictions are significantly enhanced, making this a viable approach for operational environments where false positives must be minimised.
It has to be recognised that although this accuracy is greatly improved, it has to be noted that it would be at the detriment of missing the ingress or egress of certain members of staff if, for example, due to motion blur or the angle of the face they did not meet the threshold set at 0.6. This would also be likely to not record someone unknown entering the unit as their scores tend to be between 0.4 and 0.6.
4.9 [bookmark: _Toc204323454]Biometric Review
In the final implementation, the system will not retain any imagery of staff, relying solely on 128-dimensional face embeddings generated during the biometric sign-up process. However, for the purposes of testing and debugging during development, participants agreed to temporarily allow the storage of face images. All individuals provided informed consent, and all images will be permanently deleted upon completion of the project.
This temporary retention has enabled visual analysis of images that produced both the most and least reliable recognition results. The aim is to identify any observable features that may have contributed to these outcomes.
The most reliably recognised individual was Evan Far, whose biometric data was captured at the actual point of entry/exit — as detailed in Section 4.5.1. This location-specific capture may have contributed to higher recognition accuracy by aligning environmental factors such as lighting, background, and distance with the conditions present in the live monitoring feed. As demonstrated in the pixelated image below in figure 4.30:
[image: ]
Figure 4.30: Biometric captured further away, most accurate 

Evan's face does not dominate the frame, but the spatial relationship between subject and camera mirrors operational conditions.
The next two most accurately recognised individuals were LMM and Martyn (images below in figure 4.31). 
[image: ]			[image: ]
Figure 4.31: Next most accurate biometrics
One image was taken in front of a cupboard, the other against a plain wall. Importantly, the lighting conditions at the time of capture differed:
· The plain wall image was taken at approximately 4:00 PM, with strong sunlight from behind the subject.
· The cupboard image was taken at 11:00 AM, with the room lit by sunlight entering from the side.
Notably, images taken later that same day (around 1:00 PM) in front of the cupboard show significantly deeper shadows, especially around the eyes. In some cases, facial hair introduced additional shadowing. These factors are clearly visible in the examples below in figure 4.32 and were associated with significantly lower recognition rates.
[image: ]				[image: ] 
Figure 4.32: Worst biometrics for accuracy

A notable case involved one subject, whose face failed to trigger pixelation during anonymisation — indicating a likely failure in initial facial detection or embedding. Despite successful detection by RetinaFace during registration, poor landmarking (possibly due to hairstyle or occlusion) may have produced a non-representative vector. This emphasises the importance of capturing biometrics under ideal conditions with minimal occlusion and consistent lighting.
This analysis supports the recommendation that biometric enrolment should take place under representative lighting conditions, with clear visibility of key facial features, minimal occlusion, and minimal variation in background.


Chapter 5. [bookmark: _Toc204323455]Conclusion
The aim of this project was to design, develop, and implement a facial recognition monitoring system capable of logging staff access events using real-time image capture and biometric comparison. Rather than control physical access (e.g. via barriers), the system focused on non-intrusive identity verification by comparing live webcam footage against a database of registered facial biometric data.

The project followed four phases. A literature review guided the choice of RetinaFace and FaceNet. A modular system using PySide6, OpenCV, and SQLite was then developed for registration and monitoring. Evaluation followed using accuracy, precision, recall, and F1-score. A custom image review tool allowed for manual labelling of match quality, supporting analysis of false positives and helping refine recognition thresholds.

A PySide6-based GUI guided users through the registration process with alignment prompts and consent messaging. The system logged recognised entries with timestamped results, face crops, and similarity scores, while the database structure cleanly separated biometric records from access logs. Integration of image capture, processing, GUI interaction, and local storage was achieved without reliance on cloud APIs, allowing for a secure, self-contained deployment.

While core objectives were achieved, full ingress/egress logging was not implemented due to hardware constraints. A dual-camera setup was not feasible, and single-angle views reduced accuracy. Some unknowns scored higher than registered staff, due to pose or lighting differences. This overlap complicated threshold tuning and reduced confidence in binary match decisions. Also, as the system was not made live, I did not employ techniques against script injection in the database entry fields and the database was not directly encrypted itself, which ultimately it would be for security purposes.
5.1 [bookmark: _Toc204323456]Limitations
The system's recognition reliability was influenced by factors such as image quality, camera angle, and environmental consistency. Haar Cascade detection offered a significant speed advantage (~5 fps versus 0.2 fps for RetinaFace), but its reduced accuracy increased false positives — particularly during motion blur or partial visibility. DeepFace's internal cropping was also found to be unreliable in tightly framed or low-resolution images, further justifying the switch to RetinaFace for more accurate alignment during registration.
No liveness detection was implemented, and face recognition remained dependent on cosine similarity between single-angle embeddings, limiting robustness in varied conditions. Hardware performance and webcam behaviour also presented challenges, including feed flipping and inconsistent indexing when reconnecting devices.
5.2 [bookmark: _Toc204323457]Recommendations

Future improvements could begin with implementing dual-camera coverage (e.g. one for entry, one for exit), with each camera running in a dedicated CPU core or thread to preserve framerate. A code structure for this approach was drafted and would be straightforward to implement.
Additionally, idle time in the live feed could be utilised more efficiently by triggering short recordings based on motion detection. These could then be retrospectively processed using a more accurate detection pipeline such as RetinaFace with FaceNet, preserving performance during idle periods while improving recognition during movement.
Further training data could also be gathered using the image review tool. This opens up the possibility of training a dedicated recognition model using transfer learning with lightweight architectures such as MobileNetV2 or EfficientNet, enabling the system to learn from varied lighting, angles, and expressions and the flags created by the image review tool. A simpler alternative would involve storing multiple embeddings per person in the database, representing different poses and conditions.
The fixed camera setup also allows for heuristic enhancement: for example, analysing the Y-position of detected faces in the frame could support height-based validation, flagging outliers based on expected facial location for known staff.
To enhance real-world applicability, the system could incorporate a remote administrative interface, real-time alerts, and liveness detection. Multi-angle or 3D modelling could also improve resistance to spoofing and increase matching reliability.
5.3 [bookmark: _Toc204323458]Reflection

The project offered a steep but rewarding learning curve. It enhanced the author’s technical understanding of face detection models, embedding generation, similarity measurement, and biometric database design. Through practical experience with OpenCV, RetinaFace, FaceNet, and PySide6, valuable skills in modular development, GUI design, and performance optimisation were developed.
A key improvement emerged from capturing biometric data in-situ, as this significantly improved recognition consistency. The process also fostered better planning and adaptability, particularly when responding to webcam configuration issues, feed flipping, and user cooperation challenges during testing.
What began as a theoretical exploration of facial recognition evolved into a hands-on investigation of its limitations, nuances, and real-world constraints. The project ultimately delivered a working prototype and a solid foundation for future research in the field of computer vision and biometric access monitoring.
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Chapter 6. [bookmark: _Toc204323460]Appendix A
6.1 [bookmark: _Toc204323461]Standard Python Libraries utilised
6.1.1 [bookmark: _Toc204323462]sys
Provides access to some variables and functions that interact with the Python interpreter. Commonly used for system-level operations like exiting the program or modifying the path.[17] 
🔗https://docs.python.org/3/library/sys.html
6.1.2 [bookmark: _Toc204323463] os
Used for interacting with the operating system, such as reading or writing files, and navigating directories.[18]
🔗 https://docs.python.org/3/library/os.html
6.1.3 [bookmark: _Toc204323464] time
Provides time-related functions, including time stamps and delays.[19]
🔗 https://docs.python.org/3/library/time.html
6.1.4 [bookmark: _Toc204323465] datetime (from datetime)
Supports date and time manipulation, including formatting and arithmetic.[20]
🔗 https://docs.python.org/3/library/datetime.html
6.1.5 [bookmark: _Toc204323466] sqlite3
A built-in module that provides an interface for working with SQLite databases directly from Python.[21]
🔗 https://docs.python.org/3/library/sqlite3.html

6.2 [bookmark: _Toc204323467]Further Reading
6.2.1 [bookmark: _Toc204323468]Use of live facial recognition technology by law enforcement in public places[22]
6.2.2 [bookmark: _Toc204323469]Deepface recognition [23] 
6.2.3 [bookmark: _Toc204323470]Rapid Object Detection using a Boosted Cascade of Simple Features[24]
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Figure 1. The proposed single-stage pixel-wise face localisation
method employs extra-supervised and self-supervised multi-task
learning in parallel with the existing box classification and regres-
sion branches. Each positive anchor outputs (1) a face score, (2) a
face box, (3) five facial landmarks, and (4) dense 3D face vertices
projected on the image plane.
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Figure 2. An overview of the proposed single-stage dense face localisation approach. RetinaFace is designed based on the feature pyramids

with independent context modules. Following the context modules, we calculate a multi-task loss for each anchor.
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import cv2 #Import Opencv library for video capabilities
import tkinter as tk #tkinter is a library to create a simple GUT
from tkinter import messagebox #utilise the function messagebox from the library
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def take_picture():
cap = cv2.videoCapture (@) # Open the webcam (usually inbuilt webcam is index )
if not cap.isOpened(): -
ret, frame = cap.read() # Read a frame from the webcam
if ret:
# Save the frame as an image file
cv2.imwrite(’ captured_image.png’, frame)

messagebox.showinfo("Info", "Picture taken and saved as 'captured image.png’.")
elpe: -
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result = DeepFace.verify(
img1_path,
img2_path=img2 path,
model_name="VGG-Face”

)

print("\n@ Verification successfull")
print(f"Verified: {result['verified']}")
print(f"Distance: {result['distance']:.af}")
print(f"Threshold: {result['threshold']:.4f}")
print(“\nFull result dictionary:", result)
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cascade_path = cv2.data.haarcascades + "haarcascade frontalface default.xml"
self.face_cascade = cv2.CascadeClassifier(cascade_path) # Load Haar cascade for face detection
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ret, frame = self.cap.read() # Capture a frame from webcam
if not ret:
return

frame_rgb = cv2.cvtColor(frame, cv2.COLOR BGR2RGB) # Convert frame to RGB for display
self.current_frame = frame_rgb
frame_gray = cv2.cvtColor(frame, cv2.COLOR BGR2GRAY)  # Grayscale for face detection
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faces = self.face_cascade.detectMultiscale(
frame_gray,
scaleFactor=1.1,
minNeighbors=5,
minsize=(100, 100)

# Detect faces using Haar cascade

# Scale image at 10% steps for pyramid search
# Require 5 adjacent matches to confirm detection
# Ignore faces smaller than 100x100 pixels
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if len(faces) > o:
self.status_label.setText(f"{len(faces)} Face(s) Detected")
self.status_label.setStylesheet(“color: green; font-weight: bold; font-size: 16px;")

for 1, (x, y, w, h) in enumerate(faces): #Loop through each detected face region
cv2.rectangle(frame_rgb, (x, y), (x +w, y + h), (255, 255, 0), 2) #Draw yellow rectangle around each face
face_crop = frame_rgb[y:y + h, x:x + w].copy() #Extract (crop) the detected face area from the frame.
self.detected faces.append(face_crop) #
face_gimage = QImage( #Convert cropped face to QImage format for display.

face_crop.data,
face_crop.shape[1],
face_crop.shape[e],
face_crop.strides[e],
QImage.Format_RGB888

)

pixmap = QPixmap.fromImage(face_gimage).scaled(100, 100, Qt.KeepAspectRatio)  #Scale the face preview while maintaining aspect ratio.
face_label = ClickableLabel() #Create a clickable label to represent the face.
face_label . setPixmap(pixmap) #Display the preview image on the GUI.

face_label.clicked.connect(lambda checked=False, i=i: self.save_detected face(i))#Link the click event to save the corresponding detected face.
self.face_preview layout.addwidget (face_label)

else:
self.status_label.setText("No Face Detected") #Display No Face Detected if 'faces' is empty.
self.status_label.setStylesheet(“color: red; font-weight: bold; font-size: 16px;")
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try:

# Extract face with RetinaFace to get aligned version
extracted = DeepFace.extract_faces(
img_path=raw_filename,
detector_backend="retinaface’,
enforce_detection=True,
align=True

if not extracted:
self.results_box.setText("No face found in image.")
return

# Get aligned face crop from first result
face_crop = extracted[e][“face"]
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# Get embedding (128D vector)
embedding_vector = DeepFace.represent (
img_path=face_crop,
model_name="Facenet”,
detector_backend="skip”, # Already aligned from earlier extraction
enforce_detection=False
)[@]["embedding"]
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for r in range(300, 0, -6):
self.animation_radius = r
oapplication.processEvents()
time.sleep(0.02)

self.animation_radius = @
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BN Facetrack - Regiser Saff - X

View Mode: | Normal View
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B acetrack - Register Saff

View Mode: Normal View

8 Processing cente face.. lesse wat
Coptured and processed centre face
8 Procossing lft fac.. Ploase wait.
B Coptured and processed left foce.
Processing ght face.. Please wat..
4 Captured andl processed right ace.
B Procesing centre face.. Please wat.
B Captured and processed contro fece
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B acetrack - Register Staff

View Mode: | Normal View

8 Procecsing lft face.. lesse it
Coptured and processed lft ace.
[T —
4 Captured and processed rignt face.
Processing cenre fae.. lease wait.
4 Captured and processed centreface
8 Processing left face.. Please wait.
8 Captured and processed lotface.
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PayRef:
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def ask_consent(self):

msg = QMessageBox()

msg. setIcon(QMessageBox. Information)

msg. setWindowTitle("Consent Required")

msg. setText|(|"\UGGO1FACB By proceeding, you consent to the collection of your facial biometrics for testing purposes.\n\n"
- This system is entirely offline.\n"
- Your data will never be sold or shared.\n"
- You can request deletion of your data at any time.\n"

"~ The data will be deleted automatically after the project ends.f)
msg. setStandardButtons (QMessageBox.0k | QMessageBox.Cancel)
return msg.exec() == QMessageBox.0k
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[ Consent Required X

. B By clicking “OK", you consent to the processing of your facial biometric data
for testing purposes under Article 9(2)(a) of the UK GDPR.

- You can withdraw consent at any time by contacting Charles Gill.

- Your biometric data will be stored securely and retained for no more than 14
days, after which it will be deleted.

- Your biometric data may be used in a closed, consent-based system to test live
face recognition for staff access monitoring.

- It will never be used for covert surveillance, decision-making, or any
unauthorised use.
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from datetime import timedelta
retention_choice, ok = QInputDialog.getTtem(
self,
“Retention Period”,
“How long should biometrics be stored?”,
["2 weeks”, "2 years"],

1,
False

)

if not ok:

return
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if self.flip preview:
frame = cv2.flip(frame, 1)
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[ Facetrack - Live Monitoring

Face Preview (Latest)
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if result and 'embedding' in result[e]:
live vector = np.array(result[e][ ‘embedding'], dtype=np.float32)
matches = {}
for entry in self.embeddings:
sim = 1 - cosine(live_vector, entry["vector”])
if entry["staff_id"] not in matches or sim > matches[entry["staff_id"]]["score"]
#matches[entry["staff_id"]] = {"name": entry[“name"], "score": sim}
matches[entry[ "staff_id"]] = {

dod HoH o H e s B o3 ow H

“label": entry[*label"]

Check that embedding vector was returned
Convert embedding list to NumPy float32 array
Dictionary to store best match per staff ID
Loop through all stored staff embeddings
calculate cosine similarity (1 = perfect match)
# If first match or higher score

Line without pose orientation

Store best match details for this staff ID
save staff name for display

save similarity score

save label (pose: e.g., ‘L', 'C', 'R)
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best_matches = sorted(
matches. items(),
key=lambda item: item[1]["score"],
reverse=True

)31

EIE

sort all matched entries
.items() turns dict into list of (staff_id, data) tuples
Lambda gets the similarity score from the data part
sort from highest to lowest score

Take only the top 3 matches
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match_text = "\n".join([ # Join all formatted match lines into one string with line breaks
£"{data['name' 1} ({data['label']}): {data['score']:.3f}"  # Format: Name (Pose): Score (to 3 decimal places)
for _, data in best_matches # Iterate over best_matches, ignore staff_id (underscore)

1
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‘top_match = best_matches[@][1]

name = top_match[‘name’]

score = top_match[ *score' ]

cv2.putText(self.current_frame, f"{name} ({score:.2f})", (x, y - 10),
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if score >= 0.60:
last_time = self.last_saved.get(staff_id, 0)
if now - last_time >= 1.0:
self.last_saved[staff_id] = now

Continue if similarity score is 0.60 or higher
Check for last save time for this staff_ID (o if never)

Check if last save for this ID was greater than a second ago
Update database with current time of this image for this ID

os.makedirs("FaceTrack/testing_scoreo- exist_ok=True) # Create output folder if not already present

timestamp = datetime.now().strftime("%v-%m-%d_%H-%M-%S")  # Get current timestamp and convert to a formatted string
Filename {name} {score:.2f} {timestamp}.jp # Add the predicted name, score and timestamp to the filename
filepath = os.path.join("FaceTrack/testing_scoreo-6", filename) # Add the directory to the path

face_bgr = cv2.cvtColor(face_crop, cv2.COLOR RGB2BGR) # Convert the face crop image to Blue Green Red for Opencv
cv2.imwrite(filepath, face bgr) # use cv2.imwrite to create the jpg output file
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I Charles G_0:54_2025-07-10_10-59-16pg (1/126)

Best Matc| arles G (Score: 0.54)

Partial face: Angled face Blurred Wide angle
O X wrong Unknown
~ Select Actual Identity -

Save and Next
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Aled_0.29_2025-07-10_16-02-30.jpg Aled 0.29 ###sus  16:02:30 blurred,no_face wrong
CJ_0.24_2025-07-10_12-33-52.jpg a 0.24 supssEE 12
CJ_0.40_2025-07-10_16-47-29.jpg a 0.4 #ususEEE 16
Charles G_0.48_2025-07-10_11-19-35.jpg Charles G 0.48 HH#HHHHE 11

:52 none wrong, Darren
9 angled_face,blurred,wide_angle wrong  Emily
5 blurred correct
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